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Appendix  1 

cobbespondence  between  the  committee  and  the  department  of  justick 

Office  of  the  Attorney  General, 

Washington,  D.C.,  June  25,  1975. 
Hon.  Peter  W.  Rodino,  Jr., 

Chairman,  Committee  on  the  Judiciary,  U.S.  House  of  Representatives,  Wash- 
ington, B.C. 
Dear  Chairman  Rodino  :  I  delivered  to  you  yesterday  a  letter  setting  forth 
the  extent  of  microphone  and  telephone  surveillance  conducted  within  the  United 
States  for  national  security  and  foreign  intelligence  purposes  amd  discussing  the 
authority  to  conduct  such  surveillance.  In  light  of  the  recent  decision  of  the 
U.S.  Court  of  Appeals  for  the  District  of  Columbia  in  Zweibon  v.  Mitchell,  I 
would  like  to  add  the  following  point.  While  the  case  makes  many  broad  state- 
ments, the  actual  holding  of  the  case,  as  I  understamd  it,  is  that  "a  warrant 
must  be  obtained  before  a  wiretap  is  installed  on  a  domestic  organization  that 
is  neither  the  agent  of  nor  acting  in  collaboration  with  a  foreign  power,  even  if 
the  surveillance  is  installed  under  presidential  directive  in  the  name  of  intelli- 
gence gathering  for  protection  of  the  national  security." 

Since  I  am  certain  that  many  questions  will  be  asked  vpith  respect  to  this 
decision,  I  want  to  state  that  our  present  practice  is  in  full  compliance  with  the 
above  holding.  Since  I  became  Attormey  General,  electronic  surveillance  author- 
ized for  national  security  and  foreign  intelligence  purposes  has  not  been  dire<'ted 
at  any  individual  or  organization  that  is  neither  an  agent  of  a  foreign  power  nor 
actimg  in  collaboration  with  a  foreign  power. 
Sincerely, 

Edward  H.  Levi, 
Attorney  Oeneral. 

Office  of  the  Attorney  General, 

Washington,  B.C.,  June  24,  1915. 
Hon.  Peter  W.  Rodino,  Jr., 

Chairman,  Committee  on  the  Judiciary,  U.S.  House  of  Representatives,  Wash- 
ington, B.C. 

Dear  Chairman  Rodino  :  I  have  received  a  letter  from  Congressman  Kasten- 
meier,  as  Chairman  of  the  Subcommittee  on  Courts,  Civil  Liberties,  and  tlie 
Admimistration  of  Justice,  requesting  certain  information  regarding  electronic 
surveillance  conducted  by  the  federal  government  in  the  interests  of  national 
security  and  foreign  intelligence.  Because  of  the  nature  of  the  issues  involved, 
I  am  sending  my  response  directly  to  you  as  Chairman  of  the  Committee  on  the 
Judiciary.  I  believe  this  procedure  is  iin  accord  with  our  previous  discussion 
concerning  the  treatment  of  similar  matters. 

Since  1940  by  directives  of  the  President,  the  Attorney  General  has  been 
vested  with  responsibility  over  electronic  surveillance  conducted  within  the 
United  States  in  the  interests  of  national  security  and  foreign  intelligence.  This 
surveillance  is  authorized  pursuant  to  the  personal  approval  of  the  Attorney 
General,  rather  than  by  court  order.  Based  on  an  examination  of  the  relevant 
precedents,  it  is  the  position  of  the  Department  of  Justice  that  the  Executive  may 
conduct  electronic  surveillance  in  the  interests  of  national  security  and  foreign 
intelligence,  and  in  aid  of  his  conduct  of  the  nation's  foreign  affairs,  without 
obtaining  a  judicial  warrant.  This  has  been  the  position  of  the  Department  of 
Justice  for  more  three  decades  and  is  supported  by  historical  practice  as  well  as 
judicial  decision.  The  only  two  Courts  of  Appeals  to  address  the  issue,  the  Third 
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Circuit  and  the  Fifth  Circuit,  have  held  that  the  warrant  requirement  of  the 
Fourth  Amendment  does  not  apply  in  the  area  of  national  security  and  foreign 
intelligence  and  that  under  the  Constitution  the  President  has  the  authority  to 
conduct  electronic  surveillance  without  a  court  order  as  part  of  his  diplomatic 
and  military  or  commander-in-chief  functions.  See  United  States  v.  Butenko 
{Appeal  of  Ivanov),  494  F.2d  593  (3rd  Cir.  1974)  (en  banc),  cert,  denied  suh  nom. 
Ivanov  V.  United  States,  419  U.S.  881  (1974)  ;  United  States  v.  Brown,  484  F.2d 
418  (5th  Cir.  1973),  cert,  denied,  415  U.S.  960  (1974).  In  Title  III  of  the  Omnibus 
Crime  Control  and  Safe  Streets  Act  of  1968,  Congress  also  explicitly  disclaimed 
any  attempt  to  place  limitations  on  the  President's  authority  in  this  area.  IS 
IT.S.C.  §2511(3).  The  Supreme  Court  has,  of  course,  expressly  left  open  the 
question  whether  the  warrant  requirement  applies  to  electronic  surveillance  con- 
ducted for  national  security  and  foreign  intelligence  purposes.  In  United  States 
V.  United  States  District  Court,  407  U.S.  297,  308-9  (1973),  however,  the  Court, 
while  holding  that  the  domestic  security  area  was  subject  to  the  warrant  require- 
ment, was  careful  to  note  that  "the  instant  case  requires  no  judgment  with 
respect  to  the  activities  of  foreign  powers,  within  or  without  this  country.  There 
is  no  evidence  of  any  involvement,  directly  or  indirectly,  of  a  foreign  power." 
Moreover,  in  the  Butenko  case,  although  the  United  States  prevailed  in  the  Third 
Circuit,  the  Department  acquiesced  in  the  petition  for  certiorari.  Nevertheless, 
the  Court  denied  certiorari,  thus  leaving  undisturbed  the  Third  Circuit's  decision 
upholding  the  authority  of  the  Executive  to  conduct  electronic  surveillance  with- 
out a  court  order  where  national  security  and  foreign  intelligence  is  involved. 

Under  the  standards  and  procedures  established  by  the  President,  the  personal 
approval  of  the  Attorney  General  is  required  before  any  non-consensual  elec- 
tronic surveillance  may  be  instituted  within  the  United  States  without  a  judicial 
warrant.  All  requests  for  surveillance  must  be  made  in  writing  by  the  Director 
of  the  Federal  Bureau  of  Investigation  and  must  set  forth  the  relevant  factual 
circumstances  that  justify  the  proposed  surveillance.  Both  the  agency  and  the 
Presidential  appointee  initiating  the  request  must  be  identified.  Requests  from 
the  Director  are  examined  by  a  special  review  group  which  I  have  established 
within  the  OflBce  of  the  Attorney  General.  Authorization  will  not  be  granted 
unless  the  Attorney  General  has  satisfied  himself  that  the  requested  electronic 
surveillance  is  necessary  for  national  security  or  foreign  intelligence  purposes 
important  to  the  national  security. 

In  addition,  the  Attorney  General  must  be  satisfied  that  the  subject  of  the 
surveillance  is  either  assisting  a  foreign  power  or  foreign-based  political  group, 
Or  plans  unlawful  activity  directed  against  a  foreign  power  or  foreign-based 
political  group.  Finally,  he  must  be  satisfied  that  the  minimum  physical  intrusion 
necessary  to  obtain  the  information  will  be  used. 

All  authorizations  are  for  a  period  of  ninety  days  or  less,  and  the  specific 
approval  of  the  Attorney  General  is  again  required  for  continuation  of  the  sur- 
veillance beyond  that  period.  The  Attorney  General  has  also  been  directed  to 
review  all  electronic  surveillance  on  a  regular  basis  to  ensure  that  the  afore- 
mentioned criteria  are  staisfied.  Pursuant  to  the  mandate  of  United  States  v. 
United  States  District  Court,  electronic  surveillance  without  a  judicial  warrant 
is  not  conducted  where  there  is  no  foreign  involvement. 

All  electronic  surveillance  related  to  national  security  and  foreign  intelligence 
within  the  United  States  is  conducted  by  the  Federal  Bureau  of  Investigation. 
The  Bureau  has  established  strict  internal  review  procedures  with  regard  to  all 
electronic  surveillance  activities. 

The  extent  of  telephone  and  microphone  surveillance  conducted  within  the 
United  States  in  the  interests  of  national  security  and  foreign  intelligence  was 
last  disclosed  in  1973.  On  a  comparable  basis,  the  extent  of  such  surveillance 
between  1969  and  May  1975  is  set  forth  in  the  attached  memoranda.  The  total 
number  of  subjects  of  telephone  surveillance  during  that  period  is  as  fololws: 
1969  ,131 :  1970.  90 :  1971,  87 :  1972.  102 :  1973.  116 :  1974.  148.  These  figures  do 
not,  of  course,  indicate  the  number  of  persons  whose  conversations  were  inter- 
cepted, but  rather  only  the  number  of  subjects  to  whom  the  surveillance  was 
directed.  The  to<-al  number  of  subjects  of  microphone  surveillance  during  that 
period  wns  as  follows:  1969.  14:  1970.  19:  1971.  16;  1972.  31:  197.3.  38;  1974.  .32. 
Again,  these  figures  do  not  indicate  the  number  of  persons  whose  conversations 
were  intercepted,  but  rather  the  number  of  subjects  to  whom  the  survei'lnnce 
was  directed.  Moreover,  I  should  further  note  that  the  above  figures  are  duplica- 
tive to  an  extent  since  in  several  cases  the  same  subject  was  under  both  tele- 
phone and  microphone  surveillance. 
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The  total  installations  of  telephone  and  microphone  surveillances  during  the 
above  period  would,  of  course,  exceed  these  figures  by  varying  margins.  On  occa- 
sion, the  subject  under  surveillance  moved  to  a  new  location,  thus  necessitating  a 
re-installation  of  the  surveillance  at  the  new  address.  On  other  occasions,  the 
surveillance  was  discontinued  because  the  subject  left  the  premises  for  an  ex- 
tended period,  but  was  later  re-instituted  when  the  subject  returned.  In  still  other 
cases,  the  surveillance  was  discontinued  for  a  period  as  part  of  the  Department's 
continuing  review  and  re-evaluation  of  all  electronic  surveillance  activities.  The 
subsequent  re-institution  of  the  surveillance  pursuant  to  a  new  approval  by  the 
Attorney  General  would  be  counted  as  an  additional  installation.  For  the  above 
reasons,  the  number  of  installations  of  telephone  and  microphone  surveillances 
is  greater  than  the  number  of  subjects  of  such  surveillance,  and  would  thus  not 
provide  an  accurate  basis  for  evaluating  the  extent  of  electronic  surveillance. 
Nevertheless,  pursuant  to  your  inquiry,  I  am  including  in  the  attached  memo- 
randa the  total  number  of  installations  of  electronic  surveillance  devices  for  both 
telephones  and  microphones. 

I  am  also  enclosing  the  maximum  and  minimum  number  of  telephone  and 
microphone  surveillances  installed  and  in  operation  for  each  month  between 
November  1972  and  April  197.5.  These  figures  are  based  on  data  compiled  on  a 
daily  basis  and  reflect  installations  and  discontinuances  of  electronic  surveillance 
devices.  The  lecords  of  daily  counts  were  initiated  in  November  1972.  Compara- 
ble information  is  not  available  for  prior  periods.  As  these  figures  indicate,  the 
maximum  number  of  telephone  surveillances  in  operation  at  any  time  during 
1973  was  93 :  the  minimum  number  in  operation  that  year  was  65.  The  maximum 
number  of  microphone  surveillances  in  operation  during  1973  was  22 ;  the  mini- 
mum number  was  10.  In  1974,  the  maximum  number  of  telephone  surveillances 
in  operation  was  106:  the  minimum  number  in  operation  was  75.  Microphone 
surveillances  in  operation  during  that  period  ranged  from  a  maximum  of  21  to 
minimum  of  10.  During  the  first  four  and  half  months  of  1975,  the  maximum 
number  of  telephone  surveillances  in  operation  at  any  time  was  91 ;  the  minimum 
was  67.  The  maximum  number  of  microphone  surveillances  in  operation  at  any 
time  during  that  period  was  20 ;  the  minimum  was  9.  On  April  1,  1975,  there  were 
75  telephone  and  15  microphone  surveillances  in  operation. 

I  trust  that  the  information  supplied  is  of  assistance  to  your  Committee.  I  am 
also  providing  the  above  information  to  Senator  Kennedy,  as  Chairman  of  the 
Subcommittee  on  Administrative  Practice  and  Procedure  of  the  Senate  Commit- 
tee on  the  Judiciary,  and  to  Senator  Church,  as  Chairman  of  the  Senate  Select 
Committee  to  Study  Governmental  Oi>erations  With  Respect  to  Intelligence 
Activities. 

Sincerely, 

Edward  H.  Levi, 
Attorney  General. 

ELECTRONIC  SURVEILLANCE  CONDUCTED  IN  THE  INTERESTS  OF  NATIONAL  SECURITY  AND  FOREIGN 

INTELLIGENCE 

TOTAL  SUBJECTS  AND  INSTALLATIONS  OF  TELEPHONE  AND  MICROPHONE  SURVEILLANCES,  1969-74 

Telephone        Microphone 

1969: 

Subjects  under  surveillance 

Total  installations 

1970: 

Subjects  under  surveillance 

Total  installations 

1971: 

Subjects  under  surveillance 

Total  installations 

1972: 

Subjects  under  surveillance 

Total  installations. 

1973: 

Subjects  under  surveillance 

Total  installations 

1974: 

Subjects  under  surveillance 

Total  installations 


113 

123 

14 
14 

90 
102 

19 
19 

87 
101 

16 
16 

102 
108 

31 
32 

116 
123 

38 
40 

148 
190 

32 

42 
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HIGHESTAND  LOWEST  NUMBER  OFTELEPHONE  AND  MICROPHONE  SURVEILLANCES  INSTALLED  AND  IN  OPERATION 
WITHIN  THE  UNITED  STATES  PER  MONTH  FROM  NOVEMBER  1972  THROUGH  APRIL  1975 


Telephone 


Microphone 


High 

Low 

High 

Low 

74 

70 
68 

65 
67 
70 
73 
89 
82 
80 
80 
83 
87 
90 
84 

83 
84 
87 
91 
91 
93 
90 
91 
98 
98 
78 
75 

78 
85 
67 
75 

15 
17 

17 
19 
20 
17 
16 
13 
12 
14 
16 
18 
2i 
22 

21 
20 
20 
19 
16 
15 
13 
12 
15 
17 
16 
13 

15 
18 
18 
16 

14 

73 

15 

70 

16 

71 

17 

73 

16 

90 

14 

93 

13 

91 

11 

83 

11 

84 

10 

86 

14 

92 

16 

92 

18 

90 

21 

85 

19 

87 

20 

97 

19 

93 

16 

94 

14 

97 

13 

93 

12 

98 

10 

99 

12 

106 

15 

100 

11 

88 

10 

89 

9 

91 

15 

88 

15 

82 

12 

1972: 

November. 

December. 
1973: 

January... 

February.. 

March 

April 

May 

June 

July 

August 

September 

October... 

November. 

December. 
1974: 

January... 

February.. 

March 

April 

May 

June 

July 

August 

September 

October... 

November. 

December. 
1975: 

January... 

February.. 

March 

April 


Office  of  the  Attorney  General, 

Washington,  D.C.,  April  30,  1975. 
Hon.  Robert  W.  Kastenmeter, 

Chairman,  Subcommittee  on  Courts,  Civil  Liberties,  and  the  Administration  of 
Justice,  Committee  on  the  Judiciary,  U.S.  House  of  Representatives,  Wash- 
ington, D.C. 
Dear  Congressman  Kasten meter  :  I  regret  very  much  that  your  letters  to 
Director  Kelley  and  to  Attorney  General  Saxbe  have  not  been  answered.  As  I 
am  sure  you  realize,  your  questions  as  set  forth  in  your  letter  to  me  of  April  25, 
1975,  request  information  which  is  most  sensitive  in  the  national  security  field. 
In  addition,  as  the  questions  themselves  indicate,  I  know  you  realize  that  gov- 
ernmental agencies  other  than  the  Department  of  Justice  may  be  involved. 

Because  of  the  highly  sensitive  nature  of  the  information  and  because  other 
agencies  are  involved,  I  must  with  due  deference  respond  that  I  am  not  in  a 
position  to  comply  with  your  request.  Since  publication  of  the  information  would 
seriously  impair  its  value  and  have  other  unfortunate  consequences,  I  would  cer- 
tainly hope  that  this  response,  which  I  think  necessary,  would  not  suggest  that 
"the  value  of  such  surveillance  does  not  outweigh  the  threat  it  presents  to  ci\al 
liberties."  The  evaluation  which  the  Department  makes  in  each  case  is  based 
upon  facts  or  assurances  showing  the  need  for  foreign  intelligence  purposes. 
Sincerely, 

Edwabd  H.  Levi. 


Department  of  Justice, 
Washington,  D.C,  January  20, 1975. 
Hon.  Robert  W.  Kastenmeieb, 
House  of  Representatives, 
Washington,  D.C. 

Dear  Congressman  Kastenmeier  :  Your  corre.spondence  of  January  15,  1975, 
has  been  received  by  the  OflSce  of  Legislative  Affairs.  This  inquiry  pertains  to 
a  request  for  four  items  of  information  to  be  supplied  to  the  Subcommittee, 
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Because  of  its  specific  nature,  I  have  referred  your  request  to  Clarence  M. 
Kelley,  Director,  Federal  Bureau  of  Investigation,  Department  of  Justice,  Wasli- 
ington,  D.C.,  and  asked  that  oflSce  to  reply  directly  to  you. 

If  I  can  be  of  additional  assistance  in  this  matter,  please  call  ui>on  me. 
Sincerely, 

W.  Vincent  Rakestbaw, 
Assistant  Attorney  Oeneral. 


Januaby  15,  1975. 
Hon.  Laurence  J.  Silberman, 

Deputy  Attorney  General  of  the  United  States,  Department  of  Justice,  WasJi- 
ington,  D.C. 
Dear  Mr.  Silberman  :  On  October  23,  1974  I  wrote  to  the  Director  of  the  Fed- 
eral Bureau  of  Investigation  requesting  that  four  items  of  information  be  sup- 
plied to  the  Subcommittee  and  outlining  a  procedure  by  which  these  items  could 
be  made  available.   Subsequently,  on  November  14,  1974,  I  directed  the  same 
request  to  Attorney  General  Saxbe,  and  on  December  12,  1974,  Chairman  Rodino 
joined  in  that  request.  As  of  this  date  we  have  not  received  a  definitive  reoly. 
While  I  recognize  the  difficulties  presented  by  the  transition  in  leadership  at 
the  Department,  I  feel  strongly  that  our  Subcommittee  deserves  a  prompt  reply 
to  its  request.   While  I  understand  the  Department's  concern  for  security,  I 
believe  that  my  original  letter  of  October  23  to  Director  Kelley  outlined  a  pro- 
cedure   which    would    minimize   the   possibility    of   compromising   confidential 
information. 

As  Chairman  Rodino  indicated  in  his  letter,  Mr.  Bruce  Lehman,  committee 
counsel,  has  been  authorized  to  receive  the  requested  information.  He  has  re- 
ceived an  appropriate  security  clearance  from  the  Department  and  is  ready  bo 
begin  work  at  any  time. 
Sincerely, 

RoBBXT  W.  Kastenmeiee, 
Chairman,  Subcommittee  on  Courts, 
Civil  Liberties,  and  the  Administration  of  Justice. 


December  12,  1974. 
Hon.  William  B.  Saxbe, 
Attorney  General  of  the  United  States, 
Department  of  Justice, 
Washington,  D.C. 

My  Dear  Mr.  Attorney  General  :  Thank  you  for  sending  me  a  copy  of  your 
December  9,  1974,  reply  to  Congressman  Kastenmeier's  letter  of  Novem^ber  14. 

Legislative  and  oversight  responsibilities  with  regard  to  national  security  elec- 
tronic surveillance  have  been  assigned  to  the  Subcommittee  on  Courts,  Civil 
Liberties,  and  the  Administration  of  Justice,  which  is  chaired  by  Congressman 
Kastenmeier.  His  letter  requested  that  four  items  be  supplied  to  the  Committee 
by  the  Department. 

I  have  directed  Mr.  Bruce  Lehman,  a  member  of  the  Committee  staff,  to  obtain 
the  requested  information.  As  Mr.  Lehman  v^ill  act  in  my  behalf  in  receiving  the 
information,  I  would  appreciate  your  instructing  the  appropriate  departmental 
employees  to  communicate  directly  with  him  regarding  the  transfer  of  the  four 
requested  items. 

Sincerely  yours, 

Peter  W.  Rodino,  Jr.,  Chairman. 


Office  of  the  Attorney  General, 
Washington,  D.C,  December  9,  1974' 
Hon.  Robert  W.  Kastenmeier, 

Chairman,  Subcommittee  on  Courts,  Civil  Liberties,  and  the  Administration  of 
Jufitiee,  Committee  on  the  Judiciary,  U.S.  House  of  Representatives,  Wash- 
ington, D.C. 

Dear  Mr.  Chairman  :  This  is  in  respon.se  to  your  letter  of  November  14,  which 
referred  to  your  previous  correspondence  with  FBI  Director  Kelley  concerning 
certain  information  relating  to  national  security  wiretaps  and  electronic 
surveillance. 
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Your  letter  to  Mr.  Kelley  asserted  your  Subcommittee's  "legislative  oversight 
jurisdiction  with  regard  to  wiretapping  and  electronic  surv^eiUanc-e."  As  you 
know,  I  have  been  in  continuing  discussions  with  Chairman  Rodino  and  Congress- 
man Hutchinson  with  respect  to  the  establishment  of  a  joint  House-Senate  Com- 
mittee for  FEI  oversight  or,  at  the  very  least,  a  special  Subcommittee  of  an  ap- 
propriate House  Committee  to  handle  FBI  oversight.  In  my  judgment,  a  joint 
committee  or  subcommittee  for  specific  FBI  oversight  is  particularly  essential 
with  respect  to  requests  such  as  the  one  contained  in  your  November  14  letter.  As 
you  are  undoubtedly  aware,  and  as  you  have  previously  been  advised,  the  mate- 
rials you  requested  represent  materials  of  the  highest  national  security  sensitiv- 
ity. Accordingly,  it  is  imperative  that  the  numiber  of  individuals  having 
knowledge  of  these  matters  be  minimized  so  as  to  reduce  the  possibility  of  leaks 
or  other  unauthorized  disclosures. 

We  have  already  provided  substantial  information  along  the  lines  you 
requested  to  the  Senate  Judiciary  Committee  Subcommittee  on  FBI  oversight, 
and.  after  coordination  with  others  in  the  intelligence  community,  are  willing  to 
do  so  in  the  case  of  the  appropriate  House  oversight  body  as  soon  as  the  House  of 
Representatives  resolves  the  jurisdictional  issues  it  is  now  considering. 

We  look  forward  to  having  with  the  House  the  same  kind  of  constructive  FBI 
oversight  relationship  we  currently  enjoy  with  the  Senate. 
Sincerely, 

William  B.  Saxbe,  Attorney  General. 


N0\'EMBEE  14,  1974. 
Hon.  William  B.  Saxbe, 
Attorney  General  of  the  United  States, 
Department  of  Justice, 
Washington,  B.C. 

My  Dear  Mr.  Attorney  General  :  On  October  23,  I  wrote  to  the  Director  of  the 
Federal  Bureau  of  Investigation  requesting  the  following  information : 

1.  The  exact  number  of  warrantless  national  security  wiretaps  and  electronic 
surveillances  during  1972  and  1973. 

2.  The  identity  of  the  subjects  of  these  taps  and  surveillances. 

3.  The  identity  of  all  Government  agencies  receiving  intelligence  information 
based  on  these  taps  and  surveillances  and  the  number  of  requests  for  taps  and 
surveillance  received  from  each  agency. 

4.  A  representative  sample  of  the  logs,  transcripts  and  FBI  reports  base<l  on 
national  security  taps  and  surveillances. 

Director  Kelley  replied  that  he  has  referred  my  letter  to  you  for  your  views  as 
to  how  our  request  might  be  fulfilled.  I  regret  that  the  Director  felt  unable  to  be 
more  responsive  to  my  letter;  however,  I  look  forward  to  hearing  from  you  as 
soon  as  possible  as  to  a  time  and  place  at  which  the  Subcommittee  staff  may  begin 
the  review  outlined  in  my  October  23  letter. 

Over  forty  members  of  the  House,  representing  both  political  parties,  have 
sponsored  legislation  which  would  either  greatly  restrict  or  eliminate  that  power 
of  the  Executive  to  engage  in  warrantless  wiretapping.  In  order  for  our  Subcom- 
mittee to  evaluate  the  merits  of  this  legislation,  we  must  have  access  to  the 
information  requested.  As  we  are  anxious  to  start  our  work  in  this  field,  I  look 
forward  to  a  prompt  reply. 
Sincerely  yours, 

Robert  W.  Kastenmeier, 
Chairman,  Subcommittee  on  Courts, 
Civil  Liberties,  and  the  Administration  of  Justice. 


U.S.  Department  of  Justice, 
«  Federal  Bubeau  of  Investigation, 

Washington,  D.C.,  November  11,  197^. 
Hon.  Robert  W.  Kastenmeier, 

Chairman,    Subcommittee    on    Courts,    Civil    Liberties    and    Administration   of 

Justice,  Judiciary  Committee,  House  of  Representatives,  Washington,  D.C. 

Dear    Mr.    Chairman  :    This    will   acknowledge   your   letter   of   October   23, 

1974,  in  which  you  ask  for  information  concerning  national  security  electronic 

surveillances. 
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I  have  given  the  most  careful  consideration  to  your  request  as  I  recognize 
your  interest  and  tlie  interest  of  other  members  of  your  Subcommittee  in  the 
question  of  national  security  electronic  surveillance  practice. 

However,  after  reviewing  the  content  of  your  request  I  have  determined  that 
it  would  be  inappropriate  for  the  Federal  Bureau  of  Investigation,  acting  uni- 
laterally, to  respond  to  your  questions.  As  you  are  aware,  the  information  you 
are  seeking  in  behalf  of  your  Subcommittee  involves  not  only  the  Federal  Bureau 
of  Investigation  but  other  agencies  comprising  the  United  States  intelligence 
community,  including  the  Central  Intelligence  Agency,  whose  Director  as  Di- 
rector of  Central  Intelligence  is  charged  by  law  with  protecting  the  security 
of  United  States  intelligence  sources  and  methods. 

Accordingly,  I  have  referred  your  letter  to  the  Attorney  General  and  solicited 
his  views  as  to  how  your  request  might  be  fulfilled  in  a  manjier  consistent  with 
the  interest  of  other  Executive  Branch  agencies. 
Sincerely  yours, 

Clarence  M.  Kelley,  Director. 


October  23,  1974. 
Hon.  Cla-Bence  M.  Kelley, 

Director,  Federal  Bureau  of  Investigation,  Department  of  Justice,  Washington, 
D.C. 

Dear  Mr.  Kelley  :  As  you  know,  the  Judiciary  Committee's  Subcommittee  on 
Courts,  Civil  Liberties,  and  the  Administration  of  Justice,  of  which  I  am  Chair- 
man, has  legislative  oversight  jurisdiction  with  regard  to  wiretapping  and  elec- 
tronic surveillance.  We  are  pleased  to  have  heard  testimony  on  this  subject  from 
Mr.  Edward  S.  Miller  of  your  staff  at  our  hearings  on  April  29  of  this  year.  Mr. 
Miller  understandably  declined  to  discuss  the  details  of  warrantless  national 
security  surveillance  in  open  session,  but  stated  that  the  Bureau  would  be  most 
willing  to  testify  on  the  subject  in  a  closed  hearing.  However,  prior  to  accepting 
this  offer  of  further  testimony,  the  Subcommittee  will  require  the  following 
information : 

1.  The  exact  number  of  warrantless  national  security  wiretaps  and  electronic 
surveillances  during  1972  and  1973. 

2.  The  identity  of  the  subjects  of  these  taps  and  surveillances. 

3.  The  identity  of  all  Government  agencies  receiving  intelligence  information 
based  on  these  taps  and  surveillances  and  the  number  of  requests  for  taps  and 
surveillance  received  from  each  agency. 

4.  A  representative  sample  of  the  logs,  transcripts  and  FBI  reports  based  on 
national  security  taps  and  surveillances. 

Recognizing  the  Bureau's  concern  with  security,  I  would  suggest  that  the  in- 
formation requested  be  screened  by  the  Subcommittee's  counsel,  Mr.  Bruce 
Lehman,  so  that  only  that  which  is  essential  to  our  inquiry  need  be  presented 
to  the  full  Subcommittee.  You  may  be  assured  that  any  information  given  to  Mr. 
Lehman  will  be  kept  in  strict  confidence  and  shared  only  with  me.  I  will  then 
make  the  information  available  to  the  Subcommittee  on  a  need  to  know  basis. 

As  we  are  anxious  to  begin  work.  I  would  appreciate  receiving  from  you,  by 
close  of  business  November  6,  a  reply  to  this  letter  stating  the  time  and  place  at 
which  Mr.  Lehman  may  begin  reviewing  the  requested  information. 
Sincerely  yours, 

Robert  W.  Kastenmeieb, 

Chairman. 
Appendix  2 

Reports  of  Federal  Agencies  Concerning  Electronic  Surveillance  Made  to 
THE  Attorney  General  for  Fiscal  Years  1973  and  1974 

Department  of  Justice, 
Washington,  D.C,  July  30,  1975. 
Hon.  Robert  W.  Kastenmeieb, 

Chairman,    Subcommittee    on    Courts,    Civil   Liberties   and   Administration   of 
Justice,  Judtoiary  Committee,  House  of  Representatives,  Washington,  D.C. 

Dear  Mr.  Chairman  :  This  is  in  response  to  your  letter  of  May  1,  1975,  to  the 
Attorney  General  requesting  the  reports  of  Federal  agencies  concerning  elec- 
tronic surveillance  made  to  the  Attorney  General  for  fiscal  years  1973  and  1974. 
The  following  materials  are  supplied  herewith  : 
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1.  The  full  reports  for  1973  and  1974  of : 

The   Bureau   of   Alcohol,   Tobacco   and   Firearms   of  the  United   States 
Treasury. 

The    Drug   Enforcement   Administration   of   the   Department  of  Justice. 

The  United  States  Postal  Service. 

The  Atomic  Energy  Commission. 

The  Department  of  Agriculture. 

The  United   States  Secret  Service  of  the  Department  of  the  Treasury. 

The  Department  of  Commerce. 

2.  The  full  reports  for  1973  off : 

The  Department  of  Transportation. 

The  Department  of  Labor. 
We  do  not  have  the  reports  of  these  two  agencies  for  1974.  However,  our 
records  reflect  that  they  did  not  conduct  any  consensual  surveillances  during 
that  period. 

3.  Report  of  the  Central  Intelligence  Agency  for  1974. 

4.  The  partial  reports  of  : 

The  Internal  Revenue  Service  of  the  Department  of  the  Treasury. 
The  Immigration  and  Naturalization  Service  of  the  Department  of  Justice. 
Mr.  W.  A.  Bates,  Assistant  Commissioner   (Inspection),  has  requested  that 
certain  portions  of  the  Internal  Revenue  Service  reports  be  withheld  from  this 
submission  because  disclosure  could  jeopardize  ongoing  investigations. 

Mr.  James  F.  Greene,  Deputy  Commissioner,  Immigration  and  Naturalization 
Service,  has  requested  that  certain  names  and  addresses  be  deleted  from  his 
organization's  report  because  disclosure  could  jeopardize  ongoing  investigations 
or  endanger  law  enforcement  personnel. 

5.  Mr.  Thomas  Delaney,  Acting  Chief,  Value  Branch,  OflSce  of  Rulings  and 
Regulations  of  the  United  States  Customs  Service  has  asked  that  his  organiza- 
tion's reports  be  withheld  from  public  disclosure  as  constituting  material  for 
which  exemption  has  been  claimed  under  the  Freedom  of  Information  Act.  Mr. 
Delaney  states  that  the  reports  are  interagency  memoranda  which  a  private 
party  could  not  discover  in  litigation  with  the  agency.  He  further  states  that 
the  repMjrts  are  based  on  investigatory  records  compiled  for  law  enforcement 
puri)Oses  disclosure  of  which  would  (A)  interfere  with  enforcement  proceedings, 
(B)  deprive  a  person  of  a  right  to  a  fair  trial  or  an  impartial  adjudication,  (C) 
constitute  an  unwarranted  invasion  of  personal  privacy,  (D)  disclose  the 
identity  of  confidential  sources  and  reveal  confidential  information  furnished 
only  by  a  confidential  source,  (E)  disclose  investigative  techniques  and  pro- 
cedures, or  (F)  endanger  the  life  or  physical  safety  of  law  enforcement 
personnel. 

6.  The  reports  of  the  Department  of  Defense  as  well  as  the  fiscal  1973  report 
of  the  Central  Intelligence  Agency  are  classified,  therefore,  you  may  wish  to 
pursue  your  request  directly  through  those  agencies. 

Sincerely, 

Michael  M.  Uhlmann. 


Department  of  the  Treasuby, 
Bureau  of  Alcohol,  Tobacco  and  Firearms, 

Washington,  D.C.,  August  9, 1973. 
Hon.  Elliot  Richardson, 
Attorney  General,  Department  of  Justice, 
Washington,  D.C. 

Dear  Mr.  Richardson  :  This  letter  is  in  response  to  a  memorandum  from  your 
oflSce  dated  October  16,  1972,  concerning  the  subjects  of  monitoring  private  con- 
versations with  the  consent  of  one  of  the  parties  and  an  inventory  of  electronic 
and  mechanical  equipment  designed  for  the  monitoring  of  conversations. 

An  inventory  of  this  agency's  electronic  and  mechanical  equipment  designed  for 
monitoring  conversations  is  enclosed  with  this  letter.  The  following  is  a  brief 
summary  of  the  results  obtained  by  the  use  of  this  equipment  during  fiscal  year 
1973. 

The  most  common  usage  of  electronic  surveillance  equipment  during  the  past 
year  was  for  the  protection  of  agents  and  informers  working  in  an  undercover 
capacity.  However,  there  were  several  occasions  when  the  equipment  was  used  to 
signal  other  officers  and  cause  an  arrest  and  seizure  to  be  made  at  the  time  of 
violations. 
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An  example  of  the  use  of  the  equipment  occurred  during  March  of  this  year 
when  an  agent  working  in  an  undercover  capacity,  concealed  a  radio  transmitter 
on  his  person.  He  purchased  explosive  materials  from  an  individual  and  at  the 
same  time  gave  a  signal  to  other  officers,  who  arrested  the  violator.  The  investi- 
gation resulted  in  the  seizure  of  14  homemade  blasting  caps,  23  canisters  of  explo- 
sive materials  and  numerous  chemicals  used  to  manufacture  bombs. 

During  fiscal  year  1973,  we  requested  the  use  of  electronic  equipment  80  times. 
The  equipment  was  not  used  on  20  of  these  occasions  for  various  reasons.  The 
use  of  the  equipment  resulted  in  the  arrest  of  10  persons  and  the  seizure  of  nu- 
merous contraband  firearms  and  explosive  materials.  The  protection  given  to  our 
agents  working  in  an  undercover  capacity  by  the  use  of  this  equipment  was  most 
important. 

Sincerely  yours, 

Rex  D.  Davis. 

Enclosure. 

Inventory  of  mechanical  and/or  electronic  surveillance  in  custody  of  the  Bureau 

of  Alcohol,  Tobacco  and  Firearms 

Category  Quantitv 

Surveillance  kits 22 

Miniature   transmitters . 127 

Telephone  induction  coils 26 

Briefcase  recorders 19 

Miniature  recorders , 1 


Depabtment  of  the  Tbeasubt, 
Bureau  of  Alcohol,  Tobacco  and  Firearms, 

Washington,  D.C.,  July  6, 1975. 
Hon.  John  C.  Keenet, 

Acting  Assistant  Attorney  General,  Criminal  Division,  Department  of  Justice, 
Washington,  D.C. 

Dear  Mb.  Keeney  :  In  response  to  your  letter  of  May  21,  1975,  please  find  en- 
closed a  copy  of  our  report  dated  July  22,  1974,  regarding  the  monitoring  of 
private  conversations  with  the  consent  of  a  party  during  fiscal  year  1974. 
Sincerely  yours, 

Rex  D.  Davis,  Director. 

July  22,  1974. 
Hon.  William  B.  Saxbe, 
Attorney  General, 
Department  of  Justice, 
Washington,  D.C. 

Dear  Mb.  Saxbe  :  This  letter  is  in  resix)nse  to  a  memorandum  from  your  office 
dated  October  15,  1972,  requiring  the  reporting  of  monitored  private  conversa- 
tions with  the  consent  of  one  of  the  parties  and  an  inventory  of  electronic 
and  mechanical  equipment  designed  for  the  monitoring  of  such  conversations 
owned  by  the  Bureau. 

An  inventory  of  this  agency's  electronic  and  mechanical  equipment  designed 
for  monitoring  conversations  is  enclosed  with  this  letter.  The  following  is  a 
brief  summary  of  the  results  obtained  by  the  use  of  this  equipment  during  Fiscal 
Year  1974. 

The  Bureau  of  Alcohol,  Tobacco  and  Firearms  conducted  24,812  investigations 
during  Fiscal  Year  1974  and  we  requested  authorization  to  conduct  electronic 
surveillance  with  the  consent  of  one  of  the  parties  in  115  of  them.  Authoriza- 
tion was  granted  by  your  office  in  112  of  these  investigations  and  permission  was 
denied  in  3  cases.  Our  use  of  this  equipment  resulted  in  numerous  arrests  and 
indictments  and  the  seizure  of  contraband  firearms  and  explosive  material. 

The  most  common  usage  of  electronic  surveillance  equipment  during  the  past 
year  was  for  the  protection  of  undercover  agents  and  informants  in  conducting 
firearms  and  explosive  investigations.  However,  there  were  several  other  occa- 
sions when  the  equipment  was  used,  such  as  the  investigation  of  the  threats  to 
government  witnesses,  impersonation  of  Federal  agents  and  threats  against  the 
life  of  special  agents. 

An  example  of  our  use  of  the  quipment  occurred  during  November  of  last  year 
when  a  total  of  five  adults  were  arrested  as  a  result  of  special  agents  monitoring 
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the  conversation  between  our  informant  and  the  suspects.  The  two  principal  sus- 
pects were  arrested  as  they  were  leaving  their  location  for  the  purpose  of  com- 
mitting an  armed  robbery  of  a  bank  messenger.  At  the  time,  both  subjects  were 
armed  with  a  fully  loaded  shotgun.  Incidental  to  this  arrest  the  Tacoma,  Wash- 
ington, Police  Department  arrested  three  other  suspects  for  possession  of  a  large 
quantity  of  dangerous  drugs,  marijuana  and  narcotic  paraphernalia. 

We  believe  that  the  use  of  this  equipment  is  a  useful  investigative  technique  in 
enforcing  the  laws  the  Bureau  of  Alcohol,  Tobacco  and  Firearms  is  charged  with 
administering  and  that  it  is  especially  valuable  in  the  protection  it  affords  our 
special  agents  working  in  an  undercover  capacity  when  dealing  with  firearms  and 
explosive  violators. 

Sincerely  yours. 

Rex  D.  Davis,  Director. 

Inventory  of  mechanical  and  for  electronic  surveillance  equipment  in  custody 
of  the  Bureau  of  Alcohol,  Tobacco  and  Firearms 
Category  Quantity 

Surveillance   kits 15 

Miniature  transmitters 69 

Telephone  induction  coils 1 

Briefcase  recorders 5 

Miniature   recorders 8 


U.S.  Department  of  Justice. 

August  6, 1973. 
Memorandum  to :  Honorable  Elliot  Richardson,  Attorney  General. 
From :  John  R.  Bartels,  Jr.,  Acting  Administrator,  Drug  Enforcement  Adminis- 
tration. 
Subject:  Annual  report  regarding  electrical,  mechanical,  and  monitoring  equip- 
ment and  their  usage. 

The  following  is  submitted  in  compliance  with  the  Attorney  General's  memo- 
randum to  all  Executive  Departments  and  Agencies  dated  October  16,  1972, 
relative  to  the  monitoring  of  private  conversations  with  the  consent  of  a  party. 

The  results  obtained  during  FY  1973  by  the  use  of  eavesdropping  equipment 
included  the  protection  of  undercover  Agents  and  informants  and  the  safeguard- 
ing of  large  sums  of  Official  Government  Fimds  during  the  purchases  of  narcotic 
drug  evidence.  Eavesdropping  equipment  was  also  used  to  corroborate  the  con- 
versations of  informants  during  negotiations  with  drug  suspects  ;  to  provide  intel- 
ligence to  surveilling  Agents  of  precise  times  to  make  arrests  during  undercover 
negotiations ;  and  to  advise  surveilling  Agents  of  the  proposed  activities  of  the 
undercover  Agent  or  informant. 

The  primary  reason  for  requesting  authorization  to  utilize  eavesdropping 
equipment  by  Agents  in  the  field  is  for  the  protection  of  the  undercover  Agent 
and/or  informant.  In  many  cases,  emergency  use  of  eavesdropping  equipment 
was  granted  where  circumstances  dictating  the  cases  did  not  develop  in  time  to 
obtain  advance  authority  from  the  Department  of  Justice. 

Drug  Enforcement  Administration  Agents  are  continuously  working  at  night,  on 
weekends,  and  on  holidays,  where  in  many  instances,  the  safety  of  the  Agents 
involved  in  the  investigations  and  cases  is  at  stake.  Prior  authorization  from  the 
Department  of  Justice  cannot  be  obtained  in  these  cases,  therefore,  to  insure  the 
safety  of  the  Agents  involved  emergency  provisions  are  used. 

In  further  compliance  with  the  Justice  Department  memorandum,  attached  is 
an  inventory  of  Drug  Enforcement  Administration  electronic  and  mechanical 
equipment  designed  for  the  monitoring  of  conversations. 

Inventoby  of  Electkonic  Equipment,  Deug  Enforcement  Administration 

Location  and  number  Item 

Region  No.  1 : 

2 BHCC  R.F.  Surveillance  Kits  ^ 

1 BHCC  T-2  Transmitter 

1 BHCC  R-2  Receiver 

1 Motorola  VHF  Receiver 

2 Portable  Sony  Video  Systems 

2 Sony  BM-30  Transcribers 

1  BHCC — Bell  &  Howell  Communications  Co. 
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Inventory  of  Electronic  Equipment,  Drug  Enforcement  Administration 

Location  Item 

Region  No.   1 — Continued  : 

2 Sony  800-B  Tape  Recorders 

2 Uher  Tape  Recorders 

1 Fargo  Tape  Recorder 

1 Roberts  Tape  Recorder 

1 Webcor  Tape  Recorder 

Region  No.  2 : 

1 Webster  Tape  Recorder 

10 Uher  Tape  Recorders 

5 Sony  800-B  Tape  Recorders 

15 Tandberg  Tape  Recorders 

2 Sony  BM-30  Transcribers 

2 Kaiser  Audio  Kits 

10 BHCC  R.F.  Surveillance  Kits 

4 BHCC  T-2  Transmitters 

4 Portable  Sony  Video  Systems 

1 Panacoustic  Line  Monitor  System 

Region  No.  3 : 

8 Sony  800-B  Tape  Recorders 

6 Uher  Tape  Recorders 

2 Sony  BM-30  Transcribers 

1 BHCC  R.F.  Surveillance  Kit 

1 Portable  Sony  Video  System 

1 Kaiser  Audio  Kit 

Region  No.  4 : 

1 Sony  Portable  TV  System 

3 BHCC  R.F.  Surveillance  Kits 

1 BHCC  F-1  Transmitter 

2 Sony  800-B  Tape  Recorders 

7 Uher  Tape  Recorders 

1 Panacoustic  Line  Monitor  System 

Region  No.  5 : 

1 Carbon  Mike  Intercept  Device 

8 BHCC  R.  F.  Surveillance  Kits 

2 Microphones 

2 Miniature  R.F.  Room  Transmitters 

1 Lafayette  VHF  Receiver 

1 Stuzzi  Intelligence  Recorder 

6 Telephone  Induction  Coils 

1 Panacoustic  Line  Monitor  System 

Region  No.  6 : 

7 BHCC  R.F.  Surveillance  Kits 

1 Kaiser  R.F.  Surveillance  Kit 

1 Revere  Tape  Recorder 

2 Sony  BM-30  Transcribers 

2 Portable  Sony  Video  Systems 

1 Directional  Microphone 

1 Panacoustic  Line  Monitor  System 

Region  No.  7 : 

10 Sony  800-B  Tape  Recorders 

6 Uher  Tape  Recorders 

1 Panacoustic  Line  Monitor  System 

1 Sony  BM-30  Transcriber 

1 Portable  Sony  Video  System 

5 BHCC  R.F.  Surveillance  Kits 

2 BHCC  T-2  Transmitters 

1 Kaiser  R.F.  Surveillance  Kit 

1 Kaiser  Audio  Kit 


57-282  O  -  76  -  pt.  2  -  2 


686 

Inventory  of  Electronic  Equipment,  Drug  Enforcement  Administration 
Location  ^^e"* 

^^3"    ^    _  __       BHCC  R.F.  Surveillance  Kits 

2  _  "~_  I BHCC  T-12  Transmitter 

2  I_"_Z_I BHCC  T-10  Transmitter 

1  II~ I-III Sharp  VHF  Receiver 

1  IIII__I Realistic  VHF  Receiver 

■^  ~~_ Kaiser  Audio  Kit 

4  "~~I___I I_I Sony  BM-30  Transcribers 

1  ~  ~ ~ ~~ Tiflan  Tape  Recorder 

3  ~"~ ~ Wollensack  Tape  Recorders 

-J  I_I_II Revere  Tape  Recorder 

Q  "       I " Sony  800-B  Tape  Recorders 

2  _31I I II Portable  Sony  Video  Systems 

Region  No.  10 :  „        , 

2  Uher  Tape  Recorders 

2  ~  II  Sony  800-B  Tape  Recorders 

2  -IIIIII— mill So"y  BM-30  Transcribers 

1  I~I~_  "  -  -"         Kaiser  Audio  Kit 

2  "  I  "  I  I'l Portable  Sony  Video  Systems 

A  II~_~I  _     BHCC  R.F.  Surveillance  Kits 

1  __I_I_IIIIIIIIII-II BHCC  T-12  Transmitter 

Region  No.  11 :  ^„      „,       -r.        ^ 

3  _         _  _  Uher  Tape  Recorders 

12  I~~I  "_  Sony  800-B  Tape  Recorders 

5  ~~_  II_~~IIII Portable  Sony  Video  Systems 

1  _I___II II Sony  BM-30  Transcriber 

2  ""__  I  _I~I Kaiser  Audio  Kits 

6  "I       ——l BHCC  R.F.  Surveillance  Kits 

■j^  ~I_~I~I_  II Directional  Microphone 

■^  ~  _~_I__I_~ Revere  Tape  Recorder 

^  ""  " I_I_II_II Midget  Tape  Recorder 

Region  No.  12:    ^  Sony  800-B  Tape  Recorders 

2     "  ~     Uher  Tape  Recorders 

J  ""_"     _       II Revere  Tape  Recorder 

1  "_~  _       _~II__I_I Concord  Tape  Recorder 

2  -I"  III-I I Portable  Sony  Video  Systems 

2  ~         I  I"  I- Kaiser  Audio  Kits 

1  ~I'I~  I_II     I ' Kaiser  R.F.  Surveillance  Kit 

-,   "  "_""_  _  II I BHCC  R.F.  Surveillance  Kit 

■j^  ""  "_  '  I     I I I BHCC  T-2  Transmitter 

j^     ~  I~_I_I_II I_IIII Fargo  Audio  Intelligence 

■j^  ~  ~  ~~~ ~~ Fargo  Transmitter 

■j^  "_~~ Fargo  Receiver 

■^     __     __I__III II Kelcom  Briefcase  with  Recorder 

Region  No.  13 :  ^^^^  ^^^^  ^^p^  Recorders 

2  "         _"  __     Sony  BM-30  Transcribers 

J  ~_  I~~I_~II~II~_  II BHCC  R.F.  Surveillance  Kit 

■I   ~  ~_  ~_-     I  -I  -I-I  -     Kaiser  R.F.  Surveillance  Kit 

^     "  ~     "  ~     " ~_~~ BHCC  T-12/P  Transmitter 

]^  ~"  ""_  I_II__I Kaiser  Audio  Kit 

2  ~ Portable  Sony  Video  Systems 
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Inventory  of  Electronic  Equipment,  Drug  Enforcement  Administration 

Location  Item 

Region  No.  14: 

2 SAC  R.F.  Surveillance  Kits 

4 BHOC  R.F.  Surveillance  Kits 

1 Kaiser  Audio  Kit 

2 Panaeoustic  Line  Monitor  Systems 

15 Sony  800-B  Tape  Recorders 

1 SRR-4  Receiver 

3 Portable  Sony  Video  Systems 

5 Uher  Tape  Recorders 

9 Panosonic  Tape  Recorders 

1 Webster  Tape  Recorder 

2 Revelle  Tape  Recorders 

1 Fargo  Audio  Amplifier 

1 Micro  P-50  Receiver 

1 FM  VHF  Receiver 

2 Fargo  AM/FM  Receivers 

1 Sound  Detector  Kit 

4 Fargo  R.F.  Surveillance  Kits 

1 Fargo  Audio  Interceptor 

2 Concord  Recorders 

New  York  Joint  Task  Force: 

2 Tandberg  Tape  Recorders 

1 Uher  5000  Tape  Recorder 

3 Sony  BM-80  Transcribers 

1 Portable  Sony  Video  System 

4 BHCC  R.F.  Surveillance  Kits 

Office  of  Inspection: 

3 Edward  Tape  Recorders 

2 BHOC  R.F.  Surveillance  Kits 

1 Fargo  Intelligence  Kit 

5 Telephone  Induction  Coils 

Special  Projects  Division: 

20 Pen  Registers 

14 Touch  Tone  Decoders 

100 Uher  5000  Tape  Recorders  with 

Headphones 

48 Sony  800-B  Tape  Recorders 

2 Kaiser  3075  Audio  Kits  with  Mikes 

10 Telephone  Induction  Coils 

2 1059  Pre-Amplifiers  with  Microphones 

1 Shotgun  Microphone  with  Amplifier 

17 Touch  Tone/Dial  Decoders 

4 BHCC  T-12/P  Transmitters 

1 AGC-3  Amplifier  Kit 

18 Kaiser  3070  Surveillance  Kits 

1 Kaiser  Audio  Panel 

10 BHCC  R.F.  Surveillance  Kits 

1 Panaeoustic  Monitor  System 

Special  Projects  Division — (DALE)  : 

38 BHCC  R.F.  Surveillance  Kits 

2 SAC  R.F.  Surveillance  Kits 


Hon.  William  B.  Saxbe, 

Attobney  General, 

T         T,  T>  T  July  29, 1974- 

John  R.  Babtels,  Jr., 

Admrinistrator, 

Drug  Enforcement  Administration. 

Annual  Report  Regarding  Electrical,  Mechanical,  and  Monitoring  Equipment 
and  Their  Usage : 

The  following  is  submitted  in  compliance  with  the  Attorney  General's  memo- 
randum to  all  Executive  Departments  and  Agencies  dated  October  16,   1972, 
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relative  to  the  monitoring  of  private  conversations  with  the  consent  of  a  party. 

During  FY-1974,  eavesdropping  equipment  was  utilized  by  the  Drug  Enforce- 
ment Administration  (DEA)  primarily  for  the  protection  of  undercover  Agents 
and  informants.  In  many  cases,  emergency  authorizations  were  granted  when 
circumstances  dictacting  the  cases  did  not  develop  in  time  to  obtain  advance 
authority  from  the  Department  of  Justice. 

DEA  Agents  are  continuously  working  at  night,  on  weekends,  and  on  holi- 
days, where  in  many  instances,  the  safety  of  the  Agents  involved  in  the  inves- 
tigations and  cases  is  at  stake.  Prior  authorization  from  the  Department  of 
Justice  cannot  be  obtained  in  those  cases,  therefore,  to  insure  the  safety  of  the 
Agents  involved  emergency  provisions  are  used. 

The  results  obtained  during  FY-1974  from  the  utilization  of  eavesdropping 
equipment  by  DEA  Special  Agents  includes  not  only  the  protection  of  under- 
cover Agents  and  informants,  but  numerous  instances  where  large  sums  of  OflScial 
Government  Funds  have  been  safeguarded  during  the  purchase  of  narcotics 
evidence ;  instances  where  informants  conversations  have  been  corroborated 
during  negotiations  with  drug  suspects ;  and  instances  where  intelligence,  such 
as  the  drug  status  of  the  undercover  negotiations  or  the  precise  time  and  place 
for  the  arrest  of  the  drug  suspect,  was  passed  on  to  the  surveilling  Agents  by  the 
undercover  Agent. 

In  further  compliance  with  the  Justice  Department  memorandum,  attached 
is  an  inventory  of  DEA  electronic  and  mechanical  equipment  designed  for  the 
monitoring  of  conversations. 

Attachment. 

Inventory  of  Electronic  Equipment,  Drug  Enforcement  Administration 

Location  Item 

Region  No.  1 : 

60 Sony  Cassette  Recorders 

4 Norelco  Cassette  Recorders 

3 Sony  Reel  to  Reel  Recorders 

2 Uher  5000  Reel  to  Reel  Recorders 

1 Roberts  Reel  to  Reel  Recorder 

1 Webcor  Reel  to  Reel  Recorder 

1 Fargo  Reel  to  Reel  Recorder 

13 Telephone  Induction  Cables 

14 Sony  Transcriber /Recorders 

2 Sony  Video  Recorders 

1 Kaiser  3075  Audio  Kit 

3 Audio  R.F.  Transmitters 

4 *  BHCC  R.F.  Surveillance  Kits 

3 BHCC  Transmitters 

3 BHCC  Receivers 

Region  No.  2 : 

1 Webster  Reel  to  Reel  Recorder 

3 Uher  4000  Reel  to  Reel  Recorders 

15 Uher  6000  Reel  to  Reel  Recorders 

5 Sony  800-B  Reel  to  Reel  Recorders 

23 Tanberg  Reel  to  Reel  Recorders 

77 Sony  Cassette  Recorders 

10 Sony  Cassette  Transcribers 

3 Panasonic  Recorders 

2 Kaiser  3075  Audio  Kits 

23 BHCC  Transmitters 

21 BHCC  R.F.  Surveillance  Kits 

3 Shure  Microphones 

7 BHCC  Receivers 

3 Nagra  Recorders /Reel  to  Reel 

1 Lafayette  Receiver 

1 AC  Subcarrier  Monitor/with  3  Micro- 
phones 

2 Sony  AV-3600  Video  Recorders 

4 Sony  AV-3400  Video  Recorders 

1  BHCC — Bell  &  Howell  Communications  Co. 
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Inventory  of  Electronic  Equipment,  Drug  Enforcement  Administration 

Location  Item 

Region  No.  3 : 

36 Sony  Cassette  Recorders 

6 Sony  Reel  to  Reel  Recorders 

5 Uher  5000  Reel  to  Reel  Recorders 

2 Sony  AV-3400  Video  Recorders 

4 BHCC  Surveillance  Kits 

4 BHCC  Transmitters 

1 Kaiser  3075  Audio  Kit 

Region  No.  4 : 

3 Sony  AV-3400  Video  Recorders 

3 BHCC  Surveillance  Kits 

4 BHCC  Transmitters 

1 Kaiser  3075  Audio  Kit 

7 Sony  Cassette  Recorder/Transcriber 

29 Sony  Cassette  Recorders 

1 Hitachi  Cassette  Recorder 

1 Wollensak  Cassette  Recorder 

3 Sony  Reel  to  Reel  Recorders 

1 Uher  5000  Reel  to  Reel  Recorder 

1 Nagra  Reel  to  Reel  Recorder 

1 U.S.  Recording  Line  Monitor 

Region  No.  5 : 

1 Kaiser  3075  Audio  Kit 

9 BHCC  Surveillance  Kits 

10 BHCC  Transmitters 

5 Sony  AV-3400  Video  Recorders 

1 Panacoustic  Model  LMS-5045  Line 

Monitor 

1 Stuzzi  Intelligence  Recorder,  Reel  to 

Reel 

4 Uher  5000  Reel  to  Reel  Recorders 

2 Uher  4000  Reel  to  Reel  Recorders 

1 Fargo-Revere  Reel  to  Reel  Recorder 

3 Sony  Reel  to  Reel  Recorders 

1 Telex  Cassette  Recorder 

23 Sony  Cassette  Recorders 

Region  No.  6 : 

1 Kaiser  3075  Audio  Kit 

12 BHCC  Surveillance  Kits 

12 BHCC  Transmitters 

50 Sony  Cassette  Recorders 

12 Sony  Reel  to  Reel  Recorders 

4 Sony  Cassette  Recorders 

1 Telex  Cassette  Recorder 

1 Panasonic  Recorder 

1 Revere  Recorder 

2 Norelco  Recorders 

3 Sony  AVC-3400  Video  Camera 

Region  No.  7 : 

24 Sony  Reel  to  Reel  Recorders 

28 Sony  Cassette  Recorders 

8 Uher  5000  Reel  to  Reel  Recorders 

2 Optisonics  Cassette  Recorders 

1 Sony  Cassette  Transcriber 

7 BHCC  Surveillance  Kits 

7 BHCC  Transmitters 

1 Kaiser  3075  Audio  Kit 

1 Panacoustic  Model  LMS-5045  Line 

Monitor 

3 Sony  AV-3400  Video  Recorders 
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Inventory  of  Electronic  Equipment,  Drug  Enforcement  Administration 

Location  Item 

Region  No.  8 : 

7 BHCC  Transmitters 

4 BHCC  Surveillance  Kits 

1 Shari)  Receiver 

1 Realistic  Receiver 

1 Kaiser  3075  Audio  Kit 

3 Sony  Cassette  Transcribers 

25 Sony  Cassette  Recorders 

9 Sony  Reel  to  Reel  Recorders 

11 Norelco  Reel  to  Reel  Recorders 

1 Revere  Reel  to  Reel  Recorder 

1 Tiffin  Reel  to  Reel  Recorder 

3 Wollensak  Reel  to  Reel  Recorder 

2 Pansonic  Reel  to  Reel  Recorders 

2 Panasonic  Reel  to  Reel  Recorders 

3 Realistic  Reel  to  Reel  Recorders 

1 Crown  Reel  to  Reel  Recorder 

Region  No.  10 : 

4 3M  Reel  to  Reel  Recorders 

5 Norelco  Dictating/Transcriber 

Recorders 

11 Sony  Dictating/Transcriber 

Recorders 

30 Sony  Cassette  Recorders 

11 Norelco  Cassette  Recorders 

17 Sony  Reel  to  Reel  Recorders 

2 Uher  4000  Reel  to  Reel  Recorders 

2 Grundig  Recorders 

1 Grundig  Transcriber 

4 Sony  AV-3400  Video  Recorders 

4 BHCC  Surveillance  Kits 

5 BHCC  Transmitters 

Region  No.  11 : 

9 BHCC  Surveillance  Kits 

10 BHCC  Transmitters 

2 Kaiser  3075  Audio  Kits 

84 Sony  Cassette  Recorders 

17 Sony  Dictating/Transcriber 

Recorders 

10 Sony  Reel  to  Reel  Recorders 

4 Uher  Reel  to  Reel  Recorders 

6 Motorola  Recorders 

3 BHCC  Recorders 

4 Sony  AV-3400  Video  Recorders 

1 Mohawk  M-400  Recorder 

1 Fargo  Recorder 

1 Norelco  Recorder 

Region  No.  12 : 

10 Sony  Reel  to  Reel  Recorders 

2 Uher  5000  Reel  to  Reel  Recorders 

1 Revere  Reel  to  Reel  Recorder 

1 Concord  Reel  to  Reel  Recorder 

54 Norelco  Dictating  Recorders 

10 Norelco  Transcribers 

15 Sony  Dictating/Transcriber 

Recorders 

2 Lanier  Dictating  Machines 

2 Ampex  Recorders 

1 National  Recorder 

1 BHCC  Recorder 

2 Kaiser  3075  Audio  Kits 

1 Kaiser  3070  Audio  Kit 

4 BHCC  Surveillance  Kits 

5 BHCC  Transmitters 
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Inventory  of  ElectrontG  Equipment,  Drug  Enforcement  Administration 
Region  No.  13 : 


Location  jf^^ 


^ Panasonic  Cassette  Recorders 

o goijy  j^ggi  jQ  jjppj  Recorders 

ly Soijy  Cassette  Recorders 

o gony  Transcriber  Recorders 


2- 


Electracraf  t  Reel  to  Reel  Recorder 

Uher  Reel  to  Reel  Recorders 

z Kaiser  3075  Audio  Kits 

1 Kaiser  3070  Audio  Kit 

D BHCC  Surveillance  Kits 

b BHCC  Transmitters 

1 n.S.  Recording  Model  LMS-504P 

Line  Monitor 
^ Sony  AV-3400  Video  Recorders 

Region  No.  14 : 

4 ^XQ  R  P  Surveillance  Kits 

■i SAC  Transmitters 

4 BHCC  R.F.  Surveillance  Kits 

4 _ BHCC  Transmitters 

1 Kaiser  Audio  Kit 

iQ Panacoustic  Line  Monitor  Systems 

-Id Sony  800-B  Recorders 

1 SRA-4  Receiver 

6 Portable  Sony  Video  Systems 

0 Uher  Recorders 

^ Panacoustic  Recorders 

1 Webcor  Recorder 

Revere  Recorders 

1 Fargo  Audio  Amplifier 

1 Micro  P-50  Receiver 

1 FM  UHF  Receiver 

Fargo  AM/FM  Receivers 

^ Sound  Detector  Kit 

4 Fargo  R.F.  Surveillance  Kits 

1 Fargo  Audio  Interceptor 

w Concord  Recorders 

gojiy  Dictating/Transcribing 

Recorders 
Office  of  Inspection : 

1 Fargo  Intelligence  Kit 

^ BHCC  Surveillance  Kits 

1 QE  Receiver 

1 gouy  stereo  Center 

b Sony  Dictating  Machines 

4 Sony  Cassette  Recorders 

1 Sony  Reel  to  Reel  Recorders 

& Uher  Reel  to  Reel  Recorders 

1 Pana.sonic  Cassette  Recorder 

1 Norelco  Mini-Cassette  Player 

1 Norelco  Transcribing  Machine 

z Edwards  Recorders 

Z Ej)I  Recorders 
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Inventory  of  Electronic  Equipment,  Drug  Enforcement  Administration 

Location  Item 

Technical  Operations  Section : 

100 Uher  5000  Tape  Recorders  witli 

Headphones 

48 Sony  800-B  Recorders 

2 Kaiser  3075  Audio  Kits 

3 Telephone  Induction  Coils 

2 1059  Pre-Aniplifiers  with  Microphones 

10 Special  Intelligence  Kits  with 

R.F.  Transmitters 

1 Shotgun  Microphone  with  Amplifier 

1 BHOG  T-12  Transmitter 

1 AGC-3  Amplifier  Kit 

12 Kaiser  3070  Audio  Kits 

1 Kaiser  Audio  Panel 

3 BHCC  R.F.  Surveillance  Kits 

1 Panacoustic  Monitor  System 

3 AID  R.F.  Transmitters 

3 BHCC  FM  Receivers 

1 Mark  VIII  Recorder 

1 Nagra  Recorder 

2 EDI  Recorders 

1 Tandberg  Tape  Recorder 

2 FM  Transmitters 


Assistant  Postmaster  General,  Inspection  Service, 

Washington,  B.C.,  July  25, 1973. 

Hon.  Elliot  L.  Richardson, 
The  Attorney  General, 
Department  of  Justice, 
Washington,  D.C. 

Dear  Mr.  Attorney  General:  The  following  data  for  Fiscal  Year  1973  is 
submitted  pursuant  to  Section  IV  of  a  memorandum  dated  October  16,  1972  re- 
garding Monitoring  Private  Conversations  with  the  Consent  of  a  Party. 

inventory  of  equipment 

Attached  is  an  inventory  of  equipment  designed  for  the  monitoring  of  con- 
versations in  the  possession  of  the  Inspection  Service. 

court  ordered  interception  orders 

Court  ordered  interception  orders  were  secured  in  connection  with  two  Inspec- 
tion Service  investigations.  In  one  case,  the  intercept  was  terminated  after 
two  days'  operation  as  evidence  of  the  crime  under  investigation  was  not 
secured  through  the  interception.  In  the  second  case,  the  intercept  was  success- 
ful in  securing  evidence  of  the  crime  under  investigation  and  the  matter  is 
being  presented  to  a  Federal  Grand  Jury  at  Saint  Louis,   Missouri. 

interception  of  oral  conversations  with  prior  consent  of  one  party 

Electronic  surveillance  of  oral  conversations  with  prior  consent  of  at  least 
one  party  to  the  conversation  was  authorized,  either  in  advance  by  your  ofiice 
or  under  emergent  conditions,  in  a  total  of  63  cases.  Due  to  various  reasons,  no 
use  of  the  electronic  surveillance  equipment  was  made  in  28  cases  where  au- 
thorization was  granted.  Four  cases  in  which  the  period  for  electronic  sur- 
veillance use  extends  into  July  are  unreported.  A  total  of  13  arrests  resulted 
directly  from  the  use  of  electronic  equipment  in  the  interception  of  oral  con- 
versations with  consent  of  at  least  one  party  to  the  conversation. 
Sincerely, 

William  J.  Cotter,  Chief  Inspector. 
Attachment. 
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INVENTORY  OF  EQUIPMENT 


Power 


Number  Type  Megawatt         Watt 

Radio  transmitters: 

5 RoomXMTR 5 

8 _  Telephone  XMTR.. 5 

5 Body  XMTR _ 50 

3 General  XMTR y^ 

17 General  XMTR  body  worn.. 1 

3._ Booster  XMTR _.. _ _ 3 

53 Burglary  stakeout  alarms 200  _-. 

2.... BeltapXMTR 200 

5 Line  XMTR 200 

3 Room  XMTR  (110  volt  wall  outlet)! 80 

1 Belt  XMTR  1 _ 1 

Radio  receivers: 

4 Tunable/crystal  controlled 

8. _  Crystal  controlled,  pocket  type 

1... Counter  audio-2kc  to  2,000  Mhz 

1 _- Teltap .. 

Recorders: 

10 5  in  reel  recorder/transcriber 

6. 4  hr  voice  actuated  and  teltap  interface _. 

6 _._ Security  kit  with  radio  interface 

10 Cassette  recorders  (6  installed  in  attache  cases  with  concealed  micro- 

phone). 
Miscellaneous: 

2 Telephone  line  XMTR's 

6 Telephone  pickup  induction  coils 

3._ Auto  audio  intercept  relay 

1 - Shotgun  directional  pickup 

1 Acoustical  sensor.. 


>  Purchased  this  past  year. 

Chief  Post.\l  Inspectok, 
Washington,  D.C.,  July  26,  1974. 
Hon.  William  B.  Saxbe, 
The  Attorney  General, 
Washington,  D.C. 

Deak  Mr.  Attorney  General  :  Tlie  following  data  for  Fiscal  Year  1974  is  sub- 
mitted pursuant  to  Section  IV  of  a  memorandum  dated  October  16,  1972  regard- 
ing Monitoring  Private  Conversations  With  The  Consent  Of  A  Party. 

INVENTORY   OF   EQUIPMENT 

Attached  is  an  inventory  of  equipment  designed  for  the  monitoring  of  con- 
versations in  the  possession  of  the  Inspection  Service. 

COURT  ORDERED  INTERCEPTION  ORDERS 

No  court  ordered  interception  orders  were  secured  in  connection  with  investiga- 
tions in  which  the  Inspection  Service  had  the  primary  investigative  responsi- 
bility during  Fiscal  Year  1974. 

INTERCEPTION  OF  ORAL  CONVERSATIONS  WITH  PRIOR  CONSENT  OF  ONE  PARTY 

Electronic  surveillance  of  oral  conversations  with  prior  consent  of  at  least 
one  party  to  the  conversation  w^as  authorized,  either  in  advance  by  your  office 
or  under  emergent  conditions,  in  a  total  of  74  cases.  Due  to  various  reasons,  no 
use  of  the  electronic  surveillance  equipment  was  made  in  24  cases  where 
authorization  was  granted.  Seven  cases  in  which  the  period  for  electronic  sur- 
veillance use  extends  into  July  are  unreix^rted.  A  total  of  34  arrests  resulted 
directly  from  the  use  of  electronic  surveillance  equipment  in  the  interception  of 
oral  conversations  with  consent  of  at  least  one  party  to  the  conversation. 
Sincerely, 

William  J.  Cotter, 
Chief  Inspector,  Criminal  Division. 
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U.S.  Atomic  Energy  Commission, 

„       „  ,    _  Washington,  D.C.,  July  10,  1973. 

Hon.  Elliot  L.  Richardson, 
Attorney  General. 

Dear  Mr.  Richardson  :  Reference  is  made  to  Mr.  Kleindienst's  memorandum 
dated  October  16,  1972,  concerning  the  investigative  use  of  electrode  and  mechani- 
cal devices  to  overhear  or  record  private  conversations. 

Regulations  of  the  Atomic  Energy  Commission  prohibiting  the  use  of  wire- 
tapping and  eavesdropping  equipment  continue  in  effect. 

Provision  is  made  at  select  locations  where  oomb  threats  or  sabotage  threats 
have  been  received  for  recording  such  calls  as  a  means  of  providing  data  for  use 
by  Federal  Bureau  of  Investigation  in  investigating  the  incidents.  Such  equip- 
ment is  kept  under  strict  administrative  control  and  is  installed  and  used  in 
accordance  with  F.C.C.  regulations. 
Sincerely, 

Robert  A.  Kohler, 
(For  the  General  Manager). 

U.S.  Atomic  Energy  Commission, 

„        ™  „    „  Washington,  D.C.,  June  21,  1974. 

Hon.  William  B.  Saxbe, 

Attorney  General. 

Dear  Mr.  Saxbe  :  Reference  is  made  to  Mr.  Kleindienst's  memorandum,  dated 
October  16,  1972,  concerning  the  investigative  use  of  electronic  and  mechanical 
devices  to  overhear  or  record  private  conversations. 

Regulations  of  the  Atomic  Energy  Commission  prohibiting  the  use  of  wiretap- 
ping and  eavesdropping  equipment  continue  in  effect. 

Provision  is  made  at  select  locations  where  bomb  threats  or  sabotage  threats 
have  been  received  for  recorcUng  such  calls  as  a  means  of  providing  data  for  use 
by  the  Feedral  Bureau  of  Investigation  in  investigating  the  incidents  Such 
equipment  is  kept  under  strict  administrative  control  and  is  installed  and  used 
in  accordance  with  FCC  regulations. 
Sincerely, 

Robert  A.  Kohler, 
(For  the  General  Manager.) 

U.S.  Department  of  Agriculture, 

Office  of  Investigation, 

,.,.  ^,.       ,,     T.  „        „  Washington,  D.C.,  June  10,  1975. 

(Attention  Mr.  E.  Ross  Buckley.)  ,      '^. 

Mr.  John  C.  Keeney, 

Acting  Assistant  Attorney  General,  Criminal  DiviHon,  Department  of  Justice 
Washington,  B.C. 

Dear  Mr.  Keeney  :  This  responds  to  your  May  21  letter  to  Secretarv  Butz 
requesting  reports  for  fiscal  years  1973  and  1974  covering  consensual  monitoring 
required  under  Part  IV  of  the  Attorney  General's  Memorandum  dated  October  iS, 

During  fiscal  year  1973,  neither  the  Office  of  the  Inspector  General  (OIG)  nor 
the  Forest  Service  had  electronic  or  mechanical  equipment  designed  to  secretly 
monitor  conversations  and  no  monitoring  was  conducted  during  that  year 

During  fiscal  year  1974,  neither  the  Office  of  Investigation  (successor  to  OIG) 
nor  the  Forest  Service  had  electronic  or  mechanical  equipment  designed  to 
secretly  monitor  conversations  and  no  monitoring  was  conducted  during  that 

Sincerely, 

John  V.  Graziano,  Director. 

Department  of  the  Treasury, 

U.S.  Secret  Service, 
Hon.  JOHN  C.  KEENEY,  Washington,  D.C.,  June  10, 1975. 

Acting  Assistant  Attorney  General,  Criminal  Division,  Department  of  Justice 
Washington,  D.C. 

fJi^T.^^^'  ^^^^^-  T^i'^  i«  in  response  to  your  letter  of  May  21st  seeking  cer- 
tain data  concermng  consensual  monitoring  activities  for  fiscal  years  1973  and 
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Attached  you  will  find  inventories  of  electronic  and  mechanical  equipment 
designed  for  this  purpose  and  in  the  possession  of  the  U.S.  Secret  Service  at  the 
close  of  the  two  fiscal  years  in  question. 

The  U.S.  Secret  Service  strongly  endorses  the  continued  use  of  consensual 
monitoring  activities  as  a  necessary  tool  in  fulfilling  its  criminal  enforcement 
mission. 

The  use  of  such  devices  provides  an  element  of  safety  for  both  informants 
and  undercover  agents  dealing  with  members  of  the  criminal  fraternity.  Con- 
sensual monitoring  de\4ces  are  often  useful  in  corroborating  otherwise  unsub- 
stantiated allegations  of  informants,  make  excellent  corroborative  evidence  for 
judicial  purposes,  and  are  frequently  utilized  as  tactical  communications  devices 
in  timing  raids  and  arrests. 
Very  truly  yours, 

BuRRiLL  A.  Peterson, 

Assistant  Director. 

Enclosures. 

INVENTORY  OF  ELECTRONIC  EAVESDROPPING  EQUIPMENT 


Model 


Description 


Number  and  location 


Head- 
quarters 


Field 


Total 


AS  OF  JUNE  30,  1973 

67T Remote  signal  unit 

67R do 

CPI-72 Coin  phone  interface... 

51-A.-. Dial  number  recorder.. 

51 .do. 

A-10 Recorder  control  unit.. 

DR-35A Pulse  recorder 

TT-35 Data  converter 

F-442 Automatic  relay 

SLE-030 Vnice  actuator 

SLE-010 Phone  inter'-eptor 

SLE-004 Audio  amolifier 

SLE-061.. Transmitter 

SLE-057.... do.. 

SLE-058 do 

SLE-059 do 

SLE-026 Pen  holder  mike 

42 Relay  control 

RT-5 Transmitter 

312 Receiver 

252 Transmitter 

241 do 

F-617 ._ do. 

Tracer.. .do 

404... ...do 

R-2.. Receiver 

TFM-8100 ...do. 

SP-4000... Transmitter 

SP-006 ...do 

SLE-055.. .do 

Peewee.  - do 

IMP-II._ do 

AXRT-21 ..do 

CXRT-1.. Remote  switch. 

AXRT-20 Transmitter 

AXRT-22. do 

CXCT-1. Remote  switch 

AXCT-1 Transmitter 

AXCT-2 do... 

AXCT-3 .do 

Tracer Outlet  transmitter 

T-12-MA Transmitter 

T-12-P ....do 

T-12-A do 

T-2 .do.. 

SK-6. Kel-kit. 

B  and  H Miniature  transmitter. 

K-AGC-3 Amplifier 

K-AGC-3 ....do 

AXWA-2 _ do 

TP-4  and  5... Induction  coil. 

SSN Tape  recorder 

4000 ....do 

R-15... do 

11 do 

800B... ...do 

TC-llOand  llOA. ....do 

MR-16 do 

TC-IOO. ....do 

5000 do 


1 
1 
4 
12 
10 
20 
2 
2 
6 
1 
1 
1 
1 
1 
1 
1 
1 
5 
1 
2 
2 
1 
1 
1 
1 
22 
6 
1 
1 
1 
7 
5 
2 
2 
4 
13 
2 
2 
2 
3 
1 
3 
10 
18 
20 
1 
2 
6 
2 
2 

25 
1 
2 
18 
7 
0 
8 

24 
5 
5 


0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
64 
0 
0 
0 
0 
0 
0 
0 
0 

22 
0 
0 
0 
0 
0 
0 
0 
31 
59 
36 
0 
0 
0 
0 
0 
125 
0 
0 
0 
0 
8 
65 
0 
2 
0 


1 
1 
4 
12 
10 
20 
2 
2 
6 
1 
1 
1 
1 
1 
1 
1 
1 
5 
1 
2 
2 
1 
1 
1 
1 
86 
6 
1 
1 
1 
7 
5 
2 
2 
26 
13 
2 
2 
2 
3 
1 
3 
41 
77 
56 
1 
2 
6 
2 
2 
150 
1 
2 

18 
7 
8 
73 
24 
7 
5 
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INVENTORY  OF  ELECTRONIC  EAVESDROPPING  EQUIPMENT— Continued 


Model  Description 


Number 

and  location 

Head- 

quarters 

Field 

Total 

1 

0 

1 

0 

10 

0 

10 

24 

0 

24 

24 

0 

24 

2 

0 

2 

0 

1  

1 

0 

1 

0 

2 

0 

1 

0 

1 

0 

1 

0 

22 

64 

86 

6 

0 

6 

1 

0 

1 

3 

0 

3 

2 

0 

2 

2 

0 

2 

4 

22 

26 

13 

0 

13 

2 

0 

2 

2 

0 

2 

2 

0 

2 

3 

0 

3 

1 

0 

1 

3 

0 

3 

10 

31 

41 

18 

59 

77 

20 

36 

56 

1 

0 

1 

2 

0 

2 

6 

0 

6 

2 

0 

2 

2 

0 

2 

1 

0 

1 

2 

0 

2 

18 

0 

18 

0 

13 

13 

8 

65 

73 

24 

0 

24 

9 

0 

9 

3 

0 

3 

25 

125 

150 

AS  OF  JUNE  30,  1974 

67T Remote  signal  unit 

67R do 

CPI-72 Coin  phone  interface.. 

51-A Dial  number  recorder. 

A-10 Recorder  control  unit. 

DR-35A Pulse  recorder 

TT-35.. Data  converter.. 

SLE-004 Audio  amplifier 

SLE-061 Transmitter 

SLE-059... .do 

312. Receiver 

F-617 Transmitter 

Tracer do 

404. do 

R-2 Receiver 

TFM-8100 .do 

SLE-055 Transmitter 

Peewee ...do 

AXRT-2 do 

CXRT-1 _ Remote  switch 

AXRT-20 Transmitter 

AXRT-22 do 

CXCT-1 Remote  switch.. 

AXCT-1. Transmitter.... 

AXCT-2. .do 

AXCT-3 do.. 

Tracer Outlet  transmitter 

T-12-MA Transmitter 

T-12-P do 

T-12-A ...do 

T-2... do... 

SK-«.. Kel-kit 

B  and  H... Miniature  transmitter. 

K-AGC-3 Amplifier. 

K-AGC-2 do. 

AXWZ-2.. .do 

SSN Tape  recorder 

4000... .do 

R-15... do 

TC-800B do 

TC-110  and  llOA... do 

MR-16... do 

AXRT-23 Transmitter 

AXRT-24 do 

TP-4  and  5 Induction  coil 


U.S.  Department  of  Commerce, 
The  Assistant  Secretary  fob  Administration, 

Washington,  D.C.,  July  26, 1973. 
Subject :  Wiretapping  and  Electronic  Eavesdropping. 
Hon.  Elliot  L.  Richardson, 
Attorney  General, 
Washington,  D.C. 

Dear  Mr.  Attorney  General:  Reference  is  made  to  Paragrapli  IV  of  the 
October  16,  1972  memorandum  from  the  Attorney  General  to  the  heads  of  execu- 
tive departments  and  agencies,  requiring  an  annual  report  to  the  Attorney  Gen- 
eral during  July  of  all  the  Department's  mechanical  or  electronic  equipment 
designed  for  the  investigative  monitoring  of  conversations  during  the  previous 
year.  That  memorandum  also  requires  an  inventory  of  such  devices  or  equip- 
ment in  the  possession  of  each  division  or  agency. 

I  wish  to  report  that  the  Department  of  Commerce  has  not  used  any  mechani- 
cal or  electronic  equipment  for  the  purpose  of  investigative  monitoring  since  our 
last  report  dated  June  29,  1972.  The  only  piece  of  equipment  designed  for  such 
purposes,  which  was  described  in  detail  in  our  report  to  the  Attorney  General 
dated  July  25,  1968,  has  been  declared  excess  property  effective  March  6,  1973. 
Sincerely, 

Henry  B.  Turner. 
Assistant  Secretary  for  Administration. 
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U.S.  Department  of  Commeece, 
The  Assistant  Secretary  for  Administration, 

Washington,  D.C.,  July  3, 1974. 

Subject :  Wiretapping  and  Electronic  Eavesdropping. 
Hon.  William  B.  Saxbe, 
Attorney  General, 
Washington,  B.C. 

Dear  Mr.  Attorney  General:  Reference  is  made  to  Paragraph  IV  of  the 
October  16,  1972  memorandum  from  the  Attorney  General  to  the  heads  of  execu- 
tive departments  and  agencies,  requiring  an  annual  report  to  the  Attorney  Gen- 
eral during  July  of  all  the  Department's  mechanical  or  electronic  equipment 
designed  for  the  investigative  monitoring  of  conversations  during  the  previous 
year.  That  memorandum  also  requires  an  inventory  of  such  devices  or  equip- 
ment in  the  possession  of  each  division  or  agency. 

I  wish  to  report  that  the  Department  of  Commerce  has  not  used  any  mechani- 
cal or  electronic  equipment  for  the  purpose  of  investigative  monitoring  since  our 
last  report  dated  July  26,  1973.  The  Department  has  no  equipment  designed  for 
such  purposes. 
Sincerely, 

Henry  B.  Turner, 
Assistant  Secretary  for  Administration. 


Office  of  the  Secretary  of  Transportation, 

Washington,  B.C.,  July  1973. 
Hon.  Henry  E.  Peterson, 

Assistant  Attorney  General,   Criniitial  Division,    U.S.  Department   of  Justice, 
Washington,  D.C. 

Dear  Mr.  Peterson  :  Pursuant  to  the  requirement  set  forth  in  the  Attorney 
General's  memorandum  of  June  16,  1967,  to  the  heads  of  Executive  Departments 
and  agencies  concerning  wiretapping  and  electronic  eavesdropping,  the  following 
information  is  submitted. 

The  Department  of  Transportation  has  no  equipment  of  the  type  referred  to 
in  paragraph  II.  4  of  the  above  mentioned  memorandum  and  equipment  of  this 
type  has  not  been  utilized  during  the  past  year  in  investigations  conducted  by 
this  Department. 

If  additional  information  is  required,  please  be  assured  of  our  full  cooperation. 
Sincerely. 

Frank  A.  Stanton, 
Director  of  Investigations  and  Security. 


U.S.  Department  of  Labor, 
Office  of  the  Assistant  Secretary, 

Washington,  July  18,  1973. 
Hon.  Elliot  L.  Richardson, 
Attorney  General, 
Washington,  D.C. 

Dear  Mr.  Attorney  General:  This  is  to  report  that  in  the  fiscal  year  ending 
June  30,  1973,  no  use  was  made  in  the  Department  of  Labor  of  mechanical  or 
electronic  devices  where  either  the  use  is  prohibited  or  controlled  under  the 
terms  of  the  Attorney  General's  memorandum  of  June  16,  1967.  The  Department 
does  not  possess  devices  of  a  nature  required  to  be  inventoried  and  reported 
pursuant  to  paragraph  II  4  of  that  memorandum. 
Sincerely, 

Fred  G.  Clark, 
Assistant  Secretary  for  Administration  and  Management. 
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Central  Intelligence  Agency, 

Washington,  D.C.,  June  9, 1975. 


Criminal  Division, 


John  C.  Keeney,  Esq., 
Acting  Assistant  Attorney  General, 
Department  of  Justice, 
Washington,  D.C 

Dear  Mr.  Keeney  :  In  response  to  your  letter  to  Mr.  Colby  of  May  21,  1975 
asking  for  our  annual  report  for  Fiscal  Year  1974  on  consensual  monitoring,  this 
is  to  advise  you  that  the  Central  Intelligence  Agency  is  not  an  investigative 
agency.  We  are  precluded  Ity  statute  from  engaging  in  law  enforcement  activities 
and  do  not  coursider  the  requirement  contained  in  the  October  16,  1972  memo- 
randum of  the  Attorney  General  to  apply  to  the  Central  Intelligence  Agency. 
Therefore,  we  have  not  submitted  any  report  for  Fiscal  Year  1974. 
Sincerely  yours, 

John  S.  Warner,  General  Counsel. 

INTERNAL  REVENUE  SERVICE 
RESULTS  OF  USE  OF  ELECTRONIC  EQUIPMENT-JULY  1,  1973,  THROUGH  JUNE  30,  1974 


Type  of  cases 


Number  of 

request 

notifications 


Number  of 
cases 


Allegations 
corroborated 


Negative 
results 


Not  used 


Inspection  Service: 

Bribery 

N  arcotics _  _ _  _  _ 

Possible  corruption 

Bribe  solicitation 

Conversion,  Government  property. 

Unauthorized  disclosure 

Assault 

Fraudulent  refund  scheme.. 

Total,  Inspection  Service.. 

Intelligence  Division: 

Tax  fraud: 

Obstruction  of  justice 

Secure  evidence 

Corroborate  evidence 

Unauthorized  usage' 

Total,  Intelligence  Division 

Unauthorized  usage  (telephone)  In 
telligence  Division  i. 


210 

139 

52 

87 

3 

3 

3 

0 

5 

4 

2 

5 

3 

1  

2 

1 

0 

2 

2 

1 

5 

2 

1 

2 

1 

0 

234 

155 

63 

92 

6 

6 

4 

1 

1 

11 

8 

4 

3 

1 

8 

6 

3 

2 

1 

4 

22 

1 

1 

29 

22 

12 

7 

3 

1  

1  See  pt.  1  (C). 

'  1  to  secure  evidence,  1  to  corroborate  evidence. 


Internal  Revenue  Service — Part  II 


Inventory  of  mechanical  and/or  electronic  devices  in  custody  of  Inspection 
Service  and  Intelligence  Division 
Category  Quantity 

Minature  transmitters 99 

Tape  recorders 94 

Miniature   recorders 29 

Miniature  receivers 44 

Telephone  induction  coils ^128 

Video   cameras 8 

Amplifier/microphones  4 

Miniature  receivers  with  recorders 2 

Miniature  amplifiers 10 

1  Induction  coil  inventory  increase  due  to  their  receipt  with  new  office  dictating  equip- 
ment. Current  inventory  of  induction  coll  exceeds  agency  basic  requirements  and  excess 
coils  will  be  disposed  of  consistent  with  investigative  needs. 
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RESULTS  OF  USE  OF  ELECTRONIC  EQUIPMENT,  JULY  1,  1972,  THROUGH  JUNE  30,  1973 


Type  of  cases 

Number  of 

request 

notifications 

Number  of 
cases 

Allegations 
corroborated 

Negative 
results 

Not  used 

Inspection  Service: 

Bribery -.. 

Narcotics              .  

144 
6 
6 
4 
3 
1 
2 
2 

117 
6 
3 
3 
2 
1 
2 
1 

67 
6 

1 
1 
2 
0 
0 
1 

48 

0  ... 
2 

2  ... 
0  ... 
0 

2  ... 
0  ... 

2 

Possible  corruption 

Bribe  solicitation 

Conversion,  Government  property 

Obstruction  of  justice 

i 

Unauthorized  disclosure -. 

Assault.. 

Total,  Inspection  Service 

168 

135 

78 

54 

3 

Intelligence  Division: 
Tax  fraud: 

Obstruction  of  justice           

14 

13 

1 

14 
9 

1 

2 

4 
1  .. 

3 

1 

9 

Secure  evidence.. 

Corroborate  evidence 

4 

Total,  Intelligence  Division  — 

28 

24 

7 

4 

13 

Internal  Revenue   Service — Part  II 

Inventory  of  Mechanical  and/or  Electronic  Devices  in  Custody  of  Inspection 

Service   and  Intelligence  Division 
Category  Quantity 

Recording/Receiving  kits 4 

Miniature   transmitters 59 

Tape  recorders 68 

Miniature  recorders 33 

Miniature    receivers 24 

Teleplione  induction  coils 74 

Teleplione  relays  for  recorder  operation 4 

Video  cameras 8 

Amplifier/Microphones 3 

Miniature  receivers  with  recorders 4 

Obsolete  recording/receiving  stations 2 


June  6,  1975. 

Memorandum  to :  John  C.  Kenney,  Acting  Assistant  Attorney  General,  Criminal 

Division. 
From :  James  F.  Greene,  Deputy  Commissioner,  Immigration  and  Naturalization 

Service.  June  6,  1975. 
Subject :  Consensual  Monitoring — Annual  reports  for  fiscal  years  1973  and  1974 ; 

your  letter  of  May  21,  1975. 

In  response  to  your  referenced  letter,  I  am  enclosing,  in  duplicate,  a  copy  of 
our  report  of  July  1,  1974,  which  was  submitted  in  response  to  memorandum  of 
June  13,  1974,  from  Assistant  Attorney  General  Henry  E.  Petersen  and  was  con- 
sidered as  fulfilling  annual  x'eport  requirements  for  the  period  requested. 

James  F.  Greene. 


Kevin  T.  Maroney,  Deputy  Assistant  Attorney, 
General,  Criminal  Division,  Department  of  Justice, 

July  1, 1974. 
L.  F.  Chapman,  Jr., 
Commissioner, 
Imtnigrafion  and  Naturalization  Service. 

Electronic  Surveillance :  Questionnaire  from  Senate  Permanent  Subcommittee 
on  Investigation. 

Pui'suant  to  the  request  contained  in  the  memorandum  dated  June  13,  1974,  by 
Henry  E.  Petersen.  Assistant  Attorney  General,  attached  is  my  response  relating 
to  the  subject  questionnaire  concerning  this  service's  use  of  electronic  surveil- 
lance from  January  1,  19'o8,  to  date  which  you  may  wish  to  include  in  your 
reply  to  Senator  Henry  M.  Jackson. 
Attachment. 
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Memorandum  of  Information  Concerning  Use  of  Electronic  Surveillance  by 
THE  U.S.  Immigration  and  Naturalization   Service 

Part  1 — Summary  information 

We  have  no  additions  to  tlie  Attorney  General's  proposed  reply  to  the  Senate 
Permanent  Subcommittee  on  Investigations. 

Part  2 — Policy  concerning  interception  of  conversations 

We  have  no  additions  to  the  Attorney  General's  proposed  reply  to  the  Senate 
Permanent  Subcommittee  on  Investigations. 
Part  3 — Operations  ' 

This  Service  has  used  electronic  surveillance  in  only  three  cases,  the  first  was 
authorized  by  Assistant  U.S.  Attorney  Robert  Martin,  Chicago,  Illinois  and  the 
other  two  were  approved  by  the  Department. 

In  the  first  instance,  case  of conversations 

were  intercepted  on  December  22  and  26,  1972. 

a  United  States  citizen  employed  as  a  secretary,  carried  a  concealed  transmitter 

in  a  conversation  with , 

who  also  is  a  United  States  citizen  and  a  secretary.  The  conversation  toolv  place 

in  the  li^'ing  room  of home  on  December  22,  1972.  The 

recording  device  was  monitored  by  service  investigators  in  an  automobile  parked 

on  the  street  outside  the  residence.  Conversations  involving , 

and  an  illegal  status  alien  and  native  of  Mexico, 

,  a  laborer  who  resided  at 

were  also  intercepted  on 

December  25,  1972.   home,  they 

departed  by  automobile  and  picked  up at  his  home.  They  pro- 
ceeded to  a  clinic  for  blood  tests  and  then  to  the  Cook  County  Building,  113  N. 

Clark  Street,  Chicago,  where  a  marriage  license  was  obtained  for 

and .  The  group  then  crossed  the  street  to  City  Hall 

where  the  latter  two  persons  went  through  a  marriage  ceremony.  Thereafter,  the 

group  drove  to  the  home  of  , 

where   she  maintains   an   oflice    as    notary    public.    The   conversation    between 

and  the  other  parties  took  place  in  her  office.  During  this 

entire  period wore  a  concealed  transmitter.  Three  service 

investigators  monitored   the   recorder   while   sitting   in   an   automobile  outside 

home,  they  continued  to  record  conversations  while  following 

and in  their  automobile,  after  they  picked  up 

the  alien  and  on  the  route  to home.  At  the  County  Building, 

one  investigator  carried  the  recorder  into  the  building  and  stayed  in  a  public 
area  to  record  conversations  which  took  place  during  that  time.  He  also  followed 
the  group  to  City  Hall  where  he  was  able  to  record  the  marriage  ceremony 
while  stationed  in  a  public  washroom.  The  investigators  were  in  their  automobile 

outside  of home  during  the  time  that  conversation  was 

recorded.  No  trespass  was  involved  during  the  entire  operation. 

The  investigators  who  monitored  the  recording  equipment  were , 

and  — > of  our  Chicago  office.   The  equipment, 

a  RELSET  transmitter,  receiver  and  recorder,  were  borrowed  from  the  Illinois 
Bureau  of  Investigation.  An  employee  from  that  agency  briefed  our  officers  in 
the  use  of  the  equipment  but,  other  than  that,  no  one  from  that  agency  assisted 
in  this  operation. 

Evidence  had  been  obtained  indicating was  engaged  in  arrang- 
ing fraudulent  marriages  of  aliens  to  United  States  citizens  for  the  sole  purpose 
of  assisting  the  aliens  to  obtain  permanent  residence  in  the  country.  The  case  was 
presented  to  the  U.S.  Attorney,  Chicago,  for  consideration  of  criminal  prosecution 

of on  several  counts  of  violation  of  13  U.S.C.  371,  18  U.S.C.  1001 

and  8  U.S.C.  1546.  Subsequently, advised  an  officer  of  this  Service 

that was  working  with and  it  was  her 

function  to  obtain  United  States'  citizens  who  were  willing  to  marry  aliens  for 
a  fee  for  the  purpose  of  assisting  the  aliens  to  gain  permanent  residence  in  the 

United  States.  Further, made  the  arrangements  to  pay  the 

United  States  citizen  and  submit  all  documents  and  applications  necessary  to 

this  Service  to  assist  the  alien  to  gain  permanent  residence. 

stated  she  was  approached  by to  participate  in  this  scheme 

by  marrying  an  alien.  She  volunteered  to  assist  the  government  in  this  matter 
as  a  witness.  The  facts  were  brought  to  the  attention  of  the  Assistant  U.S. 
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Attorney  at  Chicago  handling  the  case,  Robert  Martin,  and  he  instructed  and 

authorized  our  representative  to  intercept  conversations  between -,--- 

and  other  parties  who  may  be  involved  in  the  sclieme.  __—-—-  agreea 
to  carry  a  transmitting  device  for  this  purpose.  The  defendant  m  he  case 
lo  caii;y    a^  ^  pleaded  guilty  to  the  charges  which  had  been  lodged  against 

her,  therefore,  the  intercepted  conversations  were  not  used  in  connection  with 

^^¥he^otS'  two  instances  of  electronic  surveillance  occurred  on  June  28,  1974, 

V  i^r        „^  and  and  on  June  21, 

case  of  Attorneys and .^ 

1(V74    pQcp  of        alXKl ' 

Chicago,  IllinoisrApproval  for  this  activity  was  obtained  from  the  Department 
hi  each  case.  I  am  enclosing  copies  of  our  requests  for  approval  of  consensual 
use  of  electronic  equipment  in  these  cases  for  your  information  and  ready 
Reference  They  contain  pertinent  data  concerning  the  basis  for  conducting  the 
interceptions.  To  date  no  legal  action  has  been  brought  as  a  result  of  the 
interceptions^.  ^^  ^^^^  ^^^ ^  ^^^  ^^^^  information  not  included  in 

Ta^eSa^y^andthe'con;^^ 

as  a  secreiary  a  u        ^  Chicago,  Illinois.  Attorney was 

not  present.  The  Investigators  who  recorded  the  conversation  were 

jind  of  our  Cliicago  Office. 

InThe"ca'se  of and  __ and an 

representative, v^nicago, 

inlno^^-h^^^^^ati^^ 

GVand  Tv-enue,  Chicago carried  ^ /^^^^^"er  and  the  conversa^^^^^^ 

was  recorded  by  Investigators and who  were  in  an  auro 

mobiL  outside  the  restaSrant was  not  present  during  the 

operation. 

Part  4 — Personnel 

This  Service  has  not  trained  any  employee  in  the  use  of  electronic  devices  for 
use  in  interception  activity.  Other  than  the  instance  referred  to  m  Part  3,  no 
employees  have  been  assigned  to  that  activity.  The  training  of  the  officers  in- 
volved in  those  cases  was  limited  to  a  familiarization  with  the  operation  of  the 
equipment  to  insure  that  they  would  be  able  to  record  the  fe^ired  material  There 
is  no  instance  in  which  this  Service  borrowed  an  individual  from  another 
organization  to  engage  in  interception  activity. 

Part  5 — Interception  equipment 

We  have  not  incurred  any  expenditures  for  the  purchase  or  maintenance  of 
electronic  eavesdropping  or  wiretapping  equipment  and  have  no  such  equipment 
on  hand  In  addition,  we  have  not  conducted  any  research  or  development  in 
this  area.  The  cases  cited  in  our  response  to  Part  3  are  the  only  instances  m  which 
we  have  borrowed  such  equipment. 
Pare  6 — Custody  of  interception  records 

This  Service  does  not  have  a  repository  for  the  specific  purpose  of  housing 
interception  records.  Results  obtained  from  the  use  of  electronic  devices  would 
be  made  part  of  the  files  relating  to  the  individuals  concrened  and  would  also  be 
made  part  of  the  record  furnished  to  the  U.S.  Attorney  in  any  case  submitted 
for  consideration  of  criminal  prosecution.  Our  policy  concerning  the  release  of 
information  from  our  files  is  governed  by  the  provisions  of  5  U.S.C.  552(a),  23 
CFR  16  and  8  CFR 108. 
Part  7 — Management  of  interceptions 

A  District  Director  of  this  Service  initially  reviews  the  necessity  of  continu- 
ing an  interception  activity  and  may  order  it  discontinued  if  the  facts  warrant 
such  action.  Request  for  extension  of  the  activity  beyond  that  which  was  orig- 
inally authorized  is  reviewed  by  the  District  Director  and  his  recommendation 
to  continue  along  with  the  reasons  therefore  are  forwarded  to  the  Regional 
Commissioner  for  re\aew.  Should  he  also  concur  with  the  request  for  continued 
action,  the  mattor  is  referred  to  the  Deputy  Commissioner  for  review.  Finally, 
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any  request  for  further  approval  of  the  use  of  the  electronic  surveillance  is  made 
to  the  Department.  To  date  we  have  not  had  an  occasion  to  employ  the  use  of 
electronic  devices  over  an  extended  period  of  time.  An  identical  process  is  used  in 
an  initial  request  for  authorization  or  approval  for  use  of  continual  electronic 

^\u  of  the  ahove  cited  cases  were  related  to  criminal  law  enforcement.  Legal 
authority  was  based  upon  the  pro\dsions  of  8  CFR  237.2  and  Section  287  of  the 
Immigration  and  Nationality  Act,  as  amended. 

Appendix  3 

CoRBESPONDENCE  Between  the  Department  of  State  and  the  Committee 

September  16, 1975. 

Hon.  Henby  a.  Kissinger, 
Secretary  of  State, 
Department  of  State, 
Washington,  B.C. 

My  Dear  Mr.  Secretary  :  The  House  Judiciary  Committee's  Subcommittee  on 
Courts,  Civil  Liberties,  and  the  Administration  of  Justice  will  soon  be  mark- 
ing up  H.R.  214,  the  Bill  of  Rights  Procedures  Act  of  1975.  As  presently  written, 
H.R.  214  requires  probable  cause  that  a  crime  has  been  or  is  about  to  be  com- 
mitted prior  to  the  issuance  of  any  court  order  authorizing  electronic  surveillance 
or  wiretapping  by  agents  of  the  United  States. 

The  Subcommittee  has  received  testimony  objecting  to  this  standard  because 
it  would  effectively  prohibit  national  security  surveillance  which  is  conducted 
for  purposes  of  gathering  foreign  intelligence  rather  than  for  enforcement  of 
criminal  laws. 

Former  Secretary  of  State  Dean  Rusk  suggested  that  this  problem  could 
be  solved  by  limiting  the  requirement  of  a  court  order  to  those  cases  invloving 
persons  subject  to  prosecution  under  the  laws  of  the  United  States.  He  would 
exclude  persons  holding  diplomatic  immunity  from  the  protection  of  the  bill. 

On  behalf  of  the  Subcommittee.  I  would  appreciate  receiving  your  views 
on  whether  adoption  of  a  statute  embodying  Mr.  Rusk's  suggestion  would  violate 
the  Vienna  Convention  or  Diplomatic  Relations  or  otherwise  embarrass  the 
Government  of  the  United  States. 

As  we  will  soon  be  taking  action  on  the  bill,  we  would  appreciate  hearing 
from  you  as  soon  as  possible. 
Sincerely  yours, 

Robert  W.  Kastenmeier, 
Chairman,  Subcommittee  on  Courts,  Civil  Liberties,  and  the  Administration 
of  Justice. 

Department  of  State, 
Washington,  B.C.,  September  26, 1975. 
Hon.  Robert  W.  Kastenmeier, 

Chairman,  Subcommittee  on  Courts,  Civil  Liberties,  and  the  Administration  of 
Justice,  Committee  on  the  Judiciary,  House  of  Representatives. 

Dear  Mr.  Chairman  :  The  Secretary  has  asked  me  to  respond  to  your  letter  of 
September  16,  1975,  concerning  H.R.  214,  the  Bill  of  Rights  Procedures  Act  of 
1975,  in  which  you  request  the  views  of  the  Department  of  State  on  a  suggestion 
by  former  Secretary  Dean  Rusk.  As  I  understand  it,  the  Bill  as  revised  pursuant 
to  his  suggestion  would  effectively  prohibit  all  cases  of  national  security  sur- 
veillance, except  where  the  surveillance  was  limited  to  persons  (and  presum- 
ably their  premises)   who  enjoy  diplomatic  immunity  in  the  United  States. 

As  Mr.  Maroney  of  the  Department  of  Justice  said  when  testifying  on  this 
Bill  on  June  26.  1975,  the  Bill  would  raise  serious  Constitutional  questions  by 
purporting  to  take  away  the  Constitutional  power  of  the  President  to  authorize 
national  security  surveillance  in  foreign  intelligence  cases.  Moreover,  even  if 
there  were  some  way  for  the  Bill  to  be  effective,  the  proposed  limitation  of 
national  security  surveillance  to  cases  involving  persons  who  enjoy  diplomatic 
immunity  would  be  incompatible  with  the  requirements  of  the  national  security. 
Sincerely, 

ROBEBT  J.  IVIcCLOSKirY, 

Assistant  Secretary  for  Congressional  Relations. 
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Appendix  4 
Additional  Letters  Received  by  the  Committee 

National  Newspaper  Association, 

Washington,  B.C.,  March  31, 1975. 
Hon.  Robert  Kastenmeier, 
U.S.  House  of  Representatives, 
Raybitrn  House  Office  Building, 
Washington,  B.C. 

Dear  Congressman  Kastenmeier:  In  view  of  increasing  concern  over  un- 
regulated federal  surveillance  of  private  citizens,  and  newspeople  in  particular, 
the  National  Newspaper  Association  wishes  to  express  its  interest  in  the  pro- 
visions of  H.R.  214.  Representative  Mosher's  Bill  of  Rights  Procedures  Act  in- 
cludes a  comprehensive  scope  of  surveillance  activities.  Tho  Fourth  Amend- 
ment rights  of  all  citizens  are  entitled  to  adequate  protection.  Recent  disclosures 
of  surveillance  activities  by  the  Executive  Department  indicate  the  need  for 
prior  judicial  scrutiny  of  such  activities. 

The  unfettered  discretion  of  investigative  power  is  often  inconsistent  with 
constitutional  guarantees.  A  proper  solution  is  that  embodied  in  H.R.  214,  i.e. 
judicial  review  of  all  such  proposed  surveillance  activities.  By  requiring  a 
showing  of  probable  cause,  this  bill  ensures  both  the  rights  of  the  individual 
and  the  reasonableness  of  investigative  procedures  under  the  Fourth  Amend- 
ment. Of  obvious  concern  to  newspaper  publishers  is  the  additional  area  of 
First  Amendment  freedoms  of  speech  and  press  w-hich  can  be  adversely  affected 
by  improper  surveillance  activities. 

It  is  our  position  that  prior  judicial  determinations  as  to  the  reasonableness 
of  such  activities  is  necessary  for  the  preservation  of  a  responsible  and  free 
press. 

This  constitutes  our  initial  reaction  to  the  Bill  of  Rights  Procedures  Act.  We 
will  be  happy  to  elaborate  on  this  in  either  a  formal  statement  or  testimony 
before  your  Subcommittee  at  the  proper  time. 
Sincerely  yours, 

William  G.  Mullen,  General  Counsel. 

American  Hospital  Association, 

Washington,  B.C.,  July  24,  1975. 
Hon.  Robert  W.  Kastenmeier, 

Chairman,  Subcommittee  on  Courts,  Civil  Liberties,  and  the  Administration  of 
Justice,  Committee  on  the  Judiciary,  U.S.  House  of  Representatives,  Wash- 
ington, B.C. 

Dear  Mr.  Chairman  :  President  John  Alexander  McMahon  of  the  American 
Hospital  Association  has  asked  me  to  thank  you  for  your  invitation  to^  submit 
our  comments  on  H.R.  214,  the  Bill  of  Rights  Procedures  Act  of  1975.  We  hope 
this  response  will  be  helpful  in  your  efforts  to  develop  further  legislation  to  safe- 
guard the  right  of  privacy. 

First,  I  wish  to  state  that  the  American  Hospital  Association  has  a  strong  in- 
terest in  all  of  the  concerns  to  which  H.R.  214  is  addressed — preventing  willful 
and  unlawful  interception  of  the  communications  of  individuals,  willful  and  un- 
lawful entry  of  their  dwellings  and  unauthorized  inspection  and  procuring  of 
their  records  by  oflBcials,  agents  or  employees  of  the  U.S.  Government.  It  is  with 
respect  to  this  last  concern,  however — ^preventing  the  unauthorized  inspection  and 
procuring  of  records,  more  specifically,  medical  records — that  we  have  special  in- 
terest. Our  comments  are,  therefore,  addressed  solely  to  that  portion  of  H.R.  214 
concerned  with  safeguarding  the  confidentiality  of  medical  records. 

Hospitals  and  other  health  care  institutions  are  the  custodians  of  medical 
records  which  contain  information  that  patients  rightly  regard  as  confidential 
and  not  subject  to  disclosure  without  their  consent.  This  right  to  confidentiality 
flows  from  the  doctor-patient  privilege  which  is  almost  universally  recognized 
both  in  law  and  by  tradition.  In  1972  the  Association  developed  a  "Patient's  Bill 
of  Rights,"  a  copy  of  which  is  enclosed.  Among  the  rights  enumerated  in  this 
"Patient's  Bill  of  Rights"  is  the  right  of  the  patient  "to  expect  all  communica- 
tions and  records  ijertaining  to  his  care  will  be  treated  as  confidential." 

Hence,  recognition  of  and  respect  for  the  confidential  nature  of  medical  record 
information  is  a  firmly  established  principle  in  the  health  care  field.  Your  bill, 
H.R.  214,  recognizes  the  confidential  nature  of  medical  records  by  requiring  that  a 
search  warrant  or  the  consent  of  the  individual  be  obtained  before  an  oflBcer,  agent 
or  employee  of  the  United  States  or  any  department  or  agency  thereof  may  pro- 
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cure  or  inspect  such  individual's  medical  record.  The  Association  supports  such  a 
requirement,  but  would  suggest  two  modifications  in  it. 

First,  because  a  patient  may  not  be  competent  by  reason  of  age  or  condition  to 
give  his  consent  to  the  disclosure  of  his  medical  record,  we  would  suggest  that  a 
person  authorized  to  act  in  his  behalf  be  permitted  to  give  consent  for  procure- 
ment or  inspection  of  the  patient's  medical  records  by  government  officers,  agents, 
or  employees.  Otherwise,  the  bill  would  require  in  everj^  such  case  that  a  search 
warrant  be  obtained  and  this  would  be  unnecessarily  burdensome.  This  modifica- 
tion could  be  provided  by  insertion  of  the  phrase  "or  his  legally  qualified  repre- 
sentative" following  the  word  "individual"  and  preceding  the  semicolon  in  line  16 
on  page  4  of  the  bill. 

Secondly,  we  would  suggest  that  access  to  the  patient's  medical  record  be  modi- 
fied to  recognize  the  rights  and  obligations  of  medical  care  institutions  in  the 
ownership  and  control  of  medical  records  in  providing  and  advancing  health  care 
services.  It  is  the  responsibility  of  medical  care  institutions  (acute,  ambulatory, 
and  long-term  care  facilities)  to  administer  and  control  the  input,  use,  storage 
and  abstracting  of  medical  record  information  in  matters  pertaining  to  the  medi- 
cal care  of  patients,  review  and  evaluation  of  patient  care,  review  of  work  per- 
formance, bona  fide  study  and  research  programs,  continuing  programs  of  pro- 
fessional education,  and  performance  of  appropriate  administrative  tasks  within 
the  institution.  Requiring  a  search  warrant  or  the  patient's  consent  under  the 
above  circumstances,  where  the  patient's  treatment  itself  is  not  part  of  the 
research,  could  unreasonably  impede  the  provision  of  care  and  treatment  to  the 
patient  and  the  conduct  of  study  and  research  for  advancement  of  medical  care. 
This  modification  could  be  provided  by  renumbering  subparagraph  b(2)  in  line  12 
on  page  5  of  the  bill  to  subparagraph  b (3)  and  inserting  a  new  subparagraph  b  (2) 
to  read  as  follows : 

"The  provision  of  section  (a)  (2)  shall  not  apply  to  those  members  or  employees 
of  medical  care  institutions  who  have  been  granted  access  to  medical  records  com- 
mensurate with  their  authority  and  responsibility  for  the  medical  care  of  patients, 
the  conduct  of  the  institution,  or  the  conduct  of  bona  fide  research  and  educa- 
tional programs.  Nor  shall  the  provision  of  section  (a)  (2)  apply  to  approval, 
regulatory,  and  licensing  bodies  dedicated  to  the  fulfillment  of  standards  or  regu- 
lations for  institutional-based  patient  care  and  who  review  medical  records  in  the 
performance  of  their  duties  to  ascertain  compliance  or  noncompliance  with  stated 
requirements  for  record  maintenance  and  for  standards  of  institutional  care." 

Finally,  we  would  suggest  a  modification  to  the  bill  to  reflect  our  understand- 
ing of  the  intent  of  H.R.  214,  that  is,  to  prohibit  only  legally  unauthorized  incur- 
sions into  the  medical  and  other  records  of  individuals,  and  not  all  incursions. 
This  modification  could  be  provided  by  insertion  of  the  word  "unauthorized"  be- 
tween the  words  "the"  and  "inspection"  in  line  20  on  page  2  and  in  line  18  on 
page  3  of  the  bUl. 

We  might  also  say  that  it  is  possible  that  the  bill  may  sometimes  affect  the 
access  of  an  agency  to  which  the  patient  makes  claim  for  benefits  for  payment  of 
the  cost  of  his  medical  care  to  information  necessary  to  determine  the  rights  of 
the  patient  to  such  payment.  It  is  our  understanding  tliat  generally  the  filing  of 
such  a  claim  constitutes  the  patient  consent  required  by  the  bill.  If  our  under- 
standing is  correct,  you  may  wish  to  record  your  acceptance  of  this  fact  in  the 
legislative  history  surrounding  the  bill  and  if  it  is  not,  notice  should  be  given  to 
health  benefit  paying  organizations  of  the  government  to  modify  their  processes 
and  obtain  the  explicit  consent  of  possible  beneficiaries  for  access  to  their  medical 
records  in  connection  with  their  claim  for  government  benefits. 

Again,  we  very  much  appreciate  the  opportunity  to  provide  these  comments  and 
if  we  can  be  of  further  assistance,  we  will  be  glad  to  do  so. 
Sincerely, 

Leo  J.  Gehrig,  M.D.,  Senior  Vice  President. 


Bank  of  Ameirica, 
San  Francisco,  Calif.,  December  2, 1975. 
Hon.  Robert  W.  Kastenmeier, 

Chairman,  Sul)comm,ittee  on  Courts,  Civil  Liberties  and  the  Administration  of 
Justice,  Committee  on  the  Judiciary,  House  of  Representatives,  Washington, 
D.C. 

Dear  Mr.  Chairman  :  H.R.  214,  the  "Bill  of  Rights  Procedures  Act  of  1975" 
is  pending  for  markup  in  your  Subcommittee.  Bank  of  America  supports  the 


706 

basic  principles  of  this  legislation  and  urges  that  action  be  taken  in  the  re- 
mainder of  this  session  to  insure  passage  of  H.R.  214,  possibly  with  the  amend- 
ment suggested  below. 

Section  3  of  the  bill  would  generally  prohibit  federal  officers  from  taking  or 
inspecting  an  individual's  bank  records  without  first  obtaining  either  a  search 
warrant  or  the  consent  of  the  affected  individual.  The  legitimate  information 
needs  of  the  government  is  a  subject  on  which  widely  differing  opinions  are  held, 
and  we  are  aware  that  certain  investigatory  agencies  have  objected  to  the  re- 
strictions in  Section  3.  Nevertheless,  Congress,  having  eroded  the  ability  of  banks 
to  maintain  the  privacy  of  their  customers'  records  by  placing  banks  in  the  role 
of  government  informant  under  the  Bank  Secrecy  Act,  should  promptly  redress 
the  situation  with  clear  search  and  seizure  rules. 

Fortunately,  with  regard  to  the  records  of  banks  and  otheT*  financial  institu- 
tions, an  alternative  to  the  bank-related  provisions  of  Section  3  is  readily  at  hand. 
I  refer  to  the  legislation  introduced  by  Congressman  Stark,  H.R.  2752,  the 
"Right  to  Financial  Privacy  Act  of  1975",  which  is  cosponsored  by  several  Rep- 
resentatives. Substitution  of  the  provisions  of  that  bill  for  the  relevant  parts  of 
Section  3  would  eliminate  major  objections  to  Section  3  by,  among  other  things, 
permitting  continued  recourse  to  customers'  records  through  administrative 
summonses,  where  authorized  by  law.  At  the  same  time,  many  of  the  difficulties 
banks  encounter  with  this  practice  would  be  removed  since  the  government  would 
be  required  to  notify  a  bank  customer  prior  to  obtaining  the  records,  and  the 
customer  would  have  standing  to  quash  the  summons  or  otherwise  seek  judically- 
ordered  relief; 

While  H.R.  214  would  apply  to  officers  of  the  United  States  Government,  it 
may  be  of  interest  to  you  to  know  of  recent  California  action  on  this  issue.  On 
December  27,  1974,  in  Burrows  v.  Superior  Court  the  California  Supreme  Court 
held  that  a  bank  customer  has  a  reasonable  expectation  of  privacy  regarding 
matters  he  reveals  to  his  bank  and  that  the  obtaining  of  bank  statements  by 
the  police,  without  legal  process,  violates  the  unreasonable  search  and  seizure 
provision  of  the  California  Constitution.  Thus,  essentially  the  same  result  sought 
by  H.R.  214  and  H.R.  2752  has  been  reached  by  judicial  decision  in  California, 
thereby  insuring  the  customer's  right  of  privacy  at  least  wth  respect  to  the 
actions  of  State  and  local  officials.  It  would  seem  perverse  if  officers  of  the 
federal  government  were  able  to  conduct  their  business  in  this  State  with  less 
regard  for  personal  liberties  than  is  required  of  California  officials. 

The  bi-partisan  Congressional  effort  to  curb  abuses  of  the  right  of  privacy  is  to 
be  strongly  commended  as  is  the  willingness  of  Congressman  Mosher,  you,  and 
your  Subcommittee  to  prepare  a  bill  to  this  end  that  will  receive  broad  accept- 
ance. Your  efforts  are  appreciated,  and  we  are  prepared  to  offer  any  further 
assistance  that  may  be  desired  in  the  area  of  financial  privacy. 
Sincerely, 

Irwin  L.  Gxjbman,  Counsel. 

Congress  of  the  United  States, 

House  of  Representatives, 
Washington,  D.C.,  February  27, 1975. 
Hon.  Robert  Kastenmeieb, 

Chairman,  Subcommittee  on  Courts,  Civil  Liberties,  and  the  Administration  of 
Justice,  Rayburn  House  Office  Building. 

Dear  Bob  :  I  am  pleased  to  inform  you  that  William  D.  Ruckelshaus  recently 
notified  me  of  his  support  in  principle  for  the  Bill  of  Rights  Procedures  Act, 
which  bill  is  currently  pending  before  your  subcommittee.  Mr.  Ruckelshaus' 
opinion  may  be  of  special  interest  to  you  and  to  the  other  members  of  your 
committee  because,  among  the  several  public  offices  he  has  occupied  with  distinc- 
tion, he  has  served  in  the  recent  past  as  Deputy  Attorney  General  of  the  United 
States  and  as  Acting  Director  of  the  F.B.I. 

Commenting  on  H.R.  214,  Mr.  Ruckelshaus  wrote  to  me  on  February  21,  "I 
support  the  purposes  of  your  legislation  .  .  .  Congress  ought  to  act  rapidly  in 
the  area  of  wiretapping." 

For  purposes  of  information,  Mr.  Ruckelshaus  enclosed  with  his  letter  to  me 
a  copy  of  the  statement  he  presented  last  year  before  a  special  Senate  panel  on 
"Warrantless  Wiretaps  and  Electronic  Surveillance."  The  key  point  of  that 
testimony  is  the  former  FBI  director's  statement,  "I  see  no  reason  why  all  wire- 
taps should  not  be  subject  to  court  warrant."  He  also  advocates  "vigorous  over- 
sight procedures"  by  the  Congress  and  tighter  internal  controls  within  the  exec- 
utive departments  concerning  wiretaps. 
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I  think  it  is  important  to  note  that  when  the  Senate  panel  issued  its  report 
earlier  this  month,  their  very  first  recommendation  called  for  "statutory  guide- 
lines for  all  electronic  surveillance  activities  carried  out  in  the  United  States 
for  military  security,  national  defense  or  foreign  intelligence  gathering  pur- 
poses." The  effect  of  this,  of  course,  would  be  to  close  the  "national  security" 
loophole  now  present  in  the  United  States  Code. 

Of  course,  the  Bill  of  Rights  Procedures  Act  would  go  beyond  electronic  surveil- 
lance and  warrantless  wiretapping — the  specific  subjects  of  the  Senate  hearings 
and  the  focus  of  Mr.  Ruckelshaus'  testimony^and  apply  the  basic  principles 
embodied  in  Title  18,  United  States  Code,  to  other  forms  of  surveillance  as  well. 
But  the  basic  issues  are  the  same,  and  I  thus  seek  to  bring  Mr.  Ruckelshaus' 
opinion  to  the  committee's  attention,  both  for  your  information  and  for  the 

record. 

For  your  further  information,   I  am  enlcosing  here  a  copy   of  the  above- 
mentioned  letter  of  February  21  and  a  copy  of  Mr.  Ruckelshaus'  prepared  re- 
marks of  May  8,  1974. 
Sincerely, 

Charles  A.  Mosher, 
Representative  to  Congress. 

Ruckelshaus,  Bevebidge  &  Fairbanks, 

Washington,  D.C.,  FebriMry  21, 1975. 
Hon.  Charles  A.  Mosher, 
House  of  Representatives, 
Washington,  D.C. 

Dear  Congressman  Mosher  :  Enclosed  please  find  testimony  which  I  gave  be- 
fore the  Subcommittee  on  Surveillance  of  the  Foreign  Relations  Committee  and 
the  Judiciary  Subcommittees  on  Administrative  Practice  and  Procedure  and  on 
Clonstitutional  Rights  last  spring.  The  testimony  covers  much  of  the  matter 
addressed  in  H.R.  214,  your  bill  presently  pending  before  the  House  of  Repre- 
sentatives. I  support  the  purposes  of  your  legislation  and  hope  that  this  testi- 
mony can  be  of  some  assistance  to  you. 

My  own  strong  feeling  is  that  the  Congress  ought  to  act  rapidly  in  the  area 
of  wiretapping  so  as  to  reassure  the  American  people  that  their  justifiable  con- 
cerns about  invasion  of  privacy  are  being  given  attention  by  our  Government. 
Thank  you  for  your  courtesy. 
Sincerely  yours, 

William  D.  Ruckelshaus. 

Statement  of  William  D.  Ruckelshaus,  May  8,  1974 

Warrantless  Wiretapping  and  Electronic  Surveillance 

Mr.  Chairman,  I  am  delighted  to  be  able  to  appear  before  this  Committee  to 
share  with  you  my  thoughts  and  experience  on  the  all  important  question  of 
wiretaps. 

In  my  opening  statement  I  will  not  dwell  on  the  need  to  review  the  Federal 
Government's  policies  on  wiretapping.  Past  practice  and  more  recent  revelations 
of  those  practices  make  the  necessity  for  thorough  Congressional  review  self- 
evident.  Nor  will  I  attempt  to  cover  the  historical  ground  that  previous  witnesses 
have  so  well  described. 

In  wiretapping,  as  in  so  many  areas  of  law  enforcement,  the  public  interest  is 
best  served  by  seeking  a  balance  between  protection  of  individual  rights  and 
serving  the  common  good.  For  the  government  to  intrude  on  the  conversation 
of  two  people  invades  the  privacies  of  both.  This  is  a  given.  It  impinges  on  a 
precious  liberty  and  thus  should  only  be  undertaken  on  a  strong  showing  of  a 
clear  and  overriding  benefit  to  the  common  good.  That  the  benefit  should  be  clear 
and  overriding  is  strengthened  in  wiretapping  where  the  invasion  of  liberty  is 
by  its  nature  odious  to  a  free  people  and  where  revealed  abuses  of  the  power 
by  the  government,  coupled  with  advancements  in  technology,  have  convinced 
so  many  Americans  that  curtailment  is  necessary.  For  a  free  society  to  properly 
function,  the  people  of  that  society  must  have  a  modicum  of  trust  in  the  manner 
in  which  order  is  maintained.  This  trust  has  been  badly  eroded  in  America  in 
recent  years  and  we  must  do  what  we  can  to  restore  it.  One  step  toward  that 
restoration  is  for  the  Congress  to  pass  legislation  carefully  restricting  the 
government's  power  to  wiretap  for  whatever  reason  and  then  to  institute 
vigorous  oversight  procedures  to  assess  the  fruits  of  the  use  of  this  limited  power 
and  to  see  that  it  is  not  abused. 
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I  see  no  reason  why  all  wiretaps  should  not  be  subject  to  court  warrant. 
The  argument  that  the  Courts  do  not  have  expertise  in  the  field  of  foreign  affairs 
has  some  validity  but  the  purpose  of  a  court  warrant  is  to  avoid  abuse  of  the 
power  by  causing  its  exercise  to  be  shared.  Courts  almost  never  turn  down 
legitimate  requests  for  wiretaps  in  criminal  cases  and  would  be  even  less  likely 
to  do  so  in  the  area  of  national  security.  The  problem  of  uneven  treatment  in 
different  court  jurisdictions  could  be  solved  by  restricting  the  warrant  procedure 
to  the  District  of  Columbia.  After  all,  we  are  dealing  with  "national"  security  and 
this  logically  could  be  dealt  with  in  the  nation's  capital.  Obviously,  adequate 
security  would  have  to  be  pi'ovided  in  the  Court  to  avoid  any  compromises  of 
legitimate  national  security  purposes. 

Secondly,  the  legislation  should  provide  that  the  Justice  Department  and  the 
FBI  must  promulgate  public  guidelines  and  criteria  spelling  out  the  procedures 
and  conditions  of  their  wiretapping  authority.  These  guidelines  and  criteria 
should  emphasize  the  procedural  safeguards  adopted  against  abuse  of  the 
power  and  lay  out  the  broad  principles  that  will  condition  wiretapping  in 
general.  Tlie  legislation  should  provide  for  these  guidelines  and  criteria  to  be 
published  as  proposed  and  that  public  hearings  should  be  held  on  them  at 
selected  places  in  the  country  before  they  are  finally  adopted.  The  public  hear- 
ings will  have  the  dual  benefit  of  educating  the  public  as  to  the  complexity  of  the 
problem  and  sensitizing  the  law  enforcement  agencies  to  the  public's  concerns 
about  electronic  surveillance. 

By  the  nature  of  things,  the  criteria  relating  to  the  conditions  of  the  use  of 
the  wiretap  authority  will  have  to  be  general.  Too  much  specificity  might  make 
the  use  of  the  power  so  predictable  as  to  destroy  its  effectiveness.  There  will  thus 
be  continued  room  for  subjective  judgment  by  fallible  men  and  women.  That  is 
why  I  believe  the  most  important  safeguard  against  abuse  of  this  extraordinary 
power  is  strong  Congressional  oversight.  This  oversight  must  include  periodic 
and  regular  reporting  procedures  from  the  FBI  to  the  Congress  through  a  care- 
fully structured  and  secured  Committee.  The  Committee  must  be  vigorous  and 
thorough  in  its  determination  to  protect  the  American  people  against  abuse  of 
this  power.  I  have  not  seen  much  evidence  of  this  determination  in  Congress  to 
date. 

Mr.  Chairman,  I  believe  these  reforms  are  necessary  to  strike  the  proper 
balance  in  exercising  the  wiretapping  authority  in  America  in  1974. 


Communications  Workers  of  America. 

Washington,  D.C.,  September  23, 1975. 
Hon.  Robert  W.  Kastenmeier, 

Chairman,  Subcommittee  on  Courts,  Civil  Liberties  and  the  Admiwist ration  of 
Justice,  Committee  on  the  Judiciary,  House  of  Representatives,  Washington. 
B.C. 

My  Dear  Mr.  Chairman  :  On  behalf  of  the  Communications  Workers  of  Amer- 
ica, I  wish  to  convey  our  supix)rt  of  the  "Bill  of  Rights  Procedures  Act  of 
1975"  (H.R.  214  et  al.),  sponsored  by  the  Honorable  Charles  A.  Mosher  and  a 
large  number  of  Members  of  both  parties. 

It  is  encouraging  that  your  Subcommittee  has  undertaken  the  effort  to  shore 
up  by  statute  a  key  guarantee  of  our  Bill  of  Rights,  that  is,  the  right  of  individual 
privacy.  In  our  country,  any  interception  of  communications  or  mail,  or  search 
or  seizure,  or  securing  of  records  must  be  done  in  strict  accordance  with  law. 
The  altenative  is  the  abuse  of  the  nearly  unlimited  power  of  Government,  as  has 
occurred  in  fascist,  communist  and  other  totalitarian  nations.  We  believe  that 
the  onrush  of  technology  has  led  to  many  new  devices  and  techniques,  which 
render  obsolete  many  old  concepts  of  privacy  protection. 

Any  invasion  of  privacy  is  contrary  to  our  beliefs :  when  a  citizen's  privacy 
is  breached,  the  act  must  be  done  for  grave  and  overriding  reasons.  The  "Bill  of 
Rights  Procedures  Act  of  1975"  would  establish  a  set  of  strict  procedures  with 
full  documentation  to  ensure  legality  of  process.  We  hope  your  Subcommittee  and 
Committee  will  report  the  strongest  possible  bill  for  House  action. 

This  Union  has  proposed  a  resolution  stating  full  support  of  the  legislation 
for  the  Eleventh  Constitutional  Convention  of  the  AFL-CIO,  to  be  held  begin- 
ning October  2.  A  copy  of  the  draft  resolution  submitted  for  Convention  con- 
sideration is  enclosed. 
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This  office  has  securetl  a  copy  of  the  analysis  and  recommendations  on  the 
bill,  prepared  by  David  L.  Watters.  This  material  provides  a  very  detailed  and 
useful  account  of  the  "loopholes"  in  present  law,  together  with  specific  defini- 
tions and  other  guidance  to  tighten  the  statutes. 

We  hope  the  94th  Congress  has  learned  enough  of  Government  abuse  of  power 
to  provide  the  imi^etus  to  enact  the  "Bill  of  Rights  Procedures  Act  of  1975." 
Sincerely  yours, 

Glenn  E.  Watts,  President. 
Enclosure. 

Pbotection  op  the  Bill  of  Rights 

The  1968  Omnibus  Crime  Control  and  Safe  Streets  Act  contained  new  provi- 
sions to  set  rules  for  v^iretapping,  electronic  eavesdropping  and  other  invasions 
of  privacy.  Recent  exposures  in  the  Watergate  scandal  and  the  investigations 
of  intelligence  agencies  of  the  Federal  Government  have  demonstrated  that  the 
196S  Act  is  more  loophole  than  law. 

In  recent  years.  Americans  have  been  bombarded  with  countless  revelations 
of  threats  to  their  privacy  because  of  government  surveillaJice  activities  con- 
ducted without  warrants,  in  contemptuous  conflict  with  the  Bill  of  Rights  of  the 
United  States  Constitution. 

Under  the  guise  of  "national  security,"  The  Federal  Government  routinely 
conducts  warrantless  wiretaps,  unsupervised  by  the  courts.  Some  wiretaps  of 
domestic  organizations  which  are  not  connected  with  the  Communist  Party,  were 
kept  in  place  for  nearly  25  years. 

Local  and  State  police  have  taken  "just  a  little  more  leeway"  in  tapping  tele- 
phone lines,  again  without  warrants. 

Illegal  private  political  wiretapping  has  been  conducted  by  "consultants"  work- 
ing for  fees,  in  such  a  way  as  to  endanger  the  free  election  process. 

Telephone  companies  have  recorded  and  analyzed  millions  of  telephone  calls, 
under  a  questionable  justification  in  the  1968  crime  legislation.  The  telephone 
company  loophole  allows  greater  freedom  than  enjoyed  by  law  enforcement 
agencies. 

Sealed  letters,  which  every  citizen  has  a  right  to  expect  to  receive  unopened 
by  third  parties,  have  routinely  been  opened  for  over  20  years  by  agencies 
directly  violating  United  States  law. 

Bank  account  records  have  been  too  easily  made  available  to  government 
agents  who  did  not  possess  clear  legal  rights  to  possess  the  records. 

The  list  of  massive  invasions  of  privacy  is  by  now  almost  endless.  It  illus- 
trates that  the  most  grave  threat  to  the  democratic  form  of  government  in  the 
United  States  comes  not  from  the  U.S.S.R.  nor  the  People's  Republic  of  China, 
nor  from  any  oher  Communist-bloc  source,  but  from  vvithin  this  Nation,  from 
those  who  allege  that  they  swear  allegiance  to  the  Stars  and  Strii>es.  The  threat 
is  simply  the  trammeling  of  civil  rights  and  per.sonal  liberties,  all  done  in  the 
lofty  name  of  "national  security."  That  threat  has  grown  from  an  overreaction 
to  peaceful  protest,  a  paranoid  reaction  to  the  exercise  of  the  right  of  dissent, 
an  undefinecl  fear  of  a  "Communist  takeover." 

Pre.sident  Ford  has  indicated  he  vvill  support  far-reaching  reforms.  In  Con- 
gress, numerous  bills  have  been  introduced  to  bring  about  protections  of  the 
privacy  rights  of  citizens.  A  key  bill  is  the  "Bill  of  Rights  Procedures  Act  of 
1975,"  which  has  more  than  60  co-sponsors  of  both  Parties,  from  the  most  liberal 
to  most  conservative  in  philo.sophy. 

The  essential  aim  of  the  "Bill  of  Rights  Procedures  Act  of  1975"  is  to  provide 
that  warrants  shall  be  secured  in  all  invasions  of  privacy,  to  include  securing 
of  bank,  credit,  and  other  personal  records,  opening  of  mail,  interception  of 
telephone  calls,  and  searches  and  seizures.  This  legislation  also  includes  a  tight- 
ened procedure  for  the  issuance  of  warrants  covering  those  activities.  Penalties 
for  violations  by  Federal  agents  would  be  up  to  1  year  in  prison  and  $10,000 
fine. 

The  "Bill  of  Rights  Procedures  Act  of  1975"  is  due  further  action  in  the  94th 
Congress.  It  deserves  our  .strong  support. 

Resolved:  That  this  Convention  of  the  AFL-CIO  endorse  enactment  of  the 
"Bill  of  Rights  Pl^x;edures  Act  of  1975,"  to  make  protection  of  individual  rights 
a  paramount  aspect  of  national  policy. 

[H.R.  214  was  endorsed  by  the  National  Convention  of  the  AFL- 
CIO  in  October.  The  text  of  the  resolution  follows :] 

Referred  to  Committee  on  Resolutions. 
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Pbotection  of  the  Bill  of  Rights 

Resolution  No.  4 — By  Delegates  of  the  Communications  Workers  of  America. 

Whereas,  The  1968  Omnibus  Crime  Control  and  Safe  Streets  Act  contained 
new  provisions  to  set  rules  for  wiretapping,  electronic  eavesdropping  and  other 
invasions  of  privacy.  Recent  exposures  in  the  Watergate  scandal  and  the  investi- 
gations of  intelligence  agencies  of  the  federal  government  have  demonstrated 
that  the  1968  act  is  more  loophole  than  law,  and 

Whereas,  In  recent  years,  Americans  have  been  bombarded  with  countless 
revelations  of  threats  to  their  privacy  because  of  government  surveillance  activi- 
ties conducted  without  warrants,  in  contemptuous  conflict  with  the  Bill  of  Rights 
of  the  United  States  Constitution,  and 

Whereas,  Under  the  guise  of  "national  security,"  the  federal  government  rou- 
tinely conducts  warrantless  wiretaps,  unsupervised  by  the  courts.  Some  vpiretaps 
of  domestic  organizations  which  are  not  connected  with  the  Communist  Party, 
were  kept  in  place  for  nearly  25  years,  and 

Whereas,  Local  and  state  police  have  taken  "just  a  little  more  leeway"  in 
tapping  telephone  lines,  again  vpithout  warrants,  and 

Whereas,  Illegal  private  i)olitical  wiretapping  has  been  conducted  by  "con- 
sultants" working  for  fees,  in  such  a  way  as  to  endanger  the  free  election  process, 
and 

Whereas,  Telephone  companies  have  recorded  and  analyzed  millions  of  tele- 
phone calls,  under  a  questionahle  justification  in  the  1968  crime  legislation.  The 
telephone  company  loophole  allows  greater  freedom  than  enjoyed  by  law  enforce- 
ment agencies,  and 

Whereas,  Sealed  letters,  which  every  citizen  has  a  right  to  expect  to  receive 
unopened  by  third  parties,  have  routinely  been  opened  for  over  20  years  by 
agencies  directly  violating  United  States  law,  and 

Whereas,  Bank  account  records  have  been  too  easily  made  available  to  gov- 
ernment agents  who  did  not  possess  clear  legal  rights  to  possess  the  records,  and 

Whereas,  The  list  of  massive  invasions  of  privacy  is  by  now  almost  endless. 
It  illustrates  that  the  most  grave  threat  to  the  democratic  form  of  government 
in  the  United  States  comes  not  from  the  USSR  nor  the  People's  Republic  of 
China,  nor  from  any  other  Communist-bloc  source,  but  from  within  this  nation, 
from  those  who  allege  that  they  swear  allegiance  to  the  Stars  and  Stripes.  The 
threat  is  simply  the  trammeling  of  civil  rights  and  i)ersonal  liberties,  all  done 
in  the  lofty  name  of  "national  security."  That  threat  has  grown  from  an  over- 
reaction  to  i)eaceful  protest,  a  paranoid  reaction  to  the  exercise  of  the  right  of 
dissent,  an  undefined  fear  of  a  "Communist  takeover,"  and 

Whereas,  President  Ford  has  indicated  he  will  support  far-reaching  reforms. 
In  Congress,  numerous  bills  have  been  introduced  to  bring  about  protections 
of  the  privacy  rights  of  citizens.  A  key  bill  is  the  "Bill  of  Rights  Procedures 
Act  of  1975,"  which  has  more  than  60  co-sponsors  of  both  parties,  from  the  most 
liberal  to  most  conservative  in  philosophy,  and 

Whereas,  The  essential  aim  of  the  "Bill  of  Rights  Procedures  Act  of  1975" 
is  to  provide  that  warrants  shall  be  secured  in  all  invasions  of  privacy,  to 
include  securing  of  bank,  credit,  and  other  personal  records,  oi>ening  of  mail, 
interception  of  telephone  calls,  and  searches  and  seizures.  This  legislation  also 
includes  a  tightened  procedure  for  the  issuance  of  warrants  covering  those 
activities.  Penalties  for  violations  by  federal  agents  would  be  up  to  1  year  in 
prison  and  $10,000  fine,  and 

Whereas,  The  "Bill  of  Rights  Procedures  Act  of  1975"  is  due  further  action 
in  the  94th  Congress.  It  deserves  our  strong  support ;  therefore,  be  it 

Resolved,  That  this  convention  of  the  AFL-CIO  endorse  enactment  of  the 
"Bill  of  Rights  Procedures  Act  of  1975,"  to  make  protection  of  individual  rights 
a  paramount  aspect  of  national  policy. 

Referred  to  Committee  on  Resolutions. 

Resolution  No.  5 — By  Delegates  of  the  Communications  Workers  of  America. 

Public  Employee  Collective  Bargaining 

Whereas,  Almost  12  million  Americans  are  employees  of  the  more  than  80,000 
different  units  in  state  and  local  government  in  the  United  States.  Public  em- 
ployment is  the  fastest  growing  sector  of  the  national  job  market,  and 

Whereas,  When  the  National  Labor  Relations  Act  was  enacted  in  1935,  2.7 
million  persons  were  in  the  public  employment  sector.  The  growth  in  the  last  40 
years  has  been  about  400  percent,  and 
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Whereas,  Despite  the  spectacular  growth  in  the  public  employee  sector  of  our 
national  economy,  there  is  today  no  uniform,  comprehensive  federal  law  clearly 
spelling  out  the  rights  *  *  *. 

Political  Activities 

resolution  no.  129 

(Book  1,  Page  152) 

This  resolution  calls  attention  to  the  need  for  full  commitment  at  all  levels  to 
achieve  victory  at  the  polls  in  1976  and  support  for  COPE. 

The  Committee  recommends  adoption  of  Resolution  No.  129,  and  I  so  move. 
.  .  .  The  recommendation  of  the  Committee  was  unanimously  adopted. 

Equal  Rights  Amendment 

resolution  no.  1 

(Book  1,  Page  1) 

This  resolution  has  been  covered  by  Resolution  No.  127,  Book  1,  pages  151-2 
and  no  further  action  is  necessary. 

Future  Convention  and  Meeting  Sites 
resolution  no.  2 
(Book  1,  Page  3) 

This  resolution  asks  the  AFL-CIO  to  consider  the  state  legislature's  action 
on  the  ratification  of  the  Equal  Rights  Amendment  when  it  chooses  future  con- 
vention and  other  meeting  sites. 

The  Committee  recommends  that  Resolution  No.  2  be  referred  to  the  Execu- 
tive Council,  and  I  so  move. 

.  .  .  The  recommendation  of  the  Committee  was  unanimously  adopted. 

Protection  of  the  Bill  of  Rights 
resolution  no.  4 
(Book  1,  Page  6) 

This  resolution  asks  the  AFL-CIO  to  endorse  the  "Bill  of  Rights  Procedures 
Act  of  1975."  This  bill,  which  has  more  than  60  co-sponsors  of  both  parties,  would 
make  individual  rights  a  paramount  aspect  of  national  policy. 

The  Committee  recommends  amending  the  "Resolved"  to  make  sure  that  the 
resolution  recognizes  the  need  for  additional  protections  of  individual  rights." 

The  Resolved,  would  read :  "That  the  AFLr-CIO  endorses  the  'Bill  of  Rights 
Procedures  Act  of  1975'  to  the  extent  that  this  legislation  will  increase  protection 
of  individual  rights." 

The  Committee  recommends  adoption  of  Resolution  No.  4  as  amended,  and  I 
so  move. 

.  .  .  The  recommendation  of  the  Committee  was  unanimously  adopted. 

Presidential  Succession 

resolution  no.  8 

(Book  1,  Page  13) 

This  resolution  explains  the  history  and  purpose  of  the  25th  Amendment  on 
Presidential  succession.  Tlie  resolution  calls  on  the  AFL-CIO  to  support  an 
amendment  to  the  constitution  so  that  a  special  national  election  would  be  re- 
quired for  Presidential  succession  under  some  circumstances. 

The  Committee  recommends  that  Resolution  No.  8  be  referred  to  the  Execu- 
tive Council  and  I  so  move. 

.  .  .  The  recommendation  of  the  Committee  was  unanimously  adopted. 
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Election  Day  Reforms 

resolution  no  9 

(Book  1,  Page  15) 

This  resolution  calls  attention  to  the  need  for  new  election  procedures  to  help 
get  out  the  maximum  vote  possible. 

The  resolution  asks  the  Congress  to  pass  a  law  to  make  the  November  election 
day  a  national  holiday  and  to  curb  release  of  vote  trends  while  West  Coast  poll- 
ing places  are  open. 

The  Committee  notes  that  the  AFL-CIO  is  already  on  record  in  support  of 
making  election  day  a  national  holiday.  But  the  attempt  to  stop  release  of  elec- 
tion trends  in  various  parts  of  the  country  raises  many  complex  issues  and 
needs  careful  examination. 

The  Committee  recommends  that  Resolution  No.  9  be  referred  to  the  Execu- 
tive Council,  and  I  so  move. 

.  .  .  The  recommendation  of  the  Committee  was  unanimously  adopted. 


National  Association  of  Mutual  Savings  Banks, 

New  York,  N.Y.,  October  22, 1975. 
Hon.  Robert  W.  Kastenmeier, 

Chaimuin,  Subcommittee  on  Courts,  Civil  lAberties  and  the  Administration  of 
Justice,  Com,mittee  on  the  Judiciary,  House  of  Representatives,  Washing- 
ton, B.C. 

Dear  Mr.  Chairman  :  Thank  you  for  your  letter  of  September  29,  1975,  request- 
ing the  views  of  this  Association  on  H.R.  214,  a  bill  currently  pending  before 
your  Subcommittee.  This  legislation  which  is  designed  to  build  certaiu  procedural 
safeguards  around  an  individual's  right  to  privacy  woul4  touch  upon  mutual 
savings  banks  primarily  with  respect  to  government  access  to  the  financial  records 
of  their  depositors.  Savings  banks  have  long  recognized  and  sought  to  preserve 
the  maximum  confidentiality  with  respect  to  the  bank/depositor  relationship 
that  is  consistent  with  legitimate  law  enforcement  needs  and  techniques.  Many 
of  our  customers  automatically  assume  or  have  come  to  believe  that  their  finan- 
cial records  are  unavailable  to  anyone  else.  As  I  am  sure  you  are  aware,  present 
law  and  enforcement  practices  do  not  conform  to  this  general  belief,  and  thus 
it  is  imperative  that  the  Congress  address  this  issue. 

We  therefore,  endorse  the  purpose  of  this  legislation  under  consideration  by 
your  Subcommittee  insofar  as  it  would  provide  a  clear  statutory  basis  for  safe- 
guarding the  financial  records  of  savings  bank  depositors  from  unwarranted 
government  access.  Additionally,  we  would  endorse  the  principle  reflected  in 
the  privacy  legislation  introduced  by  Congressman  Stark  (H.R.  2752)  and  co- 
sponsored  by  numerous  other  Representatives  that  is  pending  before  the  Com- 
mittee on  Banking,  Currency,  and  Housing. 

In  conclusion,  we  urge  that  you  and  your  colleagues  on  the  Subcommittee  take 
prompt  and  favorable  action  along  the  lines  described  above.  We  appreciate  your 
taking  our  views  into  consideration. 
Sincerely  yours, 

Louis  H.  Nea^ins,  Director-Counsel. 


Federal  Trade  Commission, 

New  York  Regional  Office, 
New  York,  N.Y.,  November  10, 1915. 
Bruce  Lehman,  Esq., 
Counsel,  House  Judiciary  Com/mittee, 
Rayhum  House  Office  Building,  Washington,  B.C. 

Dear  Mr.  Lehman  :  Thank  you  for  requesting  my  thoughts  as  a  former  Assist- 
ant United  States  Attorney  on  proposed  legislation  relating  to  bank  records. 
You  understand,  of  course,  that  I  am  not  responding  for  either  the  Federal  Trade 
Commission  or  even  any  segment  of  its  staff  as  such,  but  solely  as  a  former 
Assistant  United  States  Attorney. 

Assuming  that  notice  is  to  be  given  to  customers  of  financial  institutions  whose 
records  are  subpoenaed,  it  is  important  that  only  persons  know  to  be  named  in 
the  records  be  required  to  be  notified.  In  some  cases  a  subpoena  may  be  related 
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to  certain  transactions,  where  one  of  the  objects  of  the  subpoena  is  to  seek  to 
find  out  who  was  involved.  This  occurred,  for  example,  in  a  case  I  handled 
involving  blood  bottles  on  which  the  dates  had  been  altered  to  make  them  appear 
still  good. 

Assuming  notice  is  given  to  persons  known  to  be  named,  it  seems  reasonable 
to  give  them  standing  to  raise  valid  objections  such  as  that  the  agency  involved 
had  no  authority  to  issue  the  subpoena  or  no  jurisdiction  over  the  subject  matter 
or  that  the  investigation  is  not  for  a  legitimate  purpose.  On  the  other  hand,  to 
require  that  the  Government  affirmatively  prove  that  there  is  a  reasonable  pos- 
sibility that  relevant  records  will  in  fact  be  produced  would  require  revelation  of 
facts  previously  uncovered  in  the  investigation.  This  might  lead  to  injury  to  the 
reputation  of  the  innocent.  Compare  Committee  Report,  "Strengthening  the  Fed- 
eral Grand  Jury,"  29  Record  of  The  Ass'n  of  the  Bar  of  the  City  of  New  York 
464  (May  1974).  Similarly,  such  disclosure  could  lead  to  destruction  of  records  or 
obstruction  of  Justice.  Compare  the  facts  in  United  States  v.  Stone,  429  F.2d  138 
(2dCir.  1970). 

Requiring  the  subpoena  to  describe  the  records  with  reasonable  particularity 
might  also  injure  legitimate  investigations  if  interpreted  to  mean  the  kind  of 
specificity  required  in  search  warrants.  Blanket  "John  Doe"  subpoenas  need  not 
be  permitted  in  order  to  allow  subpoenas  for  records  "to,  from  or  concerning 
(named  parties)"  for  a  specified  period  or  "relating  directly  or  indirectly  to  XYZ 
securities"  or  to  specified  transactions.  The  latter  type  of  subpoena  is  crucial  to 
many  narcotics,  securities  and  consumer  fraud  investigations.  Cf.  United  States 
V.  Armantrout,  411  F.2d  60  (2d  Cir.  1969)  ;  United  States  v.  Zovluck,  448  F.2d 
339  (2d  Cir.  1971). 

I  also  believe  that  the  record-keeping  provisions  of  the  Banking  Secrecy  Act 
of  1970  should  be  retained  intact  even  if  the  authority  of  the  Secretary  of  the 
Treasury  to  require  reporting  of  small  domestic  transactions  were  narrowed. 
Record-keeping  of  banking  transactions  ( which  are,  of  course,  third  party  trans- 
actions greatly  enhancing  the  power  of  the  actor  to  use  a  complex  financial  system 
for  either  productive  or  evil  purposes)  does  not  appear  to  injure  any  legitimate 
interest  in  privacy.  Reporting  of  minor  domestic  bank  transactions,  on  the  other 
hand,  might  be  abused  and  perhaps  a  limit  of,  say  $5,000  or  more  for  domestic 
cash  transactions  and  $20,000  or  more  for  domestic  check  transactions  might  be 
considered. 

If  I  can  be  of  further  assistance,  solely,  of  course,  in  my  individual  capacity, 
do  not  hesitate  to  call  on  me. 
Sincerely, 

Richard  A.  Given  s,  Regional  Director. 

Additional  Comments  Submitted  by  Richard  A.  Givens 

EXPLANATION   OF   MAJOR   PROVISIONS 

Where  administrative,  judicial  or  Grand  Jury  subpoenas  are  used  to  obtain 
records  of  financial  institutions,  any  persons  (other  than  financial  institutions) 
known  to  be  named  in  the  records  would  be  required  to  be  served  with  a  copy  of 
the  subpoena  or  summons.  The  concept  of  a  person  named  in  the  records  is 
substituted  for  the  concept  "customer,"  because  the  person  known  to  be  in- 
volved in  a  record  may  or  may  not  be  the  customer  of  the  institution  involved. 
For  example,  bank  A  may  deposit  a  check  by  Mr.  B  drawn  to  the  account  of  C, 
who  is  the  customer  of  bank  A.  The  agency  may  be  investigating  B,  not  C,  yet  C  is 
the  "customer"  of  the  bank  involved.  All  persons  named  who  are  known  would 
be  required  to  be  served  ;  if  only  some  are  known  (e.g.  B  but  not  C  in  the  sample 
situation  discussed  above)  this  w^ould  suffice. 

Service  would  be  required  to  be  by  personal  service  or  by  mail  at  the  last 
known  address.  Certified  mail  is  dropped  because  of  the  ambiguity  raised  as 
to  the  validity  of  service  if  the  certified  mail  is  refused  or  unclaimed.  In  practice, 
certified  mail  has  often  worked  poorly,  e.g.  in  New  York  for  notice  of  default 
judgments  under  a  state  law  in  effect  for  the  past  few  years  ( Civil  Court  Act  sec. 
1402).  If  certified  mail  is  desired,  provision  should  be  made  for  alternate  service 
if  it  is  refused  or  simply  unclaimed. 

If  no  person  named  in  the  records  is  known  before  the  record  is  obtained,  an 
alternative  procedure  is  provided,  whereby  the  agent  involved  must  certify  in 
detail  the  basis,  purpose  and  legitimacy  of  the  investigation,  subject  to  civil  and 
criminal  consequences  for  falsity  and  subject  to  discovery  in  relevant  litigation. 
The  head  of  the  agency  involved  must  approve  the  certificate.  This  alternative 
would  be  needed  where,  for  example,  a  bank  is  asked  for  all  transactions  of  a 
certain  size  with  a  certain  Swiss  bank  or  involving  a  certain  security  which 
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has  been  manipulated,  or  involving  another  domestic  financial  institution  sus- 
pected of  being  used  as  a  conduit  for  illegal  funds.  See  generally  Clark  &  Tigue, 
Dirty  Money  (1975)  ;  Legal  and  Economic  Impact  of  Foreign  Banking  Procedures 
on  the  United  States.  Hearing  before  the  House  Committee  on  Banking  and  Cur- 
rency, 90th  Cong.,  2d  Sess.  (1968). 

A  separate  section  provides  for  civil  liability  of  the  agency  involved  in  the 
event  of  violation  of  the  Act,  but  not  the  individual  federal  agent.  The  reasons 
for  this  are : 

a.  To  assure  a  source  of  recovery  to  the  victim  (the  individual  may  not  have 
the  funds  and  the  agency  is  immune  from  suit  by  virtue  of  sovereign  immunity 
unless  this  is  waived  by  Congress )  ; 

b.  To  force  the  agency  to  establish  procedures  to  avoid  liability  on  its  part ; 

c.  To  avoid  placing  individual  employees  in  the  position  of  defending  retalia- 
tory suits  by  persons  under  investigation  for  criminal  or  other  misconduct,  and 
similarly,  to  avoid  reluctance  of  such  employees  to  undertake  even  proi)er  ac- 
tion where  a  litigious  party  who  can  afford  to  litigate  and  has  a  reputation  for 
doing  so  is  involved  (e.g.  Glenn  Turner,  etc.). 

To  avoid  constitutional  problems  involved  in  subjecting  state  or  local  govern- 
ments to  liability,  state  and  local  officials  are  made  liable,  but  this  liability  does 
not  apply  if  the  governmental  unit  assumes  liability.  This  asi)ect  would  not 
apply,  of  course,  if  state  or  local  action  were  not  covered  by  the  Act.  In  my 
opinion,  however,  many  of  the  more  serious  abuses  exist  at  the  state  and  local 
level. 


Congress  of  the  United  States, 

House  of  Representatives, 
Washington,  B.C.,  February  11,  1975. 
Hon.  Robert  W.  Kastenmeteb, 

Chairman,  Suhootwmittee  on  Courts,  Civil  lAbcrties  d  Administration  of  Justice, 

House  Judiciary  Committee,  Rayburn  House  Offloe  Building,  Washington, 

B.C. 

Dear  Bob  :  In  response  to  inquiries  received  from  the  subcommittee  staff,  I  am 

pleased  to  furnish  you  with  a  copy  of  "Comments  on  H.R.  17381,"  a  study  of  the 

Bill  of  Rights  Procedures  Act  that  was  prepared  for  my  information  by  the 

Harvard  Civil  Rights-Civil  Liberties  Research  Committee.  The  bill  they  reviewed, 

HR  17381  was  introduced  in  the  93d  Congress  and  is  identical  to  HR  214,  which 

is  now  under  consideration  by  your  Committee. 

The  attached  report  was  prepared  by  Patrick  F.  Kennedy,  Sheila  D.  Jones 
and  William  J.  Royal,  Jr.,  all  of  Harvard  University  Law  School.  They  have 
studied  the  language  and  provisions  of  the  Bill  of  Rights  Procedures  Act  in  con- 
siderable detail  and  they  have  made  some  very  constructive  suggestions.  It  is 
interesting  to  note  that  this  commentary  addresses  itself  to  many  of  the  same 
questions  that  were  raised  during  the  question-and-answer  period  last  Thursday. 
If  you  would  like,  I  will  be  pleased  to  help  put  you  in  direct  contact  with  Mr. 
Kennedy,  the  Project  Director  for  this  study. 
Sincerely, 

Charles  A.  Moshe^b, 
Representative  to  Congress. 

Appendix  5 

Memorandum  on  the  Bill  of  Rights  Procedures  Act  (Referred  to  as  H.R. 
17381,  AN  Identical  Bill  Introduced  in  the  93d  Congress),  Harvard  Civil 
Rights-Civil  Liberties  Research  Committee 

Comments  on   H.R.  17381 

Patrick  F.  Kennedy,  Project  Director. 
Sheila  D.  Jones. 
William  J.  Royal,  Jr. 

Harvard  Civil  Rights — =Civil  Liberties  Research  Committee,  December,  1974 

I technical    problems    with    section    2236 

The  following  are  comments  and  points  of  clarification  suggested  to  cure  certain 
ambiguities  and  technical  difficulties  which  may  exist  in  H.R.  17381  Section  2236. 
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Section  2236(a)  (2) — The  group  sees  three  possible  solutions  with  this  section 
suggests  the  deletion  of  the  semi-colon  and  the  addition  of  the  words  "directing 
such  search  ;".  Although  it  is  doubtful  this  line  would  be  misconstrued  without  the 
proposed  addition,  for  purposes  of  clarification  the  addition  is  desirable. 

Section  223G{a)  {2) — The  group  sees  three  possible  problems  with  this  section 
as  currently  worded. 

First,  although  'we  construe  the  intention  of  the  drafters  to  prevent  acquisition 
of  these  materials  by  whatever  means  without  the  consent  of  the  individual,  this 
may  not  be  true.  The  question  arises  whether  an  oflBcer  would  be  allowed  to  use  the 
materials  if  they  were  voluntarily  offered  to  him  or  if  the  information  contained 
in  them  was  orally  communicated  to  him.  We  suggest  that  the  words  "procures  or 
inspects"  (p.  4  line  13)  be  changed  to  "procures,  inspects,  or  acquires  by  whatever 
means". 

Second,  the  bill  may  contain  a  loophole  which  would  allow  the  contents  of  rec- 
ords, or  copies  thereof,  to  toe  procured  by  law  enforcement  oflBcials  without  con- 
sent of  the  individual.  To  remedy  this  problem,  we  suggest  that  the  words  "the 
records  of  telephone  .  .  ."  (p.  4,  line  13)  be  changed  to  "the  records  or  their  con- 
tents or  copies  thereof,  of  telephone  .  .  ." 

Third,  there  is  some  question  as  to  how  the  courts  will  construe  the  words  "pri- 
vate transactions  of  the  individual"  (p.  4,  lines  14-15).  We  have  had  difficulty 
determining  precisely  what  a  private  transaction  is.  If  a  person  touys  a  car  we 
assume  that  is  a  private  transaction.  But  there  are  some  aspects  of  the  trans- 
action which  are  plainly  public.  If  the  dealer  put  his  name  on  the  back  of  the  car, 
it  is  public  knowledge  where  the  car  was  bought.  It  is  also  public  knowledge  that 
the  car  is  red.  But  even  if  these  facts  are  pilblicly  known,  we  could  not  decide 
whether  a  police  officer  would  be  allowed  to  contact  the  dealer  and  ask  him  if  he 
had  ever  sold  John  Doe  a  car  and  what  color  it  was.  If  we  decide  he  could  not 
conduct  such  an  inquiry,  another  difficult  question  presents  itself ;  namely,  could 
the  dealer  call  up  the  police  department  and  report  he  had  sold  a  red  car  to  John 
Doe  similar  to  the  one  used  in  the  getaway?  Would  the  police  in  this  case  be  pro- 
curing the  records  of  a  private  transaction?  If  you  say  no  and  allow  the  car  dealer 
to  communicate  that  information  to  the  police,  you  must  be  able  to  distinguish  the 
case  of  the  telephone  company  informing  the  police  that  someone  just  placed  a 
person-to-person  call  to  John  Doe  in  Hole-in-the-Wall,  Colorado. 

The  only  solution  we  could  devise  is  to  say  that  public  aspects  of  private  trans- 
actions may  toe  procured  by  the  police,  but  the  private  aspects  can  not.  Thus  the 
police  might  ask  the  dealer  the  color  of  the  car,  but  not  how  much  was  paid  for  it. 
The  telephone  company  would  not  be  allowed  to  assist  the  police  with  any  infor- 
mation for  which  the  police  did  not  have  a  warrant. 

It  might  toe  helpful  to  include  a  comment  to  the  bill  recognizing  this  distinction. 
The  distinction  does  not,  however,  solve  the  whole  problem.  Suppose  a  person  buys 
a  gun  and  displays  it  in  his  living  room.  Is  that  a  "public"  aspect  to  a  private 
transaction?  If  it  is,  what  if  the  gun  was  displayed  in  his  bedroom  instead?  Be- 
cau.se  of  these  difficulties,  it  might  be  better  to  say  nothing  of  this  problem  and 
let  the  courts  deal  with  it  on  a  case  by  case  basis. 

ir — A   PROPOSAL    FOB    NOTICE 

A  major  purpose  of  H.R.  17381  is  to  extend  the  warrant  requirement  to  areas 
heretofore  uncovered.  The  bill  says  nothing,  however,  atoout  the  procedures  which 
must  be  followed  to  obtain  a  warrant,  nor  does  it  attempt  to  alter  the  basis  on 
which  a  warrant  shall  issue. 

We  would  like  to  suggest  an  addition  to  the  bill  which  might  serve  to  comple- 
ment the  extended  warrant  requirement  and  further  the  objectives  of  the  legisla- 
tion. It  is  our  opinion  that  prior  notice  of  the  warrant  proceeding  should  be  given 
to  an  individual  before  a  warrant  is  granted  directing  procurement  of  records 
held  toy  a  third  person  and  pertaining  to  that  individual  if  those  records  are  not 
urgently  needed  and  if  the  court  determines  that  the  grant  of  notice  will  not  inter- 
fere with  the  investigative  or  enforcement  functions  of  the  police. 

Notice  should  be  issued  prior  to  the  probable  cause  hearing  with  sufficient  time 
to  allow  the  individual  a  reasonable  opportunity  to  appear  and  contest  the  issu- 
ance of  a  court  order  directing  inspection  or  procurement. 

Warrants  are  usually  issued  in  ex  parte  proceedings,  meaning  the  individual 
to  be  searched  is  not  present.  Thus,  the  judge  must  decide  whether  there  is 
probatole  cause  solely  on  the  basis  of  the  policeman's  story.  When  law  enforce- 
ment agents  seek  to  intecept  communications  which  have  not  yet  transpired,  the 
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interception  must  be  covert  to  be  an  effective  investigative  tool.  Notice  that  a 
warrant  is  being  sought  to  tap  a  phone,  for  example,  is  absurd.  However,  this  is 
not  necessarily  the  case  with  records.  With  records  in  third  party  hands,  the 
content  is  a  given  and  the  likelihood  of  destruction  of  the  information  is  mini- 
mal. There  may  exist  circumstances  where  an  individual's  rights  in  records  about 
himself  or  herself  outweigh  the  state's  interest  in  issuing  a  warrant  without 
notice  because  the  social  cost  of  giving  notice  is  small. 

The  individual  rights  that  may  inhere  in  records  are  substantial  and  include 
the  right  of  privacy,  right  of  property,  5th  Amendment  right  to  be  free  from  self- 
incrimination,  and  the  right  not  to  be  deprived  of  "life,  liberty  or  property,  with- 
out due  process  of  law,"  (5th  and  14th  Amendments). 

Recently  in  1973,  the  Court  stated : 

"The  Constitution  does  not  explicitly  mention  any  rights  of  privacy.  In  a  line 
of  decisions  going  back  perhaps  as  far  as  Union  Pacific  Railroad  Co.  V.  Botsford 
141  U.S.  250  (1891),  the  Court  has  recognised  that  a  right  of  privacy,  does  exist 
under  the  Constitution  .  .  .  the  roots  of  that  right  (are  found)  in  the  Fourth 
and  Fifth  Amendments  ...  in  the  penumbras  of  the  Bill  of  Rights  ...  or  in 
the  concept  of  liberty  guaranteed  by  the  14th  Amendment."  Roe  V.  Wade  410  U.S. 
113  at  152  (1973). 

In  Mapp  V.  Ohio  367  U.S.  643  at  656  (1961)  the  Supreme  Court  referred  to  the 
Fourth  Amendment  as  one  which  creates  "a  right  to  privacy,  no  less  important 
than  any  other  right  carefully  and  particularly  reserved  to  the  people." 

Records  come  in  all  manner  of  forms  and  content.  The  right  of  privacy  in 
records  varies  depending  upon  that  nature.  Given  the  broad  categories  of  records 
it  is  not  difficult  to  imagine  records  in  which  a  person  retains  a  solid  right  to 
privacy.  This  privacy  is,  of  course,  infringed  upon  the  issuance  of  a  warrant  to 
inspect  such  records.  No  ex  post  facto  challenge  to  such  seizure  can  restore  that 
right.  The  inherent  police  power  may  override  such  rights  but  not  indiscrimi- 
nately. 

T\Tiat  state  interest  is  served  by  not  allowing  an  individual  the  right  of  prior 
notice  when  the  records  are,  for  example,  credit  records  manufactured  in  a  bank's 
file  and  there  is  neither  no  urgent  need  for  the  records  nor  danger  that  notice 
would  interfere  with  the  completion  of  a  successful  investigation.  The  time  and 
cost  elements  are  minimal  and  in  the  long  run  justice  will  more  ably  be  served 
by  giving  notice.^  General  distrust  of  massive  files  on  individuals  is  only  exacer- 
bated by  ex  parte  warrants. 

The  5th  Amendment  states  that  no  person  "shall  be  compelled  in  any  criminal 
case  to  be  a  witness  against  himself."  By  denying  prior  notice  a  person  whose 
records  or  effects  are  seized  is  denied  an  opportunity  to  argue  that  a  self-incrimi- 
nation clause  is  applicable  and  erects  a  "zone  of  privacy." 

In  1972,  the  Supreme  Court  heard  a  challenge  to  an  IRS  subpoena  on  the 
grounds  of  self-incrimination  and  4th  Amendment  rights.  While  the  Court  ruled 
against  petitioner  in  the  instant  case.  Conch  v.  U.S.  409  U.S.  322  (1972),  it  stated 
tha  ownership  and  possession  may  be  so  close  that  evidence  may  be  protected 
by  5th  Amendment  rights.  The  Court  cited  instances  where  records  were  in  cus- 
todial care  only;  Schwmnoner  v.  United  States  232  F2d  855  (1956)  and  United 
States  V.  Guterma  272  F2d  344  (1959),  and  hence  protected.  Justice  Brennan  in 
his  incurring  opinion  stated  that  a  5th  Amendment  privilege  would  apply  to 
records  when  they  were  in  custodial  care,  they  were  in  a  safe  deposit  box.  or 
where  "reasonable  steps"  were  taken  to  insure  confidentiality.  Conch  v.  United 
States  (supra)  at  337.  While  self-incrimination  challenges  are  only  relevant  in  a 
trial  context,  this  right  nonetheless  buttresses  the  belief  that  an  individual  re- 
tains myriad  rights  in  records  about  himself  or  herself  and  that  Congress  should 
take  some  steps  to  protect  these  rights,  especially  in  those  instances  where  the 
social  cost  to  do  so  is  not  high. 

Besides  showing  that  rights  do  inhere  to  records,  let  us  not  overlook  the  posi- 
tive benefits  of  establishing  procedures  to  protect  those  rights.  As  Justice 
Jackson  said : 

"Due  process  of  law  is  not  for  the  sole  benefit  of  the  accused.  It  is  the  best  in- 
surance for  the  government  itself  against  those  blunders  which  leave  lasting 
stains  on  a  system  of  justice — blunders  which  are  likely  to  occur  when  reasons 
need  not  be  given  .  .  ."  Roth  v.  Board  of  Regents,  408  U.S.  564  at  592  (1971). 


1  See  Stephen  Subrin.  A.  Richard  Dykstra,  "Notice  and  the  Right  to  be  Heard  :  The 
Significance  of  Old  Friends,"  Harvard  Civil  Rights  Civil  Liberties  Law  Review,  Vol.  9, 
1974. 
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Probable  cause  hearings  do  subject  the  law  enforcer  to  the  scrutiny  of  judicial 
review.  However,  they  are  a  poor  substitute  for  an  adversary  hearing  where 
such  hearing  is  available.  If  notice  is  given  to  the  individual'  of  the  probable 
cause  hearing,  and  he  is  allowed  to  appear  and  present  his  views,  his  input  will 
help  "to  assure  that  concrete  adverseness  .  .  .  upon  which  the  court  so  largely 
depends  for  illumination  .  .  ."  Baker  v.  Carr,  369  U.S.  186  at  204  (1962). 
We  recommend  that  the  following  section  be  added  : 

Where  records  of  telephone  calls,  bank,  credit,  medical,  or  other  business 
or  private  transactions  of  any  individual  are  sought  for  inspection  or  pro- 
curement and ; 

(1)  these  records  are  under  the  control  of  the  individual,  and  ; 

(2)  there  does  not  exist  an  immediate  and  urgent  need  to  procure 
or  inspect  the  records,  and  ; 

(3)  prior  notice  of  the  warrant  request  will  not  interfere  with  the 
investigative  or  enforcement  functions  of  the  officer,  agent,  employee, 
department  or  agency  making  the  request ; 

said  individual  shall  be  given  notice  that  such  records  are  sought  prior  to 
the  issuance  of  a  court  order  directing  such  inspection  or  procurement.  No- 
tice shall  be  given  with  a  sufficient  time  to  allow  the  individual  a  reason- 
able opportunity  to  appear  and  contest  the  issuance  of  a  court  order  direct- 
ing inspection  or  procurement. 
We  recognize  that  our  notice  proposal  is,  on  its  face,  innovative.  Further,  there 
are  probably  refinements  needed  in  the  proposed  draft.  Nevertheless,  we  have 
concluded  it  is  desirable  as  an  experiment  affecting  onlv  a  limited  number  of 
probable  cause  hearings.  Our  real  worry  is  that  judges  merely  rubber  stamp 
warrant  requests  from  police.   We  studied  the  problem  and   achieved  a   con- 
sensus it  would  be  advantageous  to  have  the  individual  whose  records  will  be 
searched  be  present  if  he  wishes  to  contest  the  search.  Recognizing  the  practical 
difficulties  of  such  an  innovation,  we  included  three  rather  broad  exceptions  to 
our  proposed  solution.  These  exceptions  should  solve  most  of  the  obvious  diffi- 
culties of  the  notice  proposal  as  well  as  limit  its  scope  to  a  narrow  area  which 
could  be  studied  after  implementation  to  determine  whether  the  notice  proposal 
is  worth  keeping  or  whether  it  should  be  extended. 

If  such  an  amendment  were  drafted,  a  provision  providing  for  the  following 
reports  to  be  sent  to  the  Administrative  Office  of  the  United  States  Courts  and  to 
the  Senate  and  House  Committee  in  the  Judiciary  by  the  judge  hearing  a  request 
for  a  warrant  should  be  included.  The  report  should  include  : 

1.  Number  of  people  notified. 

2.  Number  of  people  who  responded  to  contest  probable  cause. 

3.  Number  of  probable  cause  hearings  which  were  contested  which  : 

{a)  nonetheless  resulted  in  the  issuance  of  a  warrant. 
( & )  resulted  in  no  warrant  being  issued. 

Ill — THE  PROBLEM  OF  CRIMINAL  SANCTIONS 

Although  the  proposed  bill  attempts  to  close  loopholes  by  extending  the  war- 
rant requirement  to  areas  heretofore  uncovered,  namely  telephone,  bank,  credit, 
medical  records  etc.,  like  its  predecessors  it  relies  upon  the  threat  of  criminal 
liability  to  insure  that  its  provisions  are  observed.  There  is  a  wealth  of  evidence 
which  indicates  that  criminal  sanctions  such  as  these  are  not  an  effective  means 
of  structuring  police  conduct.  Presently,  under  title  18,  section  2236,  any  federal 
law  enforcement  official  is  liable  for  a  $1,000  fine  for  conducting  a  search  in  vio- 
lation of  the  warrant  requirement.  Upon  a  subsequent  offense  he  may  be  impris- 
oned for  one  year.  Nevertheless,  a  student  seeking  to  evaluate  the  effect  of  the 
legislation  has  had  is  discouraged  by  the  virtual  nonexistence  of  cases  brought 
under  section  2236.  The  student  is  forced  to  agree  with  authorities  that  the 
criminal  law  is  not  an  effective  instrument  of  control.  (See  Edwards,  Criminal 
Liability  for  Unreasonable  Searches  and  Seizures,  41  va.L.  Rev.  621  (1955).) 

One  need  not  look  very  hard  to  explain  the  paucity  of  cases  arising  under 
Section  2236.  First  of  all,  the  suit  must  be  brought  by  the  prosecutor  rather  than 
those  who  have  had  their  rights  violated.  Prosecutors  have  to  work  with  the 
police  in  order  to  be  effective  and  they  may  be  leery  of  fomenting  dissent  in  the 
Police  Department.  This  is  especially  true  when  the  prevailing  notions  of  good 
police  work  do  not  exactly  correspond  to  safeguarding  4th  Amendment  rights. 
The  police  are  taught  to  "take  care  of  the  situation.''  In  a  troubled  neighborhood 
a  policeman  may  want  to  search  a  suspicious  person  not  to  get  an  illegal  weapons 
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conviction  against  him  but  rather  to  see  if  he  is  armed.  Tlie  fact  that  the  weapon 
will  be  excluded  in  court  does  not  matter,  the  policeman  simply  wants  to  prevent 
trouble  from  starting  by  disarming  him  if  he  has  a  gim. 

Prosecutors  are  also  sensitive  to  public  opinion,  and  the  law  and  order  public 
might  find  criminal  suits  against  police  officers  brought  by  the  prosecutor  a 
case  of  back-stabbing  in  all  but  the  most  egregious. instances  of  police  lawlessness. 

There  is  also  difficulty  gaining  a  jury  verdict  against  a  police  officer  should 
the  prosecutor  decide  to  bring  the  case.  This  is  particularly  true  when  the 
wronged  party  is  a  member  of  a  group  for  whom  the  jury  has  little  sympathy— 
eg  racial  minorities,  hippies,  etc.  We  must  assume  that  these  groups  are  the 
victims  of  a  disproportionate  number  of  the  instances  of  police  lawlessness.  The 
poor  prospects  of  obtaining  a  jury  verdict  against  the  police  is  likely  to  further 
discourage  prosecutors  from  bringing  suits.  We  must  assume  that  before  he  will 
bring  a  suit  he  will  want  a  reasonable  assurance  of  a  favorable  verdict. 

Evidence  which  is  gathered  in  violation  of  H.R.  17381  presumably  will  not  be 
admitted  into  court  because  of  the  exclusionary  rule.  This  rule  has  been  adopted 
for  the  primary  purpose  of  deterring  illegal  police  conduct.  It  is  possible  that 
the  exclusionary  rule  will  successfully  influence  the  police  to  conform  with  the 
provisions  of  H.R.  17381.  ,  .    ^    ^ 

The  deterrent  effect  of  the  exclusionary  rule  has  recently  been  the  subject  ot 
some  study  and  considerable  doubt,  (see  Oaks,  SUidying  the  Exclusionary  Rule 
in  Search  and  Seizure,  37  University  of  Chicago  Law  Re\aew  665.  (1970)).  Al- 
though the  data  is  not  entirely  conclusive,  there  is  persuasive  evidence  that  the 
exclusionary  rule  is  primarily  effective  in  regulating  police  conduct  which  is 
meant  to  produce  evidence  at  trial,  but  is  ineffective  to  deter  police  lawlessness 
in  the  vast  majority  of  police  functions  which  are  not  meant  to  produce  evidence 
at  trial — such  as  keeping  peace  in  a  trouble  neighborhood,  or  controlling  a  dem- 
onstration, or  any  routine  matter  which  may  be  potentially  inflamatory. 

The  exclu.sionary  rule,  therefore,  has  been  effective  in  curl)ing  the  "third  de- 
gree" which  used  to  be  administered  when  police  sought  a  confession  for  trial. 
But  it  does  not  appear  effective  for  the  vast  majority  of  police  conduct.  Nor  does 
it  prevent  harassment,  such  as  where  police  conduct  warrantless  raids  upon 
"undesirable"  groups  to  drive  them  out  of  town  or  make  life  difficult. 

The  areas  of  police  conduct  which  are  proscribed  by  H.R.  17381  are  those  which 
are  more  often  used  to  conduct  investigations  rather  than  to  produce  evidence 
for  trial.  Records  of  telephone,  bank,  credit  and  medical  transactions  can  all  be 
produced  at  court  through  discovery.  The  police  use  them  primarily  for  dete-tive 
work.  It  is  unlikely  therefore  that  the  exclusionary  rule  will  deter  the  conduct 
which  the  bill  attempts  to  outlaw. 

Insofar  as  neither  the  criminal  sanctions  contained  in  the  bill  or  the  exclu- 
sionary rule  will  likely  have  mucli  force  to  structure  police  conduct,  the  con- 
clusion of  the  group  is  that  H.R.  17381  will  have  to  rely  principally  on  voluntary 
cooperation  with  its  provisions  to  have  any  beneficial  effect. 

Voluntary  cooperation  should  not  be  underestimated.  H.R.  17381  will  doubt- 
lessly cause  many  policemen  to  go  to  court  to  get  warrants  for  records  which 
they  othervdse  would  not  have  done.  Nevertheless,  the  most  egregious  examples 
of  illegality,  and  in  certain  instances  unabashed  disregard  for  the  law,  will  likely 
go  unpunished. 

There  have  been  certain  writers  calling  for  a  new  kind  of  remedy  against  ille- 
gal police  conduct.  Debate  focuses  on  the  possibility  of  a  tort  remedy  which  the 
wronged  party  would  have  against  the  police  officer.  Supporters  of  the  proposal 
include  some  who  are  totally  disenchanted  with  the  exclusionary  rule,  and 
others  who  would  not  entirely  do  away  with  the  exclusionary  rule  but  would 
like  to  see  some  remedy  given  to  innocent  people  whose  rights  have  been  violated. 

A  full  discussion  of  the  tort  remedy  possibilities  is  .beyond  the  scope  of  H.R. 
17381  and  this  comment.  Nevertheless,  it  bears  some  discussion.  We  cannot  be 
blind  to  the  inadequacies  of  existing  attempts  to  structure  police  conduct.  As  we 
contemplate  a  statute  which  rests  upon  the  remedies  which  have  proven  ineffec- 
tive, we  should  look  at  what  other  directions  we  might  take  in  the  search  for 
an  answer  to  a  problem  which  has  never  been  handled  effectively. 

The  subject  should  also  be  studied  because  of  a  recent  Supreme  Court  case, 
Bivens  v.  Six  Unknown  Named,  Agenis  of  the  Federal  Bureau  of  Narcotics,  401 
U.S.  388  (1971)  established  such  a  cause  of  action  without  reliance  on  any  stat- 
ute. The  Court  held  tht  it  did  not  need  prior  Congressional  authorization  to  make 
compensatory  relief  available  to  the  victims  of  unconstitutional  searches  by 
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federal  agents.  As  yet  it  is  impossible  to  tell  what  will  be  the  evolution  of  the 
Court's  ruling.  But  the  Congress  might  want  to  fashion  the  remedy  themselves 
rather  than  leaving  it  for  the  courts  to  establish  on  an  ad  hoc  basis. 

A  tort  remedy  now  exists  for  illegal  wiretaps  under  Section  2520  of  title  18. 
It  allows  an  individual  who  has  had  his  phone  tapped  without  a  warrant  to 
bring  suit  against  the  police  officer  and  recover  damages  and  attorney's  fees. 

This  is  an  interesting  law.  There  have  not,  however,  been  many  cases  brought 
under  it.  A  cursory  examination  reveals  why.  Very  few  people  who  have  had 
their  phones  tapped  illegally  ever  find  out  about  it.  For  that  simple  reason  Sec- 
tion 2520  is  probably  not  an  effective  deterent. 

This  would  not  be  the  case  if  a  tort  remedy  were  established  for  illegal  searches. 
The  vast  majority  of  people  searched  illegally  know  they've  been  the  victims 
of  police  lawlessness ;  they  don't  know  what  they  can  do  about  it. 

There  are  problems  with  the  tort  remedy.  There  is  a  substantial  difficulty  of 
getting  a  jury  to  find  against  a  police  officer  in  a  civil  action  as  well  as  in  a  crim- 
inal suit.  Again  there  may  be  jury  bias  against  the  plaintiffs  who  may  be  mem- 
bers of  minority  groups.  But  if  this  problem  appears  great,  a  civil  statutory  action 
could  be  created  which  would  be  tried  by  a  judge  rather  than  a  jury. 

There  may  be  difficulty  proving  damages.  The  jury  might  find  the  police  officer 
guilty  of  violating  the  plaintiff's  rights,  but  conclude  the  plaintiff  has  not  been 
damaged.  This  might  be  solved  by  a  liquidated  damages  clause  similar  to  that  in 
Section  2520. 

A  tort  remedy  might  work  an  injustice  on  police  officers,  who,  in  the  course 
of  trying  to  handle  a  difficult  situation,  might  incur  substantial  liability.  Per- 
haps the  plaintiff  could  recover  against  the  government  rather  than  the  police 
officer.  The  government  might  have  an  indemnity  action  against  the  police  officer, 
or  might  make  advancement  in  the  department  dependent  upon  a  clean  record. 

The  principal  advantage  of  the  tort  remedy  is  it  affords  relief  to  the  innocent 
people  who  have  had  their  rights  violated,  rather  than  letting  criminals  off  as 
the  exclusionary  rule  does.  There  are  many  difficulties  with  the  tort  remedy,  but 
as  we've  tried  to  suggest,  there  may  be  workable  answers  to  these  problems. 
Because  of  the  Bivens  decision,  something  similar  to  the  tort  remedy  may  evolve 
whatever  Congress  does  or  does  not  do.  This  group  feels  that  the  tort*  remedy 
offers  considerable  promise  and  deserves  careful  consideration.  We  urge  that 
Congress  give  the  matter  the  study  it  merits. 

IV NATIONAL    SECUBITY    WIEETAPS DELETION    OF    SECTION    2511(3) 

H.R.  17381  seeks  to  repeal  Section  2511(3)  of  title  18.  That  section  presently 
states  that  nothing  in  Section  2511  (Wire  Interception,  Etc.)  shall  limit  the  con- 
stitutional power  of  the  President  to  take  such  measures  as  he  deems  necessary 
to  protect  against  foreign  attack,  to  gather  foreign  intelligence  or  to  protection 
national  security  information,  or  to  prevent  overthrow  of  the  government  by 
force  or  other  unlawful  means  or  from  any  other  clear  and  present  dangers. 

At  first  glance  this  section  appears  to  have  no  effect  whatsoever  upon  the 
President's  power  because  it  only  purports  not  to  limit  that  power.  In  essence 
this  has  been  the  conclusion  the  courts  have  reached  when  interpreting  the 
section.  Nevertheless,  the  existence  of  the  section  has  been  construed  by  some 
to  be  a  recognition  by  the  Congress  of  the  President's  powers  in  the  realm  of 
national  security  wiretaps  (see  below). 

Our  concliLsion  is  that  Section  2511(3)  is  at  best  a  useless  appendage  and 
at  worse  an  ambiguous  statement  by  the  Congress  recognizing  that  the  President 
has  the  power  to  authorize  wiretaps  without  indicating  how  this  power  is  lim- 
ited. Consequently  we  agree  the  section  should  be  repealed. 

The  text  below  discusses  the  Court's  interpretation  of  Section  2511(3).  Of 
special  interest  is  the  distinction  which  the  courts  have  drawn  between  domestic 
and  foreign  wiretaps.  On  occasion  courts  have  suggested  that  this  distinction 
should  be  adopted  by  Congress  when  revision  of  the  wiretap  law^s  is  undertaken. 

The  Supreme  Court  has  directly  addressed  the  question  of  the  power  of  the 
Executive  or  his  agent,  the  Attorney  General,  to  authorize  wiretaps  under  18 
U.S.C.  Section  2511(3)  only  once — in  U.S.  v.  U.S.  District  Court,  407  US  297 
(1972).  Therefore  the  law  in  this  area  is  not  settled.  It  appears  that  there  are 
two  basic  questions  about  the  President's  power  under  Section  2511(3)  that 
must  be  answered.  They  are:  (1)  determining  wiiether  Section  2511(3)  is  an 
affirmance  or  recognition  of  presidential  power  beyond  the  purview  of  the  Fourth 
Amendment  in  the  area  of  national  security  surveillance,  and;  (2)  determining 
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whether  the  constitutional  requirements  of  the  4th  Amendment  are  the  same 
in  all  factual  situations. 

The  majority  view  and  the  position  taken  by  the  Court  in  U.S.  v.  U.S.  District 
Court,  supra,  is  that  Section  2511(3)  is  not  an  exception  to  the  4th  Amendment. 
The  provision  "confers  no  powers"  ^  on  the  Executive ;  it  simply  lists  exceptions 
to  the  general  prohibition  against  electronic  wiretapping  in  Section  2511(1) 
that  are  applicable  to  the  President.  The  President  is  "still  subject  to  the  con- 
stitutional limitations  imposed  upon  him  by  the  4th  Amendment." '  The  CourC 
therefore  states  that  its  decision  does  not  rest  upon  the  the  language  of  Section 
2511(3)  *;  it  rests  on  the  4th  Amendment  requirement  that  searches  and  seizures 
be  reasonable.*  Section  2511(3)  simply  does  not  address  the  issue  which  con- 
cerns them,  namely,  whether  other  safeguards  besides  prior  judicial  authoriza- 
tion would  satisfy  the  4th  Amendment.^ 

Justice  White,  in  his  concurring  opinion,  articulates  the  minority  view,  stating 
that  this  is  a  question  of  statutory  violation.  According  to  White  it  is  not 
necessary  to  reach  the  constitutional  question. 

(The  Omnibus  Crime  Act)  forbids  any  wiretapping  or  eavesdropping  not 
undertaken  in  accordance  with  specified  procedures  for  obtaining  judicial 
warrants  authorizing  the  surveillance.  Section  2511  ( 1 )  establishes  a  general 
prohibition  .  .  .   "except  as  otherwise  specifically   provided"   in   the  stat- 
ute .  .  .®  The  interception  here  was  without  judicial  warrant,  and  was  not 
covered  by  the  provisions  of  Section  2511(2)  and  it  is  too  clear  for  argument 
that  it  is  illegal  under  Section  2511(1)   unless  it  is  saved  by  Section  2511 
(3).^ 
In  order  to  be  "saved  by  Section  2511(3)"  the  President's  actions  must  be: 
(1)  to  protect  against  foreign  attack,  to  gather  foreign  intelligence  or  to  protect 
national  security  information  or;    (2)   necessary  to  prevent  the  overthrow  of 
the  government  by  force  or  other  unlawful  means  or  from  other  clear  and  present 
danger.  Presumably  if  the  President's  authorization  did  fall  within  the  excep- 
tions of  Section  2511(3)   in  White's  view  it  would  also  pass  muster  under  the 
4th  Amendment.  Although  he  is  not  entirely  clear,  it  appears  White  is  asserting 
the  statute  correctly  states  the  President's  constitutional  power  and  that  this 
does  not  infringe  4th  Amendment  rights. 

Assuming  the  majority  position  prevails,  the  issue  then  becomes :  Is  there  a 
uniform  constitutional  standard  applied  to  all  wiretap  cases?  Generally  the 
courts  have  answered  this  question  in  the  negative.  Basically  two  distinctions 
are  made:  (1)  between  domestic  and  foreign  activity  ( the  definition  of  "domestic" 
and  "foreign"  being  nebulous  at  best)  and;  (2)  between  wiretapping  for  crimi- 
nal prosecutory  purposes  and  intelligence  purposes.  The  two  dimensions  inter- 
sect creating  a  matrix  with  the  courts  taking  one  of  four  possible  positions  if  the 
President's  authorization  is  warrantless. 

Most  courts  concur  with  the  opinion  of  the  court  in  U.S.  v.  Smith,  321  F.  Supp. 
424  (1971),  that  a  warrantless  wiretap  might  be  legal  if  its  focus  is  a  foreign 
organization  but  illegal  if  its  focus  is  a  domestic  organization.* 

Most  of  the  recent  cases  have  dealt  with  wiretapping  of  domestic  groups  and 
have  tended  to  imply  or  simply  quote  earlier  decisions  with  respect  to  the  non- 
applicability  of  the  4th  Amendment  warrant  requirement  to  taps  on  foreign 
groups  or  individuals.  In  U.S.  v.  Butenko,  494  F.  2d.  593  (1974),  however,  the 
Court  of  Appeals  for  the  3rd  Circuit  was  presented  with  a  situation  which  did 
involve  foreign  activity.  The  individuals  were  accused  of  transmitting  defense 
information  to  a  Soviet  delegate.  The  Court  concluded  that  a  warrant  was  not 
required  to  tap  those  participating  in  foreign  as  distinct  from  domestic  organi- 
zations for  intelligence  purposes  because  of  the  strong  public  interest  in  the 
eflSicient  operation  of  the  Executive's  foreign  policy-making  apparatus.'  This 
public  interest  overrides  the  risk  that  the  Executive  may  use  national  security 
as  an  excuse  to  wiretap  domestic  groups. 


1  U.S.  v.  U.S.  District  Court,  4,07  U.S.  297  (1972)  at  303. 

2  U.S.  V.  Smith.  321  F.  Supp.  424,  425  (1971). 

3  U.S.  V.  U.S.  District  Court,  supra  at  322. 
*  U.S.  V.  U.S.  District  Court,  supra  at  309. 

6  Ibid. 

«  U.S.  V.  U.S.  District  Court,  supra  at  337  (White  concurring). 
T  Ibid,  at  338. 

»  Smith  supra  at  426.  See  also  ?7..Sr.  v.  Sinclair,  321  F.  Supp.  1074  (1971)  District  Court 
supra. 
B  U.S.  V.  Butenko,  494  F.  2d  593,  605  (1974). 
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Only  two  recent  opinions  fail  to  draw  the  distinction  between  foreign  and 
domestic  activities.  Mr.  Justice  Douglas  in  his  concurring  opinion  in  Katz  v.  U.S., 
389  U.S.  374  (1967),  seems  to  suggest  that  a  warrant  should  be  required  to 
tap  spies  if  the  Government's  objective  is  criminal  prosecution  regardless  of 
whether  the  activity  is  domestic  or  foreign.  Justice  White  in  his  concurring 
opinion  in  the  same  case  suggests  that  no  warrant  is  required  in  a  national 
security  case;  it  is  sufficient  that  the  President  has  determined  that  national 
security  requires  the  tap.^** 

In  regards  to  the  distinction  between  wiretapping  for  intelligence  or  crimi- 
nal prosecution  purposes,  the  majority  view  expressed  above  is  articulated  in 
U.S.  V  Butenko,  supra.  In  the  realm  of  foreign  activity,  Butenko  draws  a  dis- 
tinction between  taps  for  intelligence  and  taps  for  criminal  evidence.  Although 
the  court  does  not  require  a  warrant  for  foreign  intelligence  taps,  the  court 
asserts  that  if  the  tap  is  revealed  during  a  trial  the  judge  must  declare  it  illegal 
if :  (1)  members  of  domestic  political  groups  were  the  subjects  of  the  tap,  or ;  (2) 
the  purpose  was  to  obtain  evidence  of  criminal  conduct  on  the  part  of  the  alleged 
foreign  agents.^  The  latter  condition  seems  to  be  in  line  with  the  view  of  Justice 
Douglas  in  Katz  that  if  the  objective  of  the  government  is  to  collect  criminal 
evidence  it  must  have  a  warrant  regardless  of  who  is  the  focus  of  the  surveillance. 
The  Supreme  Court's  decision  in  U.S.  v.  U.S.  District'  Court  states  that  Section 
2511(3)  but  did  it  conform  with  the  requirements  of  the  4th  Amendment.  Elssen- 
tially  the  courts  will  be  required  to  balance  the  duty  of  the  President  to  protect 
the  nation's  security  and  the  right  of  persons  to  be  free  of  unreasonable  searches 
and  seizures. 

The  prevailing  view  seems  to  be  that  in  domestic  cases,  whether  the  purpose  of 
the  tap  is  to  obtain  intelligence  or  criminal  evidence  the  President  must  obtain 
a  warrant.  (The  Court  suggests  in  U.S.  v.  District  Court,  supra,  that  Congress 
may  want  to  legislate  different  standards  that  would  be  applicable  for  a  warrant 
for  an  intelligence  tap  than  those  that  are  presently  required ). 

In  keeping  with  the  courts'  general  avoidance  of  circumscribing  th'e  powers  of 
the  President  in  foreign  affairs,  the  courts  have  not  placed  any  restrictions  on 
the  President's  power  to  tap  foreign  groups.  However,  only  one  recent  cas'e  has 
dealt  with  a  foreign  activity— L^S.  v.  Butenko.  The  dicta  in  other  cases  indicates 
that  the  President  has  a  free  rein,  but  Butenko,  as  has  been  indicated,  stated 
a  warrant  would  be  required  if  a  criminal  prosecution  was  the  object  of  the  tap. 
The  above  stated  observations  are  based  on  the  assumption  that  the  holding 
of  U.S.  V.  District  Court  will  remain  the  law.  How  valid  is  the  assumption?  The 
reality  is  that  Justices  Douglas  and  Marshall,  both  in  th'e  majority  and  opposed 
to  White's  interpretations  of  Section  2511(3),  could  conceivably  be  forced  to 
resign  for  health  reasons  in  the  future.  Justice  Rehnquist,  who  did  not  par- 
ticipate in  the  decision,  presumably  would  favor  a  position  closer  to  White's 
and  the  justices  succeeding  Marshall  and/or  Douglas  may  not  be  the  outspoken 
advocates  of  individual  rights  that  Marshall  and  Douglas  are. 

The  primary  distinction  between  White's  view  and  the  view  of  the  majority 
is  brought  out  in  domestic  cases  which  the  President  claims  threaten  national 
security.  The  present  majority  would  still  require  that  a  warrant  be  issued 
prior  to  a  tap.  White  would  assert  that  the  President  has  the  power  to  tap  the 
group  if  there  is  a  national  security  question.  He  reaches  this  view  with  the  aid 
of  the  pres'ent  section  2511(3),  although  it  is  probably  not  necessary  to  his  result. 
If  a  new  majority  on  the  Supreme  Court  wished  to  overrule  District  Court  and 
adopt  White's  view  the  repeal  of  Section  2511(3)  would  not  prevent  them  from 
accomplishing  the  objective.  They  would,  however,  have  to  bas'e  their  decision 
on  the  inherent  powers  of  the  President  to  wiretap,  and  they  could  not  point  to 
2511(3)  for  congressional  support  of  their  actions  as  they  could  now.  Because 
the  judges  are  frequently  swayed  by  demonstrations  of  Congressional  opinion, 
the  repeal  of  Section  2511(3)  could  be  important  in  a  close  case  where  the  holding 
of  District  Court  is  challenged. 

If  Congress  desires  to  solidify  the  positions  taken  by  the  courts  in  the  national 
security  area,  they  should  consider  legislation  which  would  enact  the  holdings 
of  the  District  Court  and  Butenko  decisions.  That  is.  Congress  should  add  a 
section  that  requires  the  President  pursuant  to  District  Court  to  procure  a 
warrant  for  criminal   and  intelligence  taps  on   domestic  groups.    This   would 


1"  District  Court  supra  at  320. 
"  Butenko  supra  at  606. 
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incorporate  into  the  statutes  the  present  law  as  the  Court  reads  the  4th  Amend- 
ment Congress  might  want  to  take  the  additional  step  made  by  the  Butenko  court 
Sid  require  the  President  to  procure  a  warrant  for  all  criminal  evidence  taps 
(Is  oppoS  to  intelligence  taps ) .  In  both  cases,  the  legislation  should  place  upon 
the  government  the  burden  of  proof  that  the  tap  was  to  obtain  foreign  affairs 
related  intelligence. 

V WIRETAP   REPOKTINQ  PROCEDURES 

Under  H.R.  17381,  Section  2519  (a)  (5)  requir^  that  "the  '^ames  of  all  parties 
to  the  intercepted  communications"  (p.  6,  lines  20-21)  be  reported  to  the  Ad- 
r^infstrative  Office  of  the  United  States  Courts  and  to  the  Committees  on  the 
Judiciary  of  the  Senate  and  the  House  Representatives."  (p.  6,  lines  9-11)  (n.b. 
the  word  "of"  is  left  out  on  line  11).  ,.       „  ,     _  ,. 

Section  2519(b)  requires  "a  complete  transcript  of  the  proceedings  (p.  7  lines 
11-12)  which  approve  or  deny  an  order  authorizing  or  approving  the  interception 
of  a  wire  or  oral  communication  to  be  sent  to  the  Committees  on  the  Judiciary  of 
the  Senate  and  House  of  Representatives  by  the  judge  hearing  the  application  for 
such  order  within  sixty  days  after  the  order  or  denial  of  order.  ^        .  * 

Section  2519(c)  requires  that  90  days  after  approval  or  extension  of  an  inter- 
ception a  report  must  be  made  to  the  House  and  Senate  Committees  on  the 
Judiciary  and  the  Administrative  Office  of  the  United  States  Courts  stating  the 
disposition  of  all  records  (including  any  logs  or  summaries  of  any  such  inter- 
ceptions) of  any  such  interceptions  and  the  identity  of  and  action  taken  by  ail 
individuals  who  had  access  to  any  such  interception."  (p.  7  lines  20-24) 

Section  2519  (a)  (8)  requires  a  "copy  of  the  court  order  authorizing,  approv- 
ing or  denying  such  interception"  (p.  7  lines  1-2)  to  be  sent  to  the  House  and 
Senate  Judiciary  Committees  and  to  the  Administrative  Office  of  the  United 

States  Courts.  .  ,  ^.  ^ 

These  sections  constitute  significant  alterations  from  the  reporting  procedure 
now  required  by  title  18  U.S.C.  of  2519.  The  first  section  quoted  (p.  6,  lines  20-21) 
requires  a  reporting  procedure  that  might  be  interpreted  to  mean  that  the  names 
of  individuals  whose  communications  have  been  intercepted  will  be  reported. 
That  is,  anyone  who  speaks  in  a  phone  conversation  that  is  intercepted  might  be 
construed  as  being  a  party  "to  the  intercepted  communication."  This  would 
appear  to  include  anyone  who  talks  on  or  with  the  tapped  phone.  Presumably  this 
would  even  include  one  who  dials  the  number  of  the  tapped  phone  by  mistake. 
While  the  legislative  intent  may  have  been  to  report  names  of  those  law  enforce- 
ment officials  having  access  to  the  interceptions,  that  is  not  clear  from  the  pro- 
posed wording. 

If  the  wording  is  left  to  stand  as  is,  this  bill  may  require  reporting  the  name  of 
innocent  and  unsuspecting  parties  to  tapped  conversations. 
This  would  raise  several  difficult  questions. 

1.  On  what  basis  will  a  name  be  reported  :  self -identification  ;  voice  print? 

2.  Does  the  very  reporting  of  a  name  do  unjustified  harm  to  the  individual? 
Particularly,  in  light  of  the  lack  of  mechanisms  with  which  to  expunge  an  inno- 
cent person's  name  from  a  transcript. 

3.  To  what  extent  is  the  safeguard  that  all  information  "transmitted  or  sub- 
mitted . . .  (pursuant  to  Section  2519(a)  (5)  . . .  )  be  treated  as  confidential  and 
be  kept  secret"  a  sufficient  safeguard? 

If  the  legislative  intent  was  to  report  only  the  names  of  law  enforcement 
officials  having  access  to  the  intercepted  communications,  a  clarification  is  cer- 
tainly needed.  A  possible  revision  of  the  section  might  read  :  (5)  the  names  of  all 
parties  having  access  to  the  intercepted  communication. 

However,  even  if  this  change  is  made,  further  discussion  of  the  provisions 
making  the  report  confidential  (p.  8,  lines  6-7)  is  warranted  because  of  the  other 
substantive  changes  in  the  reporting  laws.  By  requiring  a  full  transcript  of  the 
probable  cause  hearing  to  be  sent  to  the  House  and  Senate  Judiciary  Committees, 
we  must  assume  that  names  and  other  identifying  material  will  be  included  in 
the  body  of  those  transcripts.  The  proposed  revision  (p.  7.  lines  21-24)  calls  for 
reporting,  to  the  Administrative  Office  of  the  United  States  Courts  and  to  the 
Committees  on  the  Judiciary  of  the  Senate  and  House  of  Representatives,  of  the 
"disposition  of  all  records  (including  any  logs)  ..."  (p.  7,  lines  1-2)  A  copy  of 
the  court  order  will  certainly  include  names  and  other  descriptive  information. 
These  changes  mean  that  sensitive  and  potentially  damaging  information  will  be 
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transmitted  as  is  presently  not  the  case  under  title  18.  We  are  concerned  that  the 
information  may  not  receive  the  necessary  safeguards  to  protect  its  confiden- 
tiality. 

Lines  1-7  on  p.  8  only  apply  to  information  "transmitted  or  submitted,  pursuant 
to  Section  2519  (a)  (5)  .  .  .  to  the  Congress  .  .  ."  and  state  it  "shall  be  treated 
as  a  confidential  communication  and  kept  secret."  Thus,  section  2519  (b)(1)  does 
not  apply  to,  (does  not  keep  confidential),  only  information  in  the  hands  of  the 
Administrative  Office  of  the  United  States  Courts  or  any  of  the  sensitive  materials 
submitted  in  accordance  with  Section  2519  (b)  (probable  cause  transcript)  Sec- 
tion 2619  (a)  (8)  (copy  of  the  court  order)  or  Section  2519  (c)  (logs  or'sum- 
maries) .  These  problems  could  easily  be  solved  by  the  following  changes 

Amend  Section  2519  (b)(1)  to  read:  "Any  information  transmitted  or  sub- 
mitted pursuant  to  sections  2519  (a)  (5),  2519  (a)  (8),  2519  (b),  2519  (c)  of  title 
18,  United  States  Code  (as  added  by  subsection  (a)  of  this  section,  to  the  Admin- 
istrative Office  of  the  United  States  Courts  or  to  the  Congress  or  to  any  standing 
special,  or  select  committee  of  either  House  of  Congress  or  to  any  joint  committee 
of  the  two  Houses  of  Congress  shall  be  treated  as  confidential  and  kept  secret  " 

If  the  above  changes  are  adopted  to  include  those  sensitive  types  of  information 
under  the  protection  of  Section  2519  (b)  (1),  we  must  still  question  the  sufficiency 
of  this  protection.  The  language  of  Section  2519  (b)  (1)  is  clear  on  its  face  but 
the  problem  of  exception  to  that  secrecy  are  not  faced.  If  there  are  no  exceptions 
that  should  be  stated.  More  likely,  there  are  exceptions,  instance  where  the  in- 
formation may  not  be  kept  secret.  This  provision,  then,  should  more  cleary  state 
those  exceptions.  In  order  to  protect  the  House,  Senate  or  the  Administrative 
Office  of  the  United  States  Counts  from  becoming  a  clearing  house  for  law  enforce- 
ment agencies,  to  prevent  "fishing  expeditions,"  this  bill  should  include  a  provi- 
sion, at  least,  for  a  mechanism  to  formulate  stringent  restrictions  upon  access  to 
this  information.  (We  vote  that  lines  10-21,  p.  8  are  too  broad  to  have  the  effect 
of  formulating  specific  rules. ) 

Title  18  U.S.C.  Section  2519  (3)  presently  requires  an  annual  report  by  Admin- 
istrative Courts  to  Congress  "concerning  the  number  of  applications  for  orders 
authorizing  or  approving  the  interception  of  wire  or  oral  communications  "  and 
other  statistical  information.  H.R.  17381  repeals  that  requirement. 

Is  it  the  intention  of  this  bill  to  repeal  the  requirement  so  that  no  longer  will 
there  be  a  public  report  regarding  the  statistics  of  communication  interception' 
Such  a  move  may  be  counterproductive.  By  not  having  a  statistical  report,  the 
pressures  to  release  all  the  information  (confidential  and  public)  may  be  great. 
In  fact,  this  may  serve  to  force  many  exceptions  to  the  confidentiality  clause  of 
Section  2519  (b)  (1).  If  a  Congressman  or  Congresswoman  should  need  statistical 
information  might  not  they  also  be  inclined  (as  long  as  they  are  expending  energy 
initially)  to  push  for  all  the  information  in  the  hands  of  the  House  or  Senate 
Judiciary  Committee.  While  there  are  problems  with  the  present  report  by  the 
Administrative  Office  (see  Wiretapping  and  Electronic  Surveillance  Hearings 
before  House  Subcommittee  on  Courts,  Civil  Liberties,  and  the  Administration  of 
Justice,  93d  Congress  2nd  Session,  Serial  no.  41)  the  lack  of  any  statutorily 
compiled  report  with  respect  to  statistics  seems  a  shortcoming. 

This  bill  also  adds  new  reporting  measures  for  the  interception  which  involve 
opening  mail.  While  almost  exactly  mirroring  the  reporting  procedures  for  wire, 
oral  and  other  communications,  it  neglects  to  include  a  corresponding  confiden- 
tiality clause  along  the  lines  of  proposed  amendment  to  Section  2519(b)  (1). 
Such  an  amendment  could  be  placed  after  line  5  on  p.  10.  The  proposed  word- 
ing: "Any  information  transmitted  or  submitted  pursuant  to  Sections  8117(a) 
(5),  3117(a)  (b),  3117(a)(8)  and  Section  3117(b)  of  Title  18.  United  States 
Code  (as  added  by  this  section),  to  the  Administrative  Office  of  the  United  States 
Courts,  or  to  the  Congress  or  to  any  standing,  special,  or  select  committee  of 
either  House  of  Congress  or  to  any  joint  committee  of  the  two  Houses  of  Con- 
gress shall  be  treated  as  confidential  and  kept  secret." 

In  sum,  the  present  form  of  H.R.  17381  brings  more  information  to  the  Con- 
gress, which  may  help  the  Committee  monitor  the  use  of  wiretaps,  but  which 
appears  to  unduly  restrict  public  access  to  statistical  information.  We  are  uncer- 
tain why  the  provision  for  the  yearly  report  is  not  included  in  H.R.  17381.  but 
on  its  surface  the  deletion  of  the  yearly  report  would  appear  to  impede  study 
of  this  area  of  the  law  by  researchers  and  coverage  of  the  wiretap  situation  by 
the  press. 
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Appendix  6 

Pebsonal  Observations  and  Recommendations  on  Privacy 

(By  William  C.  Sullivan,  Former  Assistant  to  the  Director  of  the  FBI) 

...  In  framing  a  government  which  is  to  be  administered  by  men 
over  men,  the  great  difficulty  lies  in  this :  You  must  first  enable  the 
government  to  control  the  governed,  and  in  the  next  place  oblige  it 
to  control  itself.^ 

The  need  for  the  government  "to  control  itself"  is  certainly  most  germane 
to  the  theme  of  the  Annual  Chief  Justice  Earl  Warren  Conference,  which  is 
devoted  this  year  to  "Privacy  in  a  Free  Society." 

It  is  remarkably  timely  when  put  within  the  context  of  the  Watergate  Affair. 
The  good  and  just  society  will  not  be  achieved  by  the  Constitution  and  our 
network  of  laws  alone.  Both  are  impotent  without  men  and  women  who  under- 
stand them  and  who  have  taken  a  meaningful  oath  to  uphold  and  to  apply  the 
laws  equally  to  all  citizens.  As  we  have  seen  in  the  recent  past  there  can  be 
no  exceptions  or  the  system  will  break  down.  At  this  point  the  well-known 
human  equation  arrives  upon  the  scene.  And  Gustave  Weigel  may  have  been 
right :  "that  all  human  affairs  given  enough  time  go  badly." 

Security  operations  of  the  Federal  Bureau  of  Investigation  (FBI)  have  been 
given  time  enough  to  "go  badly."  What  normally  would  be  regarded  as  Top 
Secret  material  has  for  some  time  now  been  appearing  regularly  in  the  news- 
papers. Programs  have  been  abolished  and  some  of  those  that  remain  receive 
widespread  publicity.  It  would  be  a  mistake  to  think  that  all  of  this  is  harmful. 
On  the  contrary  this  can  be  quite  helpful  if  it  forcuses  the  eyes  of  the  public  upon 
the  subject  of  internal  security  and  as  a  result  of  which  the  entire  field  is  studied 
exhaustively  and  systematically  for  the  first  time.  If  this  is  done  properly  the 
people  will  know  for  the  first  time  what  the  security  problem  really  is  and  what 
must  be  done  to  cope  with  it  successfully. 

In  the  appropriation  request  of  the  Federal  Bureau  of  Investigation  for  1974 
we  read : 

"The  FBI's  investigative  responsibilities  in  the  internal  security  field  cover 
a  broad  range  of  activities  which  pose  clear  and  present  dangers  to  our  society 
and  Government.  The  work  in  this  field  continues  to  mount  and  requires  a  heavy 
commitment  of  our  resources." 

In  an  earlier  appropriation  request  these  responsibilities  were  set  forth  in 
greater  detail  and  mention  was  made  of  "espionage,  counterespionage,  sabotage, 
treason,  sedition,  subversion,  and  related  internal  security  functions"  including 
"Communist  Party;  USA,"  its  members  and  sympathizers ;  communist  front 
groups ;  totalitarian  organizations ;  as  well  as  other  subversive  individuals  or 
groups  which  are  alleged  to  either  seek  the  overthrow  of  the  Government  of 
the  United  States  by  force  and  violence  or  to  conspire  against  the  rights  of  the 
citizens."  * 

The  FBI's  authorization  to  carry  out  these  security  responsibilities  is  based 
on  "legislative  enactments,  Presidential  directives,  and  instructions  of  the 
Attorney  General."  (Appropriation  Hearings  for  1972) 

I  have  carefully  read  the  three  background  papers  prepared  for  the  Confer- 
ence. I  have  found  them  to  be  both  thought-provoking  and  educational.  While 
an  estimate  of  this  kind  is  not  easy  to  make  without  a  discussion  in  depth  with 
the  authors,  lacking  the  benefit  of  this,  I  would  say  that,  taking  the  studies 
as  a  whole,  I  agree  with  about  75  to  80  percent  of  what  they  say. 

I  will  address  myself — drawing  from  my  thirty  years'  experience  in  the  FBI— 
to  privacy  (and  the  lack  of  it)  in  a  free  society:  a  society.  I  suggest,  which 
is  not  nearly  as  constructively  and  creatively  free  as  many  think  or  as  it  ought 
to  and  could  be.  My  experiences  in  the  FBI  were  gathered  on  different  levels 
including  that  of  Special  Agent  in  the  field  offices  (five  in  number  from  east 
to  west),  a  confidential  undercover  assignment  in  Europe  during  World  War  II, 
followed  by  positions  at  FBI  Headquarters  in  Washington,  D.C.  such  as  Super- 
visor, Unit  Chief,  Section  Chief,  Inspector,  Chief  Inspector,  Assistant  Director 
in  Charge  of  Security  and  Intelligence  Investigations,  plus  Foreign  Operations 
in  Europe,  Asia,  Latin  America  and  Canada,  and  lastly.  Assistant  to  the  Director 
in  Charge  of  Investigations  in  criminal,  intelligence,  and  security  which  included 
liaison  with  our  foreign  offices. 


1  The  Federalist  No.  51  (mt/ ifoHcs).  ,    ^      „    ._ 

2  In  this  article  only  one  term  will  be  used  In  Its  broadest  sense  to  Include  all  the  various 
activities  referred  to  here.  This  word  is  "security." 
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The  following  comments  I  will  divide  into  four  sections  (1)  Background;  (2) 
Controls;  (3)  Invasions  of  Privacy  ;  (4)  Final  Comments  and  Recommendations. 

BACKGROUND 

Prior  to  1939  the  FBI  was  a  criminal  investigating  organization.  In  1939 
President  Franklin  D.  Roosevelt  issued  an  Executive  Order  placing  the  FBI  in 
the  field  of  security  and  intelligence  with  major  coordinating  responsibilities. 
Literally,  this  was  done  overnight. 

With  the  powerful  support  and  encouragement  of  Franklin  D.  Roosevelt,  the 
FBI  commenced  its  broad  security  work  and  rapidly  expanded  it  as  World  War  II 
approached  to  emerge  as  the  coordinator  and  sole  leader  in  the  domestic  field. 
Its  origins  had  become  firmly  rooted  and  it  was  ready  for  development. 

What  kind  of  personnel  did  we  have  to  work  with  at  that  time?  We  had  old 
veterans  of  the  FBI  whose  experience  was  limited  to  criminal  investigations 
often  markedly  different  from  security  and  intelligence,  and  young  men  like 
myself  being  hired  at  a  very  rapid  pace  who  knew  nothing  about  either  criminal 
or  security -intelligence  investigations.  Who  were  our  instructors?  Men  equally 
lacking  in  authoritative  intelligence  experience  and  knowledge.  However,  much 
credit  should  be  given  to  some  instructors,  who  on  their  own  time  worked  nights, 
Saturdays  and  Sundays  to  learn  as  much  as  they  could  so  as  to  be  qualified  to 
instruct  effectively. 

The  leadership  of  the  FBI  was  opposed  to  inviting  men  from  the  outside  to 
instruct  us ;  men  who  might  know  more  than  we  did,  at  least,  about  security- 
intelligence  investigations. 

The  men  were  aware  of  this  but  were  powerless  to  correct  the  condition 
We  were  sealed  off  from  the  outside  world  and  the  experiences  and  thinking 
of  others  from  the  very  beginning,  and  we  remained  relatively  so  and  steadilv 
became  inbred  for  thirty  years. 

In  summary,  for  many  years  the  FBI's  main  work  was  the  investigation  of  the 
violations  of  the  criminal  laws  over  which  it  had  jurisdiction.  It  was  with  this 
work  It  had  estabhshed  its  reputation.  Its  veterans  of  years  of  service  thought 
and  taught  within  the  criminal  investigating  context.  Its  methods  were  geared 
to  get  results  out  of  criminal  investigations.  The  decisions  of  the  leadership  had 
been  mainly  limited  to  this.  The  entire  FBI  had  been  structured  for  and  re 
mained  structured  essentially  around  the  methodology  of  criminal  investigations 
Yet  now  it  was  expected  at  once  to  do  both.  Could  it  handle  both  eSX 
without  being  Mswallj/  reorganized  ?  It  tried.  It  is  still  trying  emcienuy 

It  was  with  this  background  that  special  agents  were  sent  forth  from  the 
Bureau's  Headquarters  to  handle  one  of  the  most  complex,  difficult  imZtaSt 
and  controversial  responsibilities  of  our  government— the  conducting  ofT^nH?; 
and  intelligence  operations,  which  had  for  thei?^  major  objective  thi  makfnTof 
a  substantial  contribution  to  our  overall  national  siurity  Interests  ^ 

However  there  was  a  positive  and  productive  side  also.  It  wis  to  be  found 
in  the  innate  ability,  industry,  common  sense  and  good  will  of  th^  great  maioritv 
?n  twf  ^  T^^i'-  ^^'^^"*  P^^P^"-  leadership,  trfining  and  ^fdSce  thev  S^d 
S  releasin'/  o  th7A..^i"^'"^"^H  ^^"^  ^«^-  ^"*  ™  Headqu'Trters  was  wrong 

ably  g(i5d  Ld  I  thSk  fhe  nntfi^  w^M^"^'  ''"''  ^^^"^^  Performances  were  reason- 
should  have  remained  and  noV'^J?^^  ^^^^^'  ^^"^  it  is  on  this  factual  basis  we 
The  strength  of  thPFm  ho      ,        ^T^  """"^^^  ^^^^^  i"  the  realms  of  fiction 
^PeliiTgllt^om^tle^^^  -the  field  offices,'The 

and  unsung."  The  weakneslef  of  thrFm  L  '^'^^'''''' *^  ^^^  ^""^^"  "unknown 
Washington,  of  which  I  wS  f  narf  5nr  fi?/^^''''  ^^""V  ^^^"^  ^^^  leadership  in 
for  its  serious  shortcominir  ^^^''  '  ^  ^"^^^P*  "^^  ^^^^^  of  ^ame 

do'S  w^nf  tTb^sparldTnTcritic^:^  '^'  '"^  '^^'^  ''  ^^-^  »-«  in  the  FBI 
comings.  This  is  a  fir^fstep  "(LS  ^rX.'l"'^  Public  exposure  of  their  short- 
time  it  is  believed  that  lour  constr^^ftfo  ^^k  ^^"^^^^^  measure.  At  the  same 
the  men  of  the  FBI  experirced  vi?  n  Jn'i  --'''  ^7'"°^ "'^  experienced  what 
to  get  positive  results,  our  SfticswouWnn/wn^''"^  ^"^  "^^^^  ^^^^  ^^^  *«  do 
was  not  accomplished,  but  r^/^e?  tleT^lTd  rnter  ITo^ S  Zl^l'tLTi'j 
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accomplished  as  much  as  they  did  under  conditions  which  then  were  never 
conducive  to  change,  experimentation  and  progress. 

It  is  important  to  realize  that  the  agents  began  in  the  field  offices  in  a  pre-war 
atmosphere  to  be  followed  soon  by  World  War  II,  in  which  we  were  all  convinced 
we  were  fighting  for  the  survival  of  our  nation.  The  enemy  was  real.  In  this  na- 
tion, with  sabotage  attempts  and  other  problems  facing  it,  the  overall  enemy 
consisted  of  Bundists  and  native  fascists  in  support  of  the  Axis  powers,  and  their 
espionage  agents.  To  be  candid,  the  "right  to  privacy"  was  not  at  issue  nor  was 
it  an  impediment  to  solving  cases.  It  mattered  not  whether  electronic  devices 
or  other  techniques  were  used.  The  issues  were  black  and  white  and  crystal  clear. 
The  methodology  was  pragmatic:  will  it  work;  will  it  get  the  necessary  results? 
The  primacy  of  civil  liberties  on  occasions  gave  way  to  expediency.  President 
Franklin  D.  Roosevelt  posed  no  barrier  to  this  method  and,  for  me,  this  was  no 
criticism  of  him  at  that  perilous  time. 

Such  a  very  great  man  as  Franklin  D.  Roosevelt  saw  nothing  wrong  in  asking 
the  FBI  to  investigate  those  opposing  his  lend-lease  policy— a  purely  political  re- 
quest. He  also  had  us  look  into  the  activities  of  others  who  opposed  our  entrance 
into  World  War  II  just  as  later  administrations  had  the  FBI  look  into  those 
opposing  the  conflict  in  Vietnam.  It  was  a  political  request  also  when  he  in- 
structed us  to  put  a  telephone  tap,  a  microphone  and  a  physical  surveillance  on 
an  internationally-known  leader  in  his  Administration.  It  was  done ;  the  results 
he  wanted  secured  and  given  to  him.  Certain  records  of  this  kind  and  others 
were  not  then  or  later  put  into  the  regular  filing  system.  Rather,  they  were 
deliberately  kept  out  of  it.  Electronic  devices  were  used  freely  all  through 
World  War  II,  with  a  minimum  of  controls.  President  Roosevelt  made  requests 
of  various  kinds. 

The  FBI  security  operations  developed  through  a  pre-war  psychology  which 
was  quickly  transformed  into  a  war  psychology.  In  a  very  real  sense  it  has 
breathed  lived  and  worked  within  the  framework  of  this  war  psychology  ever 
since.  World  War  II  was  followed  by  the  Korean  War  which  in  turn  was  fol- 
lowed by  the  Vietnam  conflict.  Permeating  our  entire  nation  on  the  home  front 
was  the  Cold  War.  Hence,  just  as  a  soldier  on  the  field  of  battle  did  not  con- 
sider it  wrong  to  kill  the  enemy,  so,  too,  on  the  home  front  it  was  not  considered 
wrong  in  major  cases  to  use  extraordinary  measures  in  security  work.  The  same 
enemy  was  before  both.  Both  had  the  same  goal— vanquish  the  enemy.  We  did 
not  consider  this  unlawful.'  .   .  ^    ^-        j. 

The  objectives  and  methodology  were  the  same  under  all  administrations  to 
a  greater  or  lesser  degree,  Republican  and  Democratic  alike. 

OONTEOLS 

As  I  said  previously,  there  was  relatively  little  control  over  the  use  of  elec- 
tronic devices  in  the  40's  and  the  invasion  of  privacy  was  not  a  major  concern— 
unless  one  got  caught.  Gradually,  during  the  fifties  more  and  more  controls  were 
developed  and  I  must  say,  that  fewer  electronic  devices  were  ultimately  used 
than  is  generally  accepted  by  those  who  oppose  their  use.  For  example,  when 
I  left  the  FBI  in  1971  we  had,  in  a  country  of  over  200  million  people  with 
much  lawlessness  going  on,  only  a  few  microphones  in  use.  This  number  had 
been  reduced  steadily  over  a  period  of  time.  Telephone  surveillances  were  much 
more  numerous  but  even  these  were  not  as  great  as  many  thought.  ( I  refer  now 
only  to  the  FBI  where  my  knowledge  on  the  subject  ends.)  But  the  word  was 
out  based  on  previously  widespread  use  of  electronic  devices.  Suspicion  was 
rampant,  and  how  can  you  easily  eliminate  such  belief  and  the  concerns  and  fears 
which  flow  from  it. 

INVASION   OF  PRIVACY 

The  use  of  electronic  listening  devices  do  constitute  an  invasion  of  privacy. 
Of  course,  much  of  this  has  been  rationalized  down  through  the  years.  A  person 
holding  the  contrary  view  is  either  totally  ignprant  of  the  subject  matter  or  is 
deliberately  not  telling  the  truth.  And,  who  can  deny  that  such  an  invasion  of  pri- 
vacy is  in  violation  of  our  Bill  of  Rights.  Why  is  it  done  then?  I  would  add  to 
pragmatism  the  old  principle :  "the  end  justifies  the  means."  Herein  lies  the  real 

3  Bear  in  mind  that  wliat  we  did  in  tlie  FBI  emanated  from  courses  of  instruc«on  in 
government  schools  and  conferences,  and  was  regarded  as  government  policy  officially 
sanctioned  down  through  the  years  and  issued  under  orders. 
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danger  of  electronic  devices  to  any  society  struggling  to  retain  its  freedom.  Yet, 
this  principle  is  widely  used  in  all  major  segments  of  American  society. 

To  repeat,  why  then  is  this  done,  and  hy  established  government  agencies? 
Could  it  be  that  the  Annual  Chief  Justice  Earl  Warren  Conference  might  find 
an  interesting  and  fertile  clue  (but  not  the  complete  answer)  in  the  studies 
conducted  by  Dr.  Stanley  Milgram  at  Yale  University  and  published  under  the 
title  of  Obedience  and  Authority.  Dr.  Milgram  adapted  from  his  book  an  article 
captioned  "The  Perils  of  Obedience,"  published  in  Harper's  Magazine,  December 
1973. 

Dr.  Milgram  writes : 

"The  extreme  willingness  of  adults  to  go  to  almost  any  lengths  on  the  command 
of  authority  constitutes  the  chief  findings  of  the  study  and  the  fact  most  urgently 
demanding  an  explanation." 

Dr.  Milgram  concludes : 

"This  is,  perhaps,  the  most  fundamental  lesson  of  our  study  ;  ordinary  people 
simply  doing  their  jobs,  and  without  any  particular  hostility  on  their  part,  can 
become  agents  in  a  terrible  destructive  process.  Moreover,  even  when  the  destruc- 
tive efforts  of  their  work  become  patently  clear,  and  they  are  asked  to  carry  out 
actions  incompatible  with  fundamental  standards  of  morality,  relatively  few 
people  have  the  resources  needed  to  resist  authority.  .  .  .  The  essence  of  obedience 
is  that  a  person  comes  to  view  him.self  as  an  instrument  for  carrying  out  another 
person's  wishes,  and  he  therefore  no  longer  regards  himself  as  responsible 
for  his  actions.  .  .  .  Tlius  there  is  a  fragmentation  of  the  total  human  act; 
no  one  is  confronted  with  the  consequences  of  his  decision  to  carry  out  the  evil 
act.  The  person  who  assumes  responsibility  has  evaporated.  Perhaps  this  is  the 
most  common  characteristic  of  socially  organized  evil  in  modern  society." 

If  this  is  true  only  in  part,  what  bearing  would  you  say  it  has  had  during 
the  past  thirty  years  (as  we  all  know  some  techniques  go  back  far  beyond  this) 
on  the  use  of  telephone  surveillances,  microphones,  cameras,  informants.*  special 
sources,  classified  dossiers  and  other  related  techniques?  What  can  be  done 
about  it,  keeping  in  mind  the  human  equation  ;  the  many  unique  and  varied  foibles 
of  human  nature?  How  can  we  unsnarl  it  and  make  our  laws  adhered  to  despite 
the  intermingling  of  our  different  degrees  of  freedom  and  limitation?  The  same 
basic  question  applies  to  corruption  in  law  enforcement  which  has  always  existed 
and  gets  worse  as  we  get  large  and  larger  and  more  complex  as  a  society.  While 
none  of  us  will  agree  in  full  with  Voltaire,  there  is  a  grain  of  disturbing  truth 
in  his  observation :  "a  collection  of  crimes,  follies,  and  misfortunes"  in  the 
history  of  mankind. 

FINAL   COMMENTS   AND   RECOMMENDATIONS 

I  have  mentioned  that  I  agree  with  about  75-SO  percent  of  the  reasoning  and 
information  set  forth  in  the  Conference  papers.  My  disagreements  which,  because 
of  time  and  space  I  will  not  submit  in  full,  relate  to  such  matters  as  these : 

I.  Value  of  electronic  devices.  Although  I  agree  with  positions  taken  by  former 
Attorney  General  Ramsey  Clark,  I  do  not  agree  with  his  statement  appearing 
in  the  Conference  background  paper  on  electronic  surveillance  where  he  tends 
to  minimize  the  importance  of  tapping  to  our  national  security.  The  value  of  elec- 
tronic devices  has  been  seriously  underestimated  in  some  instances,  especially 
in  the  counterespionage  field.  I  know  of  many  instances — in  both  the  intelligence 
and  criminal  areas — ^where  electronic  surveillance  has  proven  to  be  effective. 

I  want  to  be  clear  on  this  point.  I  am  not  saying  the  value  of  the  devices 
justifies  the  invasion  of  privacy.  That  is  another  issue.  I  am  saying  the  value  of 
electronic  devices  is  greater  than  some  realize.  Additionally,  there  are  electronic 
devices  now  going  beyond  the  limitations  of  the  old  fashioned  telephone  surveil- 
lance and  microphone  which  should  be  taken  into  consideration. 

II.  Statistics  are  always  difllcult  to  vouch  for  without  reservations.  Statistics 
in  the  field  of  law  enforcement  and  intelligence  have  for  years  and  years  left 
much  to  be  desired,  if  I  may  make  an  understatement.  This  is  a  field  which  should 
be  studied  exhaustively,  modernized  and  factualized  from  "the  ground  up."  If 
accurate  statistics  are  not  developed  and  given  to  scholars  then  what  good  are 
they?  Years  ago  in  business  (and  perhaps  today  in  some  cases)  two  sets  of  books 


*  In  the  FBI  the  informant  assumed  the  work  of  what  is  described  in  at  least  one  of  the 
Conference  papers  as  work  of  an  informer.  The  FBI  had  no  need  for  this  distinction. 
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were  kept,  the  one  for  public  inspections  and  the  real  one  not  for  public  inspec- 
tion. Perhaps  in  some  cases  we  have  this  problem  with  statistics. 

III.  Reference  has  been  made  in  the  papers  to  surveillance  of  "political  activi- 
ties." We  can  agree  at  once  that  intelligence  and  law  enforcement  generally  have 
not  been  fully  separated  from  politics.  On  the  other  hand,  it  is  most  important 
to  make  the  correct  distinctions  between  "political  surveillances,"  and,  I  will 
add,  investigations  and  legitimate  security  or  intelligence  surveillances  and 
investigations.  If  is  not  a  black  and  white  matter.  The  gray  areas  are  every- 
where present  requiring  careful  thought,  objective  analysis  and  prudent  action. 
The  dividing  line  may  be  an  overt  or  covert  act  which  is  in  violation  of  the  law. 
It  would  seem  to  me  better  definitions  are  needed  here. 

RECOMMENDATIONS 

I.  A  federal  government  Commission  be  established,  staffed  with  qualified 
scholars,  to  make  an  exhaustive  examination  to  determine  in  this  nation  the 
following : 

A.  What  is  internal  or  domestic  security  (viewed  as  a  part  of,  but  not  the  same 
as,  national  security  which  extends  beyond  our  boundary  lines  as  a  nation  and 
deals  with  additional  and  different  subject  matters)? 

1.  D^es  internal  or  domestic  security  actually  need  a  security  and  intelli- 
gence system  to  protect  this  nation   (I  refer  to  federal)? 
(o)  If  not,  give  full,  factual  justification. 

(1)   Could  the  states  handle  whatever  is  needed  in  this  field? 
(b)  If  needed,  give  a  full,  factual  justification. 

(1)  What  should  be  its  scope,  its  limitations,  objectives,  method- 
ology  (i.e.,  techniques,  devices,  programs,  and  guidelines)  ? 
II.  If  it  is  decided  that  an  internal  security  and  intelligence  system  is  neces- 
sary, that  it  be  removed  from  the  FBI  and  established  under  an  independent 
Board  selected  by  Congress  and  representative  of  the  main  segments  of  the  pop- 
ulation of  the  country :  Labor,  Science,  Education,  Business,  Press,  Government 
Intellectual,  Religion,  and  Law  Enforcement.  It  should  be  selected,  of  course, 
without  any  regard  for  race,  color,  creed,  sex  and  wholly  nonpartisan.  The  Board 
would  appoint  the  Director  whose  term  should  be  limited  to  five  years  and  each 
Board  member  limited  to  a  three-year  term  with  a  new  one  to  be  selected  each 
year  (change  is  a  healthy  thing).  The  Board  would  consist  of  nine  members. 
A.  Advantages  . 

1.  The  FBI  as  it  is  now  structured  is  a  potential  threat  to  our  civil  hber- 
ties ;  recent  events  indicate  this.  It  has  become  a  vast,  powerful  organiza- 
tion of  over  20,000  members  with  a  budget  for  the  1974  fiscal  year  of  $366,- 
506,000,  a  net  increase  of  $14,831,000,  4.2  percent  above  the  $351,675,000 
appropriated  for  the  1973  fiscal  year.  This  budget  could  actually  be  re- 
duced substantially.  To  separate  the  security  and  intelligence  operations 
from  the  FBI  would  reduce  significantly  the  poiver  of  the  FBI. 

2.  It  would  help  greatly  in  removing  the  FBI  from  politics  and  politics 
from  the  FBI.  (This  would  be  a  tremendous  accomplishment  for  the  good 
of  our  country. ) 

3.  Mention  has  been  made  of  having  the  Oversight  Committee  of  Congress 
take  charge  of  and  control  security  and  intelligence  operations.  In  the  light 
of  what  I  have  witnessed  during  the  past  thirty  years  I  would  be  unalter- 
ably opposed.  It  could  make  such  operations  just  as  politically  enmeshed 
as  before  if  not  more  so.  .Such  operations  should  be  wholly  independent  of 
the  White  House,  the  Department  of  Justice  and  all  other  Departments  and 
have  a  buffer  in  the  form  of  the  Board  just  described  existing  between  it 
and  Congress.  There  should  be  no  unilateral  or  direct  liaison  or  relations 
between  an  independent  domestic  security  and  intelligence  system  or  agency 
and  the  White  House  and  Congress.  All  liaison  and  requests  from  these 
places  and  others  should  be  funneled  through  the  Board.  A  request  could  be 
made  of  one  person  in  confidence  that  never  would  be  made  of  a  Board  of 
many  members.  The  Board  should  make  the  decision  if  the  request  is  proper 
and  action  should  be  taken.  If  so,  instructions  to  meet  the  request  would  be 
given  by  the  Board  to  the  Director  of  "Security  and  Intelligence." 

4.  It  would  result  in  far  greater  efBcieney.  Criminal  investigators  do  not 
usually  make  good  security  and  intelligence  agents  and  vice  versa. 

5  This  does  not  mean  that  Conerress  should  not  be  In  control.  It  should  be  but  it  must  be 
Congress  and  not  individual  politicians.  A  Board  such  as  I  outlined  could  guarantee  this 
much-to-be-desired  result. 
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III.  Informants.  An  informant  is  a  spy  to  some  degree  or  other  and  for  different 
periods  of  time.  These  people  need  to  be  selected  for  quality,  access  to  needed 
information  and  should  be  tightly  controlled.  If  you  take  live  informants  out  of 
criminal  and  security-intelligence  operations,  there  can  be  no  doubt  about  the 
reduction  of  efficency  and  positive  results.  I  admit  the  development  and  use  of 
informants  is  a  distasteful  function.  So  is  arresting  or  shooting  a  man  for  a  law 
violation. 

As  to  the  value  of  an  informant  or  a  spy,  I  suggest  that  you  read  the  most  inter- 
esting and  enlightening  book  entitled  "The  Shattered  Silence"  (the  Eli  Cohen 
Affair)  by  Zwy  Aldouby  and  Jerrold  Ballinger.  The  facts  in  this  book  speak  for 
themselves. 

IV.  Consideration  should  be  givein  to  have  the  government  issue  an  order  that 
no  telephone  surveillances  or  microphones  be  used  by  any  federal  agency  during 
the  next  three  years.  At  the  very  same  time  a  vehicle  should  be  set  up  to  study 
for  that  three-year  period  the  effects  of  this  ban  to  determine  if  the  criminal 
and  security-mtelligence  investigations  suffered  from  the  ban  or  oiot.  The  study 
should  be  done  by  knowledgeable  men  not  employed  by  an  investigative  agency 
but  authorized  to  have  access  to  all  the  necessary  evidence. 

V.  Classification.  This  system  is  still  in  real  need  of  being  fundamentally 
revised.  For  too  long  too  much  material  has  been  classified  along  with  "classi- 
fying   mistakes,  failures,  irregularities,  illegalities  and  other  activities.  This  is 
one  reason  for  the  alienation  between  youth  and  government;  between  adults 
also,  and  oflncials  of  our  goverinment.  ' 

yi  I  recommend  strongly  that  a  truly  objective,  serious  Commission  be  estab- 
hshed  to  make  the  most  exhaustive  study  possible  of  internal  security  and 
security-intelhgence  organizations  and  investigations  and  come  up  with  some 
clear,  incisive  answers  and  recommendations  in  order  to  strike  a  balance  between 
the  need  for  national  security  and  the  preservation  of  civil  liberties,  among  them 
the  right  to  privacy.  * 

I  urge  my  fellow  citizens  to  give  some  serious  thought  to  these  recommenda- 
tions based  on  thirty  years'  experience. 

The  FBI  of  the  future  should  not  be  the  creation  of  any  one  mae  or  any  special 
groups  withm  government.  The  FBI  of  the  future  should  be  the  creation  of  the 
best  and  most  informed  minds  we  have  in  the  country,  both  inside  and  outside 
of  government.  One  way  to  get  a  movement  started  iai  this  direction  is  through 
public  conferences.  * 

^\^  .^^^^^^  ^^^^^  Justice  Earl  Warren  Conference  on  Advocacy  of  June  6 
and  7  1974,  is  a  creative  step  in  the  right  direction.  It  will  deal  with  an  extremely 
important  subject  directly  related  to  the  work  of  the  FBI:  "Privacy  in  a  Free 
Society.     I  am  sure  we  will  all  agree  though,  that  this  is  only  one  of  many 

I^^'^x^'V^t'"*'.^^*'^  ^'""^^^^^^  ^^^^t^^  t«  t^^  ^«J-k  of  the  FBI:  "Privacy  in  a  Fr^ 
the  FBI.  In  view  of  this,  may  I  urge  that  interested  men  and  women  who  attend 
this  Conference  give  continuing  thought  to  arranging,  as  soon  as  possible  a 
series  of  conferences,  numerous  enough  to  give  exhaustive  study  to  all  major 
segments  of  the  work  of  the  FBI.  Members  of  the  FBI  and  others  ifi  related  a?e^ 
should,  of  course,  be  invited  and.  in  fact,  such  a  series  of  conferences  would 
«;Sfiro"^"i  ^.  ^^  *^^'''  absence.  From  these  meetings  should  follow  a  set  of 
fhf^^T  ^ i^l  -^  recommendations  for  completely  reorganizing  and  renewing 
Sth  ?  A^?^^^?  t^  in  keeping  not  alone  with  our  traditional  values  but  also 
with  a.  profoundly  changing  social  order  on  the  threshold  of  a  new  era. 

Appendix  7 
Additional  Views  of  the  Department  of  Justice 

Address  by  the  Honorable  Edward  H.  Levi,  Attorney  General  of  the  United 
States  Before  the  Association  of  the  Bar  of  the  City  of  New  York 

ffoveZmPT^i'^Thr  ?t^^  ^  ^""'^  ^^'^  ^^^"^"^  ^^0"*^  confidentiality  and  democratic 
Slff?  T^  f  ^""^^^^  '^  ''^  important  one.  It  is  complicated  and  has  many 
facets.  I  do  not  suggest  there  are  easy  answers.  I  do  suggest,  however  that 
P"^i'f  understanding  of  the  issues  involved  and  the  relationship  among  tressues 

to  heinf^frr"'^"^-  Tii^^V^^  ^  profession  has  an  enoromous  responsibSty 
to  help  clarify  these  issues.  My  belief  is  that  understanding  mav  be  increased  by 

ThP   rfln^S^'^^vf-'  '^'^^*"  ^^^^"^^  ^"'^  ^^1"^^  ^^tl^  ^'hich  most  of  US  wouTd  a^S^ 

havP^SoSS  J  ''''''?  sometimes  make  bad  law,  emergency  situations  also 

that  distort         P^^^P^tive  The  public  good  requires  that  we  try  to  correct 
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In  recent  years,  the  very  concept  of  confidentiality  in  government  has  been 
increasingly  challenged  as  contrary  to  our  democratic  ideals,  to  the  constitutional 
guarantees  of  freedom  of  expression  and  freedom  of  the  press,  and  to  our  struc- 
ture of  government.  Any  limitation  on  the  disclosure  of  information  about  the 
conduct  of  government,  it  is  said,  constitutes  an  abridgement  of  the  peoples 
riglit  to  know  and  cannot  be  justified.  Indeed,  it  is  asserted  that  governmental 
secrecy  serves  no  purpose  other  than  to  shield  improper  or  unlawful  action  from 
public  scrutiny.  This  perception  of  the  relationship  between  confidentiality  and 
government  has  been  shaped  in  large  measure  by  the  Watergate  affair.  The  unfor- 
tunate legacy  of  that  affair  is  a  pervasive  distrust  of  public  officials  and  a  popu- 
lar willingness  to  infer  impropriety.  Skepticism  and  distrust  have  their  value ; 
thev  are  not  the  only  values  to  which  our  society  must  respond. 

Our  understanding  of  what  is  involved  in  the  present  controversy  over  govern- 
mental confidentiality  is  further  inhibited  by  the  very  words  sometimes  used  to 
describe  the  legal  authority  of  the  Executive  branch  to  withhold  information.  I 
am  referring,  of  course,  to  the  term  "executive  privilege."  The  term  fails  to  ex- 
press the  nature  of  the  interests  at  issue ;  its  emotive  value  presently  exceeds  and 
consumes  what  cognitive  value  it  might  have  possessed.  The  need  for  confidenti- 
ality is  old,  common  to  all  governments,  essential  to  ours  since  its  formation 

The  phrase  "executive  privilege"  is  of  recent  origin.  It  apparently  made  its  first 
appearance  in  the  case  law  in  a  Court  of  Claims  opinion  by  Mr.  Justice  Reed  in 
1958  It  is  only  in  the  last  few  years  that  the  phrase  has  preempted  public  discus- 
sion of  governmental  confidentiality,  and  the  phrase  has  changed  in  meaning  and 
connotation.  Because  it  has  been  seen  against  the  background  of  the  separation 
of  powers,  and  in  this  setting  has  often  involved  the  directive  of  the  President,  the 
phrase  has  come  to  be  viewed  by  the  public  as  an  exercise  of  personal  presiden- 
tial prerogative,  protecting  the  President  and  his  immediate  advisers  or  subordi- 
nates in  their  role  of  advising  or  formulating  advice  for  the  President  Whether 
or  not  disclosure  in  response  to  congressional  demands  should  be  withheld  only 
by  Presidential  directive,  sweeping  as  was  the  case  with  President  Eisenhowers 
order  or  specific  as  President  Kennedy  promised,  the  phrase  "executive  privilege 
has  ceased  to  be  a  useful  description  of  what  is  involved  in  the  need  for  confiden- 
tiality Our  ability  to  analyze  the  legal  and  public  interests  involved  has  become 
a  prisoner  of  our  vocabulary.  Much  more  is  involved  than  the  President  s  personal 
prerogative  standing  against  the  people's  right  to  know.  The  problem  is  the  need 
for  confidentiality  and  its  limitations  in  the  public  interest  for  the  protection  of 

the  people  of  our  country.  „  ,       ,  .  i.„i  „^„ 

Let  me  suggest  starting  points  for  an  analysis  of  the  place  of  governmental  con- 
fidentiality in  our  society.  Governmental  confidentiality  does  not  stand  alone.  It  is 
closely  related  to  the  individual's  need  for  privacy  and  the  recognition  we  fre- 
Guently  give  to  the  needs  of  organizations  for  a  degree  of  secrecy  about  their 
affairs.  It  also  exists  alongside  the  American  citizenry's  need  to  know  and  gov- 
ernment's own  right  to  investigate  and  discover  what  it  needs  to  know.  Those 
rights  are  not  always  consistent  or  fully  compatible.  They  are  circumscribed 
where  they  conflict.  Yet  sometimes  these  diverse  interests  are  interrelated.  One 
reason  for  confidentiality,  for  example,  is  that  ^ome  information  secured  by  gov- 
ernment if  widely  disseminated  would  violate  the  rights  of  individuals  to  privacy 
Other  reasons  for  confidentiality  in  government  go  to  the  effectiveness-and 
sometimes  the  very  existence— of  important  governmental  activity.  Finally  we 
should  recognize  that  if  there  is  a  need  for  confidentiality,  it  is  ^ot  m|cessarily 
based  upon  the  doctrine  of  separation  of  powers  found  m  our  Constitution.  That 
docSne'^may  condition  or  shape  the  exercise  of  confidentiality  but  |overnments 
having  no  doctrine  of  separation  of  powers  have  an  essential  need  for  confiden- 
tialitv.  and  the  doctrine  does  not  diminish  the  need.  , 

At  the  most  general  level  of  analysis,  the  question  of  confidentiality  in  gov- 
ernment cannot  be  divorced  from  the  broader  Question  of  confidentiality  in  the 
society  as  a  whole.  The  recognition  of  a  need  for  it  reflects  a  basic  truth  about 
San  beings,  whether  in  the  conduct  of  their  private  Ives  or  m  their  service 
with  the  government.  Throughout  its  history  our  society  has  recognized  that 
privacy  is  an  essential  condition  for  the  attainment  of  human  dignity— for  the 
very  development  of  the  individuality  we  value-and  for  the  preservation  of 
the'  social,  economic,  and  political  welfare  of  the  individual  Indiscriminate 
exposure  to  the  world  injures  irreparably  the  freedom  and  spontaneity  of  human 
thought  and  behavior,  and  places  both  the  person  and  property  of  the  individual 
in  jeopardy. 
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As  a  result,  protections  against  unwarranted  intrusion,  whetlier  by  the  gov- 
ernment or  the  public,  have  become  an  essential  feature  of  our  legal  system. 
Testimonial  privileges  protect  the  confidentiality  of  the  most  intimate  and 
sensitive  human  relationships — between  husband  and  wife,  lawyer  and  client, 
doctor  and  patient,  priest  and  penitent.  A  number  of  the  rights  enumerated  in 
the  Constitution's  first  ten  amendments  are  said  to  cast  "penumbras"  whiph 
overlap  to  produce  the  "right  to  privacy,"  a  shadow  that  obscures  from  public 
view  and  intrusion  certain  aspects  of  human  affairs.  Several  amendments — 
most  obviously  the  First  and  the  Fourth — mark  off  measures  of  confidentiality! 
The  First  Amendment — guaranteeing  freedom  of  expression — shields  the  con- 
fidentiality of  a  person's  thoughts  and  beliefs.  The  Fourth  Amendment  pro- 
tects the  "right  of  the  people  to  be  secure  in  their  persons,  houses,  papers,  and 
effects  against  unreasonable  searches  and  seizures."  In  spirit  this  is  an  ex- 
pression of  the  confidentiality  of  the  person  and  his  property  and  a  recogni- 
tion that  a  fundamental  element  of  individuality  would  be  sacrificed  if  all 
aspects  of  one's  life  were  exposed  to  public  view.  In  Katz  v.  United  States  the 
Court  held  that  the  Fourth  Amendment  guards  not  only  the  privacy  of  the 
person  but  also  the  confidentiality  of  his  communications. 

The  need  for  confidentiality  applies  not  only  to  individuals  but  also  to  groups, 
professions,  and  other  social  organizations.  The  Supreme  Court  in  NAACP  v. 
Alabama  noted  that  public  scrutiny  of  membership  lists  might  well  expose  the 
members  to  "economic  reprisal,  loss  of  employment,  threat  of  physical  coercion 
and  other  manifestations  of  public  hostility"  and  thereby  condition  their  free- 
dom of  association  upon  their  payment  of  an  intolerate  price.   The  point  of 
the  case  is  plain  enough.  Public  disclosure  would  have  destroyed  the  NAACP 
Confidentiality  was  indispensable  to  its  very  existence.  The  claim  of  the  news 
media  for  a  privilege  to  protect  the  confidentiality  of  their  sources  of  informa- 
tion IS  based  on  a  belief  that  public  disclosure  of  news  sources,  coupled  with 
the  embarrassment  and  reprisals  that  might  ensue,  could  well  deter  informers 
from  confiding  in  reporters.   It  would  diminish  the  free  flow  of  information 
Another  manifestation  of  the  need  for  confidentiality  of  groups  may  be  "found 
in  the  laws  protection  of  trade  secrets.  Again,  businesses  require  some  pri- 
vacy as  a  prerequisite  to  economic  survival. 

^£r'5J^"*if ^'f?"  '^  ^  prerequisite  to  the  enjoyment  of  many  freedoms  we  value 
most.  The  effective  pursuit  of  social,  economic,  and  political  goals  often  demands 
Wn^^I,^  thought,  expression,  and  action.  The  legal  rights  created  in  recogni- 
tion of  that  need  undoubtedly  infringe  on  the  more  generalized  right  of  the  so- 
oner''.oHp^.v''?ftt  ^"^  ^^T-  ^"*  *^^  ^^'^"^^  ^^  th^«^  l^^^l  "gl^ts  would  deprive 
our  society  of  the  quality  we  prize  most  highly 

The  rationale  for  confidentiality  does  not  disappear  when  applied  to  govern- 
ment. Indeed  the  Supreme  Court  recently  noted  that  confidentiality  It  the  highest 
level  of  government  involves  all  the  values  normally  deferred  to  in  protSg 
the  privacy  of  individuals  and,  in  addition,  "the  necessity  for  protection  of  thi 

f^'^w^^^y^  we  would  wish  the  conferences  of  the  United  States  Supreme  Court 
to  l^  conducted  m  public.  We  accept  as  fact  that  each  Justice  must  be  free  to 
tThJZX^  T\^^'?  his  colleagues  and  with  his  law  clerks  if  decisions  are 
to  be  reached  effectively  and  responsibly.  And  insofar  as  the  product  of  the 
Supreme  Court  is  primarily  its  words,  the  words  it  speaks  publicly  must  be 
shaped  and  nurtured  with  care.  We  realize  that  some  words  are  so  important 
that  their  meaning  should  not  be  diluted  by  exposure  of  the  often  ambiguous 
process  by  which  they  were  chosen. 

^^^t^^i,^""  reasons  confidentiality  is  required  in  the  decision-making  processes 
with  the  Executive  branch.  As  the  Court  recently  stated,  "Human  experience 
teaches  that  those  who  expect  public  dissemination  of  their  remarks  may  well 
temper  candor  with  a  concern  for  appearances  and  for  their  own  interests  to  the 
detriment  of  the  decision-making  process."  ^ 

Now  I  realize  that  linking  the  law's  protection  of  personal  or  organizational 
pnyacy  with  the  government's  need  for  confidentiality  may  seem  disingenuous. 
It  is  of  course  true  that  a  good  deal  of  the  law  protecting  individual  and  orga- 
nizational privacy  has  been  created  to  guard  against  the  intrusion  of  govern- 
ment.  But  the  origin  of  the  threat  to  privacy  should  not  obscure  the  value  to  be 

1  United  States  v.  Nixon,  418  U.S.  683,  705  (1974). 
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OTOtected  It  is  the  underlying  wisdom  about  liuman  nature  found  in  tlie  law  of 
individual  privacy  that  suggests  the  analogy.  Much  as  we  are  used  to  regarding 
government  as  an  automaton-a  faceless,  mechanical  creature-government  is 
Smpos^d  of  human  beings  acting  in  concert,  and  much  of  its  effectiveness  depends 
upon  the  candor,  courage  and  compassion  of  those  individual  citizens  who 
compose  it  They  are  vulnerable  to  the  same  fears  and  doubts  as  individuals  out- 
S  government  Undoubtedly  we  expect  government  officials  to  rise  to  the  respon- 
s  bilities  thev  must  meet.  But  this  is  just  as  true  of  the  demands  of  private  life^ 
Moreover, "the  law's  protection  of  privacy  does  not  only  go  to  individuals^  but 
also  to  organizations,  some  of  which  rightly  regard  themselves^  as  important  ad- 
trcts  and  correctives  to  government.  Just  as  the  ability  of  these  orgamza  ions 
to  function  elfectively  has  come  within  the  law's  concern,  so  must  the  ability  of 

'%ZZ"fom-sXeve\s  another  side-a  limit  to  secrecy.  As  a  society,  we  are 
committed  to  the  pursuit  of  truth  and  to  the  dissemination  of  information  upon 
wS  iud-ments  mav  be  made.  This  commitment  is  embodied  m  the  First  Amend- 
meSt^our  Constitution.  In  a  democracy,  the  guarantee  of  freedom  of  expression 
acMeves  spedaTsignificance.  The  people  are  the  rulers ;  they  are  m  charge  of 
Sr  own  destinv:  government  depends  on  the  consent  of  the  governed.  If  the 
people  IreTo  rule    then  the  people  must  have  the  right  ^oc -cuss  f reely  the 

issues  relevant  to  the  condrct  ^.    their  f  ^•^""^^"t-  f,  J\^fa^'''?^/in  S 
noted    the  Frst  Amendment  is  thus  an  mtegrai  part  of  the  Pfn  toi  intelligent 
Ll^g;>vemment.=  But  it  is  equally  clear  that  it  is  not  enough  tl^^    the  people 

be  awe  to  discuss  these  issues  freely.  They  must  ^l!,«J;f-^^^^^;^f,*?l,^^\Crrof 
tinn  rennired  to  resolve  those  issues  correctly.  Thus,  basic  to  tne  tneorj  oi 
demoSacv  i  the  right  of  the  people  to  know  about  the  operation  of  their  govern- 
StOtif  theory  of  government  Leks  an  informed  electorate.  As  James  Madison 

'^''^A^mt>ular  Government  without  popular  information,  or  the  means  of  acquir- 
in^lt  L  but  a  ProloSae  to  a  Farce  or  a  Tragedy;  or,  perhaps  both.  Knowledge 
^n  forever  govern  igSirance:  And  a  people  who  mean  to  be  their  o^^m  Governors, 
mi  St  arm  themselves  with  the  power  which  knowledge  gives."  « 

So  ifl^s  been  trged  that  the  news  media  should  enjoy  under  the  First  Amend- 
ment an  exSrSrvri^^^^^^  of  access  to  information  held  by  the  governmen  . 

^T'i^ToJ^an  exagc^eration  to  observe  that  the  broad  provisions  of  the  Act  have 

phanee  with  the  ^^^^If^'"^''    -,q„o  „„f-,  December  1  of  that  year,  for  example, 

the  Act  or  1  per  work  dr.y.  Throughout  the  whole  of  1974,  the  Bureau  ^^^^^F^t'*^ 
requests.'5n  the  cTirrent  y'ear,  the  Bureat;  is  -w  receiving  -  -vemge  of  ^  to  9. 

closure  of  more  than  765,000  pages  from  Bureau  ?'/'••  ™f  X^,"?","j™uM 

request  for  i„^rmati™.re,ating^^^^^^^^ 

entail  over  3,0uO,uuU  pages.  At  pif&«ui,  mc-  1"^^  „„-j-i-.  ;nfr>i-r>intinn  rie- 

enotigh  and  that  official  secrecy  still  holds  too  much  sway. 

aTTi'-wi  T"B?rrrAur4!  m2?9'writin      of  James  Madison  103  (G.  Hunt  ed.  1910). 
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As  is  so  often  the  case  in  hiunan  affairs,  we  are  met  with  a  conflict  of  values. 
A  right  of  complete  confidentiality  in  govei-nment  could  not  only  produce  a  dan- 
gerous public  ignorance  but  also  destroy  the  basic  representative  function  of  gov- 
ernment. But  a  duty  of  complete  disclosui-e  would  render  impossible  the  effective 
oi>eration  of  govennnent.  Some  confidentiality  is  a  matter  of  practical  necessity. 
Moreover,  neither  the  concept  of  democracy  nor  the  First  Amendment  confer  on 
each  citizen  an  unbridled  power  to  demand  access  to  all  the  information  mthin 
the  government's  possession.  The  people's  right  to  knou-  cannot  mean  that  every 
individual  or  interest  group  may  compel  disclosure  of  the  papers  and  effects  of 
government  officials  whenever  they  bear  on  public  business.  Under  our  Constitu- 
tion, the  people  are  the  sovereign,  but  they  do  not  govern  by  the  random  and 
self-selective  interix)sition  of  private  citizens.  Rather,  ours  is  a  representative 
democracy,  as  in  reality  all  democracies  are.  and  our  government  is  an  expression 
of  the  collective  will  of  the  iJeople.  The  concept  of  democracy  and  the  principle 
of  majority  rule  require  a  special  role  of  the  government  in  determining  the 
public  interest.  The  government  must  be  accoujital)le,  so  it  must  be  given  the 
means,  including  some  confidentiality,  to  discharge  its  responsibilities. 

For  similar  reasons,  the  special  role  of  the  news  media  cannot  be  understood 
to  include  a  trespassorial  easement  over  all  that  lies  within  the  governmental 
realm.  The  Supreme  Court  addressed  the  point  when  it  said  : 

"It  has  generally  heen  held  that  the  First  Amendment  does  not  guarantee  the 
press  a  constitutional  right  of  special  access  to  information  not  available  to  the 
public  generally.  .  .  .  Despite  the  fact  that  news  gathering  may  be  hampered, 
the  press  is  regularly  excluded  from  grand  jury  proceedings,  our  own  conferences, 
the  meetings  of  other  official  bodies  gathering  in  executive  session,  and  the  meet- 
ings of  private  organizations."  ^ 

Just  last  term  the  Court  reaffirmed  this  principle. 

Demands  by  Congress  for  information  from  the  Executive,  while  obviously 
raising  problems  of  comity  among  the  hranches  of  govermnent,  do  not  change  the 
need  of  all  governments,  however  organized,  for  some  confidentiality.  Such 
demands,  however,  emphasize  the  point  that  the  preservation  of  confidentiality 
where  really  necessary  requires  special  modes  of  responsibility,  as  it  indeed 
does  in  the  executive  branch.  The  risk  that  the  confidentiality  of  information 
may  be  breached,  even  by  inadvertence,  is  of  course  ever  present.  In  this  coun- 
try, constitutional  guarantees  create  special  limitations  on  the  ahility  of  the 
Executive  to  prevent  unauthorized  disclosure  of  infoi-mation.  The  Speech  and 
Debate  Clause,  for  example,  confers  on  Members  of  Congress  and  their  aides 
absolute  immunity  from  civil  or  criminal  liability,  including  questioning  by  a 
grand  jury,  for  conduct  related  to  their  legislative  functions.  The  Gravel  case, 
in  particular,  raises  the  question  whether  laws  legitimately  restricting  the  dis- 
semination of  classified  or  national  defense  information  can  provide  any  assur- 
ance of  confidentiality.  New  York  Times  Co.  v.  United  States,  or  the  so-called 
Pentagon  Papers  Case,  further  demonstrates  tlie  inability  of  the  government 
to  prevent  publication  of  classified  documents.  The  apparent  lesson  to  be  drawn 
from  such  cases  is  that  once  information  is  improperly  released,  its  publication 
to  the  world  becomes  a  certainty. 

If  the  dissemination  to  Congress  of  some  information  is  to  be  limited,  acqui- 
escence in  this  responsibility  and  limitation  becomes  a  duty  which  must  be  will- 
ingly recognized.  The  choice  which  must  be  made  concerns  the  extent  of  dissemi- 
nation, the  likely  travels  of  disclosure,  and  the  consequences  which  may  follow. 
Successful  democracies  achieve  an  accommodation  among  competing  values. 

No  provision  of  the  Constitution,  of  course,  expressly  accords  to  any  branch 
the  right  to  require  information  from  another.  Article  II  does  state  that  the 
President  "shall  from  time  to  time  give  to  the  Congress  information  of  the  State 
of  the  Union  .  .  .  ."  but  the  decision  as  to  what  information  to  provide  is  left 
to  the  discretion  of  the  President. 

So  far  I  have  referred  only  to  the  free  and  candid  discussion  of  policy  matters 
that  is  promoted  by  governmental  confidentiality.  There  are,  however,  several 
additional  contex'ts  in  which  confidentiality  is  also  required  and  where  the 
primary  effect  of  disclosure  would  be  to  prevent  legitimate  and  important  gov- 
ernmental activity  from  occurring  altogether.  Aspects  of  law  enforcement, 
including  the  detection  of  crime  and  the  preparation  of  criminal  prosecutions, 
cannot  be  conducted  wholly  in  public. 


*  Branzburg  v.  Hayes,  408  U.S.  665,  684-85  (1972). 
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Of  particular  importance  is  the  confidentiality  of  investigative  files  and  reports. 
The  rationale  for  confidentiality  in  this  regard  was  stated  by  Attorney  General 
Robert  Jackson  in  1941  in  declining  to  release  investigative  reports  of  the  Federal 
Bureau  of  Investigation  demanded  by  a  congressional  committee.  The  Attorney 
General  wrote : 

"[DJisclosure  of  the  reports  would  be  of  serious  prejudice  to  the  future  useful- 
ness of  the  Federal  Bureau  of  Investigation  .  .  .  [M]uch  of  this  information  is 
given  in  confidence  and  can  only  be  obtained  upon  pledge  not  to  disclose  its 
.sources.  A  disclosure  of  the  sources  would  embarras  informants — sometimes  in 
their  employment,  sometimes  in  their  social  relations,  and  in  extreme  cases  might 
endanger  their  lives.  We  regard  the  keeping  of  faith  with  confidential  informants 
as  an  indispensable  condition  of  future  efficiency." 

Disclosure  could  infringe  on  the  privacy  of  those  mentioned  in  the  reports  and 
might  constitute  "the  grossest  kind  of  injustice  to  innocent  individuals."  Mr. 
Jackson  observed  that  "investigative  reports  include  leads  and  suspicions,  and 
sometimes  even  the  statements  of  malicious  and  misinformed  people,"  and  that 
"a  correction  never  catches  up  with  an  accusation." 

Government  must  also  have  the  ability  to  preserve  the  confidentiality  of  mat- 
ters relating  to  the  defense.  Espionage  statutes  and  national  security  classifica- 
tion procedures  are  examples  of  the  acknowledged  need  to  prevent  unauthorized 
dissemination  of  sensitive  information  that  could  endanger  the  military  prepared- 
ness of  the  nation.  The  Supreme  Court  addressed  the  issue  in  United  States  v. 
Reynolds,  where  disclosure  of  information  possibly  relating  to  military  secrets 
was  sought  in  the  context  of  a  civil  suit.  The  Court  stated  : 

"It  may  be  possible  to  satisfy  the  court,  from  all  the  circumstances  of  the  case, 
that  there  is  a  reasonable  danger  that  compulsion  of  the  evidence  will  expose 
military  matters  which,  in  the  interest  of  national  security,  should  not  be 
divulged.  When  this  is  the  case,  the  occasion  for  the  privilege  is  appropriate,  and 
the  court  should  not  jeopardize  the  security  which  the  privilege  is  meant  to 
protect  by  insisting  upon  an  examination  of  the  evidence,  even  by  the  judge 
alone,  in  chambers." 

The  value  of  safeguarding  the  confidentiality  of  national  security  intelligence 
activities  has  recently  been  made  even  more  apparent  with  the  publication  of 
Fred  Winterbotham's  book,  The  Ultra  Secret.  Britain's  success  in  learning  the 
Germans'  cipher  in  1939  later  proved  to  be  an  important  factor  in  the  Allies'  vic- 
tory in  World  War  II.  Could  anyone  claim  that  Britain  should  not  have  worked 
secretly  in  peacetime  to  prepare  itself  in  case  of  war?  Or  that  once  prepared,  it 
.should  have  disclosed  that  it  had  broken  the  code?  To  have  disclosed  that  in- 
formation would  have  destroyed  its  usefulness. 

Closely  related  is  the  need  for  confidentiality  in  the  area  of  foreign  affairs. 
History  is  filled  with  instances  where  effective  diplomacy  demanded  secrecy.  In 
the  first  of  his  Fourteen  Points,  President  Wilson  exuberantly  proclaimed  his 
support  for  "Open  Covenants  of  Peace  openly  arrived  at."  As  Lord  Devlin  has 
recently  pointed  out,  "What  Wilson  meant  to  say  was  that  international  agree- 
ments should  be  published ;  he  did  not  mean  that  they  should  be  negotiated  in 
public."  Under  our  Constitution,  the  President  has  special  authority  in  foreign 
affairs.  In  numerous  decisions,  the  Supreme  Court  has  recognized  the  unique 
nature  of  the  President's  diplomatic  role  and  its  relationship  to  confidentiality. 
Thus,  in  United  States  v.  Gurtiss-Wright  Corp.,  the  Court  stated  that  Congress 
must : 

"Often  accord  to  the  President  a  degree  of  discretion  and  freedom  from  statu- 
tory restriction  which  would  not  be  admissible  were  domestic  affairs  alone 
involved.  Moreover,  he,  not  Congress,  has  the  better  opportunity  of  knowing 
the  conditions  which  prevail  in  foreign  countries.  .  .  .  He  has  his  confidential 
sources  of  information.  He  has  his  agents  in  the  form  of  diplomatic,  consular, 
and  other  officials.  Secrecy  in  respect  of  information  gathered  by  them  may  be 
highly  necessary,  and  the  premature  disclosure  of  it  productive  of  harmful 
results.  Indeed,  so  clearly  is  this  true  that  the  first  President  refu.sed  to  accede 
to  a  request  to  lay  before  the  House  of  Representatives  the  instructions,  corre- 
spondence and  documents  relating  to  the  negotiation  of  tlie  Jay  Treaty — a  refusal 
tlie  wisdom  of  which  has  never  since  been  doubted." 

The  inappropriateness  of  the  Judicial  branch  requiring  disclosure  of  foreign 
policy  information  was  emphasized  in  V.  d  S.  Air  Lines  v.  Watermon  S.  S.  Corp., 
where  the  Court  said  : 
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"The  President,  both  as  Commander-in-Chief,  and  as  the  Nation's  organ  for 
foreign  affairs,  has  available  intelligence  services  whose  reports  are  not  and 
ought  not  to  be  published  to  the  world.  It  would  not  be  tolerable  that  courts, 
without  the  relevant  information,  should  review  and  perhaps  nullify  actions 
of  the  Executive  taken  on  information  properly  held  secret." 

In  United  States  v.  Nia-on,  the  Court  strongly  intimated  that  disclosure  of 
information  held  by  the  Executive  would  not  be  required  even  in  the  context 
of  a  criminal  trial  if  "'military,  diplomatic  or  sensitive  national  security  secrets 
were  involved,"  and  expressly  noted  that  "la]s  to  these  areas  of  Art.  II  duties 
the  courts  have  traditionally  shown  the  utmost  deference  to  Presidential 
responsibilities." 

In  the  context  of  law  enforcement,  national  security,  and  foreign  policy,  the 
effect  of  disclosure  would  often  be  to  frustrate  completely  the  government's 
right  to  know.  Government  ignorance  in  these  areas  clearly  and  directly  endan- 
gers what  has  been  said  to  be  the  basic  function  of  any  government,  the  protec- 
tion of  the  security  of  the  individual  and  his  property. 

Even  as  to  national  security  and  foreign  policy,  of  course,  the  tensions  between 
confidentiality  and  disclosure  continue  to  place  stress  on  the  fragile  structure 
of  our  government.  The  desire  of  Congress  to  know  more  about  the  activities  of 
government  in  these  areas,  for  example,  has  recently  produced  a  legislative 
proposal  that  would  impose  extraordinary  burdens  on  the  ability  of  the  Execu- 
tive to  conduct  electronic  surveillance  even  where  foreign  powers  are  involved. 
It  would  require  the  government  not  only  to  procure  a  court  order  as  a  precondi- 
tion to  electronic  surveillance,  but  also  to  report  to  both  the  Administrative 
Office  of  the  United  States  Courts  and  to  the  Committee  on  the  Judiciary  of  both 
the  Senate  and  the  House  of  Representatives  detailed  information,  including  a 
transcript  of  the  proceedings  in  which  the  order  was  requested,  the  names  of 
all  parties  and  places  involved  in  the  intercepted  communications,  the  disposi- 
tion of  all  records  and  logs  of  the  interceptions,  and  the  identity  of  and  action 
taken  by  all  individuals  who  had  access  to  the  interceptions. 

The  wisdom  of  this  scheme  is  dubious  at  best,  since  it  would  represent  a  severe 
incursion  on  the  Executive's  ability  both  to  guard  against  the  intelligence  activ- 
ities of  foreign  powers  and  to  obtain  foreign  intelligence  information  essential 
to  the  security  of  this  nation.  In  Title  III  of  the  Omnibus  Crime  Control  and 
Safe  Streets  Act  of  1968,  Congress  previously  disclaimed  any  attempt  to  place 
limitations  on  the  President's  constitutional  authority  in  this  area.  In  addition, 
the  Supreme  Court  has  specifically  left  open  the  question  whether  and  to  what 
extent  the  Fourth  Amendment,  and  specifically  the  warrant  requirement,  ap- 
plies to  electronic  surveillance  authorized  by  the  President  to  obtain  information 
relating  to  the  national  security  and  the  activities  of  foreign  powers.  In  United 
States  v.  United  States  District  Cowt,  while  holding  that  the  warrant  require- 
ment of  the  Fourth  Amendment  applied  in  the  domestic  security  field,  the  Court 
expressely  stated  that  "the  instant  case  requires  no  judgment  with  respect  to 
the  activities  of  foreign  powers,  ivithin  or  without  this  country."  It  is  not 
without  significance  that  the  words  of  the  Court  focus  on  the  subject  matter  of 
the  surveillance,   rather  than  on  the  physical  location  where  it  is  conducted. 

It  is  by  no  means  clear  that  the  proposed  legislative  measures  are  comi>elled 
by  the  Fourth  Amendment.  Indeed,  the  only  two  Courts  of  Appeals  to  address 
the  issue,  the  Third  Circuit  and  the  Fifth  Circuit,  have  held  that  the  warrant 
requirement  does  not  apply  to  national  security  cases  involving  foreign  ix)wers, 
and  that  the  President  has  the  authority  to  conduct  such  electronic  surveillance 
as  part  of  his  military  or  commander-in-chief  and  diplomatic  responsibilities. 
I  think  it  is  also  helpful  to  recall  the  exact  words  of  the  Fourth  Amendment : 
"The  right  of  the  people  to  be  secure  in  their  persons,  houses,  papers,  and  effects 
against  unreasonable  searches  and  seizures  shall  not  be  violated."  It  is  the  "peo- 
ple" whose  security  is  to  be  protected,  not  that  of  foreign  powers.  The  Fourth 
Amendment  was  intended  to  protect  the  privacy,  not  of  other  nations,  but  of 
"We,  the  People"  of  this  nation.  Nor  is  there  a  requirement  of  public  disclosure 
inherent  in  the  Fourth  Amendment.  It  was  not  designed  to  compel  exposure  of 
the  government,  but  to  prevent  the  unreasonable  exposure  of  the  individual. 

I  think  all  of  us  understand  the  impulse  which  leads  to  such  proposals.  It  comes 
in  part  from  a  desire  to  protect  citizens  from  harassment  and  from  unfair  prose- 
cutions, and  personal  abuses  of  this  nature.  But  this  is  to  misstate  the  pun^ose 
and  need  of  such  surveillance;  and  therefore  to  misconceive  the  remedy  for 
possible  abuses. 
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As  history  has  shown,  implicit  in  tlie  concept  of  government,  including  demo- 
cratic government,  is  the  need  and  hence  right  to  maintain  the  confidentiality  of 
information.  Confidentiality  cannot  be  without  limit,  of  course,  and  must  be 
balanced  against  tlie  right  of  all  citizens  to  be  informed  about  the  conduct  of 
their  government.  An  exercise  of  dircretion  is  clearly  required.  In  each  instance 
the  respective  interests  must  be  assessed  so  that  ultimately  the  public  interest 
may  be  served. 

In  most  governments,  the  question  of  which  governmental  body  shall  have 
the  authority  to  determine  the  proper  scope  of  the  confidentiality  interest  poses 
no  problem.  Under  our  Constitution,  however,  the  answer  is  complicated  by  the 
tripartite  nature  of  the  federal  government  and  the  doctrine  of  separation  of 
powers.  But  history,  I  believe,  has  charted  the  course.  P^or  the  most  part,  we  have 
entrusted  to  each  branch  of  government  the  decision  as  to  whether,  and  under 
what  circumstances,  information  properly  within  its  possession  should  be  dis- 
closed to  the  other  branches  and  to  the  public.  Competing  claims  among  the 
branches  for  information  have  been  resolved  mainly  l>y  the  forces  of  political 
persuasion  and  accommodation.  We  have  placed  our  trust  that  each  branch 
will  exercise  its  right  of  confidentiality  in  a  responsible  fashion,  with  the  i^eople 
as  the  ultimate  judge  of  their  conduct. 

The  only  exception  to  this  rule  was  established  by  the  Supreme  Court  last 
Term  in  United  t<totes  v.  Nixon.  The  Court  held  in  effect  that  need  for  demon- 
strably relevant  and  material  evidence  in  the  context  of  a  criminal  trial  prevailed 
over  the  need  of  the  Executive  for  confidentiality  in  decision-making.  Tlie  Court 
also  held,  however,  that  the  Executive's  right  of  confidentiality  was  founded  in 
the  Constitutiton  and  in  the  doctrine  of  separation  of  powers.  Thus,  the  Court 
stated : 

"The  privilege  is  fundamental  to  the  operation  of  government  and  inextricably 
rooted  in  the  separation  of  powers  under  tlie  Constitution." 

******** 

"Nowhere  in  the  Constitutiton  ...  is  there  any  explicit  reference  to  a  privilege 
of  confidentiality,  yet  to  the  extent  this  interest  relates  to  the  effective  dis- 
charge of  a  President's  powers,  it  is  constitutionally  based." 

The  Court  was  careful  to  emphasize  that  the  information  sought  was  not 
claimed  to  involve  military,  diplomatic,  or  sensitive  national  security  secrets, 
the  disclosure  of  which  the  Court  has  repeatedly  suggested  could  never  be  com- 
pelled and  which  as  a  matter  of  historical  fact  no  court  has  ever  compelled. 

The  practice  as  between  the  Executive  and  the  Congress  has  been  of  a  similar 
order.  Each  branch  has  traditionally  accorded  to  the  other  that  proper  degree 
of  deference  and  respect  commanded  by  Ihe  doctrine  of  separation  of  powers 
and  by  the  concomitant  need  for  confidentiality  in  government.  Attorney  Gen- 
eral Jackson,  in  declining  to  disclose  investigative  files  to  the  congressional  com- 
mittee, observed  that  the  precedents  for  such  refusals  extended  to  the  very 
foundation  of  the  nation  and  to  the  Administration  of  President  Washington.  He 
concluded : 

"This  discretion  in  the  executive  branch  has  been  upheld  and  respected  by 
the  judiciary.  The  courts  have  repeatedly  held  that  they  will  not  and  cannot 
require  the  executive  to  produce  such  papers  when  in  the  opinion  of  the  ex- 
ecutive their  production  is  contrary  to  the  public  interests.  The  courts  have  also 
held  that  the  question  whether  the  production  of  the  papers  would  be  against 
the  public  interest  is  one  for  the  executive  and  not  for  the  courts  to  determine." 

Congress,  of  course,  has  an  oversight  function  under  our  Constitution.  But 
that  function  has  never  been  thought  to  include  an  absolute  right  of  access  to 
confidential  information  within  the  jiossession  of  the  other  branches.  Its  limits 
are  necessarily  defined  by  the  legitimate  need  of  the  Judiciary  and  the  Executive 
for  confidentiality. 

Comparative  law  may  offer  an  insight  in  this  regard.  In  resolving  legal  issues, 
we  have  often  looked  to  Great  Britain  and  the  Parliament  as  helpful  models. 
Many  of  our  most  cherished  notions  concerning  justice  and  government  have 
been  shaped  and  influenced  by  the  Englisli  tradition.  The  issue  that  presently 
confronts  us  is  no  exception.  An  examination  of  the  British  system  reveals  that 
little  or  no  confidential  infonnation  is  ever  disclosed  by  the  Cabinet  to  parlia- 
mentary committees  in  the  House  of  Commons.  This  is  so  despite  the  fact  that 
maintaining  the  confidentiality  of  such  Information  would  be  far  easier  than 
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in  this  country.  Parliamentary  committees,  for  example,  have  far  fewer  mem- 
bers and  staff  than  their  American  counterparts,  thus  appreciably  minimizing 
the  dangers  of  unauthorized  disclosure.  Moreover,  the  sweeping  criminal  pro- 
visions of  tiie  British  Official  Secrets  Act,  coupled  with  the  absence  of  a  First 
Amendment,  deter  unauthorized  disclosure  to  a  far  greater  extent  than  would 
be  possible  under  our  system. 

More  generally,  having  surveyed  the  democracies  of  Western  Europe,  it  may 
be  said  without  equivocation  that  it  is  not  the  practice  of  governments  to  dis- 
close sensitive,  national  security,  or  foreign  policy  information  to  parliamentary 
committees.  Furtliermore,  congressional  committees  in  this  comitry,  through  the 
cooperation  and  acquiescence  of  the  Executive,  receive  far  more  such  infor- 
mation than  do  legislative  counterparts  in  any  other  country. 

The  more  general  question  of  disclosure  by  government  to  the  public  may  also 
be  illuminated  by  a  comparison  between  the  American  system  and  the  Swedish 
system.  Under  the  Freedom  of  the  Press  Act,  which  is  a  part  of  its  Constitu- 
tion, Sweden  is  committed  to  the  "principle  of  publicity,"  which  states  that  both 
Swedish  citizens  and  aliens  alike  shall  have  free  access  to  all  official  documents. 
The  extent  of  disclosure  of  official  documents  in  Sweden  is  exceeded  by  few,  if 
any,  other  governments  in  "Western  Europe.  Sweden's  principle  of  publicity  is, 
however,  subject  to  numerous  exceptions  si>eeified  in  its  Secrecy  Act.  These  ex- 
ceptions not  only  parallel  but  in  many  instances  exceed  the  exceptions  specified 
in  our  own  Freedom  of  Information  Act.  It  is  also  worth  noting  that  under  the 
Swedish  Act  the  unauthorized  release  of  a  document  excepted  from  disclosure 
subjects  a  civil  servant  to  criminal  liability.  By  contrast,  under  the  Freedom  of 
Information  Act,  it  is  the  arbitrary  failure  to  release  a  document  required  to  be 
disclosed  that  subjects  a  civil  servant  to  disciplinary  action. 

Again,  when  compared  with  the  democratic  governments  in  Western  Europe,  it 
is  fair  to  conclude  that  there  is  'by  far  a  greater  degree  of  public  disclosure  of 
information  by  the  United  States  Government  than  l)y  any  other  government. 
As  Professor  Gerhard  Casper  has  recently  written,  '•From  the  vantage  point  of 
comparative  polities,  I  think,  there  can  he  little  doubt  that  governmental  Gehehn- 
niskramcrei  (petty  seeretiveness)  looms  less  large  in  the  United  States  than  any- 
where else." 

Measured  against  any  government,  past  or  present,  ours  is  an  open  society.  But 
as  in  any  society  conflicts  among  values  and  ideals  iiersist,  demanding  continual 
reassessment  and  reflection.  The  problem  which  I  have  discussed  this  evening  is 
assuredly  one  of  the  most  important  of  these  conflicts.  It  touches  our  most  deeply 
felt  democratic  ideals  and  the  very  security  of  our  nation.  I  am  reminded  of  the 
title  which  E.  M.  Forster  gave  to  a  collection  of  his  essays,  Two  Cheers  for  Democ- 
racy. The  third  cheer,  he  suggested,  must  still  be  earned.  I  do  not  share  that  hesi- 
tancy. The  structure  established  by  our  Constitution  itself  represents  a  compro- 
mise and  a  genius  for  government. 

What  I  have  said  is  not  intended  tf)  minimize  in  any  way  the  need  for  candor 
between  the  government  and  the  people  to  whom  it  is  responsible.  Indeed  this  talk 
is  an  exercise  in  candor — an  attempt  to  confront  issues  directly  because  the  issues 
are  there.  The  issues  will  not  go  away.  The  American  public  is  misused  if  it  does 
not  understand  that  important  values  are  involved,  that  these  values  must  be  bal- 
anced, and  that  among  these  values  are  confidentiality,  the  right  of  the  people  to 
know,  and  the  right  of  the  government  to  obtain  important  information.  No  trick 
phrases  will  solve  our  problem.  Reactions  built  upon  crises  in  the  immediate  past 
are  suspect.  Rather  we  must  reach  back  into  the  sources  of  our  government,  and 
to  our  own  history  of  endeavor  and  accommodation,  where  wisdom  has  often  been 
exercised  to  make  the  difficult  choices. 

As  these  choices  are  made  I  trust  it  is  the  bar's  responsibility  to  enlighten  them 
with  understanding,  to  help  all  see  them  in  per.spective  because  that  is  essential 
for  the  future  of  our  country  and  for  the  protection  and  freedom  of  our  citizens. 

Department  of  Justice 

Testimony  of  the  Honorable  Edward  H.  Levi,  Attorney  General  of  the 
United  States  Before  the  Senate  Select  Committee  on  Intelligence 

I  am  here  today  in  response  to  a  request  from  the  Committee  to  discuss  the  rela- 
tionship between  electronic  surveillance  and  the  Fourth  Amendment  of  the  Consti- 
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tution.  If  I  remember  correctly,  the  original  request  was  that  I  place  before  the 
Committee  the  philosophical  or  jurisprudential  framework  relevant  to  this  rela- 
tionship which  lawyers,  those  with  executive  responsibilities  or  discretion,  and 
lawmakers,  viewing  this  complex  field,  ought  to  keep  in  mind.  If  this  sounds  vague 
and  general  and  perhaps  useless,  I  can  only  ask  for  indulgence.  My  first  concern 
when  I  received  the  request  was  that  any  remarks  I  might  be  able  to  make  would 
i)e  so  general  as  not  to  be  helpful  to  the  Committee.  But  I  want  to  be  as  helpful  to 
the  Committee  as  I  can  i)e. 

The  area  with  which  the  Committee  is  concerned  is  a  most  important  one.  In 
my  view,  the  development  of  t)ie  law  is  this  area  has  not  been  sati.sfactory,  al- 
though there  are  reasons  why  the  law  has  developed  as  it  has.  Improvement  of 
the  law,  which  in  part  means  its  clarification,  will  not  be  easy.  Yet  it  is  a  most 
important  venture.  In  a  talk  before  the  American  Bar  Association  last  August. 
I  discussed  some  of  the  aspects  of  the  legal  framework.  Speaking  for  the  De- 
partment of  .Tustice.  I  concluded  this  portion  of  the  talk  with  the  observation  and 
cnmmitment  that  "we  have  very  much  in  mind  the  necessity  to  determine  wha 
procedures  through  legislation,  court  action  or  executive  processes  will  best 
sen'e  the  national  interest,  including,  of  course,  the  protection  of  constitutional 
rights." 

I  begin  then  with  an  apology  for  the  general  nature  of  my  remarks.  This  will 
be  due  in  part  to  the  nature  of  the  law  itself  in  this  area.  But  I  should  state  at  the 
outset  there  are  other  reasons  as  well.  In  any  area,  and  possibly  in  this  one  more 
than  most,  legal  principles  gain  meaning  through  an  interaction  with  the  facts. 
Thus,  the  factual  situations  to  be  imagined  are  of  enormous  significance. 

As  this  Committee  well  knows,  some  of  the  factual  situations  to  be  imagined  in 
this  area  are  not  only  of  a  sensitive  nature  but  also  of  a  changing  nature.  There- 
fore, I  am  limited  in  what  I  can  say  about  them,  not  only  because  they  are  sensi- 
tive, but  also  because  a  lawyer's  imagination  about  future  scientific  developments 
carries  its  own  warnings  of  ignorance.  This  is  a  point  worth  making  when  one 
tries  to  develop  appropriate  safeguards  for  the  future. 

There  is  an  additional  professional  restriction  upon  me  which  I  am  sure  the 
Committee  will  appreciate.  The  Department  of  Justice  has  under  active  criminal 
investigation  various  activities  which  may  or  may  not  have  been  illegal.  In  addi- 
tion, the  Department  through  its  own  attorneys,  or  ])rivate  attorneys  sjieciall'- 
hired,  is  representing  present  or  former  government  employees  in  civil  .suits 
which  have  been  brought  against  them  for  activities  in  the  course  of  official  con- 
duct. These  circumstances  naturally  impose  some  limitation  upon  what  it  is  ap- 
propriate for  me  to  say  in  this  forum.  I  ought  not  give  specific  conclusory  opinions 
as  to  matters  under  criminal  investigation  or  in  litigation.  I  can  only  hope  that 
what  I  have  to  say  may  nevertheless  be  of  .some  value  to  the  Committee  in  its 
search  for  constructive  solutions. 

I  do  realize  there  has  to  be  some  factual  base,  however  unnfocused  it  may  at 
times  have  to  be,  to  give  this  discussion  meaning.  Therefore,  as  a  beginning.  I  pro- 
pose to  recount  something  of  the  history  of  the  Department's  position  and  prac- 
tice with  respect  to  the  use  of  electronic  surveillance,  both  for  telephone  wire- 
tapping and  for  trespassory  placement  of  microphcnes. 

As  I  read  the  history,  going  l)ack  to  1931  and  undoubtedly  prior  to  that  time, 
except  for  an  interlude  between  192S  and  1031  and  for  two  months  in  1940,  the 
policy  of  the  Department  of  Justice  has  lieen  that  electronic  surveillance  could  be 
employed  without  a  warrant  in  certain  circumstances. 

In  1928  the  Supreme  Court  in  Olmsfcad  v.  United  States  ^  held  that  wiretaj)- 
ning  was  not  within  the  coverage  of  the  Fourth  Amendment.  Attorney  Genera' 
Sargent  had  issued  an  order  earlier  in  the  same  year  prohibiting  what  was  then 
known  as  the  Bureau  of  Investigation  from  engaging  in  any  telephone  wiretap- 
ping for  any  reason.  Soon  after  the  order  was  issued,  the  Prohibition  Unit  was 
transferred  to  the  Department  as  a  new  Bureau.  Because  of  the  nature  of  its 
work  and  the  fact  that  the  Unit  had  previously  engaged  in  telephone  wiretapping, 
in  January  1931,  Attorney  General  William  D.  ^Mitchell  directed  that  a  .studv 
be  made  to  determine  whether  telephone  wiretapping  should  be  ]iermitted  and. 
if  so,  under  what  circumstances.  The  Attorney  General  determined  that  in  the 
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meantime  the  Bureaus  within  the  Department  could  engrage  in  telephone  wire- 
tapping upon  the  personal  approval  of  the  bureau  chief  after  consultation  with 
the  Assistant  Attorney  General  in  charge  ot  the  case.  The  policy  during  tliis 
period  was  to  allow  wiretapping  only  with  respect  to  tlie  telephones  of  syndicated 
bootleggers,  where  the  agent  had  probable  cause  to  believe  the  telephone  was  be- 
ing used  for  licpior  operations.  The  Bureaus  were  instructed  not  to  tap  telephones 
of  public  officials  and  other  persons  not  directly  engaged  in  the  licpior  business. 
In  December  1931.  Attorney  General  William  Mitchell  expanded  tlie  previous 
authority  to  include  "exceptional  cases  where  the  crimes  are  substantial  and 
serious,  and  the  necessity  is  great  and  [the]  bureau  chief  and  the  Assistant  Attox'- 
ney  General  are  satisfied  that  the  persons  whose  wires  are  to  be  tapped  are  of 
the  criminal  type." 

During  the  rest  of  the  thirties  it  appears  that  the  Department's  policy  con- 
cerning telephone  wiretapping  generally  conformed  to  the  guidelines  adopted 
by  Attorney  General  William  Mitchell.  Telephone  wiretapping  was  limited  to 
cases  involving  the  safety  of  the  victim  (as  in  kidnappings),  location  and  ap- 
prehension of  "desperate"  criminals,  and  other  cases  considered  to  be  of  major 
law  enforcement  importance,  such  as  espionage  and  sabotage. 

In  December  1937,  however,  in  the  first  Nardone  case"  the  United  States 
Supreme  Court  reversed  the  Court  of  Appeals  for  the  Second  Circuit,  and  applied 
Section  605  of  the  Federal  Communications  Act  of  1934  to  law  enforcement 
officers,  thus  rejecting  the  Department's  argument  that  it  did  not  so  apply.  Al- 
though the  Court  read  the  Act  to  cover  only  wire  interceptions  where  there 
had  also  Ijeen  disclosure  in  court  or  to  the  public,  the  decision  undoubtedly  had 
its  impact  upon  the  Department's  estimation  of  the  value  of  telephone  wire- 
tapping as  an  investigative  technique.  In  the  second  Nardone  case"  in  December 
1939,  the  Act  was  read  to  bar  the  use  in  court  not  only  of  the  overheard  evidence, 
but  also  of  the  fruits  of  that  evidence.  Possibly  for  this  reason,  and  also  becau.se 
of  public  concern  over  telephone  wiretapping,  on  March  15,  1940,  Attorney  Gen- 
eral Robert  Jackson  imposed  a  total  ban  on  its  use  by  the  Department.  This 
ban  lasted  about  two  months. 

On  May  21,  1940,  President  Franklin  Roosevelt  issued  a  memorandum  to  the 
Attorney  General  stating  his  view  that  electronic  surveillance  would  be  proper 
under  the  Constitution  where  "grave  matters  involving  defense  of  the  nation" 
were  involved.  The  President  authorized  and  directed  the  Attorney  General  "to 
secure  information  by  listening  devices  [directed  at]  the  conversation  or  other 
communications  of  persons  suspected  of  subversive  activities  against  the  Gov- 
ernment of  the  United  States,  including  suspected  spies."  The  Attorney  General 
was  requested  "to  limit  these  investigations  so  conducted  to  a  minimum  and  to 
limit  them  insofar  as  possible  as  to  aliens."  Although  the  President's  memorandum 
did  not  use  the  term  "trespassory  microphone  surveillance,'  "the  language  was 
sufficiently  broad  to  include  that  practice,  and  the  Department  construed  it  as 
an  authorization  to  conduct  trespassory  microphone  sur\-eillnnces  as  well  as 
telephone  wiretapping  in  national  security  cases.  The  authority  for  the  Presi- 
dent's action  was  later  confirmed  by  an  opinion  by  Assistant  Solicitor  General 
Charles  Fahy  who  advised  the  Attorney  General  that  electronic  surveillance  could 
be  conducted  where  matters  affected  the  security  of  the  nation. 

On  July  17,  1946,  Attorney  General  Tom  C.  Clark  sent  President  Truman  a  let- 
ter reminding  him  that  President  Roosevelt  had  authorized  and  directed  Attorney 
General  .Tackson  to  approve  "listening  devices  [directed  at]  the  conversation  of 
other  communications  of  persons  suspected  of  subversive  activities  against  the 
Government  of  the  United  States,  including  suspected  spies"  and  that  the  direc- 
tive had  been  followed  by  Attorneys  General  Robert  Jackson  and  Francis  Biddle. 
Attorney  General  Clark  recommended  that  the  directive  "be  continued  in  force" 
in  view  of  the  "increase  in  subversive  activities"  and  "a  very  substantial  increase 
in  crime."  He  stated  that  it  was  imperative  to  use  such  techniques  "in  cases 
-vitally  affecting  the  domestic  security,  or  where  human  life  is  in  jeopardy"  and 
that  Department  files  indicated  that  his  two  most  recent  predecessors  as  Attorney 
General  would  concur  in  this  view.  President  Truman  signed  his  concurrence  on 
the  Attorney  General's  letter. 


2  Nardone  v.  United  States,  302  U.S.  379. 
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According  to  the  Department's  records,  the  annual  total  of  telephone  wiretaps 
and  microphones  installed  by  the  Bureau  between  1940  through  1951  was  as 
follows : 

Telephone  wiretaps  :  Microphones  : 

1940—6  1940—6 

1941—67  1941—25 

1942—304  1942—88 

1943—475  1943—193 

194^^^517  1944—198 

1945—519  1945—186 

1946—364  1946—84 

1947—374  1947—81 

1948 — 416  1948—67 

1949—471  1949—75 

1950—270  1950—61 

1951—285  1951—75 

It  should  be  understood  that  these  figures,  as  is  the  case  for  the  figures  I  have 
given  before,  are  cumulative  for  each  year  and  also  duplicative  to  some  extent, 
since  a  telephone  wiretap  or  microphone  which  was  installed,  then  discontinued, 
but  later  reinstated  would  be  counted  as  a  new  action  upon  reinstatement. 

In  1952,  there  were  285  telephone  wiretaps,  300  in  1953.  and  322  in  1954. 
Between  February  1952  and  May  1954,  the  Attorney  General's  position  was  not 
to  authorize  trespassory  microphone  surveillance.  This  was  the  position  taken 
by  Attorney  General  McGrath,  who  informed  the  FBI  that  he  would  not  ap- 
prove the  installation  of  trespassory  microphone  surveillance  because  of  his 
concern  over  a  possible  violation  of  the  Fourth  Amendment.  FBI  records  indi- 
cate there  were  63  microphones  installed  in  1952,  there  were  52  installed  in  1953. 
and  there  were  99  installed  in  1954.  The  policy  against  Attorney  General  ap- 
proval, at  least  in  general,  of  trespassory  microphone  surveillance  was  reversed 
by  Attorney  General  Herbert  Brownell  on  May  20.  1954,  in  a  memorandum  to 
Director  Hoover  instructing  him  that  the  Bureau  was  authorized  to  conduct 
trespassory  microphone  surveillances.  The  Attorney  General  stated  that  "con- 
siderations of  internal  security  and  the  national  safety  are  paramount  and, 
therefore,  may  compel  the  unrestricted  use  of  this  technique  in  the  national 
interest." 

A  memorandum  from  Director  Hoover  to  the  Deputy  Attorney  General  on 
May  4,  1961,  described  the  Bureau's  practice  since  1954  as  follows:  "[I]n  the 
internal  security  field,  we  are  utilizing  microphone  surveillances  on  a  restricted 
basis  even  though  trespass  is  necessary  to  assist  in  uncovering  the  activities 
of  Soviet  intelligence  agents  and  Communist  Party  leaders.  In  the  interests 
of  national  safety,  microphone  surveillances  are  also  utilized  on  a  restricted 
basis,  even  though  trespass  is  neces.sary,  in  uncovering  major  criminal  activities. 
We  are  using  such  coverage  in  connection  with  our  investigations  of  the  clan- 
destine activities  of  top  hoodlums  and  organized  crime.  From  an  intelligence 
standpoint,  this  investigative  technique  has  produced  results  unobtainable 
through  other  means.  The  information  so  obtained  is  treated  in  the  same  man- 
ner as  information  obtained  from  wire  taps,  that  is,  not  from  the  standpoint  of 
evidentiary  value  but  for  intelligence  purposes." 

The  number  of  telephone  wiretaps  and  microphones  from  1955  through  1964 
was  as  follows : 

Telephone  wiretaps  :  Microphones  : 

1955—214  1955—102 

1956— KM  1956—71 

1957—173  1957—73 

1958—166  1958—70 

1959—120  1959—75 

1960—115  1960—74 

1961—140  1961—85 

1962—198  1962—100 

1963—244  1963—83 

1964^260  1964—106 
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It  appears  that  there  was  a  change  in  the  authorization  procedure  for  micro- 
phone surveillance  in  1965.  A  memorandum  of  March  30,  1965,  from  Director 
Hoover  to  the  Attorney  General  states  that  "[iln  line  with  your  suggestion  this 
morning,  I  have  already  set  up  the  procedure  similar  to  requesting  of  authority 
for  phone  taps  to  be  utilized  in  requesting  authority  for  placement  of  micro- 
phones." 

President  Johnson  announced  a  policy  for  federal  agencies  in  June  1965 
which  required  that  the  interception  of  telephone  conversations  without  the 
consent  of  one  of  the  parties  be  limited  to  investigations  relating  to  national  se- 
curity and  that  the  consent  of  the  Attorney  General  be  obtained  in  each  instance. 
The  memorandum  went  on  to  state  that  use  of  mechanical  or  electronic  devices 
to  overhear  conversations  not  communicated  by  wire  is  an  even  more  difficult 
problem  "which  raises  substantial  and  unresolved  questions  of  Constitutional 
interpretation."  The  memorandum  instructed  each  agency  conducting  such  an 
investigation  to  consult  with  the  Attorney  General  to  ascertain  whether  the 
agency's  practices  were  fully  in  accord  with  the  law- 

Subsequently,  in  September  1965,  the  Director  of  the  FBI  wrote  the  Attorney 
General  and  referred  to  the  "present  atmosphere,  brought  about  by  the  unre- 
strained and  injudicious  use  of  special  investigative  techniques  by  other  agencies 
and  departments,  resulting  in  Congressional  and  public  alarm  aiid  opposition  to 
any  activity  which  could  in  any  way  be  termed  an  invasion  of  privacy."  "A.s  a 
consequence,"  the  Director  wrote,  "we  have  discontinued  completely  the  use  of 
microphones."  The  Attorney  General  responded  in  part  as  follows :  "The  use  of 
wiretaps  and  microphones  involving  trespass  present  more  difficult  problems 
because  of  the  inadmissibility  of  any  evidence  obtained  in  court  cases  and  because 
of  current  judicial  and  public  attitude  regarding  their  use.  It  is  my  understand- 
ing that  such  devices  will  not  be  used  without  my  authorization,  although  in 
emergency  circumstances  they  may  be  used  subject  to  my  later  ratification.  At 
this  time  I  believe  it  desirable  that  all  such  techniques  be  confined  to  the  gather- 
ing of  intelligence  in  national  security  matters,  and  I  will  continue  to  approve  all 
such  requests  in  the  future  as  I  have  in  the  past.  I  see  no  need  to  curtail  any  such 
activities  in  the  national  security  field." 

The  policy  of  the  Department  was  stated  pulilicly  by  the  Solicitor  General  in  a 
supplemental  brief  in  the  Supreme  Court  in  Black  v.  United  States'  in  1966. 
Speaking  of  the  general  delegation  of  authority   by  attorneys  general  to  the 
Director  of  the  Bureau,  the  Solicitor  General  stated  in  his  brief : 

"An  exception  to  the  general  delegation  of  authority  has  been  prescribed,  since 
1940,  for  the  interception  of  wire  communications,  which  (in  addition  to  being 
limited  to  matters  involving  national  security  or  danger  to  human  life)  has 
required  the  specific  authorization  of  the  Attorney  General  in  each  instance.  No 
similar  procedure  existed  until  1965  with  respect  to  the  use  of  devices  such  as 
those  involved  in  the  instant  case,  although  records  of  oral  and  written  com- 
munications within  the  Department  of  Justice  reflect  concern  bv  Attorneys  Gen- 
eral and  the  Director  of  the  Federal  Bureau  of  Investigation' that  the  use  of 
listening  devices  by  agents  of  the  government  should  be  confined  to  a  strictlv 
limited  category  of  situations.  Under  Departmental  practice  in  effect  for  a  period 
of  years  prior  to  1963,  and  continuing  until  1965,  the  Director  of  the  Federal 
Bureau  of  Investigation  was  given  authority  to  approve  the  installation  of  devices 
such  as  that  in  question  for  intelligence  (and  not  evidentiary)  purposes  when 
required  in  the  interests  of  internal  security  or  national  safety,  including  orga- 
nized crime,  kidnappings  and  matters  wherein  human  life  might  be  at  stake.  .  .  . 
Present  Departmental  practice,  adopted  in  July  1965  in  conformity  with  the 
policies  declared  by  the  President  on  June  30,  1965,  for  the  entire  federal  estab- 
lishment, prohibits  the  use  of  such  listening  devices  (as  well  as  the  interception 
of  telephone  and  other  wire  commuj.ications)  in  all  instances  other  than  those 
involving  the  collection  of  intelligence  affecting  the  national  security.  The  specific 
authorization  of  the  Attorney  General  must  be  obtained  in  each  instance' when 
this  exception  is  invoked." 

The  Solicitor  General  made  a  similar  statement  in  another  brief  filed  that  same 
term  again  emphasizing  that  the  data  would  not  be  made  available  for  prose- 
cutorial purposes,  and  that  the  specific  authorization  of  the  Attorney  General 

^  Sup.  Ct.  Docket  No.  1029,  October  Term,  1965. 
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must  be  obtained  in  each  instance  when  the  national  security  is  sought  to  be 
invoked.^  Tlie  number  of  telephone  wiretaps  and  microphones  installed  since  1965 
are  as  follows : 

Telephone  wii'etaps  :  Microphones  : 

1965—233  1965—67 

,      1966—174  1966—10 

1967—113  1967—  0 

1968—  82  1968—  9 

1969—123  1969—14 

1970—102  1970—19 

1971—101  1971—16 

1972—108  1972—32 

1973—123  1973 — 40 

1974—190  1974—42 

Comparable  figures  for  the  year  1975  up  to  October  29  are : 

Telephone  wiretaps  :  Microphones  : 

121  24 

In  1968  Congress  passed  the  Omnibus  Crime  Control  and  Safe  Streets  Act. 
Title  III  of  the  Act  set  up  a  detailed  procedure  for  the  interception  of  wire  or 
oral  communications.  The  procedure  requires  the  issuance  of  a  judicial  warrant, 
prescribes  the  information  to  be  set  forth  in  the  petition  to  the  judge  so  that, 
among  other  things,  he  may  find  probable  cause  that  a  crime  has  been  or  is  about 
to  be  committed.  It  requires  notification  to  the  parties  subject  to  the  intended 
surveillance  wihin  a  period  not  more  than  ninety  days  after  the  application  for 
an  order  of  approval  has  been  denied  or  after  the  termination  of  the  period  of 
the  order  or  the  period  of  the  extension  of  the  order.  Upon  a  showing  of  good 
cause  the  judge  may  postpone  the  notification.  The  Act  contains  a  saving  clause 
to  the  effect  that  it  does  not  limit  the  constitutional  power  of  the  President  to 
take  such  measures  as  he  deems  necessary  to  protect  the  nation  against  actual 
or  potential  attack  or  other  hostile  acts  of  a  foreign  ix)wer,  to  obtain  foreign 
intelligence  information  deemed  essential  to  the  security  of  the  United  States, 
or  to  protect  national  security  information  against  foreign  intelligence  activities. 
Then  in  a  separate  sentence  the  proviso  goes  on  to  say,  "Nor  shall  anything  con- 
tained in  this  chapter  be  deemed  to  limit  the  constitutional  power  of  the  President 
to  take  such  measures  as  he  deems  necessary  to  protect  the  United  States  against 
the  overthrow  of  the  government  by  force  or  other  unlawful  means,  or  against 
any  other  clear  and  present  danger  to  the  structure  or  existence  of  the  govern- 
ment." 

The  Act  specifies  the  conditions  under  which  information  obtained  through 
a  presidentially  authorized  interception  might  be  received  into  evidence.  In 
speaking  of  this  saving  clause,  Justice  Powell  in  the  Keith  case  in  1972  wrote : 
"Congress  simply  left  presidential  powers  where  it  found  them."  In  the  Keith 
case  the  Supreme  Court  held  that  in  the  field  of  internal  security,  if  there  was 
no  foreign  involvement,  a  judicial  warrant  was  required  by  the  Fourth  Amend- 
ment. Fifteen  months  after  the  Keith  case  Attorney  General  Richardson,  in  a 
letter  to  Senator  Fulbright  which  was  publicly  released  by  the  Department, 
stated :  "In  general,  before  I  approve  any  new  application  for  surveillance 
without  a  warrant,  I  must  be  convinced  that  it  is  necessary  (1)  to  protect  the 
nation  against  actual  or  potential  attack  or  other  hostile  acts  of  a  foreign  i>ower ; 
(2)  to  obtain  foreign  intelligence  information  deemed  essential  to  the  security 
of  the  United  States;  or  (3)  to  protect  national  security  information  against 
foreign  intelligence  activities." 

I  have  read  the  debates  and  the  reports  of  the  Senate  Judiciary  Committee 
with  respect  to  Title  III  and  particularly  the  proviso.  It  may  be  relevant  to 
point  out  that  Senator  Philip  Hart  questioned  and  opposed  the  form  of  the  proviso 
reserving  presidential  power.  But  I  believe  it  is  fair  to  say  that  his  concern  was 
primarily,  i^erhaps  exclusively,  with  the  language  which  dealt  with  presidential 
power  to  take  such  measures  as  the  President  deemed  necessary  to  protect  the 
United  States  "against  any  other  clear  and  present  danger  to  the  structure  or 
existence  of  the  Government." 


5  Schipatii  v.  United  States,  Sup.  Ct.  Docket  No.  504,  October  Term,  1966. 
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I  now  come  to  tlie  Department  of  Justice's  present  position  on  electronic  sur- 
veillance conducted  without  a  warrant.  Under  the  standards  and  procedures 
established  by  the  President,  the  personal  approval  of  the  Attorney  General  is 
required  before  any  non-consensual  electronic  surveillance  may  be  instituted 
within  the  United  States  without  a  judicial  warrant.  All  requests  for  surveillance 
must  be  made  in  writing  by  the  Director  of  the  Federal  Bureau  of  Investigation 
and  must  set  forth  the  relevant  circumstances  that  justify  the  proposed  surveil- 
lance. Both  the  agency  and  the  Presidential  appointee  initiating  the  request 
must  be  identified.  These  requests  come  to  the  Attorney  General  after  they 
have  gone  through  review  procedures  within  the  Federal  Bureau  of  Investigation. 
At  my  request,  they  are  then  reviewed  in  the  Criminal  Division  of  the  Depart- 
ment. Before  they  come  to  the  Attorney  General,  they  are  then  examined  by  a 
special  review  group  whicli  I  have  established  within  the  Office  of  the  Attorney 
General.  Each  request,  before  authorization  or  denial,  receives  my  personal 
attention.  Requests  are  only  authorized  when  the  requested  electronic  sur- 
veillance is  necessary  to  protect  the  nation  against  actual  or  potential  attack 
or  other  hostile  acts  of  a  foreign  power ;  to  obtain  foreign  intelligence  deemed 
essential  to  the  security  of  the  nation ;  to  protect  national  security  information 
against  foreign  intelligence  activities ;  or  to  obtain  information  certified  as 
necessary  for  the  conduct  of  foreign  affairs  matters  important  to  the  national 
security  of  the  United  States.  In  addition  the  subject  of  the  electronic  surveillance 
must  be  consciously  assisting  a  foreign  power  or  foreign-based  political  group,  and 
there  must  be  assurance  that  the  minimum  physical  intrusion  necessary  to  obtain 
the  information  sought  will  be  used.  As  the.se  criteria  will  show  and  as  I  will 
indicate  at  greater  length  later  in  discussing  current  guidelines  the  Department 
of  Justice  follows,  our  concern  is  with  respect  to  foreign  powers  or  their  agents. 

In  a  public  statement  made  last  July  9th,  speaking  of  the  warrantless  surveil- 
lances then  authorized  by  the  Department,  I  said  "it  can  be  said  that  there  are  no 
outstanding  instances  of  warrantless  wiretaps  or  electronic  surveillance  directed 
against  American  citizens  and  none  will  be  authorized  by  me  except  in  cases 
where  the  target  of  surveillance  is  an  agent  or  collaborator  of  a  foreign  power." 
This  statement  accurately  reflects  the  situation  today  as  well. 

Having  described  in  this  fashion  something  of  the  history  and  conduct  of  the 
Department  of  Justice  with  respect  to  telephone  wiretaps  and  microphone  instal- 
lations, I  should  like  to  remind  the  Committee  of  a  point  with  which  I  began, 
namely,  that  the  factual  situations  to  be  imagined  for  a  discussion  such  as  this 
are  not  only  of  a  sensitive  but  a  changing  nature.  I  do  not  have  much  to  say  about 
this  except  to  recall  some  of  the  language  used  by  General  Allen  in  his  testimony 
before  this  Committee.  The  techniques  of  the  NSA,  he  said,  are  of  the  most  sensi- 
tive and  fragile  character.  He  described  as  the  responsibility  of  the  NSA  the 
interception  of  international  communication  signals  sent  through  the  air.  He 
said  there  had  been  a  watch  list,  which  among  many  other  names,  contained  the 
names  of  U.S.  citizens.  Senator  Tower  spoke  of  an  awesome  technology — a  huge 
vacuum  cleaner  of  communications — which  had  the  potential  for  abuses. 

General  Allen  pointed  out  that  "The  Ignited  States,  as  part  of  its  effort  to 
produce  foreign  intelligence,  has  intercepted  foreign  communications,  analyzed, 
and  in  some  cases  decoded,  these  communications  to  produce  such  foreign  intelli- 
gence since  the  Revolutionary  War."  He  said  the  mission  of  NSA  is  directed  to 
foreign  intelligence  obtained  from  foreign  electrical  communications  and  also 
from  other  foreign  signals  such  as  radar.  Signals  are  intercepted  by  many  tech- 
niques and  processed,  sorted  and  analyzed  by  procedures  which  reject  inappro- 
priate or  unnecessary  signals.  He  mentioned  that  the  interception  of  communica- 
tions, however  it  may  occur,  is  conducted  in  such  a  manner  as  to  minimize  the 
unwanted  messages.  Nevertheless,  according  to  his  statement,  many  unwanted 
communications  are  potentially  selected  for  further  processing.  He  testified  that 
subsequent  processing,  sorting  and  selection  for  analysis  are  conductetl  in  accord- 
ance with  strict  procedures  to  insure  immediate  and,  wherever  possible,  auto- 
matic rejection  of  inappropriate  messages.  The  analysis  and  reporting  is 
accomplished  only  for  those  messages  which  meet  specific  conditions  and  require- 
ments for  foreign  intelligence.  The  use  of  lists  of  words,  including  individual 
names,  subjects,  locations,  et  cetera,  has  long  been  one  of  the  methods  used  to 
sort  out  information  of  foreign  intelligence  value  from  that  which  is  not  of 
interest. 

General  Allen  mentioned  a  very  interesting  statute,  18  USC  952,  to  which  I 
should  like  to  call  your  particular  attention.  The  statute  makes  it  a  crime  for 
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any  one  who  by  virtue  of  his  employment  by  tlie  United  States  obtains  any 
official  diplomatic  code  and  willfully  publishes  or  furnishes  to  another  without 
authorization  any  such  code  or  any  other  matter  which  was  obtained  while  in 
the  process  of  transmission  between  any  foreign  government  and  its  diplomatic 
mission  in  the  United  States.  I  call  this  to  your  attention  because  a  certain 
indirection  is  characteristic  of  the  development  of  law,  whether  by  statute  or  not, 
in  this  area. 

The  Committee  will  at  once  recognize  that  I  have  not  attempted  to  summarize 
General  Allen's  testimony,  but  rather  to  recall  it  so  that  this  extended  dimension 
of  the  variety  of  fact  situations  which  we  have  to  think  about  as  we  explore  the 
coverage  and  direction  of  the  Fourth  Amendment  is  at  least  suggested. 

Having  attempted  to  provide  something  of  a  factual  base  for  our  discussions, 
I  turn  now  to  the  Fourth  Amendment.  Let  me  say  at  once,  however,  that  while 
the  Fourth  Amendment  can  be  a  most  important  guide  to  values  and  pro- 
cedures, it  does  not  mandate  automatic  solutions. 

The  history  of  the  Fourth  Amendment  is  very  much  the  history  of  the  American 
Revolution  and  this  nation's  quest  for  independence.  The  Amendment  is  the 
legacy  of  our  early  years  and  reflects  values  most  cherished  by  the  Founders. 
In  a  direct  sense,  it  was  a  reaction  to  the  general  warrants  and  writs  of  assist- 
ance employed  by  the  officers  of  the  British  Crown  to  rummage  and  ransack 
colonists'  homes  as  a  means  to  enforce  antismuggling  and  customs  laws.  General 
search  warrants  had  been  used  for  centuries  in  England  against  those  accused 
of  seditious  libel  and  other  offenses.  These  warrants,  sometimes  judicial,  some- 
times not,  often  general  as  to  persons  to  be  arrested,  places  to  be  searched,  and 
things  to  be  seized,  were  finally  condemned  by  Lord  Camden  in  1765  in  Entk-k  v. 
Cm-rington,'^  a  decision  later  celebrated  by  the  Supreme  Court  as  a  "landmark 
of  English  liberty  .  .  .  one  of  the  permanent  monuments  of  the  British  Constitu- 
tion." ^  The  case  involved  a  general  warrant,  issued  by  Lord  Halifax  as  Secretary 
of  State,  authorizing  messengers  to  search  for  John  Entick  and  to  seize  his 
private  papers  and  books.  Entick  had  written  publications  criticizing  the  Crown 
and  was  a  supi)orter  of  John  Wilkes,  the  famous  author  and  editor  of  the  North 
Briton  whose  own  publications  had  prompted  wholesale  arrests,  searches,  and 
seizures.  Entick  sued  for  trespass  and  obtained  a  jury  verdict  in  his  favor.  In 
upholding  the  verdict.  Lord  Camden  observed  that  if  the  government's  power 
to  break  into  and  search  homes  were  accepted,  "the  secret  cabinets  and  bureaus 
of  every  subject  in  this  kingdom  would  be  thrown  open  to  the  search  and  inspec- 
tion of  a  messenger,  whenever  the  secretary  of  state  shall  see  fit  to  charge,  or 
even  to  suspect,  a  person  to  be  the  author,  printer,  or  publisher  of  a  seditious 
libel."  * 

The  practice  of  the  general  warrants,  however,  continued  to  be  known  in  the 
colonies.  The  writ  of  assistance,  an  even  more  arbitrary  and  oppressive  instru- 
ment than  the  general  warrant,  was  also  widely  used  by  revenue  officers  to  detect 
smuggled  goods.  Unlike  a  general  warrant,  the  writ  of  assistance  was  virtually 
unlimited  in  duration  and  did  not  have  to  be  returned  to  the  court  upon  its 
execution.  It  broadly  authorized  indiscriminate  searches  and  seizures  against 
any  person  suspected  by  a  customs  officer  of  ix)ssessing  prohibited  or  uncustomed 
goods.  The  writs,  sometimes  judicial,  sometimes  not,  were  usually  issued  by 
colonial  judges  and  vested  Crown  officers  with  unreviewed  and  unbounded  discre- 
tion to  break  into  homes,  rifle  drawers,  and  seize  private  papers.  All  officers  and 
subjects  of  the  Crown  were  further  commanded  to  assist  in  the  writ's  execution. 
In  1761  James  Otis  eloquently  denounced  the  writs  as  "the  worst  instnmient  of 
arbitrary  power,  the  most  destructive  of  English  liberty,  and  the  fundamental 
principles  of  law,  that  ever  was  found  in  an  English  law  book,"  since  they  put 
"the  liberty  of  every  man  in  the  hands  of  every  petty  officer."  *  Otis  fiery  oration 
later  prompted  Jolin  Adams  to  reflect  that  "then  and  there  was  the  first  scene 
of  the  first  act  of  opposition  to  the  arbitrary  claims  of  Great  Britain.  Then  and 
there  the  child  Independence  was  bom."  ^° 

The  words  of  the  Fourth  Amendment  are  mostly  the  product  of  James  Madison. 
His  original  version  appeared  to  be  directed  solely  at  the  issuance  of  improper 


6  19  Howell's  State  Trials.  1029. 

■^  Boyd  V.  United  States.  116  U.S.  616,  627  (1886). 

s  19  Howell's  State  Trials,  at  1029. 

»  Tudor,  Life  of  James  Otis  (182.S),  p.  66. 

10  Works  of  John  Adams,  X.  276. 
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warrants."  Revisions  accomplished  under  circumstances  that  are  still  unclear 
transformed  the  Amendment  into  two  separate  clauses.  The  change  has  influenced 
our  understanding  of  the  nature  of  the  rights  it  protects.  As  embodied  in  our 
Constittition,  the  Amendment  reads :  "The  right  of  the  people  to  be  secure  in 
their  persons,  houses,  papers,  and  effects,  against  unreasonable  searches  and 
seizures,  shall  not  be  violated,  and  no  Warrants  shall  issue,  but  upon  probable 
cause,  suported  by  oath  or  affirmation,  and  particular  describing  the  place  to 
be  searched,  and  the  persons  or  things  to  be  seized." 

Our  understanding  of  the  purposes  underlying  the  Fourth  Amendment  has 
been  an  evolving  one.  It  has  been  shaped  by  subsequent  historical  events,  by 
the  changing  conditions  of  our  modern  technological  society,  and  by  the  develop- 
ment of  our  o^\^l  traditions,  customs,  and  values.  From  the  beginning,  of  course, 
there  has  been  agreement  that  the  Amendment  protects  against  practices  such 
as  those  of  the  Crown  officers  under  the  notorious  general  warrants  and  writs 
of  assistance.  Above  all,  the  Amendment  safeguards  the  people  from  imlimited, 
undue  infringement  by  the  government  on  the  security  of  persons  and  their 
property. 

But  our  perceptions  of  the  language  and  spirit  of  the  Amendment  have  gone 
beyond  the  historical  wrongs  the  Amendment  was  intended  to  prevent.  The 
Suprme  Court  has  served  as  the  primary  explicator  of  these  evolving  perceptions 
and  has  sought  to  articulate  the  values  the  Amendment  incorporates.  I  believe 
it  is  useful  in  our  present  endeavor  to  identify  some  of  these  jjerceived  values. 

First,  broadly  considered,  the  Amendment  speaks  to  the  autonomy  of  the 
individual  against  society.  It  seeks  to  accord  to  each  individual,  albeit  imper- 
fectly, a  measure  of  the  confidentiality  essential  to  tlie  attainment  of  human 
dignity.  It  is  a  shield  against  indiscriminate  exposure  of  an  individual's  private 
affairs  to  the  world — an  exposure  which  can  destroy,  since  it  places  in  jeopardy 
the  spontaneity  of  thought  and  action  on  which  so  much  depends.  As  Justice 
Brandeis  observed  in  his  dissent  in  the  Olmstcad  case,  in  the  Fourth  Amendment 
the  Founders  "conferred,  as  agai  vst  the  Government,  the  right  to  be  let  alone — 
the  most  comprehensive  of  rights  and  the  right  most  valued  by  civilized  men."  ^ 
Judge  Jerome  Frank  made  the  same  point  in  a  dissent  in  a  case  in  which  a 
paid  informer  with  a  concealed  microphone  broadcast  an  intercepted  conversa- 
tion to  a  narcotics  agent.  Judge  Frank  wrote  that  "[a]  sane,  decent,  civilized 
society  must  pl■o^■ide  some  such  oasis,  some  shelter  from  public  scrutiny,  some 
insulated  enclosure,  some  enclave,  some  inviolate  place  which  is  a  man's  castle."  ^'' 
The  Amendment  does  not  protect  absolutely  the  privacy  of  an  individual.  The 
need  for  privacy,  and  the  law's  response  to  that  need,  go  beyond  the  Amend- 
ment. But  the  recognition  of  the  value  of  individual  autonomy  remains  close 
to  the  Amendment's  core. 

A  parallel  value  has  been  the  Amendment's  special  concern  with  intrusions 
when  the  purpose  is  to  obtain  evidence  to  incriminate  the  victim  of  the  search. 
As  the  Supreme  Court  observed  in  Boyd,  which  involved  an  attempt  to  compel 
the  production  of  an  individual's  private  papers,  at  some  point  the  Fourth 
Amendment's  prohibition  against  unreasonable  searches  and  seizures  and  the 
Fifth  Amendment's  prohibition  against  compulsory  .self-incrimination  "run 
almost  into  each  other.""  The  intrusion  on  an  individual's  privacy  has  long 
been  thought  to  be  especially  grave  when  the  search  is  based  on  a  desire  to 
discover  incriminating  evidence.'^ 


^'^  Madison's  proposal  read  ai5  follows  : 

"The  rijrlits  of  the  people  to  be  secured  in  their  persons,  their  homes,  their  papers, 
and  their  own   property,   from   all   unreasonable   searches  and   seizures,   shall   not   be 
violated  by  warrants  issued  without  probable  cause,  supported  by  oath  or  affirmation, 
or  not  particularly  describing:  the  places  to  be  searched,  or  the  persons  or  things  to  be 
seized.'' 
Annals  of  Conjr..  1st  Conjr..  1st  Sess..  p.  452. 
"  Olmstead  v.  United  States.  277  TT.S.  471.  478  (1928). 
"  United  States  v.  On  Lee.  193  F.  2d  .S06.  315-10  (1951). 
"  United  States  v.  Boyd,  116  U.S.  61fi.  6.30  (1S86). 

IS  The  concern  with  self-incrimination  is  reflected  in  the  test  of  standing  to  invoke  the 
exclusionary  rule.  As  the  Court  stated  in  United  States  v.  Calandra,  414  U.S.  338,  348 
( ly  I 'x }  '. 

"Thus,  standing  to  invoke  the  exclusionary  rule  [under  the  Fourth  Amendment] 
has  been  confined  to  situations  where  the  Government  seeks  to  use  such  evidence  to 
incriminate  the  victim  of  the  unlawful  search.  .  .  .  This  standing  rule  Is  premised 
on  a  recognition  that  the  need  for  deterrence,  and  hence  the  rationale  for  excluding 
the  evidence  are  stronges;;t  where  the  Government's  unlawful  conduct  would  result  in 
imposition  of  a  criminal  sanction  on  the  victim  of  the  search." 
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The  desire  to  incriminate  may  be  seen  as  only  an  aggravating  circumstau^^^^ 
the  search,  but  it  has  at  times  proven  to  be  a  decisive  factor  m  determining  its 
legalftv  Indeed,  in  Boyd  the  Court  declared  broadly  that  •'comiielling  the  pro- 
ducUon  of  [a  p^rson'sl'private  books  and  papers,  to  convict  him  of  cnme,^^or^^o 
forfeit  his  property,  is  contrary  to  the  principles  of  a  free  government  ihe 
incriminatiig  ^idence  point  goes  to  the  integrity  of  the  criminal  justice  sys- 
te^ Tt  does  Sot  necessarily  settle  the  issue  whether  the  overhearing  can  properly 
take  place.  It  goes  to  the  use  and  purpose  of  the  information  overheard 

In^additionll  concern  of  the  Amendment  has  been  the  Protection  of  freedom 
of  thought,  speech,  and  religion.  The  general  warrants  ^^'e^e^^^f^m  England  as 
a  powerful  instrument  to  suppress  what  was  regarded  as  seditious  libel  or  non- 
?oS?orStv.  Wilkes  was  imprisoned  in  the  Tower  and  all  ^^^^  .Private  papers 
seized  under  such  a  warrant  for  his  criticism  of  the  King.  As  Justice  Frankfurtei 
SSed  dTssenting  in  a  case  that  concerned  the  permissible  scope  of  searches 
iSent  to  arrest,  -How  can  there  be  freedom  of  thought  or  freedom  of  speech  or 
freedom  of  religion,  if  the  police  can  without  warrant,  search  your  house  and 
mfne  from  gar?et  to  cellar  .  .  .?""  So  Justice  Powell  ^^^tj^  m  Ke^i^ha 
"Fourth  Amendment  protections  become  the  more  necessary  ^^  ^1^"  .^he  targets  ot 
official  surveillance  may  be  those  suspected  of  unorthodoxy  in  their  political 

^"^ Another  concern  embodied  in  the  Amendment  may  be  found  in  its  second  clause 
deamig  w'th  the  warrant  requirement,  even  though  the  Fourth  Amendment  does 
not  always  require  a  warrant.  The  fear  is  that  the  law  enforcement  officer  fun- 
cheied,  may  misuse  his  powers  to  harass  those  who  hold  unpopular  or  simply 
different  views  and  to  intrude  capriciously  upon  the  privacy  of  inf^i^'^  ^uals.  It  is 
the  recognition  of  the  possibility  for  abuse,  inherent  whenever  executive  discre- 
ton?s  uncontrolled,  that  gives  rise  to  the  requirement  of  a  --"J^^*- ^l^f ^^^Se'i 
ment  constitutes  an  assurance  that  the  judgment  of  a  "^^  '^fl  f"^^/^f^^f^^^ 
magistrate  will  come  to  bear  before  the  intrusion  is  made  and  that  the  decision 
wSSer  tie  privacv  of  the  individual  must  yield  to  a  greater  need  of  society 

^"Vt^^^S^^^^^  Amendment  is  revealed  in  its  or^ning 
words  'The  rfght  of  the  people."  Who  are  "the  i^ople"  to  w^iom  the  Amendmen 
refers  The  Constitution  begins  with  the  phrase,  "We  the  People  of  the  Lnited 
States'-'  That  phrase  has  thi  character  of  words  of  art,  denoting  tbe  power  from 
wMch  the  constitution  comes.  It  does  suggest  a  special  ^^f^^^/^^^^^f  FoTrni 
citizen  and  for  those  who  share  the  responsibilities  of  citizens^  ??5  *  .  rnf 
Amendment  guards  the  right  of  "the  people"  and  it  can  be  urged  that  it  was  not 
mS  to  ?pp!?  to  foreign  nations,  their  agents  and  collaborators.  Its  application 
inflv  flt  least  take  account  of  that  difference.  .,1, 

The  values  outUned  above  have  been  embodied  in  the  Amendment  from  the  be- 
.^inning  But  the  importance  accorded  a  particular  value  has  varied  during  the 
course  of  our  history.  Some  have  been  thought  more  important  or  more  threat- 
ened than  0  hers  at  times.  When  several  of  the  values  coalesce,  the  need  for  pro- 
toctlon  has' been  regarded  as  greatest.  When  only  --%l^'^^^[^l^^\Zt  S 
hPPn  reararded  as  lessened.  Moreover,  the  scope  of  the  Amendment  itseit  nas 
Seen  Iltered  over  time,  expanding  or  contracting  in  the  face  of  changing  cir- 
cumstances and  needs.  As  with  the  evolution  of  other  constitutional  provisions. 
th^devSopSSit  has  been  case  in  definitional  terms.  Words  have  been  read  by 
Afferent  JusSs  and  different  Courts  to  mean  different  things.  The  words  of  the 
iiSmen^  ha?e  not  changed;  we.  as  a  people,  and  the  world  which  envelops  us, 

^'""In  important  example  is  what  the  Amendment  seeks  to  guard  as  "secure." 
Tht  woXng  of  tie  Fourth  Amendment  suggests  a  concern  with  tangible  prop- 
erty By  its  temis,  the  Amendment  protects  the  right  of  the  people  to  be  secure 
S  their  "persons,  iiouses,  papers  and  effects."  The  emphasis  appears  to  be  on  the 
material  possessions  of  a  person,  rather  than  on  his  privacy  generally  The  Court 
camfS  that  conclusion  in  1928  in  the  Olmsteacl  case,-  holding  that^ the  intercep- 
tion of  telephone  messagas,  if  accomplished  ^^ithout  a  physical  trespass,  was 
outside  tie  scope  of  the  Fourth  Amendment.  Chief  Justice  Taft,  writing  for 
the  Court,  reasoned  that  wiretapping  did  not  involve  a  search  or  seizure,  the 
Amendment  protected  only  tangible  material  "effects"  and  not  mt^npbles  such 
as  oral  conversations.  A  thread  of  the  same  idea  can  be  found  m  Entick,  where 
Lord  Camden  said :  "The  great  end  for  which  men  entered  into  society  was  to 

"116  T'.S..  at  631-32.  ,,„.^x 

17  Harmv.r/jufed.  Spates,  331  U.S..  145,  163  (1940 

w  Vtiited  StatcK  v.  United  States  District  Court,  407  U.S.  297,  314  (197.i). 

19  Olmstead  v.  United  States,  277  U.S.  438. 
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secure  their  property."  But.  while  the  removal  and  carrying  off  of  papers  was 
a  trespass  of  the  most  aggravated  sort,  inspection  alone  was  not:     the  eye, 
Lord  Camden  said,  -'cannot  by  the  law  of  England  be  guilty  of  a  trespass. 

The  movement  of  the  law  since  Olmstead  has  been  steadily  from  portection 
of  property  to  protection  of  privacy.  In  the  Goldman  case '"  in  1942  the  Court  held 
that  the  use  of  a  detectaphone  placed  against  the  wall  of  a  room  to  overhear 
oral  conversations  in  an  adjoining  office  was  not  unlawful  because  no  physical 
trespass  was  involved.  The  opinion's  unstated  assumption,  however,  appeared 
to  be  that  a  private  oral  conversation  could  be  among  the  protected  "effects" 
within  the  meaning  of  the  Fourth  Amendment.  The  Silverman  case^  later 
eroded  Olmstead  substantially  by  holding  that  the  Amendment  was  violated 
by  the  interception  of  an  oral  conversation  through  the  use  of  a  spike  mike 
driven  into  a  party  wall,  penetrating  the  heating  duct  of  the  adjacent  home.  The 
Court  stated  that  the  question  whether  a  trespass  had  occurred  as  a  technical 
matter  of  property  law  was  not  controlling ;  the  existence  of  an  actual  intrusion 
was  sufficient. 

The  Court  finally  reached  the  opposite  emphasis  from  its  previous  stress  on 
property  in  1967  in  Katz  v.  United  States."-  The  Court  declared  that  the  Fourth 
Amendment  "'protects  people,  not  places."  against  unreasonable  searches  and 
seizures ;  that  oral  conversations,  although  intangible,  were  entitled  to  be  secure 
against  the  uninvited  ear  of  a  government  officer,  and  that  the  interception  of 
a  telephone  conversation,  even  if  accomplished  without  a  trespass,  violated  the 
privacy  on  which  petitioner  justifiably  relied  while  using  a  telephone  booth. 
Justice  Harlan,  in  a  concurring  opinion,  explained  that  to  have  a  constitutionally 
protected  right  of  privacy  under  A'«^^  it  was  necessary  that  a  person,  first, 
"have  exhibited  an  actual  (subjective)  expectation  of  privacy  and,  second,  that 
the  expectation  be  one  that  society  is  prepared  to  recognized  as  'reasonable.'  "  ^ 

At  first  glance,  Katz  might  be  taken  as  a  statement  that  the  Fourth  Amend- 
ment now  protects  all  reasonable  expectations  of  privacy — that  the  boundaries 
of  the  right  to  privacy  are  coterminous  with  those  of  the  Fourth  Amendment. 
But  that  assumption  would  be  misleading.  To  begin  with,  the  Amendment  still 
protects  some  interests  that  have  very  little  if  anything  to  do  with  privacy.  Thus, 
the  police  may  not,  without  warrant,  seize  an  automobile  parked  on  the  owners' 
driveway  even  though  they  have  reason  to  believe  that  the  automobile  was  used 
in  committing  a  crime.  The  interest  protected  by  the  Fourth  Amendment  in  such 
a  case  is  probably  better  defined  in  terms  of  property  than  privacy.  Moreover, 
the  Katz  opinion  itself  cautioned  that  "the  Fourth  Amendment  cannot  be  trans- 
lated into  a  general  constitutional  'right  to  privacy.'  "  '*  Some  privacy  interests 
are  protected  by  remaining  Constitutional  guarantees.  Others  are  protected  by 
federal  statute,  by  the  states,  or  not  at  all. 

The  point  is  twofold.  First,  under  the  Court's  decisions,  the  Fourth  Amendment 
does  not  protect  every  exi)ectation  of  privacy,  no  matter  how  reasonable  or  actual 
tliat  expectation  may  be.  It  does  not  protect,  for  example,  against  false  friends' 
betrayals  to  the  police  of  even  the  most  private  confidences.  Second,  the  "reason- 
able expectation  of  privacy"  standard,  often  said  to  be  the  test  of  Katz,  is  itself 
a  conclusion.  It  represents  a  judgment  that  certain  behavior  should  as  a  matter  of 
law  be  protected  against  unrestrained  governmental  intrusion.  That  judgment, 
to  be  sure,  rests  in  part  on  an  a.ssessment  of  the  reasonableness  of  the  expectation, 
that  is,  on  an  objective,  factual  estimation  of  a  risk  of  intrusion  under  given  cir- 
cumstances, joined  with  an  actual  expectation  of  privacy  by  the  i>erson  involved 
in  a  particular  case.  But  it  is  plainly  more  than  that,  since  it  is  also  intermingled 
with  a  judgment  as  to  how  important  it  is  to  society  that  an  expectation  should  be 
confirmed — a  judgment  based  on  a  i^erception  of  our  customs,  traditions,  and 
values  as  a  free  people. 

The  Katz  decision  itself  illustrates  the  point.  AVa.s  it  really  a  "reasonable 
expectation"  at  the  time  of  Katz  for  a  person  to  believe  that  his  telephone  conver- 
sation in  a  public  phone  booth  was  private  and  not  susceptible  to  interception  by 
a  mirerophone  cm  the  booth's  outer  wall?  Almost  forty  years  earlier  in  Olmstead 
the  Court  held  that  such  nontrespassory  interceptions  were  permissible.  Goldman 
reaffirmed  that  holding.  So  how  could  Katz  reasonably  expect  the  contrary?  The 
answer,  I  think,  is  that  the  court's  deei.sion  in  Katz  turned  ultimately  on  an  as- 
sessment of  the  effect  of  permitting  such  unrestrained  intrusions  on  the  individ- 
ual in  his  private  and  social  life.  The  judgment  was  that  a  license  for  unlimited 

2"  Goldman  v.  United  States,  .316  U.S.  129. 
=1365  U.S.  .505  (1961). 
"  389  U.S.  .347. 
=3  Id.,  at  361. 
2*  Id.,  at  350. 
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governmental  intrusions  upon  every  telephone  would  pose  too  g^-eft  a  clanger  to 
the  si>ontaneity  of  human  thought  and  behavior.  Justice  Harlan  put  the  i»int  this 

'^^'The  analysis  must,  in  my  view,  trans<?end  the  search  for  subjective  expecta- 
tions orlS  attribution  of  assumptions  of  risk.  Our  expectations,  and  the  risks 
we  assume,  are  in  large  part  reflections  of  laws  that  translate  into  rules  the  cus- 
toms and  values  of  the  past  and  present."  ^  .  .  ..  ,  +t, 
A  weighing  of  values  is  an  inescapable  part  in  the  interpretation  and  growth 
of  the  Fourth  Amendment.  Expectations,  and  their  reasonableness,  vary  accord- 
inVto  circumstances.  So  will  the  need  for  an  intrusion  and  its  likely  effect  These 
elements  will  define  the  boundaries  of  the  interests  which  the  Amendment  holds 

''^ToTdentify  the  interests  which  are  to  be  "secure."  of  course  only  begins  the 
inquiry  It  is  equally  essential  to  identify  the  dangers  from  which  those  interests 
are  to  be  secure.  What  constitutes  an  intrusion  will  depend  on  the  scope  of  the 
nrotected  interest.  The  early  view  that  the  Fourth  Amendment  protected  only 
tangible  property  resulted  in  the  rule  that  a  physical  trespass  or  taking  was 
the  measSre  of  an  intrusion.  Olmstcad  rested  on  the  fact  that  the^e  ^^^f  .^^f^^ 
no  physical  trespass  into  the  defendant's  home  or  office.  It  also  held  that  the 
use  of  the  sense  of  hearing  to  intercept  a  conversation  did  not  constitute  a 
search  or  seizure.  Katz,  by  expanding  the  scope  of  the  protected  interests, 
necessarily  altered  our  understanding  of  what  constitutes  an  intrusion,  bmce 
intangibles  such  as  oral  conversations  are  now  regarded  as  protected  ettects 
the  overhearing  of  a  conversation  may  constitute  an  intrusion  apart  from  wheth- 
er a  phvslcal  trespass  is  involved.  ^     .    .         4-      •   ^.^  „ 

The  nature  of  the  search  and  seizure  can  be  very  important.  An  entry  into  a 
house  to  search  its  interior  may  be  view  as  more  serious  than  the  overhearing 
of  a  certain  type  of  conversation.  The  risk  of  abuse  may  loom  larger  in  one  case 
than  the  other.  The  factors  that  have  come  to  be  viewed  as  most  important, 
however,  are  the  purpose  and  effect  of  the  intrusion.  The  Supreme  Court  has 
tended  to  focus  not  so  much  on  what  was  physically  done,  but  on  why  it  was 
done  and  what  the  consequence  is  likely  to  be.  What  is  seized,  why  it  was  seized, 
and  what  is  done  with  what  is  seized  are  critical  questions. 

I  stated  earlier  that  a  central  concern  of  the  Fourth  Amendment  was  with 
instrusions  to  obtain  evidence  to  incriminate  the  victim  of  the  search.  This 
concern  has  been  reflected  in  Supreme  Court  decisions  which  have  traditionally 
treated  intrusions  to  gather  incriminatory  evidence  differently  from  intrusions 
for  neutral  or  benign  purposes.  In  Frank  v.  Maryland/^  the  appellant  was  fined 
for  refusing  to  allow  a  housing  inspector  to  enter  his  residence  to  determine 
whether  it  was  maintained  in  compliance  with  the  municipal  housing  code. 
Violation  of  the  code  would  have  led  only  to  a  direction  to  remove  the  violation. 
Only  failure  to  comply  with  the  direction  would  lead  to  a  criminal  sanction. 
The  Court  held  that  such  administrative  searches  could  be  conducted  without 

warrant. 

Justice  Frankfurter,  writing  for  the  Court,  noted  that  the  Fourth  Amendment 
was  a  reaction  to  "ransacking  by  Crown  officers  of  the  homes  of  citizens  in  search 
of  evidence  of  crime  or  of  illegally  imported  goods." ""  He  Observed  that  both 
Enticlc  and  Boyd  were  concerned  with  attempts  to  compel  individuals  to  incrimi- 
nate themselves  in  criminal  cases  and  that  "it  was  on  the  issue  of  the  right  to 
be  secure  from  searches  for  evidence  to  be  used  in  criminal  prosecutions  or  for 
forfeitures  that  the  great  battle  for  fundamental  liberty  was  fought."  ^  There 
was  thus  a  great  difference,  the  Justice  said,  between  searches  to  seize  evidence 
for  criminal  prosecutions  and  searches  to  detect  the  existence  of  municipal 
health  code  violations.  Searches  in  this  later  category,  conducted  "as  an  adjunct 
to  a  regulatory  scheme  for  the  general  welfare  of  the  community  and  not  as 
a  means  of  enforcing  the  criminal  law,  [have]  antecedents  deep  in  our  history," 
and  should  not  be  subjected  to  the  warrant  requirement."' 

Frank  was  later  overruled  in  1967  in  Camara  v.  Municipal  Court,^  and  a 
companion  case.  See  v.  City  of  Seattle.^^  In  Camara,  appellant  was,  like  Frank, 
charged  with  a  criminal  violation  as  a  result  of  his  refusal  to  permit  a  municipal 
inspector  to  enter  his  apartment  to  investigate  possible  violations  of  the  city's 

2=  United  states  v.  White,  401  U.S.  745,  786  (1971)  (dissenting  opinion). 
2«  ,3.59  U.S.  360  (1959). 

27  Id.,  at  .'^e.S. 

28  1,1.,  at  .S65. 

29  Id.,  at  367. 
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housing  code.  The  Supreme  Court  rejected  the  Frank  rationale  that  municipal 
fire,  health,  and  housing  inspections  could  be  conducted  without  a  warrant 
because  the  object  of  the  intrusion  was  not  to  searcli  for  the  fruits  or  instru- 
mentalities of  crime.  Moreover,  the  Court  noted  that  most  regulatory  laws  such 
as  fire,  health,  and  housing  ecxles  were  enforced  by  criminal  processes,  that 
refusal  to  permit  entry  to  an  inspector  was  often  a  criminal  offense,  and  that 
the  "self-protection"  or  "non-incrimination"  objective  of  the  Fourth  Amendment 
was  therefore  Indeed  involved. 

But  the  doctrine  of  Camara  proved  to  be  limited.  In  1971  in  Wynian  v.  James  ^ 
the  Court  held  that  a  "home  visit"  by  a  welfare  caseworker,  which  entailed  ter- 
mination of  benefits  if  the  welfare  i-ecipient  refused  entry,  was  lawful  despite 
the  absence  of  a  warrant.  The  Court  relied  on  the  importance  of  the  public's 
interest  in  obtaining  Information  about  the  recipient,  the  reasonableness  of  the 
measures  taken  to  ensure  that  the  intrusion  was  limited  to  the  extent  prac- 
ticable, and  most  importantly,  the  fact  that  the  primary  objective  of  the  search 
was  not  to  obtain  evidence  for  a  criminal  investigation  or  prosecution.  Camara 
and  Frank  were  distinguished  as  involving  criminal  proceedings. 

Perhaps  what  these  cases  mainly  say  is  that  the  purpose  of  the  intrusion, 
and  the  use  to  which  what  is  seized  is  put.  are  more  important  from  a  con- 
stitutional standpoint  than  the  physical  act  of  intrusion  itself.  Where  fFie 
purpose  or  effect  is  noncriminal,  the  search  and  seizure  is  perceived  as  less 
troublesome  and  there  is  a  readiness  to  find  reasonableness  even  in  the  absence 
of  a  judicial  warrant.  By  contrast,  wlure  the  puriJose  of  the  intrusion  is  to 
gather  incriminatory  evidence,  and  hence  hostile,  or  wiien  the  consequence  of 
the  intrusion  is  the  sanction  of  the  criminal  law,  greater  protections  may  be 
given. 

The  Fourth  Amendment  then,  as  it  has  always  been  interpreted,  does  not 
give  absolute  ijrotection  against  Government  intrusion.  In  the  words  of  the 
Amendment,  the  right  guaranteed  is  security  against  unreasonahlc  searches  and 
seizures.  As  Justice  Wliite  said  in  the  Catnara  case,  "there  can  be  no  ready  test 
for  determining  reasonableness  other  than  by  balancing  the  need  to  search 
against  the  invasion  wiiich  the  search  entails."  ^  Whether  there  has  been  a 
constitutionally  prohiliited  invasion  at  all  has  come  to  depend  less  on  an  abso- 
lute dividing  line  between  protected  and  unprotected  areas,  and  more  on  an 
estimation  of  the  individual  security  interests  affected  by  the  Government's 
actions.  Those  effects,  in  turn,  may  depend  on  the  purpose  for  which  the  search 
is  made,  w-hether  it  is  hostile,  neutral,  or  benign  in  relation  to  the  person  whose 
interests  are  invaded,  and  also  on  the  manner  of  the  search. 

By  the  same  token,  the  Government's  need  to  search,  to  invade  individual 
privacy  interests,  is  no  longer  measured  exclusively — if  indeed  it  ever  was — by 
the  traditional  probable  cause  standard.  The  second  clau.se  of  the  Amendment 
states,  in  part,  that  "no  warrants  shall  issue  but  upon  probable  cause."  The  con- 
cept of  probable  cause  has  often  been  read  to  bear  iipon  and  in  many  cases  to 
control  the  question  of  the  reasonableness  of  searches,  whether  with  or  without 
warrant.  The  traditional  formulation  of  the  standard,  as  "reasonable  grounds 
for  believing  that  the  law  was  being  violated  on  the  premises  to  be  searched" 
relates  to  the  Governmental  interest  in  the  prevention  of  criminal  offenses,  and  to 
seizure  of  their  instrum.ents  and  fruits.'"  This  formulation  once  took  content 
from  the  long-standing  "mere  evidence  rule" — that  searches  could  nolt  be  under- 
taken "solely  for  the  purpose  of  .  .  .  [securing]  evidence  to  be  used  ...  in  a 
criminal  or  penal  proceeding,  but  that  they  may  be  resorted  to  only  when  a  pri- 
mary right  to  such  search  and  seizure  may  be  found  in  the  interest  which  the 
public  .  .  .  may  have  in  the  property  to  be  seized.^"  Tlie  Government's  interest 
in  the  intrusion,  like  the  individual's  interest  in  privacy,  thus  was  defined  in 
terms  of  property,  and  the  right  to  search  as  well  as  to  seize  was  limited  to 
item.s — contraband  and  the  fruits  and  instrumentalities  of  crime — in  which  the 
Government's  interest  was  thought  superior  to  the  individual's.  This  notion,  long 
eroded  in  practice,  was  expressly  abandoned  by  the  Court  in  1967  in  Warden  v. 
Hayden.  Thus,  the  detection  of  crime — the  need  to  discover  and  use  "mere  evi- 
dence"— may  presently  justify  intrusion. 

Moreover,  as  I  have  indicated,  the  Court  has  held  that,  in  certain  situations, 
something  less  than  probable  cause — in  the  traditional  .^ense — may  be  suflScient 
ground  for  intrusion,  if  the  degree  of  intrusion  is  limited  strictly  to  the  purposes 
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for  which  it  is  inade.  In  Ten-y  v.  Ohio^  the  Court  held  that  a  i>olicemaii,  in  order 
to  protect  himself  and  others  nearhy,  may  conduct  a  limited  "pat  down"  search 
for  weapons  when  he  has  reasonable  grounds  for  believing  that  criminal  conduct 
is  taking  place  and  that  the  person  searched  is  armed  and  dangerous.  Last  term, 
in  United  States  v.  B rignoni-Poncef'  the  Court  held  that,  if  an  officer  has  a 
"founded  suspicion"  that  a  car  in  a  border  area  contains  illegal  aliens,  the  officer 
may  stop  the  car  and  ask  the  occupants  to  explain  suspicious  circumstances. 
The  Court  concluded  that  the  important  Governmental  interest  involved,  and  the 
absence  of  practical  alternatives,  justified  the  minimal  intrusion  of  a  brief  stop. 
In  both  Terry  and  Brignoni,  the  Court  emphasized  that  a  more  drastic  intrusion — 
a  thorough  search  of  the  suspect  or  automobile — would  require  the  justification 
of  traditional  probable  cause.  This  point  is  reflected  in  the  Court's  decisions  in 
Almeida-Sanehez^  and  Ortiz,^^  '.i  which  the  Court  held  that,  despite  the  interest 
in  stemming  illegal  immigration,  searches  of  automobiles  either  at  fixed  check- 
points or  by  roving  patrols  in  places  that  are  not  the  "functional  equivalent"  of 
borders  could  not  be  undertaken  withoiit  probable  cause. 

Nonetheless,  it  is  clear  that  the  traditional  probable  cause  standard  is  not  the 
exclusive  measure  of  the  Government's  interest.  The  kind  and  degree  of  intere.st 
required  depend  on  the  severity  of  the  intrusion  the  Government  seeks  to  make. 
The  requirement  of  the  probable  cause  standard  itself  may  vary,  as  the  Court 
made  clear  in  Camaraf  That  case,  as  you  recall,  concerned  the  nature  of  the 
probable  cause  requirement  in  the  context  of  searches  to  identify  housing  code 
violations.  The  Court  was  persuaded  that  the  only  workable  method  of  enforce- 
ment was  periodic  inspection  of  all  structures,  and  concluded  that  because  the 
search  was  not  "personal  in  nature,"  and  the  invasion  of  privacy  involved  was 
limited,  probable  cause  could  be  based  on  "appraisal  of  conditions  in  the  area  as 
p.  whole,"  rather  than  knowledge  of  the  condition  of  particular  buildings.  "If  a 
valid  public  interest  justifies  the  intrusion  contemplated,"  the  court  stated,  "then 
there  is  probable  cause  to  issue  a  suitable  restricted  search  warrant." 

In  the  Keith  case,  while  holding  that  domestic  national  security  surveillance — 
not  involving  the  activities  of  foreign  powers  and  their  agent.s — was  subject  to  the 
warrant  requirement,  the  Court  noted  that  the  reasons  for  such  domestic  surveil- 
lance may  differ  from  those  justifying  surveillances  for  ordinary  crimes,  and  that 
domestic  security  surveillances  often  have  to  be  long  range  projects.  For  these 
reasons,  a  standard  of  probable  cause  to  oljtain  a  warrant  different  from  the  tra- 
ditional standard  would  be  justified  :  "Different  standards  may  he  compatible 
with  the  Fourth  Amendment  if  they  are  reasonable  both  in  relation  to  the  legiti- 
mate need  of  Government  for  intelligence  information  and  the  protected  rights  of 
our  citizens."  ^ 

In  brief,  although  at  one  time  the  "reasonableness"  of  a  search  may  have  been 
defined  according  to  the  traditional  probable  cause  standard,  the  situation  has  now 
been  reversed.  Probable  cause  has  come  to  depend  on  reasonableness — on  the  legiti- 
mate need  of  the  Government  and  whether  there  is  reason  to  believe  that  the  pre- 
cise intrusion  sought,  measured  in  terms  of  its  effect  on  individual  security,  is 
necessary  to  satisfy  it. 

Tliis  point  is  critical  in  evaluating  the  reasonableness  of  searches  or  surveil- 
lances undertaken  to  protect  national  securilty.  In  some  instances,  the  Govern- 
ment's interest  may  be,  in  part,  to  protect  the  nation  against  sijecific  actions  of 
foreign  powers  or  their  agents — actions  that  are  criminal  offenses.  In  other  in- 
stances, the  interest  may  be  to  protect  against  the  possibility  of  actions  by  foreign 
powers  and  their  agents  dangerous  to  national  security— actions  that  may  or  may 
not  be  criminal.  Or  the  interest  may  be  solely  to  gather  intelligence,  in  a  variety 
of  forms,  in  the  hands  of  foreign  agents  and  foreign  powers— intelligence  that  may 
be  essential  to  informed  conduct  of  our  nation's  foreign  affairs.  This  last  interest 
indeed  may  often  be  far  more  critical  for  the  protection  of  the  nation  than  the 
detection  of  a  particular  criminal  offense.  The  Fourth  Amendment's  standard  of 
reasonableness  as  it  has  developed  in  the  Court's  decisions  is  sufficiently  flexible 
to  recognize  this. 

Just  as  the  reasonableness  standard  of  the  Amendment's  first  clause  has  taken 
content  from  the  pr(Vl)able  cause  standard,  so  it  has  also  come  to  incorporate  the 
particularity  requirement  of  the  warrant  clause — that  warrants  particularly  de- 
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scribe  "the  place  to  be  searched,  and  the  persons  or  things  to  he  seized."  As  one 
Circuit  Court  has  written,  although  pointing  out  the  remedy  might  not  be  very 
extensive,  "[Ljimitations  on  the  fruit  to  be  gathered  tend  to  limit  the  quest 
itself."  " 

The  Government's  interest  and  purpose  in  undertaking  the  search  defines  its 
scope,  and  the  societal  importance  of  that  purpose  can  be  weighed  against  the 
effects  of  the  intnision  on  the  individual.  By  precise  definition  of  the  objects 
of  the  search,  the  degree  of  intrusion  can  be  minimized  to  that  reasonably  neces- 
sary to  achieve  the  legitimate  purpose.  In  this  sense,  the  particularity  require- 
ment of  the  warrant  clause  is  analogous  to  the  minimization  requirement  of 
Title  III,'"  that  interceptions  "be  executed  in  such  a  way  as  to  minimize  the 
interception  of  communications  not  otherwise  subject  to  interception"  under  the 
Title. 

But  there  is  a  distinct  aspect  to  the  particularity  requirement — one  that  is 
often  overlooked.  An  oflScer  who  has  obtained  a  warrant  base<l  upon  probable 
cause  to  search  for  particular  items  may  in  conducting  the  search  necessarily 
have  to  examine  other  items,  some  of  which  may  constitute  evidence  of  an  en- 
tirely distinct  crime.  The  normal  rule  under  the  plain  view  doctrine  is  that  the 
oflScer  may  seize  the  latter  incriminating  items  as  well  as  those  specifically  iden- 
tified in  the  warrant  so  long  as  the  scope  of  the  authorized  search  is  not  exceeded. 
The  minimization  rule  responds  to  the  concern  about  overly  broad  searches,  and 
it  requires  an  effort  to  limit  what  can  be  seized.  It  also  may  be  an  attempt  to 
limit  how  it  can  be  used.  Indeed,  this  minimization  concern  may  have  been  the 
original  purpose  of  the  "mere  evidence"  rule. 

The  concern  about  the  use  of  what  is  seized  may  be  most  important  for 
future  actions.  Until  very  recently — in  fact,  imtil  the  Court's  1971  decision  in 
Bivens  ^ — the  only  sanction  against  an  illegal  search  was  that  its  fruits  were 
inadmissible  at  any  criminal  trial  of  the  person  whose  interest  was  invaded. 
So  long  as  this  was  the  only  sanction,  the  courts,  in  judging  rea.sonableness.  did 
not  really  have  to  weigh  any  governmental  interest  other  than  that  of  detecting 
crimes.  In  practical  effect,  a  search  could  only  be  "unreasonable"  as  a  matter 
of  law  if  an  attempt  was  made  to  use  its  fruits  for  prosecution  of  a  criminal 
offense.  So  long  as  the  Government  did  not  attempt  such  use,  the  search  could 
continue  and  the  Government's  interests,  other  than  enforcing  criminal  laws, 
could  be  satisfied. 

It  may  be  said  that  this  confuses  rights  and  remedies ;  searches  could  be 
unreasonable  even  though  no  sanction  followed.  But  I  am  not  clear  that  this  is 
theoretically  so,  and  realistically  it  was  not  so.  As  I  have  noted  earlier,  the  rea- 
sonableness of  a  search  has  depended,  in  major  part,  on  the  purpose  for  which 
it  is  undertaken  and  on  whether  that  purpose,  in  relation  to  the  i>erson  whom 
it  affects,  is  hostile  or  benign.  The  search  most  hostile  to  an  individual  is  one 
in  preparation  for  his  criminal  prosecution.  Exclusion  of  evidence  from  criminal 
trials  may  help  assure  that  searches  undertaken  for  ostensibly  benign  motives 
are  not  used  as  blinds  for  attempts  to  find  criminal  evidence,  while  permitting 
searches  that  are  genuinely  benign  to  continue.  But  there  is  a  more  general 
point.  The  effect  of  a  Government  intrusion  on  individual  security  is  a  function, 
not  only  of  the  intrusion's  nature  and  circumstances,  but  also  of  disclosure  and 
of  the  use  to  which  its  product  is  put.  Its  effects  are.  perhaps  greatest  when  it 
is  employed  or  can  be  employed  to  impo.se  criminal  sanctions  or  to  deter,  by  dis- 
closure, the  exercise  of  individual  freedoms.  In  short,  the  use  of  the  product 
seized  bears  upon  the  reasonableness  of  the  search. 

These  observations  have  particular  bearing  on  electronic  surveillance.  By  the 
nature  of  the  technology  the  "search"  may  necessarily  be  far  broader  than  its 
legitimate  objects.  For  example,  a  surveillance  justified  as  the  only  means  of 
obtaining  valuable  foreign  intelligence  may  require  the  temporary  overhearing 
of  conversations  containing  no  foreign  intelligence  whatever  in  order  eventually 
to  locate  its  object.  To  the  extent  that  we  can,  by  purely  mechanical  means, 
select  out  only  that  information  that  fits  the  purpose  of  the  search,  the  intrusion 
is  radically  reduced.  Indeed,  in  terms  of  effects  on  individual  security,  there 
would  be  no  intrusion  at  all.  But  other  steps  may  be  appropriate.  In  this  respect, 
I  think  we  should  recall  the  language  and  the  practice  for  many  years  under 
former  §  605  of  the  Communications  Act.  Tlie  Act  was  violated,  not  by  surveil- 
lance alone,  but  only  by  surveillance  and  disclosure  in  court  or  to  the  public.  It 
may  be  that  if  a  critical  Government  purpose  justifies  a  surveillance,  but  because 
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of  technological  limitations  it  is  not  possible  to  limit  surveillance  strictly  to  those 
persons  as  to  whom  alone  surveillance  is  justified,  one  way  of  reducing  the  intru- 
sion's effects  is  to  limit  strictly  the  revelation  or  disclosure  or  the  use  of  its  prod- 
uct. Minimization  procedures  can  be  very  important. 

In  discussing  the  standard  of  reasonableness,  I  have  necessarily  described  the 
evolving  standards  for  issuing  warrants  and  the  standards  governing  their  scope. 
But  I  have  not  vet  discussed  the  warrant  requirement  itself— how  it  relates  to 
the  reasonableness  standard  and  what  purposes  it  was  intended  to  serve.  The 
relationship  of  the  warrant  requirement  to  the  reasonableness  standard  was 
described  by  Justice  Robert  Jackson :  "Any  assumption  that  evidence  sufficient  to 
support  a  magistrate's  disinterested  determination  to  issue  a  search  warrant  will 
justify  the  officers  in  making  a  search  without  a  warrant  would  reduce  the 
Amendment  to  a  nullity  and  leave  the  people's  homes  secure  only  in  the  discre- 
tion of  police  officers  .  . .  When  the  right  of  privacy  must  reasonably  yield  to  the 
right  of  search  is,  as  a  rule,  to  be  decided  by  a  judicial  officer,  not  by  a  policeman 
or  government  enforcement  agent."  ^  This  view  has  not  always  been  accepted  by 
a  majority  of  the  Court ;  the  Court's  view  of  the  relationship  between  the  general 
reasonableness  standard  and  the  warrant  requirement  has  shifted  often  and  dra- 
matically. But  the  view  expressed  by  Justice  Jackson  is  now  quite  clearly  the 
prevailing  position. 

The  Court  said  in  Katz  that  "searches  conducted  outside  the  judicial  process, 
without  prior  approval  by  judge  or  magistrate,  are  per  se  unreasonable  under  the 
Fourth  Amendment — subject  only  to  a  few  specifically  established  and  well- 
delineated  exceptions."  "  Such  exceptions  include  those  grounded  in  necessity— 
where  exigencies  of  time  and  circumstance  make  resort  to  a  magistrate  prac- 
tically impossible.  These  include,  of  course,  the  Terry  stop  and  frisk  and,  to  some 
degree,  searches  incident  to  arrest.  But  there  are  other  exceptions,  not  always 
grounded  in  exigency — for  example,  some  automobile  searches— and  at  least  some 
kinds  of  searches  not  conducted  for  purposes  of  enforcing  criminal  laws — such 
as  the  welfare  visits  of  Wyman  v.  James.  In  short,  the  warrant  requirement 
itself  depends  on  the  purpose  and  degree  of  intrusion.  A  footnote  to  the  majority 
opinion  in  Katz,  as  well  as  Justice  White's  concurring  opinion,  left  open  the  pos- 
sibility that  warrants  may  not  be  required  for  searches  undertaken  for  national 
security  purposes.  And,  of  course,  Justice  Powell's  opinion  in  Keith,  while  requir- 
ing warrants  for  domestic  security  surveillances,  suggests  that  a  different  balance 
may  be  struck  when  the  surveillance  is  undertaken  against  foreign  powers  and 
their  agents  to  gather  intelligence  information  or  to  protect  against  foreign 
threats. 

The  purpose  of  the  warrant  requirement  is  to  guard  against  over-zealousness 
of  Government  officials,  who  may  tend  to  over-estimate  the  basis  and  necessity 
of  intrusion  and  to  under-estimate  the  impact  of  their  efforts  on  individuals. 
"The  historical  judgment,  which  the  Fourth  Amendment  accepts,  is  that  un- 
reviewed  executive  discretion  may  yield  too  readily  to  pressures  to  obtain  in- 
criminating evidence  and  overlook  potential  invasions  of  privacy  and  protected 
speech."  *®  These  purposes  of  the  warrant  requirement  must  be  kept  firmly  in 
mind  in  analyzing  the  appropriateness  of  applying  it  to  the  foreign  intelligence 
and  security  area. 

There  is  a  real  possibility  that  application  of  the  warrant  requirement,  at 
least  in  the  form  of  the  normal  criminal  search  warrant,  the  form  adopted  in 
Title  III,  will  endanger  legitimate  Government  interests.  As  I  have  indicated. 
Title  III  sets  up  a  detailed  procedure  for  interception  of  wire  or  oral  communi- 
cations. It  requires  the  procurement  of  a  judicial  warrant  and  prescribes  the 
information  to  be  set  forth  in  the  petition  to  the  judge  so  that,  among  other 
things,  he  may  find  probable  cause  that  a  crime  has  been  or  is  about  to  be  com- 
mitted. It  requires  notificaton  to  the  jmrties  subject  to  the  surveillance  -within 
a  period  after  it  has  taken  place.  The  statute  is  clearly  unsuited  to  protection 
of  the  vital  national  interests  in  continuing  detection  of  the  activities  of  foreign 
powers  and  their  agents.  A  notice  requirement — aside  from  other  i>ossible  reper- 
cussions— could  destroy  the  usefulness  of  intelligence  sources  and  methods.  The 
most  critical  sur^^eillance  in  this  area  may  have  nothing  whatever  to  do  with 
detection  of  crime. 

Apart  from  the  problems  presented  by  particular  provisions  of  Title  III,  the 
argument  against  application  of  the  warrant  requirement,  even  with  an  expanded 
probable  cause  standard,  is  that  judges  and  magistrates  may  underestimate  the 
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importance  of  the  Government's  need,  or  that  the  information  necessary  to  make 
that  determination  cannot  be  disclosed  to  a  judge  or  magistrate  without  risk 
of  Its  accidental  revelation— a  revelation  that  could  work  great  harm  to  the 
nation's  security.  What  is  often  less  likely  to  be  noted  is  that  a  magistrate  may 
be  as  prone  to  overestimate  as  to  underestimate  the  force  of  the  Government's 
need.  Warrants  necessarily  are  issued  ex  parte;  often  decision  must  come  quick- 
ly on  the  basis  of  information  that  must  remain  confidential.  Applications  to 
any  one  judge  or  magistrate  would  be  only  sporadic ;  no  opinion  could  be  pub- 
lished ;  this  would  limit  the  growth  of  judicially  developed,  reasonably  imiform 
standards  based,  in  part,  on  the  quality  of  the  information  sought  and  the 
knowledge  of  possible  alternatives.  Equally  important,  responsibility  for  the  in- 
trusion would  have  been  diffused.  It  is  possible  that  the  actual  number  of 
searches  or  surveillances  would  increase  if  executive  officials,  rather  than  bearing 
responsibility  themselves,  can  find  shield  behind  a  magistrate's  judgment  of 
reasonableness.  On  the  other  hand,  whatever  the  practical  effect  of  a  warrant 
requirement  may  be,  it  would  still  serve  the  important  purpose  of  assuring  the 
public  that  searches  are  not  conducted  without  the  approval  of  a  neutral  ma<-is- 
trate  who  could  prevent  abuses  of  the  technique.  " 

In  discussing  the  advisability  of  a  warrant  requirement,  it  may  also  be  use- 
ful to  distinguish  among  i>ossible  situations  that  arise  in  the  national  security 
area.  Three  situation.s— greatly  simplified— come  to  mind.  Thev  differ  from  one 
another  in  the  extent  to  which  they  are  limited  in  time  or  in  target    First    the 
search  may  be  directed  at  a  particular  foreign  agent  to  detect  a  specific  antici- 
pated activity— such  as  the  purchase  of  a  secret  document.  The  activity  which  is 
to  be  detected  ordinarily  would  constitute  a  crime.  Second,  the  search  mav  be 
more  extended  in  time— even  virtually  continuous— but  still  would  be  directed 
at  an  identified  foreign  agent.  The  purpose  of  such  a  surveillance  would  be  to 
monitor  the  agent's  activities,  determine  the  identities  of  persons  whose  access 
to  classified  information  he  might  be  exploiting,  and  determine  the  identity  of 
other  foreign  agents  with  whom  he  may  be  in  contact.  Such  a  surveillance  luight 
also  gather  foreign  intelligence  information  about  the  agent's  own  country    in- 
formation that  would  be  of  positive  intelligence  value  to  the  United  States  Third 
there  may  be  virtually  continuous  surveillance  which  bv  its  nature  does  not  have 
specifically  pre-determined  targets.   Such  a  surveillance  could  be  designed   to 
gather  foreign  intelligence  information  essential  to  the  security  of  the  nation 
The  more  limited  in  time  and  target  a  surveillance  is,  the  more  nearly  anal- 
ogous it  appears  to  be  with  a  traditional  criminal  search  which  involves  a  par- 
ticular target  location  or  individual  at  a  specific  time.  Thus,  the  first  situation 
I  just  described  would  in  that  respect  be  most  amenable  to  some  sort  of  warrant 
requirement,  the  second  less  so.  The  efficacy  of  a  warrant  requirement  in  the 
third  situation  would  be  minimal.  If  the  third  type  of  surveillance  I  described 
were  submitted  to  prior  judicial  approval,  that  judicial  decision  would  take  the 
form  of  an  ex  parte  declaration  that  the  program  of  surveillance  designed  by 
the  Government  strikes  a  reasonable  balance  between  the  government's  need  for 
the  information  and  the  protection  of  individual's  rights.  Nevertheless,  it  may 
be  that  different  kinds  of  warrants  could  be  developed  to  cover  the  third  situa- 
tion. In  his  opinion  in  Imeida-Sanchez,'^  Justice  Powell  suggested  the  possibility 
of  area  warrants— issued  on  the  basis  of  the  conditions  in  the  area  to  be  sur- 
veilled — to  allow  automobile  searches  in  areas  near  America's  borders.  The  law 
has  not  lost  its  inventiveness  and  it  might  be  possible  to  fashion  new  judicial  ap- 
proaches to  the  novel  situations  that  come  up  in  the  area  of  foreign  intelligence 
I  think  it  must  be  pointed  out  that  for  the  development  of  such  an  exended   new 
kind  of  warrant,  a  statutory  base  might  be  required  or  at  least  appropriate.  At  the 
same  time,  in  dealing  with  this  area,  it  may  be  mistaken  to  focus  on  the  warrant 
requirement  alone  to  the  exclusion  of  other,  possibly  more  realistic,  protections. 
What.  then,  is  the  shape  of  the  present  law?  To  begin  with,  several  statutes 
appear  to  recognize  that  the  Government  does  intercept  certain  messages  for  for- 
eign intelligence  purposes  and  that  this  activity  must  be.  and  can  be.  carried  out. 
Section  952  of  Title  18,  which  I  mentioned  earlier  is  one  example ;  section  798  of 
the  .same  title  is  another.  In  addition.  Title  Ill's  provi.so.  which  I  have  quoted 
earlier,  explicitly  disclaimed  any  intent  to  limit  the  authority  of  the  Executive 
to  conduct  electronic  surveillance  for  national  security  and  foreign  intelligence 
purposes.  In  an  apparent  recognition  that  the  power  would  he  exercised.  Title  III 
specifies  the  conditions  under  which  information  obtained  through  Presidentially 
authorized  surveillance  may  be  received  into  evidence.  It  seems  clear,  therefore, 
that  in  1968  Congress  was  not  prepared  to  come  to  a  judgment  that  the  Executive 
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should  discontinue  its  activities  in  tliis  area,  nor  was  it  prepared  to  regulate  how 
those  activities  were  to  be  conducted.  Yet  it  cannot  be  said  that  Congress  has  been 
entirely  silent  on  this  matter.  Its  express  statutory  references  to  the  existence  of 
the  activity  must  be  taken  into  account. 

The  case  law.  although  unsatisfactory  in  some  respects,  has  supported  or  left 
untouched  the  policy  of  the  Executive  in  the  foreign  intelligence  area  whenever 
the  issue  has  been  squarely  confronted.  The  Supreme  Court's  decision  in  the 
Keith  case  in  1972  concerned  the  legality  of  warrantless  surveillance  directed 
against  a  domestic  organization  with  no  connection  to  a  foreign  power  and  the 
Government's  attempt  to  introduce  the  produce  of  the  surveillance  as  evidence  in 
the  criminal  trial  of  a  person  charged  with  bombing  a  C.I. A.  office  in  Ann  Arbor, 
Michigan.  In  part  because  of  the  danger  that  uncontrolled  discretion  might  result 
in  use  of  electronic  surveillance  to  deter  domestic  organizations  from  exercising 
First  Amendment  rights,  the  Supreme  Court  held  that  in  cases  of  interna] 
security,  when  there  is  no  foreign  involvement,  a  judicial  warrant  is  required. 
Speaking  for  the  Court,  Justice  Powell  emphasized  that  "this  case  involves  only 
the  domestic  aspect.s  of  national  security.  We  have  expre.ssed  no  opinion  as  to  the 
issues  which  may  be  involved  with  respect  to  activities  of  foreign  powers  or  their 
agents."  "^  As  I  observed  in  my  remarks  at  the  ABA  convention,  the  Supreme 
Court  surely  realized,  "in  view  of  the  importance  the  Government  has  placed  on 
the  need  for  warrantless  electronic  surveillance  that,  after  the  holding  in  Keith. 
the  Government  would  proceed  with  the  procedures  it  had  developed  to  conduct 
those  surveillances  not  prohibited — that  is,  in  the  foreign  intelligence  area  or,  as 
Justice  Powell  said,  'with  respect  to  activities  of  foreign  powers  and  their 
agents.'  " 

The  two  federal  circuit  court  decisions  after  Keith  that  have  expressly  ad- 
dressed the  problem  have  both  held  that  the  Fourth  Amendment  does  not  require 
a  warrant  for  electronic  surveillance  instituted  to  obtain  foreign  intelligence. 
In  the  first.  United  States  v.  Brown,^^  the  defendant,  an  American  citizen,  w^s 
incidentally  overheard  as  the  result  of  a  warrantless  wiretap  authorized  by  the 
Attorney  General  for  foreign  Intelligence  purposes.  In  upholding  the  legality  of 
the  surveillance,  the  Court  of  Appeals  for  the  Fifth  Circuit  declared  that  on 
the  basis  of  "the  President's  constitutional  duty  to  act  for  the  United  States  in 
the  field  of  foreign  affairs,  amd  his  inherent  power  to  protect  national  security 
in  the  conduct  of  foreign  affairs  .  .  .  The  President  may  constitutionally  authorize 
warrantless  wiretaps  for  the  purpose  of  gathering  foreign  intelligence."  The 
court  added  that  "(r)estrictions  on  the  President's  power  which  are  appropriate 
in  cases  of  domestic  security  (become  inappropriate  in  the  context  of  the  inter- 
national sphere." 

In  United  States  v.  Butenko,^-  the  Third  Circuit  reached  the  same  conclusion— 
that  the  warrant  requirement  of  the  Fourth  Amendment  does  not  apply  to  elec- 
tronic surveillance  undertaken  for  foreign  intelligence  purposes.  Although  the 
surveillance  in  that  case  was  directed  at  a  foreign  agent,  the  court  held  broadly 
that  the  warrantless  surveillance  would  be  lawful  so  long  as  the  primary  purpose 
was  to  obtain  foreign  intelligence  information.  The  court  stated  that  such  sur- 
veillance would  be  reasonable  \vithout  a  warrant  even  though  it  might  involve 
the  overhearing  of  conversations  of  "alien  officials  and  agents,  and  perhaps  of 
American  citizens."  I  should  note  that  although  the  United  States  prevailed  in 
the  Butenko  case,  the  Department  acquiesced  in  the  petitioner's  application  for 
certiorari  in  order  to  obtain  the  Supreme  Court's  rulings  on  the  question.  The 
Supreme  Court  denied  review,  however,  and  thus  left  the  Third  Circuit's 
decision  undisturbed  as  the  prevailing  law. 

Most  recently,  in  Ziveibon  v.  Mitchell,^  decided  in  June  of  this  year,  the  Dis- 
trict of  Columbia  Circuit  dealt  with  warrantless  electronic  surveillance  directed 
against  a  domestic  organization  allegedly  engaged  in  activities  affecting  this 
country's  relations  with  a  foreign  jwwer.  Judge  Skelly  Wright's  opinion  for  four 
of  the  nine  judges  makes  many  statements  questioning  any  national  security 
exception  to  the  warrant  requirement.  The  court's  actual  holding  made  clear  in 
Judge  Wright's  opinion  was  far  narrower  and,  in  fact,  is  consistent  with  holdings 
in  Broivn  and  Butenko.  The  court  held  only  that  "a  warrant  must  be  obtained 
before  a  wiretap  is  installed  on  a  domestic  organization  that  is  neither  the  agent 
of  nor  acting  in  collaboration  with  a  foreign  ix)wer."  This  holding,  I  should  add. 
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was  fully  consistent  with  the  Department  of  Justice's  policy  prior  to  the  time 
of  the  Zweiion  decision. 

With  these  cases  in  mind,  it  is  fair  to  say  electronic  surveillance  conducted 
for  foreign  intelligence  purposes,  essential  to  the  national  security,  is  lawful 
under  the  Fourth  Amendment,  even  in  the  absence  of  a  warrant,  at  least  where 
the  subject  of  the  surveillance  is  a.  foreign  power  or  an  agent  or  collaborator 
of  a  foreign  power.  Moreover,  the  opinions  of  two  circuit  courts  stress  the  purpose 
for  which  the  surveillance  is  undertaken,  rather  than  the  identity  of  the  subject. 
This  suggests  that  in  their  view  such  surveillance  without  a  warrant  is  lawful 
so  long  as  its  purpose  is  to  obtain  foreign  intelligence. 

But  the  legality  of  the  activity  does  not  remove  from  the  Executive  or  from 
Congress  the  responsibility  to  take  steps,  within  their  power,  to  seek  an  accom- 
modation between  the  vital  public  and  private  interests  involved.  In  our  effort 
to  seek  snch  an  accommodation,  the  Department  has  adopted  standards  and  pro- 
cedures designed  to  ensure  the  reasonableness  under  the  Fourth  Amendment  of 
electronic  sur^-eillance  and  to  minimize  to  the  extent  practical  the  intrusion  on 
individual  interests.  As  I  have  stated,  it  is  the  Department's  policy  to  authorize 
electronic  surveillance  for  foreign  intelligence  purposes  only  when  the  subject 
IS  a  foreign  power  or  an  agent  of  a  foreign  power.  By  the  term  "agent"  I  mean 
a  conscious  agent ;  the  agency  must  be  of  a  special  kind  and  must  relate  to  activi- 
ties of  great  concern  to  the  United  States  for  foreign  intelligence  or  counterintel- 
ligence reasons.  In  addition,  at  present,  there  is  no  warrantless  electronic  sur- 
veillance directed  against  any  American  citizen,  and  although  it  is  conceivable 
that  circumstances  justifying  such  surveillance  may  arise  in  the  future,  I  will 
not  authorize  the  surveillance  unless  it  is  clear  that  the  American  citizen  is  an 
active,  conscious  agent  or  collaborator  of  a  foreign  power.  In  no  event,  of  course, 
would  I  authorize  any  warrantless  surveillance  against  domestic  persons  or 
organizations  such  as  those  involved  in  the  Keith  case.  iSurveillance  without  a 
warrant  will  not  be  conducted  for  purposes  of  security  against  domestic  or  in- 
ternal threats.  It  Is  our  policy,  moreover,  to  use  the  Title  III  procedure  when- 
ever it  is  possible  and  appropriate  to  do  so,  although  the  statutory  provisions 
regarding  probable  cause,  notification,  and  prosecutive  purpose  make  it  unwork- 
able in  all  foreign  intelligence  and  many  counterintelligence  cases. 

The  standards  and  procedures  that  the  Department  has  established  within 
the  United  States  seek  to  ensure  that  every  request  for  surveillance  receives 
thorough  and  impartial  consideraiton  before  a  decision  is  made  whether  to  in- 
stitute it.  The  process  is  elaborate  and  time-consuming,  but  it  is  necessary  if  the 
public  interest  is  to  be  served  and  individual  rights  safeguarded. 

I  have  just  been  speaking  about  telephone  wiretapping  and  microphone  sur- 
veillances which  are  reviewed  by  the  Attorney  General.  In  the  course  of  its 
investigation,  the  Committee  has  become  familiar  with  the  more  technologically 
sophisticated  and  complex  electronic  surveillance  activities  of  other  agencies. 
These  surveillance  activities  present  somewhat  dfiferent  legal  questions.  The 
communications  conceivably  might  take  place  entirely  outside  the  United  States. 
That  fact  alone,  of  course,  would  not  automatically  remove  the  agencies'  activities 
from  scrutiny  under  the  Fourth  Amendment  since  at  times  even  communications 
abroad  may  involve  a  legitimate  privacy  interest  of  American  citizens.  Other 
communications  conceivably  might  be  exclusively  between  foreign  powers  and 
their  agents  and  involve  no  American  terminal.  In  such  a  case,  even  though 
American  citizens  may  be  discussed,  this  may  raise  less  significant,  or  perhaps  no 
significant,  questions  under  the  Fourth  Amendment.  But  the  primary  concern,  I 
suppose,  is  whether  reasonable  minimization  procedures  are  employed  with  respect 
to  use  and  dissemination. 

With  respect  to  all  electronic  surveillance,  whether  conducted  within  the 
United  States  or  abroad,  it  is  essential  that  efforts  be  made  to  minimize  as  much 
as  possible  the  extent  of  the  intrusion.  Much  in  this  regard  can  be  done  by 
modern  technology.  Standards  and  procedures  can  be  developed  and  effectively 
deployed  to  limit  the  scope  of  the  intrusion  and  the  use  to  which  its  product 
is  put.  Various  mechanisms  can  provide  a  needed  assurance  to  the  American  peo- 
ple that  the  activity  is  undertaken  for  legitimate  foreign  intelligence  purposes, 
and  not  for  political  or  other  improper  purposes.  The  procedures  used  should 
not  be  ones  which  by  indirection  in  fact  target  American  citizens  and  resident 
aliens  where  these  individuals  would  not  themselves  be  appropriate  targets.  The 
proper  minimization  criteria  can  limit  the  activity  to  its  justifiable  and  neces- 
sary scope. 

Another  factor  must  be  recognized.  It  is  the  importance  or  potential  importance 
of  the  information  to  be  secured.  The  activity  may  be  undertaken  to  obtain 
information  deemed  necessary  to  protect  the  nation  against  actual  or  potential 
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attack  or  other  hostile  acts  of  a  foreign  power,  to  obtain  foreign  intelligence 
information  deemed  essential  to  the  security  of  the  United  States,  or  to  protect 
national  security  information  against  foreign  intelligence  activities. 

Need  is  itself  a  matter  of  degree.  It  may  be  that  the  importance  of  some 
information  is  slight,  but  that  may  be  impossible  to  gauge  in  advance ;  the  sig- 
nificance of  a  single  bit  of  information  may  become  apparent  only  when  joined 
to  intelligence  from  other  sources.  In  short,  it  is  necessary  to  deal  in  probabili- 
ties. The  importance  of  information  gathered  from  foreign  establishments  and 
agents  may  be  regarded  generally  as  high— although  even  here  there  may  be 
wide  variations.  At  the  same  time,  the  effect  on  individual  liberty  and  secu- 
rity— at  least  of  American  citizens — caused  by  methods  directed  exclusively  to 
foreign  agents,  particularly  with  minimization  procedures,  would  be  very  slight. 

There  may  be  regulatory  and  institutional  devices  other  than  the  warrant 
requirant  that  would  better  assure  that  intrusions  for  national  security  and 
foreign  intelligence  purposes  reasonably  balance  the  important  needs  of  Govern- 
ment and  of  individual  interests.  In  assessing  possible  approaches  to  this  prob- 
lem it  may  be  useful  to  examine  the  practices  of  other  Western  democracies.  For 
example,  England,  Canada,  and  West  Germany  each  share  our  concern  about  the 
confidentiality  of  communications  within  their  borders.  Yet  each  recognizes  the 
right  of  the  Executive  to  intercept  communications  without  a  judicial  w^arrant 
in  cases  involving  suspected  espionage,  subversion  or  other  national  security 
intelligence  matters. 

In  Canada  and  West  Germany,  which  have  statutes  analogous  to  Title  111, 
the  Executive  in  national  security  cases  is  exempt  by  statute  from  the  require- 
ment that  judicial  warrants  be  obtained  to  authorize  surveillance  of  communica- 
tions. In  England,  where  judicial  warrants  are  not  required  to  authorize  sur- 
veillance of  communications  in  criminal  investigations,  the  relevant  statutes 
recognize  an  inherent  authority  in  the  Executive  to  authorize  such  surveillance 
in  national  security  cases. s*  In  each  country,  this  authority  is  deemed  to  cover 
interception  of  mail  and  telegrams,  as  well  as  telephone  conversations. 

In  all  three  countries,  requests  for  national  security  surveillance  may  be  made 
by  the  nation's  intelligence  agencies.  In  each,  a  Cabinet  member  is  authorized 
to  grant  the  request.  In  England  and  West  Germany,  however,  interception  of 
communications  is  intended  to  be  a  last  resort,  used  only  when  the  information 
being  sought  is  likely  to  be  unobtainable  by  any  other  means.  It  is  interesting 
to  note,  however,  that  both  Canada  and  West  Germany  do  require  the  Executive 
to  report  periodically  to  the  Legislature  on  its  national  security  surveillance 
activities.  In  Canada,  the  Solicitor  General  files  an  annual  report  with  the  Par- 
liament setting  forth  the  number  of  national  security  surveillances  initiated, 
their  average  length,  a  general  description  of  the  methods  of  interception  or 
seizure  used,  and  an  assessment  of  their  utility. 

It  may  be  that  we  can  draw  on  these  practices  of  other  Western  democracies, 
with  appropriate  adjustments  to  fit  our  system  of  separation  of  powers.  The 
procedures  and  standards  that  should  govern  the  use  of  electronic  methods  of 
obtaining  foreign  intelligence  and  of  guarding  against  foreign  threats  are  mat- 
ters of  public  policy  and  values.  They  are  of  critical  concern  to  the  Executive 
Branch  and  to  Congress,  as  well  as  to  the  courts.  The  Fourth  Amendment  itself 
is  a  reflection  of  public  policy  and  values — an  evolving  accommodation  between 
governmental  needs  and  the  necessity  of  protecting  individual  security  and 
rights.  General  public  understanding  of  these  problems  is  of  paramount  im- 
portance, to  assure  that  neither  the  Executive,  nor  the  Congress,  nor  the  courts 
risk  discounting  the  vital  interests  on  both  sides. 

The  problems  are  not  simple.  Evolving  solutions  probably  will  and  should 
come — as  they  have  in  the  past — from  a  combination  of  legislation,  court  deci- 
sions, and  executive  actions.  The  law  in  itJiis  area,  as  Lord  Devlin  once  described 
the  law  of  search  in  England,  "is  haphazard  and  ill  defined."^  It  recognizes 
the  existence  and  the  necessity  of  the  Executive's  power.  But  the  Executive  and 
the  Legislature  are,  as  Lord  Devlin  also  said,  "expected  to  act  reasonably.''  The 
future  course  of  the  law  will  depend  on  whether  we  can  meet  that  obligation. 


^  Report  of  the  Committee  of  Privy  Ooiincillors  appointed  to  inquire  Into  the  Intercep- 
tion of  communications  (19'57),  which  states,  at  page  5,  that.  "The  origin  of  the  power  to 
intercept  communications  can  only  be  surmised,  but  the  power  has  been  exercised  from 
very  early  times  :  and  has  been  recognized  as  a  lawful  power  by  a  succession  of  statutes 
covering  the  last  200  years  or  more." 

^  Devlin,  The  Criminal  Prosecution  in  England.  53  (19G0). 
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Appendix  8 

the  association  of  the  bar 
of  the  city  of  new  york 

42  West  44th  Street,  New  York,N.Y.  100^6 

Judicial  Procedures  for  National  Security 
Electronic  Surveillance 

By  The  Committee  on  Federal  Legislation 
and  The  Committee  on  Civil  Rights 


Senator  Gaylord  A.  Nelson  has  introduced  the  Surveillance  Practices  and 
Procedures  Act  (S.2820,  hereafter  "the  Nelson  bill").  The  bill's  purpose 
is  to  establish  judicially-administered  procedures  with  which  the  Govern- 
ment must  comply  when  initiating  and  maintaining  electronic  surveillance 
in  national  security  matters.  Senator  Nelson's  bill  amends  Chapter  1 19  of  the 
Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  (hereafter  "the  Omni- 
bus Act"),  which  contains  the  major  present  legislative  enactment  concern- 
ing the  control  of  electronic  surveillance.  (The  same  proposal  has  been  in- 
troduced in  the  House  as  H.R.  13825.) 

The  bill  would  authorize  surveillance  pursuant  to  a  warrant:  (a)  upon  a 
showing  of  probable  cause  to  believe  that  an  individual  whose  communica- 
tions are  to  be  intercepted  has  committed  or  is  about  to  commit  an  offense 
punishable  under  one  of  several  specified  statutes  defining  offenses  related  to 
the  national  security;  and  (b)  in  cases  involving  foreign  powers  or  foreign 
agents,  as  defined,  upon  a  showing  of  probable  cause  that  the  surveillance  is 
required  in  the  interest  of  national  security.  The  Nelson  bill  also  establishes 
further  procedures  governing  the  interception  of  wire  or  oral  communica- 
tions in  national  security  cases  which  are,  in  the  main,  similar  to  those  al- 
ready applicable  in  the  Omnibus  Act  to  other  types  of  cases,  and  in  some 
respects  are  more  protective  of  privacy. 

The  proposed  legislation  comports  with  applicable  constitutional  require- 
ments, and  is  in  close  compliance  with  standards,  derived  from  constitutional 
and  policy  considerations,  proposed  in  earlier  reports  of  this  Association  on 
the  subject  of  electronic  surveillance.  Accordingly,  with  certain  suggested 
modifications,  we  recommend  passage  of  the  Nelson  bill,  as  well  as  extension 
to  the  underlying  Omnibus  Act  of  the  added  privacy  safeguards  provided  by 
the  bill. 


Federal  Legislation  Report  No.  ^4-4  (June  24, 1974). 
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I.  HISTORICAL  BACKGROUND 

1.   The  law  prior  to  the  Omnibus  Act 

The  Fourth  Amendment  provides: 

"The  right  of  the  people  to  be  secure  in  their  persons,  houses,  pa- 
pers, and  effects,  against  unreasonable  searches  and  seizures,  shall  not 
be  violated,  and  no  Warrants  shall  issue,  but  upon  probable  cause, 
supported  by  Oath  or  affirmation,  and  particularly  describing  the 
place  to  be  searched,  and  the  persons  or  things  to  be  seized." 

The  Fourth  Amendment  guarantee  against  the  invasion  of  privacy  by  an 
unreasonable  search  or  seizure  is  of  the  first  constitutional  magnitude:  "No 
right  is  held  more  sacred,"  the  Supreme  Court  has  said.i  However,  the  ap- 
plication of  that  guarantee  now  must  confront  complexities  of  electronic 
technology,  unknown  to  the  drafters  of  the  Fourth  Amendment,  that  are 
available  to  criminal  and  law  enforcer  alike .2  The  development  of  the  inter- 
action of  the  Fourth  Amendment  right  of  privacy  and  that  technology  is, 
therefore,  relatively  recent. 

In  its  first  consideration  of  the  matter  in  1928,  the  United  States  Supreme 
Court  sustained  a  warrantless  telephone  wiretap  on  the  ground  that  it  did 
not  constitute  a  trespass  and  therefore  did  not  violate  the  Fourth  or  Fifth 
Amendments.  Olmstead  v.  United  States,  277  U.S.  438.  In  1934  Congress 
acted  to  prohibit  the  interception  of  wire  communications  by  adoption  of 
§605  of  the  Federal  Communications  Act,  which  provides  that 

"no  person  not  being  authorized  by  the  sender  shall  intercept  any 
communication  and  divulge  or  publish  the  existence,  contents,  sub- 
stance, purport,  effect  or  meaning  of  such  intercepted  communication 
to  any  person  *  *  *."  47  U.S.C.  §605. 

Subsequently,  the  Court  held  that  evidence  secured  by  federal  officers  in  vio- 
lation of  this  statute  was  inadmissable  in  a  federal  criminal  prosecution 
against  a  defendant  whose  privacy  had  thus  been  invaded.3  The  applicabil- 
ity of  the  1934  Act,  however,  was  limited  to  the  prohibition  of  non-consen- 
sual interception  by  wiretapping.  In  Goldman  v.  United  States,  316  U.S.  129 
(1942),  the  Court  held  that  §605  did  not  prohibit  eavesdropping,  and  re- 
affirmed that  in  the  absence  of  physical  intrusion  into  a  home  Fourth  Amend- 
ment rights  had  not  been  violated.  Thus  the  trespass  doctrine  remained  as 
the  controlling  factor  in  determining  the  Fourth  Amendment  legality  of  elec- 
tronic surveillance  other  than  wiretapping.^ 

The  approach  to  the  constitutionality  of  wiretapping  and  eavesdropping 
was  changed  dramatically  in  1967,  in  the  landmark  decisions  of  Berger  v. 
New  York  and  Katz  v.  United  States.^  These  cases,  taken  together,  extended 
Fourth  Amendment  coverage  to  all  nonconsensual  electronic  surveillance, 
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whether  or  not  a  trespass  occurred,  and  established  strict  procedural  stand- 
ards in  the  conduct  of  such  surveillance  to  achieve  compliance  with  the 
Fourth  Amendment.  In  Katz  the  Court  overruled  Olmstead  and  Goldman, 
and  held  that  "the  'trespass'  doctrine  there  enunciated  can  no  longer  be  re- 
garded as  controlling"  {389  U.S.  at  353).  The  essence  of  Mr.  Justice  Stewart's 
majority  opinion  was  to  redefine  the  Fourth  Amendment  to  protect  "people" 
and  not  specific  "geographic  areas,"  so  that  wherever  one  can  entertain  a 
reasonable  expectation  of  privacy,  the  Fourth  Amendment  operates  to  pro- 
tect that  privacy  from  unreasonable  invasions.  The  Court,  in  defining  ap- 
propriate procedures  and  standards  mandated  by  the  Fourth  Amendment 
which  are  relevant  to  our  consideration  of  the  Nelson  bill,  specified  the  fol- 
lowing defects: 

"They  [government  agents]  were  not  required,  before  commencing 
the  search,  to  present  their  estimate  of  probable  cause  for  detached 
scrutiny  by  a  neutral  magistrate.  They  were  not  compelled,  during 
the  conduct  of  the  search  itself,  to  observe  precise  limits  established  in 
advance  by  a  specific  court  order.  Nor  were  they  directed  after  the 
search  had  been  completed,  to  notify  the  authorizing  magistrate  in  de- 
tail of  all  that  had  been  seized."  389  U.S.  at  356. 

These  standards  had  been  more  fully  set  forth  in  the  Court's  earlier  decision 
in  Berger,  which  reversed  a  conviction  based  upon  evidence  obtained  by 
electronic  eavesdropping  authorized  by  a  state  court  pursuant  to  a  New  York 
statute.  The  Court,  in  holding  that  the  New  York  statute  violated  the  Fourth 
and  Fourteenth  Amendments  by  its  blanket  grant  of  permission  to  eavesdrop 
without  adequate  judicial  supervision  or  protective  procedures  delineated 
in  narrative  form  the  shortcomings  of  the  New  York  statute.  To  simplify  the 
task  of  checking  the  Nelson  bill  against  these  standards,  a  list  of  the  statute's 
shortcomings,  derived  from  the  Court's  opinion,  is  useful: 

1.  It  failed  to  provide  that  a  warrant  could  be  issued  only  upon  a 
showing  of  probable  cause. 

2.  It  failed  to  require  a  description  with  particularity  of  the  place  to 
be  searched  and  the  person  or  thing  to  be  seized. 

3.  It  failed  to  require  a  description  with  particularity  of  the  crime 
that  had  been,  was  being,  or  was  about  to  be  committed. 

4.  It  failed  to  require  a  description  with  particularity  of  the  type  of 
conversation  to  be  seized. 

5-  It  failed  to  place  any  limitations  on  the  officer  executing  the  eaves- 
dropping order  which  would  prevent  his  searching  unauthorized 
areas,  and  prevent  his  searching  further  once  the  property  sought 
had  been  seized.  >■      r      j        & 

6.  It  failed  to  require  a  showing  of  probable  cause  in  seeking  a  re- 
newal of  the  eavesdropping  order. 
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7    It  failed  to  require  dispatch  in  executing  the  order. 

8.  It  failed  to  require  that  the  officer  to  whom  the  order  was  issued 

return  to  the  issuing  court  and  show  what  had  been  seized. 
Q    It  failed  to  require  a  showing  of  exigent  circumstances  to  overcome 
the  defect  of  not  giving  prior  notice  to  those  whose  privacy  had 
been  invaded. 
10    It  failed  to  limit  such  orders  to  a  time  period  equivalent  to  a  single 
search,  but  instead  authorized  eavesdropping  for  a  two-montti 
period,  which  amounted  to  a  series  of  searches  and  seizures  pursu- 
ant to  a  single  showing  of  probable  cause. 
Turning  to  the  specific  subject  of  national  security  communications  inter- 
ception, the  essential  history  begins  on  the  eve  of  World  War  II.  President 
Roosevelt,  convinced  that  use  of  warrantless  wiretaps  would  be  necessary  to 
protect  the  Nation  against  the  "fifth  column"  and  other  subversive  elements 
instructed  Attorney  General  Robert  Jackson  to  authorize  wiretaps  against 
subversives  and  suspected  spies.  Since  then  successive  Presidents  have  uni- 
laterally authorized  national  security  wiretaps.^  The  legality  of  these  inter- 
ceptions had  not  been  determined  up  to  the  time  of  Berger  and  Katz   In 
Katz,  Mr.  Justice  Stewart  specifically  left  open  the  issue  whether  national  se- 
curity interceptions  were  included  within  the  Fourth  Amendment  ban  of 
warrantless  surveillance  (see  389  U.S.  at  358  n.23).  Mr.  Justice  White,  m  his 
concurring  opinion,  approved  of  a  national  security  exception  to  the  warrant 
requirement  (td.  at  362),  while  Justices  Douglas  and  Brennan  disapproved 
(id  at  350).  Thus  when  the  Congress  came  to  enact  comprehensive  electronic 
surveillance  legislation  in  1968,  the  Supreme  Court  had  not  set  out  the 
Fourth  Amendment  parameters  governing  such  surveillance  m  national  se- 
curity cases. 
2.  The  Omnibus  Act 

Following  Berger  and  Katz,  and  the  majority  report  of  the  President's 
Commission  on  Law  Enforcement  and  Administration  of  Justice,  which  con- 
cluded that  electronic  surveillance  was  absolutely  essential  to  effective  law 
enforcement  (particularly  against  organized  crime),^  the  Congress  enacted 
the  Omnibus  Act  in  1968.  It  includes  a  detailed  chapter  on  Wire  Intercep- 
tion and  Interception  of  Oral  Communications"  (18  U.S.C.  §§2510-2520). 

Section  2511  of  the  Omnibus  Act  denounces  all  non-consensual  wiretap- 
ping and  eavesdropping  as  illegal,  except  where  provided  otherwise  in  that 
chapter.  Section  2516  authorizes  appropriate  federal  and  state  officials  to 
apply  to  a  judge  of  competent  jurisdiction  for  an  order  authorizing  or  ap- 
proving the  interception  of  wire  or  oral  communications  by  certain  law 
enforcement  agencies,  when  such  interception  may  provide  evidence  ot  cer- 
tain specifically  listed  crimes.  The  procedures  for  preparing  the  application 
the  findings  which  the  judge  must  make  prior  to  granting  approval,  and  the 
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safeguards  to  be  included  in  the  order  approving  the  interception  are  set  out 
at  length  in  §2518.  These  provisions  were  obviously  written  with  Berger  and 
Katz  in  mind,  and  appear  to  comply  with  the  requirements  set  forth  in  those 
cases.  Although  the  Supreme  Court  has  not  yet  squarely  ruled  on  the  sta- 
tute's constitutionality,  it  has  been  found  constitutional  in  at  least  two  lower 
court  decisions. 8 

National  security  electronic  interception  was  covered  in  §2511(3)  of  the 
Omnibus  Act,  which  purports  to  be  merely  declaratory  of  the  Executive's 
constitutional  authority  to  intercept  communications  electronically  to  pro- 
tect the  national  security.  It  divides  that  authority  into  two  distinct  categories: 
(i)  power  to  deal  with  threats  to  the  Nation  posed  by  foreign  powers  and  to 
engage  in  intelligence  or  counter-intelligence  activities;  and  (ii)  power  to 
deal  with  threats  to  the  national  security  arising  from  subversive  activity. 
The  section  limits  the  use  of  communications  intercepted  by  the  exercise  of 
these  Executive  powers  to  such  use  "as  is  necessary  to  implement  that  power 
[sic],"  but  it  does  authorize  the  reception  in  evidence  of  such  intercepted 
communications  "where  such  interception  was  reasonable."  Because  of  its 
central  importance  to  consideration  of  the  Nelson  bill,  §2511(3)  is  set  forth 
here  in  full: 

"(3)  Nothing  contained  in  this  chapter  or  in  section  605  of  the 
Communications  Act  of  1934  (48  Stat.  1103;  47  U.S.C.  605)  shall  limit 
the  constitutional  power  of  the  President  to  take  such  measures  as  he 
deems  necessary  to  protect  the  Nation  against  actual  or  potential  at- 
tack or  other  hostile  acts  of  a  foreign  power,  to  obtain  foreign  intelli- 
gence information  deemed  essential  to  the  security  of  the  United 
States,  or  to  protect  national  security  information  against  foreign  in- 
telligence activities.  Nor  shall  anything  contained  in  this  chapter  be 
deemed  to  limit  the  constitutional  power  of  the  President  to  take  such 
measures  as  he  deems  necessary  to  protect  the  United  States  against 
the  overthrow  of  the  Government  by  force  or  other  unlawful  means, 
or  against  any  other  clear  and  present  danger  to  the  structure  or  exist- 
ence of  the  Government.  The  contents  of  any  wire  or  oral  communi- 
cation intercepted  by  authority  of  the  President  in  the  exercise  of  the 
foregoing  powers  may  be  received  in  evidence  in  any  trial  hearing,  or 
other  proceeding  only  where  such  interception  was  reasonable,  and 
shall  not  be  otherwise  used  or  disclosed  except  as  is  necessary  to  imple- 
ment that  power." 

3.   The  Keith  Case 

In  1972  the  Supreme  Court  held  that  the  Fourth  Amendment  prohibits 
the  President  from  conducting  warrantless  electronic  surveillance  in  "domes- 
tic" security  cases.  United  States  v.  United  States  District  Court,  407  U.S.  297 
(hereafter  "Keith,"  as  the  case  is  commonly  called,  after  the  District  Judge 
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whose  order  was  under  review).  The  Government  had  urged  in  Keith  that 
§2511(3),  in  excepting  national  security  surveillance  from  the  Omnibus  Act's 
warrant  requirement,  recognized  the  President's  authority  to  conduct  war- 
rantless surveillance.  After  an  analysis  of  the  Omnibus  Act's  legislative  his- 
tory, and  a  comparison  of  §2511(3)  with  the  clear  exceptions  in  the  Act,  all 
of  which  begin  with  the  phrase  "It  shall  not  be  unlawful,"  this  argument  was 
rejected  by  the  Court.  Section  2511(3),  Mr.  Justice  Powell  declared,  "simply 
left  presidential  powers  where  it  found  them"  (407  U.S.  at  303). 

The  question  thus  left  for  the  Court  to  determine  was  whether  safeguards, 
other  than  prior  authorization  by  a  magistrate,  would  satisfy  the  Fourth 
Amendment  in  a  situation  involving  a  domestic  threat  to  the  national  se- 
curity. The  Government,  in  support  of  its  argument  against  the  warrant  re- 
quirement, asserted  that  there  have  been  other  Fourth  Amendment  excep- 
tions; that  prior  judicial  review  would  obstruct  the  President  in  the  dis- 
charge of  his  constitutional  duty;  that  these  surveillances  are  directed  pri- 
marily to  the  collection  of  intelligence  and  not  to  gathering  evidence  for 
criminal  prosecutions;  that  a  court  lacks  the  knowledge  or  techniques  to  de- 
termine probable  cause  in  these  matters;  and  that  disclosure  to  a  magistrate 
would  create  a  greater  danger  of  "leaks." 

The  Court  rejected  each  of  these  arguments:  The  other  judicial  excep- 
tions to  the  warrant  requirement,  it  noted,  involve  situations  where  there  is 
a  great  risk  of  danger  to  a  law  enforcement  officer;  regardless  of  the  purpose 
of  a  surveillance,  it  still  threatens  the  right  to  privacy;  the  courts  do  have 
the  competence,  which  is  demonstrated  by  the  fact  that  §2516  currently  au- 
thorizes judicial  approval  of  surveillances  conducted  to  discover  evidence  of 
treason,  espionage  and  sabotage;  since  warrants  are  secured  by  ex  parte  or- 
ders, the  chance  of  leaks  is  minimized  and  can  be  even  further  protected  by 
use  of  Justice  Department  clerical  and  stenographic  services;  and,  lastly,  the 
need  to  obtain  a  warrant  will  not  obstruct  the  President,  but,  in  fact,  will 
make  challenges  to  the  Government's  authority  to  conduct  a  particular  sur- 
veillance easier  to  refute,  while  reassuring  the  public  generally  that  indis- 
criminate wiretapping  and  "bugging"  of  law-abiding  citizens  cannot  occur. 

The  Supreme  Court  in  the  Keith  opinion  made  clear  that  its  decision  in- 
volved only  domestic  security  cases  (407  U.S.  at  309  and  n.8): 

"There  is  no  evidence  of  any  involvement,  directly  or  indirectly,  of 
a  foreign  power."  * 

"This  case  involves  only  the  second  sentence  of  §2511(3),  with  the 
threat  emanating— according  to  the  Attorney  General's  affidavit— from 
domestic  organizations." 

Thus  the  controversy  over  warrantless  electronic  surveillance  in  domestic 
national  security  matters  has  been  concluded,  but  the  issue  of  presidential 
authority  to  conduct  warrantless  electronic  surveillance  to  protect  against 
threats  from  foreign  powers  remains  open. 
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II.  THE  SURVEILLANCE  PRACTICES  AND 
PROCEDURES  ACT 

The  Nelson  bill  would  amend  the  Omnibus  Act  to  prohibit  the  non-con- 
sensual interception  of  wire  and  oral  communications  in  national  security 
cases  without  a  warrant.  The  bill  would  authorize  the  issuance  of  a  warrant 
in  the  following  discrete  situations:  First,  based  upon  a  conventional  prob- 
able cause  showing,  if  there  were  reason  to  believe  an  individual  whose 
communications  were  to  be  intercepted  had  committed  or  was  about  to  com- 
mit an  offense  punishable  under  one  of  several  specified  statutes  defining 
offenses  related  to  the  national  security.  Second,  in  cases  involving  foreign 
powers  or  foreign  agents,  the  bill  would  authorize  surveillances  upon  the 
less  stringent  requirement  that  probable  cause  be  shown  that  the  surveillance 
was  required  in  the  interest  of  national  security.  (We  will  refer  to  these  two 
discrete  provisions  below  as  the  "national  security  crimes  surveillance"  and 
the  "foreign  agent  surveillance"  provisions,  respectively.) 

1.  Standards  for  national  security  crimes  surveillance 

Authorization  for  national  security  crimes  surveillance  would  be  contained 
in  a  proposed  §25i6A,  entitled  "Authorization  for  interception  of  wire  or  oral 
communications  in  national  security  cases,"  which  would  replace  the  present 
authority  relating  to  national  security  crimes  enumerated  in  §25i6(a).9  The 
proposed  new  section  would  authorize  surveillance  upon  a  showing  of  "prob- 
able cause  to  believe  that  the  individual(s)  whose  oral  or  wire  communica- 
tions are  to  be  intercepted  has  committed  or  is  about  to  commit  an  offense 
punishable  by  death  or  by  imprisonment  for  one  year"  under  specified  crimi- 
nal statutes  relating  to  espionage,  sabotage,  treason  and  the  like.io  and  that 
"such  interception  will  probably  provide  or  has  provided  evidence  concern- 
ing the  commission  of  that  offense."  Thus,  the  new  section  would  expressly 
authorize  surveillance,  subject  to  a  warrant  requirement,  in  connection  with 
all  the  crimes  presently  covered  by  18  U.S.C.  §25 16(a),  except  surveillance 
with  respect  to  violations  of  the  federal  law  relating  to  riots. n  Enactment  of 
the  Nelson  bill  would  make  it  clear  that  surveillance  of  someone  suspected 
of  violating  one  of  the  specified  statutes  is  prohibited  unless  a  warrant  is 
first  obtained,  notwithstanding  that  the  national  security  is  implicated. 

2.  Standards  for  foreign  agent  surveillance 

The  bill  seeks  to  implement  the  President's  constitutional  power  to  inter- 
cept the  communications  of  foreign  powers  and  foreign  agents.  This  is  done 
in  a  modified  §251 1(3),  which  would  delete  the  second  sentence  (referring  to 
subversive  activities)  and  otherwise  read  as  follows: 

"(3)  Nothing  contained  in  this  chapter  or  in  section  605  of  the 
Communications  Act  of  1934  *   *   *  shall  limit  the  constitutional 
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power  of  the  President  to  take  such  measures  against  foreign  powers 
and  foreign  agents,  pursuant  to  the  procedures  delineated  in  section 
2^i8A,  as  he  deems  necessary  to  protect  the  Nation  against  actual  or 
potential  attack  or  other  hostile  acts  of  a  foreign  power,  to  obtain  for- 
eign intelligence  information  deemed  essential  to  the  security  of  the 
United  States,  or  to  protect  national  security  information  against  for- 
eign intelligence  activities.  Notwithstanding  any  other  provisions  of 
this  Chapter,  neither  the  contents,  nor  the  evidence  derived  there- 
from, of  any  wire  or  oral  communication  intercepted  through  appli- 
cation of  this  subsection  shall  he  received  in  evidence  or  otherwise 
disclosed  in  any  trial,  hearing,  or  other  proceeding  in  Federal  or  State 
court,  except  in  civil  proceedings  against  foreign  agents."  [New  mat- 
ter italicized.] 

The  proposed  §25i8A  referred  to  in  the  above  quotation  would  require 
that  an  application  for  a  warrant  to  conduct  foreign  agent  surveillance  be 
supported  by  "probable  cause  for  belief  that  the  interception  is  necessary  in 
order  to  gain  information  serving  one  of  the  purposes  set  forth  in  section 
2511(3)."  In  other  words,  a  showing  would  have  to  be  made  that  the  surveil- 
lance of  a  foreign  power  or  foreign  agent  was  reasonably  necessary:  (i)  to  the 
protection  of  the  Nation  against  actual  or  potential  hostile  acts  of  a  foreign 
power;  or  (ii)  to  the  conduct  of  foreign  intelligence  or  counter-intelligence 

activities. 

The  term  "foreign  agent"  is  defined  in  a  proposed  new  §2510(12)  as  any 
person  who  is  not  an  American  citizen  or  in  the  process  of  becoming  an 
American  citizen  and  whose  first  allegiance  is  to  a  foreign  power  and  whose 
activities  are  intended  to  serve  the  interest  of  that  foreign  power  and  to  un- 
dermine the  security  of  the  United  States." 

Thus,  on  the  one  hand,  foreign  agent  surveillance  would  seem  to  be  sub- 
ject to  a  less  stringent  probable  cause  requirement  than  national  security 
crimes  surveillance,  in  that  the  more  traditional  requirement  of  a  showing 
that  a  specific  crime  has  been  or  is  about  to  be  committed  is  replaced  by  a 
requirement  that  a  showing  be  made  of  a  national  security  interest  that  rea- 
sonably requires  the  surveillance.  On  the  other  hand,  foreign  agent  surveil- 
lance is  authorized  only  in  carefully  limited  situations.  For  in  addition  to  a 
showing  that  the  surveillance  is  reasonably  required  by  considerations  of  na- 
tional security  or  foreign  intelligence,  the  Government  must  show  that  the 
surveillance  is  directed  against  a  foreign  power  or  against  a  person  who 
(a)  is  not  an  American  citizen,  (b)  is  not  in  the  process  of  becoming  an  Amer- 
ican citizen,i2  (c)  owes  his  first  allegiance  to  a  foreign  power,  and  (d)  is  en- 
gaged in  activities  that  are  intended  both  to  serve  the  interests  of  that  foreign 
power  and  to  undermine  the  security  of  the  United  States. 

In  contrast  to  present  §2511(3),  evidence  obtained  from  foreign  agent  sur- 
veillance may  not  be  used  in  a  criminal  prosecution. 
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3-  New  procedures  provided  by  the  Bill 

The  Nelson  bill  contains  a  proposed  §25i8A  entitled  "Procedure  for 
interception  of  wire  or  oral  communications  relating  to  national  security." 
The  procedures  set  forth  in  the  proposed  §25i8A  apply  both  to  national 
security  crimes  surveillance  and  to  foreign  agent  surveillance.  These  proce- 
dures are  substantially  the  same  (subject  to  the  exceptions  noted  below)  as 
those  contained  in  the  present  §2518,  which  would  continue  to  apply  to  law 
enforcement  surveillances  not  related  to  national  security.13 

The  requirement  of  a  judicial  warrant  for  foreign  agent  surveillance  is 
new.  The  Omnibus  Act  sought  to  leave  unaffected  whatever  power  the  Presi- 
dent had  under  the  Constitution  to  intercept  the  communications  of  foreign 
powers  and  their  agents.  The  Nelson  bill  does  not  purport  to  diminish  that 
power  where  national  security  or  foreign  intelligence  is  involved,  but  makes 
the  exercise  of  the  power  subject  to  prior  judicial  warrant.  The  1968  report 
of  this  Association  recommended  such  a  requirement. i^ 

The  proposed  §25i8A  would  require,  in  the  case  of  a  warrant  to  conduct 
national  security  crimes  surveillance,  that  an  application  be  made  to  a  court 
of  competent  jurisdiction  (which  is  the  procedure  embodied  in  the  present 
§2518);  in  the  case  of  a  warrant  to  conduct  foreign  agent  surveillance  (which 
has  no  parallel  in  the  Omnibus  Act),  the  application  could  be  made  to  a 
judge  of  a  court  of  competent  jurisdiction  or  in  any  event  to  a  judge  of  the 
United  States  District  Court  for  the  District  of  Columbia. 

The  application  must  show  that  "there  is  probable  cause  for  belief  that 
the  interception  is  necessary  in  order  to  gain  information  serving  one  of  the 
purposes  set  forth"  in  section  2511(3)  [foreign  agent  surveillance]  or  section 
2516A  [national  security  crimes  surveillance].  The  requirement  of  proof  of 
probable  cause  is  amplified  in  the  Nelson  bill,  as  compared  with  the  Omni- 
bus Act,  in  several  ways:  (i)  with  respect  to  national  security  crimes  surveil- 
lance, there  must  be  probable  cause  that  the  individual  whose  communica- 
tions are  to  be  intercepted  has  committed  or  is  about  to  commit  one  of  the 
designated  offenses;  and  (ii)  with  respect  to  both  national  security  crimes  sur- 
veillance and  foreign  agent  surveillance,  there  is  an  express  requirement 
that  the  applicant  must  furnish  "evidence,  independent  of  his  and  others' 
conclusory  opinion,  that  such  interception  shall  serve  one  of  the  purposes 
set  forth  in  section  2511(3)  or  section  2516A."  The  latter  requirement- 
which  does  not  appear  in  present  §2518  of  the  Omnibus  Act— seems  designed 
to  make  doubly  sure  that  the  courts  will  require  the  Government  to  make  a 
real  showing  of  probable  cause  to  believe  that  the  surveillance  is  reasonably 
required  by  considerations  of  national  security. 

Further  differences  between  the  procedural  requirements  of  the  proposed 

§25i8A  and  the  requirements  embodied  in  the  present  §2518  are  as  follows: 

First,  the  proposed  section  does  not  contain  any  provision  for  wiretapping 

in  advance  of  court  approval  in  emergency  situations,  such  as  is  contained  in 

the  present  §2518(7). 
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Second,  the  proposed  section  does  not  contain  a  provision  requiring  that  a 
common  carrier,  landlord,  custodian  or  other  person  assist  the  Government 
in  intercepting  communications,  such  as  the  present  §2518(4). 

Third,  the  proposed  section  does  not  contain  a  provision  requiring  that 
copies  of  the  order  and  accompanying  application  under  which  the  inter- 
ception was  authorized  be  furnished  to  the  parties  involved  in  advance  of 
any  trial,  hearing  or  other  proceeding  in  which  the  contents  of  what  was  in- 
tercepted or  evidence  derived  therefrom  is  to  be  used  in  evidence,  such  as  is 
contained  in  the  present  §2518(9).  The  draftsmen  evidently  believed  the  pur- 
pose of  such  disclosure  would  be  satisfied  at  an  earlier  date  by  the  new  dis- 
closure provision  described  in  Fourth  immediately  below. 

Fourth,  the  proposed  §25i8A(8)  contains  a  provision  requiring  that  any 
individual  (except  a  foreign  agent)  whose  wire  or  oral  communications  have 
been  intercepted  be  furnished,  within  30  days  after  the  expiration  of  the  last 
order  authorizing  such  interception,  with  the  order  and  application  author- 
izing the  interception  "and  a  complete  and  accurate  transcript  or  other 
record  of  the  intercepted  communication"— a  far  more  extensive  disclosure 
than  is  provided  by  the  Omnibus  Act.^^  Such  disclosure  may,  however,  be 
postponed  for  as  long  as  reasonably  necessary  by  the  judge  who  authorized 
or  approved  the  interception  if  that  judge  is  satisfied  that  the  individual 
whose  communications  have  been  intercepted  is  engaged  in  a  continuing 
criminal  enterprise  or  conspiracy  and  that  disclosure  of  the  interception 
would  endanger  vital  national  security  interests. ^^ 

Fifth,  there  are  also  differences  between  the  proposed  §25i8A(5)  and  the 
present  §2518(5)  with  respect  to  certain  applicable  time  limitatioils.  Thus, 
while  both  subsections  provide  that  interception  cannot  continue  longer 
than  reasonably  necessary  to  achieve  the  objective  of  the  authorization,  the 
two  subsections  contain  different  maximum  periods  beyond  which  an  exten- 
sion must  be  sought  from  the  court  if  the  surveillance  is  to  continue.  The 
bill  contains  a  15-day  maximum  whereas  the  present  law  contains  a  30-day 
maximum.  The  maximum  allowable  period  of  surveillance  pursuant  to  an 
extension  is  10  days  under  the  bill  as  compared  with  30  days  pursuant  to  the 
present  law.i^  Furthermore,  the  Nelson  bill,  as  distinct  from  the  Omnibus 
Act,  conditions  extensions  of  national  security  crimes  surveillance  authoriza- 
tions (but  not  foreign  agent  surveillance  authorizations)  upon  the  furnishing 
of  "additional  information  and  evidence  independent  of  that  relied  upon  in 
granting  the  initial  order  and  which,  standing  alone,  would  satisfy  the  re- 
quirements" for  an  initial  order. 

Sixth,  the  proposed  §2518(6)  contains  an  apparently  mandatory  require- 
ment that: 

"Whenever  an  order  authorizing  interception  is  entered  pursuant 
to  this  chapter,  the  order  shall  require  reports  to  be  made  to  the  judge 
who  issued  the  order  showing  what  progress  has  been  made  toward 
achievement  of  the  authorized  objective  and  the  need  for  continued 

10 


767 


interception.  Such  report  shall  be  made  at  such  intervals  as  the  judge 
may  require."  [Emphasis  added.] 

The  present  §2518(6)  provides  that  the  judge  "may"  require  such  reports. 


III.  CONSTITUTIONAL  ISSUES 

1.  National  security  crimes  surveillance 

So  far  as  the  Nelson  bill  deals  with  electronic  surveillance  in  cases  involv- 
ing criminal  threats  to  the  national  security,  there  is  little  doubt  that  the 
proposed  amendments  of  the  Omnibus  Act  are  constitutional.  In  addition, 
Keith  held  that  the  President  does  not  have  the  constitutional  authority  to 
conduct  warrantless  intelligence  surveillances  in  instances  of  internal  secur- 
ity threats.  The  Congress  is  thus  not  impinging  upon  any  power  of  the  Presi- 
dent when  it  legislates  standards  and  procedures  which  mandate  the  issuance 
of  a  warrant  in  such  cases,  or  when  it  limits  the  authority  to  situations  in- 
volving specified  crimes.  Such  standards  can  only  be  unconstitutional  if 
they  fail  to  meet  Fourth  Amendment  requirements.  The  standards  and  pro- 
cedures proposed  in  §§25i6A  and  2518A  of  the  Nelson  bill  clearly  meet  min- 
imum Fourth  Amendment  requirements.  A  comparison  of  the  ten  standards 
established  by  the  Supreme  Court  in  Berger  (pages  3-4  above)  and  those  in 
the  Nelson  bill  indicates  that  every  necessary  precaution  is  included.  In  fact, 
in  some  respects  the  safeguards  are  even  stricter  than  required  by  the  Fourth 
Amendment,  and  Congress  is  empowered  to  enact  such  stricter  standards.is 

2.  Foreign  agent  surveillance 
a.  The  authority  to  legislate 

So  far  as  the  Nelson  bill  permits  electronic  surveillance  to  deal  with  threats 
to  the  national  security  emanating  from  foreign  agents  or  foreign  powers,  the 
Fourth  Amendment  rights  of  those  subject  to  such  surveillance  are  likewise, 
in  our  view,  not  violated.  The  foreign  agent  surveillance  standards  and  pro- 
cedures in  the  Nelson  bill  provide,  for  Fourth  Amendment  purposes,  no  sig- 
nificantly different  or  lesser  safeguards  than  those  provided  in  the  case  of  na- 
tional security  crimes  surveillance.  By  the  Berger  and  Katz  tests,  the  foreign 
agent  surveillance  aspect  of  the  Nelson  bill  is  clearly  invulnerable  to  consti- 
tutional attack  by  those  whose  communications  may  be  intercepted  in  the 
course  of  a  foreign  agent  surveillance  pursuant  to  a  prior  judicial  warrant 
issued  under  this  legislation. 

Somewhat  different  constitutional  issues  are  raised,  however,  by  the  likely 
contention  that  the  bill  encroaches  upon  the  President's  constitutional 
power,  pursuant  to  his  authority  in  foreign  affairs,  to  engage  in  warrantless 
surveillance  where  the  national  security  is  threatened  by  a  foreign  power  or 
foreign  agent,  or  where  foreign  intelligence  or  counter-intelligence  is  in- 
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volved— the  precise  issue  left  open  in  Keith.  There  is  little  support  for  the 
proposition  that  the  President  is  subject  to  no  Fourth  Amendment  con- 
straints at  all  when  performing  his  duties  relating  to  foreign  affairs.  That 
proposition  was  rejected  even  in  the  recent  decision  of  the  Third  Circuit 
sustaining,  by  a  5-4  vote  en  banc,  the  use  in  an  espionage  prosecution  of 
warrantless  electronic  interceptions  conducted  for  foreign  intelligence  pur- 
poses. United  States  v.  Butenko,  494  F.2d  593  (1974)-^''  The  President,  of 
course,  has  the  power  to  command  the  armed  forces,  to  negotiate  treaties 
with  foreign  states,  and  generally  to  conduct  the  foreign  affairs  of  the  coun- 
try. And  his  power  in  the  area  of  foreign  affairs  is  generally  exercisable  more 
independently  than  other  Executive  powers.  Nevertheless,  there  is  no  sup- 
port in  the  Constitution  for  the  proposition  that  the  Fourth  Amendment, 
which  normally  acts  as  a  limitation  on  all  other  governmental  powers,  should 
not  likewise  apply  to  this  particular  set  of  powers. 20 

Warrantless  electronic  surveillance  of  a  foreign  power  or  foreign  agent 
must  necessarily  extend  to  all  those  who  communicate  with  the  subject  of 
such  surveillance,  including  those  not  involved  in  the  activities  under  sur- 
veillance. In  the  interest  of  the  privacy  of  such  third  parties  the  Fourth 
Amendment  is  clearly  called  into  play.  Even  the  express  and  most  funda- 
mental powers  of  the  President  are  subject  to  the  limits  and  proscriptions 
contained  in  the  Bill  of  Rights,  and  the  historical  origins  of  the  Fourth 
Amendment  are  particular  proof  that  that  Amendment  intended  to  deal 
with  the  conduct  of  such  searches  by  the  Executive. -^  The  Fourth  Amend- 
ment does  not  lose  its  applicability  in  criminal  cases  because  a  foreign  agent 
or  foreign  intelligence  gathering  may  be  involved.22  The  Nelson  bill's  pro- 
posal to  subject  the  President's  power  to  intercept  communications  elec- 
tronically to  prior  judicial  warrant,  whether  or  not  a  criminal  case  is  con- 
templated, seems  well  founded  in  the  Constitution,  especially  as  the  bill  does 
not  negate  that  power  but  only  provides  judicial  intervention  to  assure  the 
reasonable  search  mandated  by  the  Fourth  Amendment.23 

b.  Balancing  the  interests 

Keith  establishes  that  the  applicability  of  the  Fourth  Amendment  to  the 
exercise  of  the  Executive  power  does  not  finally  settle  whether  that  power  is 
absolutely  proscribed  from  warrantless  electronic  surveillance.  The  Court 
there  carefully  reviewed  and  balanced  the  interests  served  and  disserved  by 
requiring  that  wiretapping  be  preceded  by  judicial  warrant.  We  believe  that 
a  similar  balancing  of  interests  with  respect  to  foreign  agent  surveillance 
yields  the  same  conclusion  in  favor  of  a  statutory  warrant  requirement. 

The  balancing  test  necessarily  needs  to  take  into  account  the  following 
considerations:  The  matter  involved  in  a  particular  surveillance  may  be  of 
such  vital  importance  that  the  delay  caused  by  a  warrant  requirement  would 
be  over-burdensome;  the  necessity  for  the  Executive  to  disclose  secret  in- 
formation to  the  judiciary  enhances  the  possibility  of  security  leaks;  even 
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though  these  leaks  may  be  rare,  their  foreign  context  may  make  them  more 
costly  than  in  other  situations;  the  court  may  lack  competence  to  determine 
what  constitutes  a  threat  to  the  national  security,  and  any  judicial  error  of 
this  nature  may  result  in  extremely  costly  losses;  and  in  the  foreign  affairs 
arena  the  fine  line  that  may  exist  between  legitimate  political  dissent  and 
domestic  subversion  has  no  analogy  to  the  Government's  efforts  to  oppose 
espionage  or  sabotage  by  foreign  agents. 

In  our  view  each  of  these  considerations  is  amply  countered  by  the  bill  and 
surrounding  circumstances. 

The  chance  of  delay  is  negated  by  the  fact  that  such  surveillance  usually 
requires  complex  planning,  during  which  time  the  warrant  can  be  secured. 
Furthermore,  it  may  be  argued  that  §2518(7)  of  the  Omnibus  Act  continues 
to  grant,  and  we  recommend  that  the  Nelson  bill  be  modified  so  as  expressly 
to  grant,  the  Attorney  General  the  authority  to  initiate  a  warrantless  wiretap 
in  an  emergency  situation  involving  the  national  security,  subject  to  the  safe- 
guards and  limitations  contained  in  the  present  §2518(7). 

As  to  the  possibility  of  security  leaks,  proper  safeguards  could  minimize 
the  chance  of  any  such  occurrence.  If  necessary,  the  Government  can  utilize 
its  own  clerical  and  stenographic  personnel.  Furthermore,  although  this  ar- 
gument has  been  frequently  raised,  not  one  instance  of  a  judicial  security 
leak  has  been  cited.24  The  warrant  procedure  contemplates  an  ex  parte  pro- 
ceeding, and  thus  the  number  of  participants  is  minimal. 

In  the  few  situations  in  which  the  Supreme  Court  has  recognized  excep- 
tions to  constitutional  warrant  requirements,  there  has  been  a  common  theo- 
retical foundation:  In  each  there  is  a  significant  probability  that  delay  would 
result  in  harm  to  law  enforcement  personnel  or  in  frustration  of  the  purpose 
of  the  search  by  destruction  of  the  evidence.25  Having  demonstrated  that  the 
danger  of  leaks— and  resultant  harm  to  Government  agents— is  minimal,  the 
national  security  situation  fails  to  conform  to  the  theory  of  the  exceptions. 

As  to  the  effect  on  privacy  of  warrantless  surveillance,  the  invasion  of  civil 
liberties  cannot  be  minimized  by  arguing  that  mostly  aliens  will  be  the  sub- 
ject of  national  security  foreign  agent  surveillances.  It  is  extremely  likely 
that  the  "bug"  will  inevitably  record  many  innocent  American  citizens  com- 
municating with  the  subject  of  the  surveillance.  It  is,  moreover,  intolerably 
dangerous  to  leave  to  the  Executive  alone  the  power  to  determine  that  an  in- 
dividual is  an  agent  for,  or  acting  in  concert  with,  a  foreign  power  and  thus 
subject  to  warrantless  surveillance.  In  a  recent  case,  the  Attorney  General 
authorized  warrantless  wiretaps  on  foreign  national  security  grounds  against 
several  American  members  of  the  Jewish  Defense  League  because  their  do- 
mestic protests  strained  our  relations  with  Russia,  and  thus  were  said  to  have 
increased  tensions  in  the  Middle  East.26  Such  unfettered  discretion  in  the 
hands  of  the  Executive  inevitably  leads  to  abuses,  as  we  are  taught  by  the  his- 
tory of  Colonial  times  as  well  as  by  current  events.  The  warrant  requirement 
may  help  prevent  some  abuses,  while  providing  prior  judicial  sanction  to  the 
approved  applications. 
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The  judiciary's  deference  to  the  Executive's  discretion  in  the  foreign  af- 
fairs area  is  bound  to  weigh  heavily  in  judicial  determinations  of  probable 
cause.  In  igyi  over  800  court  orders  for  wiretaps  were  issued  without  a  single 
recorded  denial.27  Furthermore,  the  standard  for  the  issuance  of  a  warrant 
in  foreign  agent  surveillance  is  less  stringent  under  the  Nelson  bill  than  for 
surveillance  intended  to  detect  evidence  of  specific  crimes.  In  summary,  only 
frivolous  and  unreasonable  surveillance,  which  is  the  product  of  excessive 
power,  is  likely  to  be  prevented  or  deflected  by  a  warrant  requirement. 

IV.  POLICY  CONSIDERATIONS 

1.  General 

As  indicated,  the  Nelson  bill  marks  a  further  step  in  the  continuing  judi- 
cial and  legislative  effort  to  strike  a  meaningful  balance  between  the  consti- 
tutionally protected  privacy  of  individuals  and  the  responsibility  of  the 
Executive  to  protect  personal  and  national  security.  The  bill  is  intended  to 
clarify  and  constrain,  in  favor  of  privacy,  the  Executive's  power  to  engage  in 
electronic  surveillance  in  those  circumstances  referred  to  as  matters  of  na- 
tional security. 

This  Association  has  been  on  record  since  the  early  '60s  in  favor  of  the 
proposition  that  individual  privacy  must  be  protected  by  establishing  a  nar- 
rowly and  clearly  defined  area  of  permissible  electronic  surveillance.  Run- 
ning through  our  successive  reports  there  appears  as  well  to  have  been  a  con- 
tinuing minority  view  that  the  prohibition  against  electronic  surveillance 
should  be  absolute.28 

The  most  recent  report  of  1968,  which  followed  Berger  and  Katz  and 
preceded  passage  of  the  Omnibus  Act,  recommended  the  requirement  of  a 
warrant  in  all  permitted  cases  of  electronic  surveillance,  including  those  in- 
volved in  instances  of  "espionage  and  foreign  intelligence  activities  of  the 
United  States  Government."  29  In  addition,  that  report  recommended  proce- 
dural requirements,  such  as  a  showing  of  "probable  cause"  and  particularity 
as  to  the  conversations  sought  to  be  intercepted,  in  line  with  Berger  and 
Katz  and  the  standards  now  proposed  in  the  Nelson  bill.  The  very  narrow 
definition  of  "foreign  agent"  in  the  Nelson  bill  effectively  moves  many  "na- 
tional security"  cases,  particularly  where  domestic  organizations  and  U.S. 
citizen  individuals  are  involved,  within  the  traditional  requirements  for  war- 
rants and  procedural  protections.  Indeed,  even  as  to  "foreign  agents,  with 
only  modest  differences  (as  to  renewal  orders  and  divulgence  requirements, 
for  example),  the  same  warrant  and  procedural  requirements  are  found  in 
the  Nelson  bill. 

2.  Disclosure  oj  Interceptions 

One  of  the  most  far-reaching  innovations  of  the  Nelson  bill  is  the  require- 
ment of  proposed  §25i8A(8)  that,  within  30  days  after  the  expiration  of  each 
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warrant,  a  transcript  or  other  record  of  all  intercepted  communications  be 
disclosed,  with  related  information  concerning  the  interception,  to  every  in- 
dividual whose  communications  were  intercepted  through  exercise  of  the 
authority  of  the  warrant.  Disclosure  to  a  foreign  agent  is  excepted,  but  it 
appears  that  the  subsection  otherwise  requires  that  the  disclosure  be  made 
to  both  parties  to  each  conversation  intercepted,  and  thus  requires  disclosure 
to  the  other  party  to  each  conversation  with  a  foreign  agent.  We  believe, 
therefore,  that  the  bill's  attempt  to  withhold  disclosure  to  the  foreign  agent 
himself  is  ineffective,  for  disclosures  to  those  with  whom  he  communicates 
will  surely  get  back  to  the  agent  in  short  order  in  most  cases,  notwithstand- 
ing the  proviso  which  states  that  disclosure  of  a  foreign  agent  surveillance 
need  not  identify  the  foreign  power  or  agent  whose  communications  were  in- 
tended to  be  intercepted,  nor  the  facilities  at  which  the  interception  took 
place. 

Provision  is  made  for  postponement  of  disclosure  if  the  judge  who  author- 
ized the  interception  is  satisfied  "that  the  individual  whose  communications 
have  been  intercepted  is  engaged  in  a  continuing  criminal  enterprise  or  con- 
spiracy and  disclosure  of  the  interception  will  endanger  vital  national  secur- 
ity interests." 

These  provisions  have  provoked  the  greatest  amount  of  discussion  and  dif- 
ference of  opinion  in  our  consideration  of  the  Nelson  bill.  The  basic  purpose 
of  the  disclosure  provision  is  to  act  as  a  check  upon  the  extent  of  electronic 
surveillance,  by  informing  the  individuals  affected  that  they  have  been  sub- 
jected to  it  and  thereby  enabling  them  to  pursue  whatever  legal  or  political 
remedies  may  be  available  to  them.  As  expressed  in  another  recent  legal  anal- 
ysis of  this  subject: 

"Even  a  modest  increase  in  the  proportion  of  government  surveil- 
lances which  are  disclosed  could  significantly  strengthen  judicial  con- 
trol of  illegal  surveillances,  since  criminal  defendants  will  be  more 
likely  to  challenge  the  legality  of  surveillances  to  which  they  have 
been  subjected,  and  others  may  seek  civil  remedies.  The  greater  the 
number  of  surveillance  warrants  which  are  subjected  to  later  review, 
the  more  care  may  be  expected  on  the  part  of  warrant  issuers  as  well 
as  the  Government.  Moreover,  even  those  disclosures  which  do  not 
bring  court  tests  may  result  in  publicity  and  thus  in  more  effective 
political  control  over  government  surveillance  practices."  30 

Some  members  of  our  Committees  are  troubled  by  the  wisdom  and  prac- 
ticality of  a  broad  disclosure  requirement  relating  to  electronic  surveillance, 
particularly  insofar  as  the  intelligence-gathering  activities  we  have  referred 
to  as  "foreign  agent  surveillance"  are  concerned.  In  addition  to  objections 
as  to  the  desirability  of  subjecting  intelligence  or  counter-intelligence  activi- 
ties to  public  scrutiny  as  described  above,  those  with  negative  views  toward 
disclosure  have  pointed  out  that  there  can  be  serious  invasions  of  privacy  in 
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making  disclosure  to  both  parties  to  every  intercepted  conversation.  Thus, 
i£  surveillance  is  authorized  with  respect  to  a  person,  but  no  evidence  of 
wrongdoing  turns  up  and  the  investigation  is  closed,  it  will  be  very  prejudi- 
cial to  that  person  to  disclose  to  all  who  have  communicated  with  him  during 
the  period  of  surveillance  the  fact  that  he  was  under  investigation  (a  fact  that 
will  be  apparent  to  the  other  parties  to  the  conversations  once  they  deduce 
from  the  circumstances  that  it  was  not  they  who  were  under  investigation). 

The  prevailing  view  in  our  Committees,  however,  is  that  on  balance  dis- 
closure serves  constructive  purposes.  We  have  previously  supported  "disclos- 
ure of  taps  and  bugs"  except  in  narrowly  defined  circumstances,3i  and  the 
prevailing  view  is  that  we  should  do  so  again.  The  Nelson  bill's  proposed  dis- 
closure of  the  contents  of  electronically  intercepted  conversations  to  the 
participants  in  those  conversations  once  the  interception  process  has  termi- 
nated and,  presumably,  has  served  its  purpose,  redresses  in  some  measure 
the  prior  ex  parte  incursion  into  the  privacy  of  those  whose  conversations 
have  been  intercepted  without  their  knowledge  or  approval.  Once  made 
aware  of  the  occurrence  and  contents  of  the  electronic  interception,  a  par- 
ticipant is  enabled  to  take  appropriate  legal,  political,  or  personal  steps  to 
remedy  the  injury  caused  by  the  interception. 

In  our  view,  precisely  the  prospect  of  such  efforts  to  secure  personal  rem- 
edies may  deflect  frivolous  applications  or  unduly  permissive  judicial  war- 
rants to  tap  or  bug  private  conversations.  Accountability  at  the  instance  of 
those  whose  privacy  has  been  abused  will,  we  believe,  more  surely  prevent 
abuse  than  the  remote  possibility  of  prosecution  of  the  abuser  (whose  abuse 
will  usually  be  unknown  to  the  victim  absent  a  disclosure  requirement),  or 
the  operation  of  the  evidentiary  exclusionary  rule,  which  is  dependent  upon 
prosecution  of  the  primary  subject  of  surveillance.  In  this  appraisal  of  the 
bill's  unique  disclosure  proposal,  we  consider  unconvincing  the  assertion  by 
some  members  of  the  Committees  that  disclosure  itself  will  work  a  breach  of 
privacy,  since  we  conclude  that  far  greater  such  breaches  would  be  caused 
by  the  improper  interceptions  we  expect  to  be  reduced  in  number  by  the 
mere  existence  of  the  disclosure  requirement. 

We  believe,  nevertheless,  that  the  provision  of  the  bill  for  judicial  post- 
ponement of  disclosure  is  too  narrow.  It  requires  a  finding  of  both  continu- 
ing criminal  enterprise  and  danger  to  vital  national  security  interests.32  It 
would  be  more  logical  and  prudent  for  the  legislation  to  authorize  postpone- 
ment of  disclosure  on  either  of  these  grounds  in  the  alternative,  or  perhaps 
to  permit  postponement  of  disclosure  of  a  national  security  crimes  surveil- 
lance on  a  showing  of  continuing  criminal  activity,  and  of  a  foreign  agent 
surveillance  on  a  showing  of  a  national  security  interest  alone.  The  statute 
should  also  make  clear  that  the  duration  of  postponement  can  be  indefinite 
in  time,  should  that  be  warranted  by  the  factual  grounds  for  postponement. 
Such  modifications  of  the  disclosure  provision  would  go  a  long  way  to  ameli- 
orate the  concern,  expressed  in  the  next  section  of  this  report,  with  the  im- 
pact of  the  Nelson  bill  on  surveillance  of  foreign  diplomats. 
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3.  Embassy  Surveillance 

It  has  become  an  open  secret  that  agents  of  our  Government  conduct  elec- 
tronic surveillance  of  foreign  embassies  and  diplomats  in  this  country,  al- 
though the  extent  of  the  practice  is  much  less  clear.^s  The  Nelson  bill  plainly 
appears  intended  to  cover  such  activity,  though  it  does  not  address  the  sub- 
ject expressly  except  by  referring  to  surveillance  directed  against  "foreign 
powers."  This  raises  some  difficult  legal  questions. 

The  debate  over  disclosure  of  surveillance  after  the  fact,  expressed  in  the 
last  section  of  this  report,  centers  largely  (though  not  wholly)  on  the  impact 
of  disclosure  upon  surveillances  of  this  type.  For  the  reasons  indicated  above, 
and  taking  account  of  the  need  for  some  degree  of  circumspection  in  matters 
touching  upon  diplomatic  relations  between  nations,  we  believe  the  Congress 
should  more  carefully  specify  the  terms  for  deferral  of  disclosure  to  persons 
whose  conversations  with  diplomatic  missions  have  been  intercepted. 

There  is  also  a  more  fundamental  legal  question.  One  hundred  fourteen 
nations  have  signed  and  ratified  the  1961  Vienna  Convention  on  Diplomatic 
Relations,  a  treaty  ratified  with  the  advice  and  consent  of  the  Senate  which 
entered  into  force  with  respect  to  the  United  States  in  1972.^4  Article  22  pro- 
vides that  the  premises  of  a  diplomatic  mission  shall  be  inviolable.  Article  24 
provides  that  the  archives  and  documents  of  a  mission  shall  be  inviolable  at 
any  time  and  wherever  they  may  be.  Article  27  provides  that  the  host  nation 
shall  permit  and  protect  free  communication  on  the  part  of  the  mission  for 
all  official  purposes.  Article  29  provides  that  the  person  of  a  diplomat  shall 
be  inviolable.  Article  30  provides  that  his  private  residence  shall  enjoy  the 
same  inviolability  and  protection  as  the  premises  of  the  mission. 

The  Convention  requires  respect  for  these  immunities  on  the  part  of  the 
host  nation,  notwithstanding  that  a  particular  diplomat  or  mission  may  be 
engaged  in  espionage  or  other  violation  of  domestic  and  international  law. 
However,  Article  47  does  appear  to  allow  the  host  nation  to  apply  provisions 
of  the  Convention  "restrictively"  on  account  of  a  restrictive  application  of 
the  same  provision  to  its  mission  in  the  other  country.  Thus,  a  right  to  re- 
taliatory action  appears  to  be  recognized. 

This  treaty,  which  was  intended  to  be  declaratory  of  long-standing  prin- 
ciples of  international  law,  is  of  course  part  of  the  "supreme  Law  of  the 
Land"  under  our  constitutional  system.  We  believe  the  Congress  should  ad- 
dress the  problem  suggested  in  the  foregoing  summary,  by  providing  ex- 
pressly in  the  Nelson  bill  that  a  judge  asked  to  issue  a  warrant  for  national 
security  surveillance  should  require  a  showing  that  the  particular  surveil- 
lance will  not  be  inconsistent  with  the  international  obligations  of  the 
United  States.  The  importance  of  adherence  to  standards  of  public  inter- 
national law  is  magnified  when  the  procedures  in  question  implicate  the 
courts,  the  branch  of  our  governmental  system  most  clearly  (though  not 
solely)  charged  with  maintenance  of  the  rule  of  law.  C/.  United  States  v. 
Butenko,  supra,  494  F.2d  at  636-37  (Gibbons,  J.,  dissenting).  The  suggested 
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showing  would,  as  with  all  proceedings  leading  to  the  issuance  of  a  surveil- 
lance warrant,  be  made  ex  parte  and  under  the  same  safeguards  discussed 
earlier  for  the  protection  of  confidentiality. 

V.  SUGGESTED  MODIFICATIONS  IN  THE  NELSON  BILL 

AND  EXTENSION  OF  ITS  SAFEGUARDS 

TO  THE  OMNIBUS  ACT 

The  following  modifications  in  specific  provisions  of  the  Nelson  bill  (in 
addition  to  those  already  mentioned  above  or  in  footnotes)  would  seem 
appropriate: 

First,  the  proposed  §25i8A  should  be  modified  to  include  provisions  for 
surveillance  in  advance  of  the  application  for  a  warrant  in  those  extraordi- 
nary emergency  situations  in  which  there  is  no  time  to  seek  court  approval.35 

Second,  the  proposed  §25i8A  should  be  modified  to  include  an  express 
provision,  similar  to  the  present  §2518(9),  for  disclosure  of  interceptions  in 
advance  of  any  trial,  hearing  or  other  proceeding  in  which  the  contents  of 
what  was  intercepted  or  evidence  derived  therefrom  is  to  be  used  in  evidence. 
Doubtless  such  disclosure  would  have  to  be  made  in  any  event  in  virtually 
all  cases  pursuant  to  the  requirements  of  the  proposed  §25i8A(8).  As  noted 
above,  that  proposed  subsection  requires  disclosure  to  be  made  within  30 
days  after  the  interception,  subject  to  postponement  of  disclosure  only  so 
long  as  necessary.  The  necessity  for  postponement  presumably  would  no 
longer  be  present  if  the  evidence  obtained  or  derived  from  the  interception 
were  to  be  used  at  a  trial,  hearing  or  other  proceeding.  Nevertheless,  out  of  an 
abundance  of  caution,  we  think  the  legislation  should  contain  an  express 
provision  for  disclosure  of  the  interception  in  advance  of  such  proceedings. 

Third,  we  see  no  reason  to  make  mandatory  the  requirement  for  periodic 
reports  to  the  judge.  As  noted  above,  an  extension  order  must  be  obtained 
from  the  court  if  interception  is  to  continue  for  longer  than  15  days.  The 
proposed  §25i8A(5)  expressly  requires  the  court  to  make  anew  the  findings 
required  for  an  initial  interception  order  and  also  requires  the  "applicant 
to  furnish  additional  information  and  evidence  independent  of  that  relied 
upon  in  granting  the  initial  order  and  which,  standing  alone,  would  satisfy" 
the  requirements  of  the  statute.  In  view  of  this  requirement,  it  seems  un- 
necessary to  superimpose  a  mandatory  additional  requirement  of  periodic 
reporting.  The  permissive  language  of  the  present  §2518(6)  would  seem 
sufficient. 

Fourth,  we  recommend  that  the  proposed  §25i8A(3)  of  the  bill  be  ex- 
panded to  include  an  express  requirement,  in  the  case  of  foreign  agent  sur- 
veillance, of  a  finding  by  the  court  that  the  person  whose  communications 
are  to  be  intercepted  is  in  fact  a  "foreign  agent,"  as  that  term  is  defined  in 
the  bill,  or  at  least  that  there  is  probable  cause  to  believe  he  is.  While  we 
think  such  a  requirement  is  implicit  in  the  Nelson  bill  in  its  present  form, 
the  addition  of  language  expressly  requiring  such  a  finding  would  remove 
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any  doubt  there  might  otherwise  be  as  to  the  legislative  intention.  In  con- 
nection with  this  same  provision,  we  recommend  that  the  part  of  the  defini- 
tion of  "foreign  agent"  excepting  U.S.  citizens  and  certain  aliens  refer,  in 
the  interest  of  greater  precision,  to  an  alien  "lawfully  admitted  for  perma- 
nent residence  within  the  United  States"  instead  of  to  an  alien  "in  the  pro- 
cess of  becoming  an  American  citizen."  36 

Finally,  we  have,  in  the  course  of  this  report,  indicated  the  several  in- 
stances where  the  interests  of  privacy  are  better  protected  by  the  Nelson  bill 
than  by  the  Omnibus  Act.  There  are  reasons  deriving  from  the  grounds  for 
and  nature  of  the  surveillances  contemplated  by  the  Nelson  bill  which  may 
suggest  a  basis  for  such  differentiation.37  We  have  concluded,  however,  that 
the  safeguards  introduced  by  the  Nelson  bill  are  appropriate  not  only  to  the 
purposes  of  that  bill,  but  also  to  the  entire  field  covered  by  the  Omnibus  Act. 
Accordingly  we  recommend  that  the  Nelson  bill  be  modified  so  as  to  extend 
to  the  balance  of  the  Omnibus  Act  such  improvements  as  the  unique  prob- 
able cause  [§§25i6A(i)  and  25i8A(2)]  and  conditions  of  extension  [§25i8A 
(5)]  provisions  of  the  Nelson  bill.  In  other  respects,  such  as  time  limits,  the 
two  enactments  should  be  conformed.  And  with  respect  to  disclosure  after 
surveillance,  the  same  difference  of  views  with  respect  to  the  wisdom  and 
efficacy  of  this  provision  applies  to  its  extension  to  the  Omnibus  Act,  with 
the  prevailing  view  favoring  such  extension  for  the  reasons  discussed  earlier 
(see  pages  14-16  above). 

VI.  CONCLUSION 

With  the  modifications  suggested  in  this  report,  we  recommend  enactment 
of  the  Nelson  bill. 
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States  V.  Chavez,  42  U.S.L.W.  4660  (May  14,  1974). 

9The  present  §25 16(a)  would  be  deleted  by  the  Nelson  bill,  and  each  of  the  pres- 
ent subsections  following,  listing  other  types  of  crimes  subject  to  surveillance  au- 
thority, would  then  be  identified  by  the  preceding  letter  in  the  alphabet. 

10  These  statutes  are  42  U.S.  §§2274-2277  (relating  to  enforcement  of  the  Atomic 
Energy  Act  of  1954);  and  18  U.S.C.  Chapter  37  (relating  to  espionage).  Chapter  105 
(relating  to  sabotage),  and  Chapter  115  (relating  to  treason). 

11  One  effect  of  enactment  of  the  Nelson  bill  thus  would  be  to  repeal  the  present 
authorization  for  electronic  interception  where  there  is  probable  cause  to  believe 
an  individual  has  committed  or  is  about  to  commit  an  offense  punishable  pursuant 
to  Chapter  102  of  Title  18  related  to  riots.  Such  a  partial  repeal  of  the  present  stat- 
ute would  be  in  accord  with  this  Association's  previously  expressed  view  that  wire- 
tapping and  eavesdropping  be  limited  to  cases  "involving  murder,  kidnapping,  or 
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espionage,  and  the  foreign  intelligence  activities  of  the  United  States  government." 
See  Ass'n  of  the  Bar  of  the  City  of  New  York,  Reports  of  Committees  Concerned 
with  Federal  Legislation,  Vol.  7,  No.  2,  at  p.  3  (1968)  (hereafter  "the  1968  Report"). 

12  The  ambiguity  of  this  concept  is  criticized  at  page  19  and  note  36,  below. 

13  There  are  several  minor  differences  between  the  language  of  the  proposed 
§25i8A  and  the  present  §2518  which  were  required  because  the  proposed  section 
deals  in  part  with  foreign  agent  surveillance,  which  does  not  necessarily  involve 
violations  of  specific  statutes,  whereas  present  §2518  deals  solely  with  surveillance 
in  which  violations  of  specific  statutes  are  involved. 

In  addition,  the  proposed  §25i8A  differs  from  the  present  §2518  in  a  few  minor 
instances,  not  discussed  in  the  text,  in  which  there  would  not  appear  to  be  any  sub- 
stantive reason  for  the  change.  For  example,  present  §25i8(i)(c)  requires  that  an 
application  for  a  warrant  contain  a  "full  and  complete"  statement  with  respect  to 
other  investigative  procedures  tried,  whereas  proposed  §25i8A(i)(c)  would  require 
a  "detailed"  statement.  There  would  not  appear  to  be  any  substantial  difference 
between  these  two  provisions,  which  are  otherwise  identical  in  language.  It  would 
seem  appropriate  in  such  instances  for  the  language  of  the  Nelson  bill  to  be  modi- 
fied so  that  present  §2518  and  proposed  §25i8A  would  conform  with  each  other. 
This  would  eliminate  any  danger  of  litigation  concerning  the  effect  of  such  minor 
variations  in  language. 

14  See  the  1968  Report,  at  p.  3. 

15  Section  25i8(8)(d)  of  the  present  Act  appears  to  authorize  disclosure  to  an  in- 
dividual who  has  been  the  subject  of  an  "emergency"  wiretap  pursuant  to  §2518(7), 
of  the  fact  and  date  of  application,  authorization  or  denial  of  a  wiretap  order,  the 
fact  and  time  of  interception,  and,  on  his  motion  and  in  the  judge's  discretion,  the 
intercepted  communication. 

16  The  proposed  §25i8A(8)  also  provides  that  any  interception  "disclosed  pur- 
suant to  this  subsection  and  which  involves  application  of  section  2511(3)  [foreign 
agent  surveillance],  need  not  disclose  the  foreign  power  or  agent  whose  wire  or 
oral  communications  were  intended  to  be  intercepted  nor  those  facilities  at  which 
the  interception  was  intended  to  or  did  take  place."  See  the  text  at  page  15,  below. 

17  The  proposed  §25i8A(5)  also  contains  an  express  provision  that  every  order  or 
extension  shall  contain  a  provision  that  the  interception  must  terminate  in  any 
event  within  15  days.  This  15-day  period  is  consistent  with  the  maximum  set  forth 
in  the  subsection  applicable  to  initial  orders  but  inconsistent  with  the  10-day  maxi- 
mum applicable  to  extensions.  For  simplicity,  we  suggest  that  the  Nelson  bill  be 
modified  so  that  the  maximum  time  applicable  to  extensions  is  the  same  as  for  the 
initial  order.  In  addition,  consideration  should  be  given  to  conforming  the  maxi- 
mum time  under  §25i8A  and  §2518. 

18  See  United  States  v.  Giordano,  supra  note  8,  42  U.S.L.W.  at  4649. 

19  In  several  other  cases  the  presidential  authority  to  conduct  warrantless  sur- 
veillance in  matters  affecting  foreign  affairs  has  been  sustained.  United  States  v. 
Brow7i,  484  F.2d  418  (5th  Cir.  1973);  United  States  v.  Clay,  430  F.2d  165  (5th  Cir. 
1970),  rev'd  on  other  grounds,  403  U.S.  698  (1971);  Zweibon  v.  Mitchell,  363  F.  Supp. 
936(D.D.C.  1973).  Neither  Butenko  nor  any  of  these  cases,  however,  dealt  with  the 
issue  of  what  effect  upon  that  authority  would  result  from  an  express  statutory  re- 
quirement of  a  judicial  warrant. 

See,  generally.  Note,  "Foreign  Security  Surveillance  and  the  Fourth  Amend- 
ment," 87  Harv.  L.  Rev.  976  (1974)  (hereafter  "Harvard  Note"). 
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20  See  the  several  opinions  of  the  judges  of  the  Third  Circuit  in  Butenko,  supra. 

Judge  Gerhard  A.  Gesell,  United  States  District  Court  for  the  District  of  Colum- 
bia, has  recently  held  the  Fourth  Amendment  applicable  to  a  non-electronic  search 
and  seizure  claimed  to  have  been  undertaken  under  presidential  authority  in  con- 
nection with  intelligence-gathering  deemed  necessary  for  the  conduct  of  foreign 
affairs.  N.Y.  Times,  May  25,  1974,  p.  13.  See  also  Harvard  Note  at  978-79. 

21  United  States  v.  Pink,  315  U.S.  203  (1942);  Youngstoiun  Sheet  &  Tube  Co.  v. 
Sawyer,  343  U.S.  579  (1952);  Kent  v.  Dulles,  357  U.S.  116  (1958);  Reid  v.  Covert,  354 
U.S.  1  (1957).  See  also  Hurtado  v.  California,  110  U.S.  516,  531-32  (1884);  Sterling  v. 
Constantin,  287  U.S.  378,  401  (1932);  £x  parte  Endo  323  U.S.  283,  299  (1944);  Cooley, 
Constitutional  Law,  p.  203  (4th  ed.  1931);  Story,  Commentaries  on  the  Consti- 
tution, §1842  (1833). 

See,  generally,  Lasson,  The  History  and  Development  of  the  Fourth  Amend- 
ment to  the  United  States  Constitution,  pp.  13-143  (1937);  Landynski,  Se.\rch 
AND  Seizure  and  the  Supreme  Court,  pp.  19-48  (1966). 

22  United  States  v.  Butenko,  supra;  Abel  v.  United  States,  362  U.S.  217  (i960); 
United  States  v.  Coplon,  185  F.2d  629  (2d  Cir.  1950). 

23  It  is  not  necessary  to  consider  here  whether  Fourth  Amendment  requirements 
apply  to  the  Executive's  intelligence-gathering  activities  abroad,  since  the  Nelson 
bill  does  not  purport  to  deal  with  such  activities,  and  the  underlying  Omnibus  Act 
appears  to  limit  its  reach  to  the  geographical  United  States.  See,  e.g.,  18  U.S.C. 
§§2511(1),  2518(3);  United  States  v.  Toscaniiio  (2d  Cir.  May  15,  1974),  slip  opinion, 
pp.  3516-19. 

It  is  also  unnecessary  to  discuss  the  different  question  of  the  use  in  an  American 
criminal  trial  of  evidence  gathered  abroad  by  federal  agents  through  means  that 
violate  Fourth  Amendment  standards,  as  such  use  appears  to  be  prohibited  by  ex- 
isting case  law.  See  Uriited  States  v.  Toscanino,  supra,  and  cases  cited  therein. 

24See  Note,  45  So.  Cal.  L.  Rev.  888,  900  n.  49. 

25  See,  e.g.,  Chimel  v.  California,  395  U.S.  752  (1969)  (search  incident  to  arrest); 
Terry  v.  Ohio,  392  U.S.  1  (1968)  ("street  encounter"  frisk);  Warden  v.  Hayden,  387 
U.S.  294  (1967)  ("hot  pursuit"). 

^^  Zweibon  v.  Mitchell,  supra  note  19. 

27  N.Y.  Times,  June  30,  1972,  p.  17. 

28  The  earliest  report  on  the  subject  was  that  of  the  Committee  on  Federal  Leg- 
islation in  1961.  Ass'n  of  the  Bar  of  the  City  of  New  York  Reports,  Vol.  136,  Report 
No.  2264  (1962).  There  followed  joint  reports  of  the  Committees  on  Federal  Legis- 
lation and  on  Civil  Rights  in  1962  and  1968.  Ass'n  of  the  Bar  of  the  City  of  New 
York,  Reports  of  Committees  Concerned  with  Federal  Legislation,  Vol.  1,  p.  93 
(1962);  the  1968  Report,  supra  note  11. 

29  The  1968  Report,  at  p.  3. 

30  Harvard  Note  at  999-1000. 

31  The  1968  Report,  at  p.  3. 

32  The  analysis  of  S.2820  prepared  by  Senator  Nelson's  staff  indicates  that  the 
word  "and"  in  proposed  §25i8A(8)  is  intended  to  be  disjunctive  rather  than  con- 
junctive. Surely  the  face  of  the  legislation  should  unequivocally  express  the  intent 
where  such  a  vital  difference  is  involved. 

33  Former  Attorney  General  Ramsey  Clark  has  recently  testified  that  there  were 
about  100  electronic  surveillances  on  foreign  missions  or  alleged  agents  when  he 
became  Acting  Attorney  General  late  in  1966,  that  he  shortly  reduced  the  number 
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authorized  to  40-odd,  and  that  the  number  remained  at  that  level  thereafter  (with 
few  changes  in  specific  wiretaps)  until  the  end  of  1968.  It  is  not  clear  how  many  of 
these  surveillances  were  on  diplomatic  missions,  or  how  many  different  foreign 
countries  were  affected.  See  Elliff  article,  supra  note  6,  issue  of  June  6,  1974. 

34  TIAS  No.  7502.  Similar  provisions  are  contained  in  the  Vienna  Convention  on 
Consular  Relations,  which  was  signed  in  1963  and  entered  into  force  with  respect 
to  the  United  States  in  1969.  TIAS  No.  6820,  21  UST  77  (1970). 

35  It  appears  that  such  a  provision  was  omitted  because  the  draftsmen  doubted 
the  necessity  for  such  a  provision.  Indeed,  there  has  been  testimony  at  hearings  on 
the  Nelson  bill  that  the  emergency  provision  in  the  present  §2518(7)  has  never  been 
used. 

36  This  aspect  of  the  bill's  definition  of  "foreign  agent"  is  presently  ambiguous. 
In  one  sense,  the  "process"  of  becoming  an  American  citizen  commences  upon  ar- 
rival in  this  country  as  a  permanent  resident.  8  U.S.C.  11427(a).  In  another  sense, 
the  "process"  does  not  begin  until  an  application  for  naturalization  is  actually  filed. 
The  bill's  terminology  appears  to  be  a  reference  to  the  former  process  of  filing 
"first  papers"  for  citizenship,  which  no  longer  exists  in  our  naturalization  laws. 

37  The  reduced  likelihood  of  disclosure  by  reason  of  prosecution  in  the  case  of 
foreign  agent  surveillance  may  justify  the  broader  and  mandated  disclosure  pro- 
vided for  in  the  proposed  §25i8A(8)  of  the  Nelson  bill.  But  see  the  discussion  of 
this  provision  in  the  text  at  pages  14-16  above. 

INDIVIDUAL  VIEWS 

We  respectfully  dissent  from  that  portion  of  the  Committees'  report  ap- 
proving the  requirement  of  a  court-sanctioned  warrant  to  wiretap  foreign 
agents  and  foreign  powers.  We  do  so  because  we  believe  that  such  legislation 
could  well  be  interpreted  to  impose  severe  barriers  to  foreign  national  se- 
curity wiretapping,  to  the  detriment  of  our  foreign  intelligence  and  policy 
programs;  and  because  there  has  been  no  demonstration  that  the  privacy  of 
American  citizens  has  been  unreasonably  invaded  by  our  present  system. 

It  is  common  knowledge  that  all  governments,  as  part  of  their  espionage, 
counter-espionage  and  foreign  intelligence  programs,  utilize  wiretapping. 
Presumably,  this  device  is  beneficial  and  useful.  The  instant  legislation,  for 
die  first  time  in  our  history,  places  restrictions  on  the  use  of  wiretapping 
against  foreign  nationals  and  foreign  powers.  Under  proposed  §25i8A,  the 
CIA  or  any  other  foreign  national  security  agency  will  have  to  make  a  show- 
ing that  a  wiretap  is  necessary  "to  protect  the  Nation  against  actual  or  po- 
tential attack  or  other  hostile  acts  of  a  foreign  power,"  or  "to  obtain  foreign 
intelligence  information  deemed  essential  to  the  security  of  the  United 
States"  or  "to  protect  national  security  information  against  foreign  intelli- 
gence activities."  (Emphasis  added.)  When  one  adds  to  these  burdens  the 
new  express  requirement  that  "in  no  event  may  authorization  of"  intercep- 
tion of  "any  wire  or  oral  communication  be  granted  unless  the  applicant 
furnishes  evidence,  independent  of  his  and  others'  conclusory  opinion  that 
such  interception"  meets  the  above  standards,  it  becomes  clear  that  it  will  be 
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difficult  to  secure  court  authorized  wiretaps  in  this  area.*  (Emphasis  added.) 
In  our  opinion,  the  above  standards  place  substantial  and  unnecessary  bur- 
dens upon  the  Executive  to  justify  its  foreign  national  security  and  intelli- 
gence wiretaps. 

It  is  submitted  that  these  burdens  could  substantially  reduce  the  number 
of  national  security  wiretaps.  Many  of  the  embassy  and  consulate  wiretaps, 
commonly  employed  to  obtain  diplomatic  information  and  the  like,  will 
simply  not  meet  these  standards.  Clearly  the  Committees  have  insufficient  in- 
formation, experience  and  expertise  to  evaluate  whether  such  a  curtailment 
of  this  type  of  wiretapping  is  a  wise  policy.  The  Committees'  report,  in  re- 
ality, is  a  brief  for  the  curtailment  of  all  wiretapping,  regardless  of  whether 
or  not  the  wiretapping  promotes  the  public  good.  While  this  may  be  an  ap- 
propriate attitude  where  the  likelihood  of  the  invasion  of  the  privacy  of 
law-abiding  American  citizens  is  concerned,  we  believe  the  interest  of  main- 
taining a  strong  and  competitive  foreign  posture  is  paramount,  especially 
where,  as  here,  the  likelihood  of  a  substantial  invasion  of  the  privacy  of 
American  citizens  is  minimal. 

Ostensibly  the  Nelson  bill  changes  the  law.  For  the  first  time  in  our  his- 
tory, it  would  require  the  Executive  to  seek  judicial  approval  of  foreign  wire- 
taps. The  recent  en  banc  decision  of  the  United  States  Court  of  Appeals  for 
the  Third  Circuit  holds  that  such  a  procedure  is  not  constitutionally  man- 
datory. United  States  v.  Butenko,  494  F.2d  593  (March  5,  1974).  The  Com- 
mittees' report  does  not  indicate  why  they  find  such  legislation  necessary  at 
this  time.  No  catalogue  of  abuse  of  the  Executive  power  in  this  area  has  been 
provided  or,  we  dare  say,  even  considered.**  The  conduct  of  foreign  policy 
and  foreign  national  security  is,  of  course,  difficult  and  delicate.  To  add  to 
the  burdens  of  the  Executive  in  this  area  absent  a  clear  showing  of  need  is, 
in  our  opinion,  unwarranted. 

Elizabeth  Head 
Robert  G.  Morvillo 


*  In  this  connection,  the  very  restrictive  definition  of  "foreign  agent"  will  in- 
crease the  difficulty  of  adducing  the  necessary  evidence.  Thus,  to  meet  the  defini- 
tion of  "foreign  agent"  the  Government  must  adduce  evidence  that  he  (i)  is  not  an 
American  citizen,  (2)  has  his  first  allegiance  to  a  foreign  power,  (3)  is  working  to 
serve  the  interest  of  that  foreign  power,  and  (4)  is  working  to  undermine  the  secur- 
ity of  the  United  States. 

**  The  Committees  have  cited  one  claimed  abuse  dealing  with  wiretapping  of 
the  Jewish  Defense  League.  In  view  of  the  court's  ruling  in  that  case,  upholding  the 
authority  of  the  Executive  to  tap  without  a  warrant  and  finding  that  "The  activi- 
ties of  the  JDL  posed  a  threat  to  the  continuance  of  our  peaceful  foreign  relations 
with  the  Soviet  Union  and  subjected  American  citizens  living  in  Moscow  to  harm 
by  retaliation,"  this  is  hardly  the  type  of  an  abuse,  if  an  abuse  at  all,  that  should 
be  the  predicate  for  remedial  legislation.  Zweibon  v.  Mitchell,  363  F.  Supp.  936,  943 
(D.D.C.  1973). 
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I  respectfully  dissent  with  respect  to  the  disclosure  of  "foreign  agent"  wire- 
taps. The  report  approves  full  disclosure  of  foreign  agent  wiretaps  to  third 
parties  who  are  overheard  in  the  process,  which  will  guarantee  that  the  for- 
eign agent  or  embassy  will  know  that  it  has  been  bugged.  The  sole  qualifica- 
tion is  that  disclosure  of  "foreign  agent"  taps  may  be  postponed  as  long  as 
a  judge  is  convinced  that  a  vital  national  security  interest  will  be  impaired 
by  the  disclosure.  The  report  states  only  that  Congress  should  "more  care- 
fully specify  the  grounds"  for  postponing  disclosure.  I  think  that  there 
should  be  no  disclosure  of  foreign  agent  wiretaps. 

The  problem  I  perceive  is  that  many  foreign  agent  wiretaps  may  be  de- 
signed to  gather  intelligence  and  not  to  prevent  specific  acts  of  espionage  or 
other  crimes.  Disclosure  of  the  existence  of  a  wiretap  could  be  very  de- 
structive to  those  intelligence-gathering  activities.  Postponement  is  not  a 
sufficient  remedy  because  in  every  case  where  the  purpose  of  the  wiretap  is 
intelligence-gathering,  it  is  disclosure  of  the  fact  of  the  tap,  at  any  time  after 
it  was  made,  which  will  undercut  the  purpose  of  the  tap.  Thus,  the  Govern- 
ment will  always  ask  for  unlimited  continuation  of  postponement  of  dis- 
closure. If  that  is  going  to  be  the  case,  as  appears  likely,  there  is  no  reason 
to  provide  for  disclosure  at  all. 

Moreover,  in  intelligence-gathering  situations  with  respect  to  foreign 
agents,  where  no  prosecution,  deportation  or  arrest  is  planned,  there  is 
really  no  way  to  enforce  the  warrant  requirement  of  the  bill.  If  the  State  De- 
partment or  CIA  wants  to  gather  information  at  an  embassy,  there  is  nothing 
to  prevent  the  tap  without  a  warrant,  provided  the  agency  doesn't  use  the 
information  obtained  to  support  any  legal  action.  Therefore,  requiring  dis- 
closure of  wiretaps  obtained  through  a  warrant  will  immediately  cause  every 
foreign  intelligence  gatherer  to  ignore  the  warrant  requirement.  All  of  the 
safeguards  built  into  the  Nelson  bill,  the  warrant  requirement,  time  limita- 
tions and  the  strict  definition  of  "foreign  agent,"  will  be  for  naught. 

I  think  that  wiretaps  are  essentially  evil  and  undermine  freedom.  The 
importance  of  the  very  few  cases  in  which  they  provide  information  other- 
wise unobtainable  is  far  outweighed  by  the  unjustifiable  invasions  of  privacy 
in  the  great  majority  of  cases  where  the  information  is  otherwise  obtainable, 
the  disrespect  for  privacy  and  the  attitude  that  law  enforcers  can  do  whatever 
they  want  to  achieve  their  allegedly  legitmate  ends-all  of  which  appear  to 
me  to  be  the  by-products  of  indiscriminate  wiretapping.  I  believe  the  Nelson 
bill's  requirement  of  disclosure  in  the  national  security  area  is,  except  as 
discussed  above  with  respect  to  foreign  agent  taps,  valuable  as  the  single 
most  important  deterrent  to  unjustified  wiretaps. 

I  do  not  agree  with  Mr.  Morvillo  and  Mrs.  Head  that  the  benefits  of  dis- 
closure in  areas  other  than  foreign  agent  situations  is  outweighed  by  the 
invasion  of  privacy  of  the  person  tapped  or  the  unproved  need  of  law  en- 
forcement personnel  to  keep  taps  secret.  In  short,  I  think  the  balance  of 
factors  which  the  report  ably  describes  is  properly  in  favor  of  disclosure  in 
all  areas  other  than  foreign  agent  taps. 

Eric  Bregman 
25 
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Appendix  9 

List  and  Brief  Description  of  Statutes  Authorizing  the  Issuance  of 
Subpoenas  by  Administrative  Agencies  of  the  Federal  Government 

The  Liijrary  of  Congress, 
Washington,  D.C.,  July  18, 1912. 
From  :  American  Law  Division. 

Subject :  List  and  Brief  Description  of  Statutes  Autliorizing  the  Issuance  of 
Subpoenas  by  Administrative  Agencies  of  the  Federal  Government. 

As  per  our  telephone  conversation  of  July  12  and  14,  1972,  and  in  response  to 
your  specific  request,  we  respectfully  advise  that  examination  of  Federal  statutes 
relating  to  executive  and  administrative  departments  and  agencies  and  their 
authority  and  power  to  issue  subpoenas  indicates  that  such  statutes  are  devoid 
of  any  requirement  respecting  notice  of  issuance  to  the  party  being  investigated 
when  a  subpoena  is  served  on  a  third  party — be  it  a  financial  institution  or 
otherwise. 

By  way  of  general  background  in  this  area,  5  U.S.C.  Sec.  304  provides  that  heads 
of  executive  departments  in  which  a  claim  against  the  United  States  is  pending 
may  apply  to  a  United  States  court  for  the  issuance  of  a  subpoena.  Under  the 
Administrative  Procedure  Act,  it  is  provided  that  process  or  other  investigative 
act  shall  not  be  issued,  made  or  enforced  except  as  authorized  by  law.  ( See : 
5  U.S.C.  Sec.  555)  These  statutes  are  numerous  and  as  heretofore  stated  contain 
no  provisions  respecting  notice  of  their  issuance. 

In  compliance  with  the  remainder  of  your  request,  the  following  statutes,  in 
brief,  authorize  the  issuance  of  subpoenas — and  their  judicial  enforcement  in 
cases  of  noncompliance — for  the  production  of  books,  records,  accounts,  memo- 
randa, and  witnesses  upon  the  investigation  or  hearing  of  matters  concerned 
with  the  administration  and  enforcement  of,  or  in  connection  with : 

agriculture 

7  U.S.C.  Sec.  Jf99n — The  Perishable  Agricultural  Commodities  Act. 

Sec.  511n — Tobacco  Inspection  Act. 

Sec.  1603— Federal  Seed  Act. 

Sec.  1621  note — Agriculture  Marketing  Act. 

immigration  and  naturalization 

8  U.S.C.  Sec.  J225— Illegal  alien  entries. 

Sec.  1446 (i) — Examination  of  naturalization  petitions. 
Sec.  1441  (e) — Hearings  upon  naturalization  i>etitions. 

banks  and  banking 

12  U.S.C.  Sec.  1730a (h) — Savings  and  Loan  Insurance  Corporation  Act. 
Sec.  1784  (c) — Examination  of  insured  credit  institutions. 
Sec.  1786 (a) — Examinations  of  the  financial  soundness  of  insured  credit 
unions. 

COMMERCE  and  TRADE 

15  U.S.C.  Sec.  23 — Enforcement  of  antitrust  laws,  but  court  permission  required 
with  respect  to  witnesses  living  more  than  one  hundred  miles  from  the  place 
of  trial 

Sec.  77UUU — Securities  and  Exchange  Commission  of  the  enforcement  of  the 
Trust  Indenture  Act  of  1939. 

Sec.  78u — Securities  and  Exchange  Commission  investigations  of  violations 
of  the  Securities  and  Exchange  Act. 

Sec.  79r — Securities  and  Exchange  Commission  investigations  or  inquiries 
to  obtain  information  regarding  the  business,  practices  or  financial  condi- 
tion of  any  registered  holding  company  or  subsidiary  company  thereof. 
(Utility  Holding  Company  Act). 

Sec.  80a-41 — Security  and  Exchange  Commission  investigations  to  deter- 
mine if  any  person  has  or  is  about  to  violate  the  provisions  of  the  Invest- 
ment Company  Act. 

Sec.  80b-9 — Securities  and  Exchange  Commission  investigations  to  deter- 
mine if  any  person  has  or  is  about  to  violate  the  provisions  of  the  Invest- 
ment Advisers  Act. 
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Sec.  6S7a— Small  Business  Administration  hearings  to  revoke  the  rights 

pnvileges  and  franchises  of  small  business  investment  company  licensees' 
Sees.  687&— SmaU  Business  Administration  investigations  to  determine  if 

any  Ucensee  under  the  Small  Business  Investment  Act  has  or  is  about  to 

engage  in  any  practices  or  acts  in  violation  thereof. 
Sec.  7i7m— Investigations  by  the  Federal  Power  Commission  to  determine 

If  any  person  has  or  is  about  to  violate  the  provisions  of  the  Natural  Gas 

Act. 

See.  1193— The  gathering,  by  the  Secretary  of  Commerce,  of  such  information 
pertinent  to  the  findings  or  determinations  which  he  is  required  to  make 
under  the  Flammable  Fabrics  Act. 

Sec  1262  no^^Commission  on  Product  Safety  studies  and  investigations  of 
the  adequacy  of  measures  currently  employed  to  protect  consumers  against 
unreasonably  risk  of  injuries  which  may  be  caused  by  hazardous  household 
products. 

Sec.  i26S— Criminal,  libel,  or  injunction  proceedings  by  United  States  at- 
torneys  to  enforce  or  restrain  violations  of  the  Hazardous  Substances  Act 

Sec.  1399~Actions  by  United  States  Attorneys  to  enforce,  and  restrain  vio- 
lations, of  the  Traffic  and  Motor  Vehicle  Safety  Act. 

Sec.  1601  nofe— Commission  on  Consumer  Finance  appraisals  of  the  func- 
tioning and  structure  of  the  consumer  finance  industry 

Sec.  i7i4— Investigations  by  tJie  Secretary  of  Housing  and  Urban  Develop- 
ment to  determine  if  any  person  has  or  is  about  to  violate  any  provision 
of  the  Interstate  Land  Sales  Act. 

CONSERVATION 

16  U.S.C.  Sec.  S25/— Federal  Power  Commission  investigations  of  facts  condi- 
tions, practices,  or  matters  which  it  may  find  necessary  or  proper  in  order  to 
determine  whether  any  person  has  or  is  about  to  violate  any  provision  of  the 
Federal  Power  Act. 

CRIMES  AND  CRIMINAL  PROCEDURE 

18  U.S.C.  Sec.  855— Interstate  Commerce  Commission  administration  and  en- 
forcement of  laws  relating  to  the  transportation  of  explosives,  radioactive  ma- 
terials, etiologic  agenits  and  other  dangerous  articles  in  interstate  and  foreign 
commerce. 

Sec  3052— Investigations  by  the  Federal  Bureau  of  Investigation.  Empowers 
the  Bureau  to  serve  subpoenas  issued  under  the  authority  of  the  United 
States. 

Sec.  S06i— Authorizes  Postal  Service  personnel  performing  duties  related  to 
inspection  of  postal  matters  to  serve  subpoenas  issued  under  the  authority 
of  the  United  States.  Powers  g-ranted  hereunder  shall  be  exercised  to  the 
extent  authorized  by  the  Board  of  Governors  and  only  in  the  enforcement 
of  laws  regarding  property  of  the  United  States  in  the  custody  of  the 
Postal  Service,  including  property  of  the  Postal  Service,  the  use  of  the 
mails,  and  other  postal  offenses. 

Sec.  5i9i— Subpoena  issued  by  court  to  summon  witnesses  for  indigent 
fugitives. 

See.  3500— In  support  of  demands  for  statements  and  reports  of  government 
witnesses  in  any  criminal  prosecution,  but  only  after  the  witness  has  been 
called  by  the  United  States  and  has  testified  on  direct  examination  in  the 
trial  of  the  case. 

CUSTOMS  DUTIES 

19  U.S.C.  Sec.  1333— Vnited  States  Tariff  Commission  investigations.  Provides 
that  the  Commission  or  its  agents  shall  have  access  to  and  the  right  to  copy 
any  paper,  document  or  record  pertinent  to  the  subject  matter  under  investi- 
gation, in  the  possession  of  any  person,  firm,  copartnership,  association,  corpora- 
tion, etc.,  engaged  in  the  production,  importation  or  distribution  of  any  article 
under  investigation ;  and,  may  require  the  production  of  books  and  records  of 
any  person  when  the  same  relate  to  any  matter  pertaining  to  such  investigation. 

FOODS   AND   DRUGS 

Sec.  i98o— Investigations  which,  in  the  opinion  of  the  Secretary  of  the 
Treasury,  are  necessary  and  proper  to  the  enforcement  of  laws'  relating 
to  smuggling  (controlled  substances)  goo<ls  into  the  United  States. 
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Sec.  S37 — Proceeding®  for  the  enforcement  of  laws  relating  to  adulterated  or 
misbranded  drugs,  foods,  devices  or  cosmetics  introduced  into  interstate 
commerce. 

FOBEIGN   BEXATIONS   AND   INTEBCOUESE 

22  U.S.C.  Sec.  1623 — The  examination  (by  the  Foreign  Claims  Settlement  Com- 
mission), and  final  adjudication  of  claims  of  the  Government  of  the  United 
States  and  nationals  of  the  United  States  included  within  the  terms  of  the 
Yugoslav  Claims  Agreement  of  1948. 

INTEBNAI.  REVENTTE 

26  U.S.C.  Sec.  7608 — Investigations  by  criminal  investigators  of  the  Intelligence 
or  Internal  Security  Division  of  the  Internal  Revenue  Service  whom  the  Secre- 
tary of  the  Treasury,  or  his  delegate,  charges  with  the  enforcement  of  any  of 
the  criminal  provisions  of  the  internal  revenue  laws  or  any  of  the  criminal, 
seizure,  or  forfeiture  provisions  of  the  laws  relating  to  Alcohol,  Tobacco  and 
other  excise  taxes  or  of  any  other  law  of  the  United  States  pertaining  to  taxes 
on  commodities. 

LABOB 

29  U.S.C.  Sec.  161 — National  Labor  Relations  Board  investigations  and  hearings. 
Confers  the  right  of  access,  for  the  purpose  of  examining  and  copying,  to 
evidence  of  any  person  being  investigated  or  proceeded  against  that  related 
to  any  matter  under  investigation  or  in  question. 

Sec.  185 — Suits  for  violations  of  contracts  between  an  employer  and  a  labor 

organization. 
Sec.  209 — Matters  arising  under  the  Fair  Labor  Standards  Act. 

MINEEAL  LAWS  AND   MINING 

30  U.S.C.  Sec.  729 — Proceeding  conducted  by  the  Federal  Metal  and  Nonmetallic 
Mine  Safety  Board  of  Review. 

Sec.  813 — Investigations  by  the  Secretary  of  the  Interior  for  the  purpose  of 
gathering  information  and  enforcing  the  laws  relating  to  mine  health 
and  safety  standards. 

NAVIGATION  AND  NAVIGABLE  WATERS 

33  U.S.C.  Sec.  506. — Hearings  by  the  Secretary  of  Transportation  concerning  the 
reasonableness  of  tolls  for  passage  or  transit  over  any  bridge  over  any  of 
the  navigable  waters  of  the  United  States  if  such  bridge  is  used  for  purposes 
of  travel  or  transp>ortation  in  interstate  or  foreign  commerce. 

Sec.   927 — Administration    of   the    Longshoremen's   and    Harbor    Workers' 

Compensation  Act. 
Sec.   1163 — Enforcement   of   standards   relating   to   marine   sanitation   de- 
vices by  the  Administrator  of  the  Water  Pollution  Control  Advisory  Board. 

PATENTS 

35  U.S.C.  Sec.  24 — Contested  cases  in  the  Patent  Office 

PUBLIC  CONTRACTS 

41  U.S.C.  Sec.  251  note — Study  of  government  procurement  policies  and  pro- 
cedures by  the  Commission  on  Government  Procurement. 

PUBLIC  he:alth  and  welfare 

42  U.S.C.  Sec.  405 — Hearings,  investigations  or  other  proceedings  authorized  or 
directed   under   the   Federal   Old-Age,    Survivors,    and   Disability    Insurance 

Sec.  1857 f-3— Judicial  actions  to  restrain  violations  of  the  Air  Pollution  Con- 
trol Act. 
Sec.  1973ff— Hearings  conducted  by  the  Civil  Rights  Commission. 


785 

8ec.  S^ii— Investigations  by  the  Secretary  of  Housing  and  Urban  DeveloD- 
ment  conducted  pursuant  to  the  authority  contained  in  the  Fair  Housinjr 
Act  Grants  the  Secretary,  or  his  designees,  access  at  all  reasonable  times 
to  the  premises,  records,  documents,  individuals  and  other  evidence  for 
examining  and  copying,  in  aid  of  such  investigations.  Requires  compli- 
ance with  Fourth  Amendment  provisions  relating  to  unreasonable  searches 
and  seizures. 

Sec.  5754— Proceedings  of  the  Law  Enforcement  Assistance  Administration 
in  carrying  out  its  functions  under  the  Law  Enforcement  Assistance  Act. 

PUBLIC  LANDS 

43  TJ.8.C.  Sec.  i02— Hearings  before  officers  of  district  land  offices 

Sec.  i558— Hearings  and  investigations  of  the  Public  Land  Law  Review 
Commission.  ^v  cw 

RAILROADS 

Sec.  i57— Arbitration  proceedings  involving  disputes  between  a  carrier  or 
carriers  and  its  or  their  employees. 

Sec.  3^^— Investigations  or  other  proceedings  by  or  before  the  Railroad 
Retirement  Board. 

Sec.  ^38— -Secretary  of  Transportation's  proceedings  in  the  enforcement  of 
railroad  safety  standards. 

Sec.  ii^4— Investigations  by  the  Federal  Maritime  Commission  in  the  en- 
forcement of  the  provisions  of  the  Merchant  Marine  Act  of  1936  as 
amended. 

TELEGRAPHS,    TELEPHONES,    AND   RADIOTELEGRAPHS 

47  U.S.G.  Sec.  j09— Investigations  and  hearings  by  and  before  the  Federal  Com- 
munications Commission. 

TRAN  SPORTATION 

49  U.8.C.  Sec.  12— The  performance  of  its  duties  in  regulation  rail  and  water 
earners  in  interstate  commerce  (Interstate  Commerce  Commission) 

Sec.  i7— Extends  subpoena  power  to  boards  and  divisions  and  individual 
Commissioners  of  the  Commission  respecting  matters  delegated  to  them  by 
the  Commissioners. 

Sec.  SOS— The  enforcement  of  provisions  relating  to  motor  carriers  umder 
the  Interstate  Commerce  Act. 

Sec.  i^S^— Aircraft  accident  investigations  and  hearings  by  the  National 
Transportation  Safety  Board. 

Sec.  i6J4— Establishes  the  National  Transportation  Safety  Board  and  vests 
It  with  subpoena  power  in  investigations  and  hearings  relating  to  trans- 
portation accidents  and  suspensions,  amendments,  modifications,  renova- 
tion or  denial  of  any  certificate  or  license  issued  by  the  Secretary  of 
Transportation.  '' 

WAR    AND   NATIONAL   DEFENSE 

^^r^'^:^\  ^^-  "^f^— Investigations  and  proceedings  of  the  Subversives  Activities 
Control  Board. 

Sec.  8i5— Proceedings  of  the  Detention  Review  Board 
f!0  App.  U.S.C.  Sec.  6^3— War  Production  Board  inspections  and  audits  of  certain 
government  contractors. 

Sec.  1137— The  enforcement  or  administration  of  the  War  and  Defense  Con- 
tract Acts. 

Sec.  2001— Investigations,  hearings  and  examinations  of  the  Foreign  Claims 
Settlement  Commission  of  the  United  States. 

^^^  ^^^1~7^^^  enforcement  of  the  Export  Administration  Act  of  1969  and  the 
Export  Control  Act  of  1940. 

Robert  M.  Ujevioh, 
Leffislatwe  Attorney. 
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Preface 


Whatsoever  I  shall  see  or  hear  concerning  the  life  of  men,  in  my 
attendance  on  the  sick  or  even  apart  therefrom,  which  ought  not  to 
he  noised  abroad,  I  will  keep  silence  thereon,  counting  such  things 
to  he  as  holy  secrets. 

The  Hippocratic  Oath 


Fifty  diverse  medical  and  consumer  groups  sponsored  a  Conference  on 
Confidentiality  of  Health  Records  in  Key  Biscayne,  Florida  last  Novem- 
ber. Two  powerful  trends,  more  far  reaching  than  any  of  their  individual 
concerns,  brought  them  together. 

One  was  the  dynamic  growth  of  computer  technology — the  increased 
feeding  of  personal  information  into  data-gathering  machines;  the  other 
the  increased  involvement  of  government,  especially  the  federal  govern- 
ment, in  health  matters.  At  several  previous  planning  meetings  in  Wash- 
ington and  Chicago,  the  sponsors  had  voiced  their  concern  about  the 
transfer  of  personal  health  information  to  those  not  responsible  for 
patients'  health  care,  and  the  possible  inclusion  of  such  information  in 
the  computers  of  a  national  health  insurance  system,  where  it  might  be 
instantly  retrievable,  perhaps  throughout  the  country,  for  the  rest  of 
their  lives. 

Psychiatry,  that  medical  discipline  which  deals  primarily  with  the 
personality  of  the  patient  rather  than  with  diseases  and  injuries  afflicting 
his  body,  recognizes  in  full  measure  the  truth  that  an  honest  confession 
is  good  for  the  psyche  as  well  as  the  soul  of  him  who  makes  it.  Confiden- 
tiality between  patient  and  physician  stands,  then,  at  the  core  of  psy- 
chiatric treatment.  So  it  is  only  natural  that  the  American  Psychiatric 
Association,  representing  some  22,000  practicing  psychiatrists,  has  been 
especially  sensitive  to  and  concerned  with  the  increasing  jeopardy  in 
which  our  modern  society  has  placed  all  physician-patient  communica- 
tions, psychiatric  and  non-psychiatric. 

I  have  had  high  respect  for  psychiatry  all  my  life.  I  was  reared  in  a 
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town  in  the  foothills  of  the  Blue  Ridge  Mountains  which  is  the  site  of 
both  great  public  and  private  mental  institutions.  My  brother-in-law,  the 
late  Dr.  James  King  Hall  of  Richmond,  Virginia,  who  served  for  a  time  as 
President  of  the  American  Psychiatric  Association,  spoke  with  me  often 
of  the  nature  of  mental  illness.  As  a  lawyer.  Judge  and  State  and  Federal 
legislator,  I  have  dealt  with  the  problems  of  mental  illness  and  the 
psychiatrist-practitioners  who  seek  to  make  whole  and  wholesome  the 
disturbed  minds  and  spirits  of  distraught  men  and  women. 

No  one  was  more  shocked  than  I  at  the  arrogant  break  in  to  the  office 
of  Daniel  Ellsberg's  psychiatrist,  Dr.  Lewis  Fielding.  This  dramatic  inva- 
sion of  a  physician's  professional  office  and  files  for  extraordinarily 
non-professional  motives,  as  well  as  the  cavalier  comments  made  about  it 
before  me  and  my  colleagues  at  the  Senate  Watergate  hearings,  by  men 
who  had  held  positions  of  the  highest  public  trust,  became  the  straw 
that  broke  the  camel's  back.  The  officers  of  the  APA  moved  quickly;  in 
the  summer  of  1973  they  asked  their  sister  organizations  to  join  them  in 
exploring  the  problem. 

The  enthusiasm  with  which  these  groups  responded  and  joined  in 
the  Confidentiality  Conference  planning  process  revealed  the  depth  of 
their  concern.  So  did  the  Conference  itself,  a  lively  gathering  attended  by 
representatives  of  groups  ranging  from  the  American  College  of  Surgeons 
and  American  Bar  Association  to  the  National  Congress  of  Parents  and 
Teachers.  The  consensus  was  that  it  was  a  most  productive  meeting, 
where  issues  were  aired  with  vigor  and  there  were  real  opportunities  for 
fruitful  interchange.  No  attempt  was  made  in  a  few  days  to  settle  the 
complex  and  profound  issues  raised.  Instead,  the  Conference  panels  out- 
lined the  magnitude  of  the  problem  and  the  chief  areas  of  concern,  and 
voted  to  launch  a  Commission  to  address  them  expertly,  and  in  depth, 
as  they  deserve  to  be  addressed. 

We  who  participated  devotedly  hope  that  this  distillation  of  the 
various  overlapping  Conference  panel  reports  and  proceedings,  by  a  sea- 
soned health  care  writer,  Natalie  Davis  Spingarn,  will  serve  as  a  base  from 
which  the  National  Commission  on  Confidentiality  can  build. 

The  Commission's  task — the  production  and  preservation  of  health 
care  records  confidentiality,  and  the  establishment  of  guidelines  for 
appropriate  access  to  them — is  both  difficult  and  challenging.  There  are 
few  endeavors  as  important  to  us  all. 

Sam  Ervin,  Jr. 

Former  United  States  Senator 

North  Carolina 
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I.  The  Problem: 


And  it  shall  come  to  pass, 

When  all  these  things  are  come  upon  thee 

The  blessing  and  the  curse  ... 

Deuteronomy  xxx 


Doctors  must  know.  Doctors  and  others  tendering  medical  care  must 
have  a  patient's  complete  health  history  before  they  can  use  their  medical 
judgement  and  treat  successfully.  Doctors  must  keep  records. 

The  public  must  know  too — sometimes.  It  must  have  facts  in  hand  on 
which  it  can  make  judgements  and  then  act.  Those  responsible  for  the 
control  of  contagious  disease  must  know  if  an  epidemic  of  smallpox 
breaks  out.  Criminal  justice  officials  must  check  a  former  mental 
patient's  history.  Medical  researchers  can  unravel  nature's  secrets  only  by 
studying  patient  histories.  Carriers  must  assure  travelers  that  airplane 
pilots  or  bus  operators  are  in  top  condition.  Insurance  companies  must 
verify  claims  to  prevent  abuse  and  spiraling  premium  costs. 

A  Simpler  Time 

Not  too  many  years  back,  medical  record  keeping  was  a  comparatively 
simple  process,  like  much  else  of  the  business  of  living.  The  family  doctor 
knew  his  patients,  often  long  and  well.  He  filed  the  facts  about  their 
health  in  the  safe  crevices  of  his  mind — from  birth  through  childhood 
sicknesses  and  accidents  to  chronic  disease  and  terminal  illness.  Neither  a 
subpoena  nor  a  snoop  could  have  turned  up  much  patient  information 
in  the  old  fashioned  practitioner's  office:  some  cards,  perhaps,  noting 
the  dates  of  patient  visits,  prescriptions  and  charges,  nothing  more. 

That  time  has  passed.  There  are  more  and  more  different  kinds  of 
Americans — patients  and  practitioners  alike.  We  move  more,  travel  more, 
get  sick  in  more  scattered  places  and  take  advantage  of  the  training  and 
skills  of  more  diverse  specialists.  Each  year  sees  over  a  billion  patient 
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visits  and  at  least  28  million  hospital  stays.  Everything  is  more  imper- 
sonal, and  more  technologically  complex.  Since  it  is  no  longer  possible 
reliably  to  relegate  patient  histories  to  the  doctor's  memory,  they  must 
be  recorded,  and  then  filed  systematically.  And  more  people  say  they 
need  those  records,  for  more  diverse  reasons,  more  quickly. 

Keeping  the  records  is  one  thing.  Keeping  them  confidential  is  quite 
another.  Once  secure  in  the  privacy  of  the  doctor's  office  or  hospital 
record  room,  and  available  in  part  at  least  only  to  other  physicians 
(usually  specialists  to  whom  patients  were  referred)  medical  records  have 
now  found  their  way  into  a  bewildering  array  of  other  places — from 
insurance  company  or  welfare  office  to  school,  university,  employer  and 
even  credit  bureau  files.  Those  who  want  them  propose  structural 
changes  to  satisfy  their  own  needs — not  the  patient's.  A  few  surmount- 
able questions  (How  to  make  them  more  orderly,  and  less  bulky?  How  to 
keep  them  so  they  become  more  useful  to  the  other  professionals  and 
paraprofessionals?  Should  they  be  problem,  or  source  oriented?)  have 
multiplied  until  the  integrity  of  the  record  itself  is  in  question. 

Abstracted  again  and  again,  they  are  forwarded,  often  with  the 
patient's  consent,  to  invisible  and  unknown  persons,  and  then  fed  into 
computers  which  can  handle  many  millions  of  instructions  per  second. 
They  may  not  even  be  formally  forwarded:  Those  responsible  for  hospital 
medical  records  report  an  appalling  lack  of  record  security  regulations. 
Almost  anyone  can  put  on  a  white  coat  and  rifle  through  the  secrets  of 
your  illness,  be  it  alcoholism  or  tuberculosis.  As  a  result,  you  may — or 
may  not — get  that  job.  You  may — or  may  not — be  judged  minimally 
brain  damaged  for  life  by  a  fourth  grade  teacher.  Your  health  insurance 
claim  may  or  may  not  be  honored;  you  may,  or  may  not,  get  the  life 
insurance  you  applied  for. 

The  threat  to  confidentiality  is  of  even  greater  concern  to  psychiatry 
than  to  the  rest  of  medicine.  To  serve  the  patient  efl^ectively,  the  psychi- 
atrist must  probe  into  the  most  intimate  details  of  his  life — his  ancestry, 
his  experiences,  his  public  and  private  activities,  his  attitudes  and  rela- 
tions with  family,  fellows  on  the  job,  friends  and  enemies,  and  everything 
indeed  that  goes  through  his  mind — loves  and  hates,  hopes  and  fears, 
impulses  and  fantasies.  And  the  psychiatrist  must  instill  complete  confi- 
dence in  the  patient  that  he  will  not  reveal  such  secrets  to  others.  For  if 
a  troubled  gall  bladder  is  not  a  sensitive  issue,  a  troubled  mind  is.  The 
same  society  which  accepts  physical  illness  as  natural,  stigmatizes  mental 
illness;  even  one  visit  to  a  psychiatrist  may  pose  difficulties  for  a  patient 
and  provide  ammunition  for  those  who  might  wish  to  harm  him. 

The  Problem  That  Crept  Up 

How  has  this  extraordinary  problem  crept  up  on  us?  Why  have  physi- 
cians  not    moved    to   guarantee    the    "holy   secrets"    sworn    to    in    the 
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Hippocratic  Oath?  Why  have  not  patients  been  more  sensitive  to  the 
dangers  of  funnelling  their  health  facts  to  the  third  parties  and  their 
insatiable  computers,  often  for  rather  loosely  identified  reasons? 

In  part,  because  both  the  doctors  forwarding  records  and  the  patients 
granting  permission  or  even  asking  that  their  records  be  forwarded,  usu- 
ally do  so  for  positive  motives.  They  must  get  well,  or  stay  well;  they 
must  have  medical  care  for  themselves  and  their  families.  In  return  for 
access  to  their  records  they  will  get  money  from  insurance  companies  (to 
whom  they  and  their  employers  have  paid  premiums  over  the  years) 
which  will  help  cover  expensive  specialist  and  hospital  bills.  Or  they  will 
be  able  to  assure  prospective  employers  of  their  sound  health  and  frame 
of  mind. 

Unwittingly,  the  deed  is  done.  Most  patients  do  not  contemplate- 
indeed,  do  not  even  know— that  those  receiving  records  may  feed  them, 
warts  and  all,  into  the  memories  of  their  own  computers  and  through 
network  arrangements,  into  those  of  a  giowing  number  of  private  and 
public  data  centers  throughout  the  country.  The  Medical  Information 
Bureau  (MIB)  for  example,  a  computerized  center  of  medical  data  set  up 
by  the  insurance  industry,  is  available  to  hundreds  of  commercial  com- 
panies; the  Multistate  Information  System  (MIS)  containing  complete, 
mental  health  histories,  links  psychiatric  hospitals,  clinics,  and  out- 
patient health  centers  in  the  New  England  area.  The  development  of 
professional  standards  review  organizations  (PSROs)  through  which  med- 
ical personnel  monitor  their  own  peers'  work,  and  the  imminence  of 
national  health  insurance  raise  the  possibility  of  national  data  banks  with 
access  to  patient  records  across  the  country. 

Blessing  and  Curse 

Beyond  this,  the  computer's  image  is  a  good  one,  deservedly  or  not. 
If  we  think  of  it  at  all,  in  conjunction  with  our  own  personal  health 
records,  we  are  apt  to  regard  it  as  a  blessing,  rather  than  a  curse.  It  makes 
possible  the  handling  of  huge  amounts  of  complicated  information  in  a 
very  short  time.  It  feeds  data  desperately  needed  for  national  planning 
to  the  administrators  of  a  complex,  urbanized  society  and  mass  economy. 
Harvard  Law  School  Professor  Arthur  R.  Miller  has  travelled  the  coun- 
try sounding  the  clarion  call  about  the  blessings  and  "blasphemies"  of 
the  new  technology,  and  posing  the  computer-privacy  dilemma.  In 
various  medical  centers  doctors  are  using  computers  to  monitor  physio- 
logical changes  in  the  body  chemistry  that  precede  a  heart  attack.  They 
search  for  an  "early  warning  system"  so  that  treatment  is  not  delayed 
until  the  actual  heart  attack.  The  time  may  not  be  far  off  when  each  of 
us  is  given  an  identification  number  at  birth  for  tax,  banking,  draft, 
social  security  and  health  purposes.  If  one  is  in  an  accident  or  falls  ill 
away  from  home,  local  doctors  can  speed  diagnosis  and  effective  treat- 

3 


794 


ment  by  using  this  identification  number  to  retrieve  his  medical  history 
from  a  remotely  located  central  data  bank. 

But  the  same  electronic  sensors  that  can  warn  us  of  an  impending 
heart  attack  can  locate  us,  track  our  movements,  and  expose  our  emo- 
tions and  our  thoughts.  The  identification  number  that  alerts  a  strange 
physician  to  an  allergy  to  penicillin  can  become  a  leash  around  our 
necks,  and  make  us  the  subject  of  constant  monitoring.  The  administra- 
tive conveniences  provided  by  the  high  degree  of  computerized  informa- 
tion centralization  give  those  who  control  the  recording  and  preserva- 
tion of  personal  data  an  unprecedented  power,  over  us,  and  are  subject  to 
abuse. 

Professor  Miller  lists  the  dangerous  risks  which  lurk  in  the  spiraling 
collection  of  health — among  other — data.  The  first  is  Parkinsonian:  as 
recording  processes  have  become  cheaper  and  more  efficient,  as  capacity  to 
handle  information  has  increased,  the  data  collection  pertaining  to  a 
larger  number  of  variables  has  intensified.  (Just  compare  a  1955  and 
1975  federal  income  tax  form  to  see  the  consequence  of  available  elec- 
tronic data  storage  and  retrieval).  The  danger  is  that  many  information 
gathering  agencies  will  go  beyond  even  their  current  levels  of  inquiry  to 
ask  about  a  variety  of  personal  subjects  which  have  nothing  to  do  with 
the  matter  at  hand — including  medical  history. 

What's  more,  as  information  accumulates,  the  contents  of  the  individ- 
ual dossier  tend  to  appear  more  and  more  impressive,  despite  the  "soft- 
ness" and  dubious  accuracy  of  the  data.  The  fat  file  imparts  a  heightened 
sense  of  reliability,  which,  coupled  with  the  myth  of  computer  infallibil- 
ity, makes  it  less  likely  that  an  independent  evaluation  will  be  made  by 
the  user.  Here  horror  stories  abound:  a  talented  college  graduate  cannot 
find  a  job  because  a  sixth  grade  teacher  reported  her  mother  was 
emotionally  unstable.  A  brilliant  high  school  student  cannot  get  into 
college  because  a  guidance  counselor-gym  teacher  without  any  psycholog- 
ical training  once  filed  a  comment  of  "possible  minimal  brain  damage." 

Then  too,  the  centralization  of  information  from  widely  divergent 
sources  creates  serious  risks  of  using  data  out  of  context — records  will 
circulate;  sources  will  be  overlooked,  information  about  people  is  valu- 
able, especially  if  it  is  derogatory.  The  problem  of  contextual  accuracy  is 
best  illustrated  by  the  unexplained  and  often  incomplete  arrest  record.  Is 
it  the  business  of  credit  grantors,  employers,  detective  agencies  and 
political  or  government  investigators  that  a  young  man  was  once  found 
"guilty"  of  demonstrating  for  desegregation  in  the  South?  Or  against  the 
Viet  Nam  War  in  the  West?  One  might  equally  ask  if  it  is  their  business 
that  a  man  or  woman  consulted  the  family  doctor  about  impotence  or 
frigidity,  or  is  being  treated  successfully  for  a  nondisabling,  chronic 
cardiac  condition,  high  blood  pressure  or  diabetes. 

Lastly,  unregulated  information  surveillance  might  possibly  damage 
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our  civil  liberties.  This  may  seem  more  a  problem  for  liberal  change- 
oriented  groups  such  as  the  ACLU  than  for  medical  organizations.  But 
doctor  and  patient  now  consult  in  a  very  crowded  room.  If  a  patient 
knows  what  he  confides  may  go  to  private  insurors,  to  university  or 
government  officials,  or  future  employers  might  he  not  change  or  at  least 
qualify  what  he  has  to  say  or  might  he  not  simply  stay  away  from  treat- 
ment? Just  as  the  rape  victim  or  abortion  patient  may  want  her  record 
kept  secret,  so  an  adolescent  confesses  her  involvement  with  drugs  only 
on  condition  that  it  be  kept  secret  from  her  parents. 

Experts  report  students  who  have  had  psychotherapy  as  undergiaduates 
may  be  less  likely  to  suffer  emotional  problems  in  graduate  school  and 
afterwards  than  those  who  have  not,  and  be  more  apt  to  use  their  per 
sonalities  creatively,  for  the  benefit  of  others.  Yet  many  graduate  schools 
— especially  highly  competitive  medical  schools — ask  physical  and  mental 
health  information  of  applicants;  ("Admission  committees  look  for  any 
deviation",  said  one  familiar  with  medical  school  admission  practices. 
■  "They  are  really  in  the  business  of  rejecting,  not  accepting  students.")  A 
candidate  might  avoid  needed  psychiatric  treatment  rather  than  run  the 
risk  of  having  it  held  against  him,  as  he  might  avoid  it  later  to  stay  on 
the  good  side  of  a  licensure  board  or  an  FBI  examiner.  More  compli- 
cated: a  pilot  with  a  pain  in  his  chest  might  stay  away  from  the  doctor 
rather  than  risk  losing  a  job  without  which  he  cannot  manage,  especially 
during  bad  times. 

Indeed,  with  a  national  health  insurance  program  tied  to  the  comput- 
ers of  a  variety  of  other  social  benefit  programs,  perhaps  even  to  those 
of  the  Internal  Revenue  Service,  might  not  both  patient  and  physician 
modify  their  behavior  as  a  form  of  self-protection  just  as  markedly  as 
when  they  hesitate  to  attend  a  political  protest  meeting? 

Not  Alone  the  Computer 

To  blame  the  computer  alone  for  the  precarious  position  of  doctor- 
patient  confidentiality  would  be  unfair.  The  rapid  growth  of  computer 
technology  has  raised  our  collective  consciousness  to  the  problem,  as 
American  Psychiatric  Association  President  John  P.  Spiegel  has  pointed 
out.  But  the  problem  existed  without  it.  Computers  cannot  act  alone. 
They  work  according  to  orders;  they  swallow  and  spit  up  facts  about 
your  health  and  mine  because  people  have  programmed  them  to  do  so. 
Computers  reflect  a  man-made  culture. 

The  gradual  erosion  in  physician-patient  confidentiality  has  occurred 
throughout  that  culture.  We  see  it  in  many  ways,  some  trivial,  and  some 
profound. 

Some  doctors  would  rather  go  to  jail  than  reveal  their  patient's  secrets. 
But  some  gossip  with  their  colleagues — they  say  the  last  patient  cannot 
handle  money  or  was  married  too  many  times;   they   take   their   tele- 
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phone  calls  in  front  of  both  family  and  friends;  they  entertain  at  parties 
with  juicy  case  histories  wherein  the  characters  are  only  loosely  masked. 
If  either  curious  spouse  or  hungry  lawyer  stands  among  the  seemingly 
innocent  listeners,  the  results  may  be  disastrous  for  both  patient  and 
physician. 

A  psychiatrist  writes  a  book  on  seven  years  of  treatment  of  an  uniden- 
tified patient,  her  husband  and  their  son.  The  patient  challenges  the 
book,  despite  the  identity-masking,  as  an  invasion  of  their  privacy,  and 
indeed  it  does  reveal  the  most  intimate  details  of  their  lives,  secret 
thoughts  and  fantasies,  and  the  masking  is  so  loose  that  they  could  be 
easily  recognized  by  the  most  casual  acquaintance  (the  patient  was  also  a 
therapist,  the  musically  gifted  son  had  written  three  operas).  The  author 
contends  the  book  is  of  significant  scientific  merit.  The  "agonized  deci- 
sion" of  the  mental  health  professional  organizations  has  been  to  sup- 
port the  patient. 

Sick  ordinary  people  have  little  enough  privacy.  Sick  V.I.P.'s  normally 
have  none  at  all.  If  this  is  their  wish,  that  is  one  thing.  But  it  may  not 
be  and  usually  is  not  in  the  more  sensitive  mental,  rather  than  physical 
illnessess — even  after  the  death  of  the  afflicted  person.  Scottie  Fitzgerald 
Smith,  the  only  child  of  novelist  F.  Scott  Fitzgerald  and  his  wife  Zelda, 
was  so  upset  by  the  psychiatric  material  in  her  mother's  biography 
that  she  could  not  read  the  Zelda  typescript  through.  Amazed  and  hurt 
to  find  that  the  author  (whose  earnestness  as  a  graduate  student 
had  impressed  her),  had  documented  her  dead  mother's  illness  at  several 
distinguished  mental  hospitals  and  "clinics"  here  and  abroad,  she  and 
her  representatives  negotiated  with  the  book's  publishers  to  eliminate 
some  of  the  most  offensive  material.  Who  would  have  dreamed  that  a 
person's  most  intimate  dreams  and  feelings,  confessed  to  reputable 
doctors  at  outstanding  institutions  as  part  of  one-to-one  therapy  would 
be  revealed  to  a  researcher  by  these  same  doctors  and  institutions,  some 
forty  years  later? 

Scientific  merit.  Important  research.  For  the  good  of  the  patient. 
Accountability  to  society.  Often  the  reasons  for  loosening  doctor-patient 
confidentiality  are  as  sound  as  they  are  sanctimonious.  In  the  Daniel 
Ellsberg-Dr.  Lewis  Fielding  episode,  they  were  neither.  When  snoops 
hired  by  highly  placed  political  operatives  broke  into  Dr.  Fielding's 
California  office  to  examine  his  files  for  purely  political  motives,  and 
when  this  incident  was  discussed  before  the  Senate  Watergate  Committee, 
and  those  responsible  did  not  seem  to  know  they  had  done  anything 
wrong,  the  depth  of  the  erosion  in  patient-physician  confidentiality  in 
our  society  was  finally  revealed.  Professor  Miller  puts  it  pithily:  "I  feel 
somewhat  embarrassed  talking  about  computers  when  there  is  this  creep 
in  a  trench  coat  out  there." 

Perhaps  the  clock  has  already  ticked  too  long.  Perhaps  we  do  not  have 
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the  strength  and  know-how  to  close  the  health  information  floodgates, 
and  all  we  can  do  is  try  to  repair  the  damage — to  withdraw  informa- 
tion from  some  records,  for  instance,  or  destroy  others.  But  perhaps 
it  may  still  not  be  too  late  to  try  to  strike  a  better  balance  between  the 
patient  and  doctor's  rights  to  privacy,  and  society's  need  to  know. 


57-282   O  -  76  -  pt.  2 


798 

II.  The  Questions: 

He  was  found  by  the  Bureau 

of  Statistics  to  be 
One  against  whom  there  was  no 

official  complaint. .  .  . 
Was  he  free?  Was  he  happy?  The 

question  is  absurd: 
Had  anything  been  wrong,  we  should 

certainly  have  heard. 

W.  H.  AUDEN 


Was  He  Healthy?  What  Constitutes  an  Adequate  Health  Record? 

Nowhere  is  the  complexity  and  magnitude  of  the  health  records- 
confidentiality  issue  better  illustrated  than  in  the  confusion  over  the 
central  question  at  hand.  What  is  a  health  care  record?  What  should  it 
be?  To  what  extent  can  the  scrivener's  hand  be  stayed,  in  view  of  the 
risks  involved,  so  that  some  information,  at  least,  is  lost  to  society's 
memory,  or  retained  only  on  a  decentralized  and  highly  confidential 

basis? 

Make  no  mistake  about  it,  advises  an  experienced  surgeon,  the  buck 
stops  here.  The  actual  record — now  mushrooming  to  as  many  as  80 
pages— tells  the  tale:  "Once  those  facts  are  down  there,  the  notion  that 
you  can  protect  them  is  fatuous.  What  we  in  the  health  professions  have 
to  concentrate  on  is  determining  what  should  be  down  there." 

That  is  easier  said  than  done.  Originally,  the  medical  record,  an 
important  tool  in  medical  practice,  documented  the  course  of  the 
patient's  illness  and  medical  care.  It  served  as  a  basis  for  the  planning 
and  evaluation  of  this  care,  and  for  communication  between  the  doctor 
and  other  professionals  and  paraprofessionals  contributing  to  it.  Most 
physicians  still  look  upon  it  in  this  way:  they  do  not  expect  it  to  fall  into 
the  hands  of  those  neither  trained  in  the  medical  tradition,  nor  bound  by 
its  ethics. 

But  the  record  increasingly  does  fall  into  other  hands.  As  the  Ameri- 
can Hospital  Association  points  out,  the  original  concept  of  the  medi- 
cal record  as  a  tool  with  which  the  practitioner  manages  patient  care 
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often  is  lost  in  proposals  to  acquire  data  for  uses  other  than  patient 
care.  Many  information  seekers,  unable,  they  say,  to  gather  the  facts 
elsewhere,  propose  changes  in  the  records  to  satisfy  their  needs.  These 
demands  are  leading  to  the  inclusion  of  a  welter  of  multipurpose  data 
related  to  the  patient  but  not  necessarily  to  his  care. 

Dual  Records? 

Some  have  suggested  dual  record  keeping  as  a  possible  solution:  the 
same  health  care  provider  (or  health  care  professional  who  has  face  to 
face  contact  with  the  patient  and  uses  independent  judgement  in  his 
care);  the  same  patient  (recipient  or  consumer  for  whom  a  health  care 
record  is  developed);  but  different  sets  of  records  for  different  purposes. 

These  suggestions  take  different  forms.  The  American  Society  of 
Internal  Medicine's  Dr.  Carmault  Jackson,  Jr.,  for  instance,  has  sug- 
gested a  divorce  between  the  now  identical  active  working  or  primary 
record,  which  may  contain  confidential  notes  intended  for  the  physician's 
own  use,  and  the  permanent  medical  record,  which  may  not. 

The  permanent  medical  record  as  we  know  it  now  is  usually  a  lengthy 
description  of  episodic  care,  culled,  in  the  hospital  at  least,  from  many 
sources  and  running  to  great  length.  In  jargonese,  it  contains  patient 
identification,  facility  identification,  provider  identification,  patient  data 
base  and  progress  notes  (to  develop  it  the  patient  is  questioned,  and  a 
history  produced;  the  physician  identifies  normality  and  deviation,  his 
progress  notes  identify  overall  trends;  clinical  laboratories,  radiologists, 
pathologists,  nurses,  physiotherapists,  oxygen  therapists,  and  dieticians  all 
enter  additional  material). 

The  time  has  come,  argues  Dr.  Jackson,  to  turn  the  permanent  record 
into  a  secondary  record — a  permanent  data  base  free  of  personal  com- 
ments, confidential,  embarrassing,  or  potentially  damaging  information. 
This  can,  in  turn,  be  abstracted  for  third  party  payers,  researchers,  or 
judicial  bodies — with  or  without  patient  identification.  The  complete 
active  working  record  remains  in  the  physician's  own  hands  and  is 
privileged. 

The  Confidentiality  Conference  Panel  assigned  to  explore  such  a  divi- 
sion rejects  it  as  not  feasible.  Because  it  would  be  unproductive  for 
professionals  to  destroy  and  delete  some  parts  of  an  active  record  in  order 
to  get  an  abstractable  permanent  record,  it  suggests  a  similar  more 
informal,  but  more  "positive"  division  of  its  own:  a  central  Primary 
Health  Care  Record  ("Information  recorded  for  retention  in  permanent 
form  by  any  provider  for  the  purpose  of  patient  care  in  any  setting") 
with  an  amoeba-like  temporary  Provider's  Own  Record  ("notes  or  other 
information  which  the  provider  intended  solely  for  the  provider's  own 
use  and  thereby  not  subject  to  discovery  or  subpoena").  The  Central 
Primary  Health  Care  Record  can  then  be  abstracted,  as  can  Dr.  Jackson's 
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secondary  Permanent  Record,  for  research,  health  care  audit  or  govern- 
ment purposes,  with  or  without  patient  identification. 

Access  and  Accuracy 

The  question  of  who  has  access  to  these  records — who  can  see  them  and 
for  what  purpose — is  paramount.  "Informed  consent,"  once  simply  the 
patient's  consent  to  a  medical  procedure,  has  come  to  mean  also  his 
consent  to  the  release  of  medical  information  to  others.  And  this  has 
come  to  include  his  right  to  see  his  own  medical  record  in  order  to  assure 
its  accuracy.  Only  the  patient,  the  theory  goes,  can  protect  himself  against 
mislabeling  and  misdiagnosis. 

The  circle  goes  around:  The  very  definition  of  a  medical  record 
depends  on  who  has  access  to  it,  and  who  has  access  to  it  depends  on 
the  definition.  If  a  provider  feels  his  notes  are  to  be  shared  with  not  only 
Blue  Cross-Blue  Shield  but  with  all  posterity,  he  will  obviously  produce 
quite  a  different  record  (probably  "seen  by  psychotherapist,  July  11" — 
or  "acute  cholecystitis-cholecystectomy  1974")  than  he  would  if  he  knew 
the  notes  were  his  alone — and  non-discoverable — or  if  they  were  to  be 
shared  only  with  other  trained  medical  staff. 

As  of  the  moment,  there  are  no  across  the  board  laws,  or  even  national 
guidelines,  on  access  applying  to  all  practitioners  and  institutions,  public 
or  private.  The  consensus  is  that  they  are  badly  needed. 

Dual  record  keeping,  of  course,  implies  different  sorts  of  access  to  dif- 
ferent sets  and  sub-sets  of  records.  The  Confidentiality  Conference 
Records  Panel  suggests  that  the  provider's  notes  are  his  alone,  that  only 
the  provider  and  recipient  of  care  have  independent  access  to  the  Pri- 
mary Health  Care  Record;  disagreement  between  them  should  go  before 
some  sort  of  impartial  arbiter.  Beyond  this,  no  records  information  can 
be  abstracted  or  released  unless  the  patient  and  physician  agree  to  it,  or 
it  is  authorized  by  legislation  (as  in  the  case  of  communicable  disease 
control  or  gunshot  wounds),  or  if  there  is  a  specific  administrative  need 
(as  for  a  hospital  audit).  This  limited  access  would  apply  whether  or  not 
a  patient  were  identifiable. 

Would  not  different  sets  of  records  to  which  different  people  would 
have  different  degrees  of  access  lead  to  a  whole  new  can  of  worms?  A 
practicing  psychiatrist  criticizes  the  notion  that  the  provider's  own 
scratch  notes,  especially  important  nurses'  notes  which  never  belonged 
in  the  record  in  the  first  place,  can  somehow  be  separated  from  vital 
information  justified  in  diagnosis  and  treatment.  Little  things — "patient 
yelled  at  his  wife"  or  "patient  went  out  this  weekend  with  his  mistress" 
— are  important  even  though  they  are  little,  he  explains.  If  the  patient's 
jealous  wife  later  sues  the  hospital,  the  hospital  might  wish  for  such 
on-the-record  information  so  it  would  know  what  actually  happened. 

Others  worry  that  the  "separate  record"  might  lead  not  only  to  failure 
to  document  medical  judgements  but  to  a  certain  secrecy  which  is  at 
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odds  with  the  concept  of  patient  access  to  his  record.  Most  important,  it 
might  result,  in  a  time  of  increased  team  effort,  when  more  communica- 
tion is  more  necessary  and  the  words  "seen  by  psychotherapist"  no  longer 
suffice,  to  a  meaningless  sort  of  record  keeping — public  perhaps,  but 
excluding  material  on  the  small,  seemingly  extraneous  but  significant 
ways  in  which  people  deal  with  each  other,  and  saying  nothing  to  health 
care  providers,  patients  or  anyone  else. 

Definition:  Special  Problems 

The  job  of  defining  a  health  care  record  becomes  even  more  complex 
when  you  consider  that  records  are  not  only  kept  by  doctors  and  hos- 
pitals for  independent  adults  voluntarily  seeking  medical  treatment. 
They  are  kept  for  children  and  dependent  people  of  all  ages,  by  a  great 
variety  of  voluntary  and  involuntary  institutions  to  whom  health  care 
is  only  of  secondary  interest — schools,  colleges,  prisons,  and  labor  and 
military  organizations. 

Take  children's  health  records.  Children  are  different  from  other 
people.  They  are  not  simply  little  adults,  but  people  with  rights  of  their 
own.  As  they  grow  and  develop  their  relationship  to  their  families  and 
to  society  changes.  They  have  a  long,  unforeseeable  future;  facts  col- 
lected about  the  health  of  a  two  year  old  are  in  his  record  an  average  of 
seventy  years!  What's  more,  doctors  and  other  health  care  providers  are 
usually  trained  to  collect  children's  past  and  present  "longitudinal" 
data  with  an  eye  to  the  prevention  of  future  illness.  This  practice  gen- 
erates extensive  records  containing  a  wide  variety  of  often  judgemental 
or  second-guessing  material — social,  environmental,  developmental  and 
biological.  And  more  people  in  more  places  generate  health  care  records 
about  children,  especially  deprived  children,  than  any  other  group,  with 
little  protection  of  their  confidentiality  and  usually  without  consent — all 
in  the  name  of  "the  best  interests  of  the  child." 

The  dossier  becomes  the  individual,  the  record  is  the  child,  states  the 
Confidentiality  Conference's  Panel  on  Children  and  Adolescents.  There- 
fore the  record  must  be  treated  as  the  child  would  be  treated.  Dual 
records  should  be  kept  for  children,  who  are  consumers  of  health  care, 
not  simply  passive  recipients.  There  should  be  a  working  record  contain- 
ing hunches,  tentative  diagnoses,  unproven  guesses,  conflictual  confiden- 
tial material,  highly  sensitive  and  developmental  data  of  questionable 
significance— the  property  of  the  provider  and  shared  by  no  one.  And 
there  should  be  a  permanent  record — the  property  of  the  consumer — 
obtained  by  regularly  reviewing  the  working  record,  and  either  expung- 
ing information,  entering  it  into  the  permanent  record  or  into  a  central 
coded  repository.  It  contains  test  procedures  and  therapy  results,  and 
clear,  definable  examination  data. 

In  this  record  keeping  system,  the  parent  becomes  the  child's  advocate 
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or  ombudsman  and  th€  child  gradually  assumes  responsibility  for  his 
own  record  as  he  grows  older.  Any  disagieement  between  parent  and 
child  or  parent  and  adolescent  would  be  settled  by  referral  to  an  as  yet 
undeveloped  arbitration  system.  In  this  way  parent-child  confidentiality 
conflicts  could  be  managed  and  children  protected  against  unwitting 
labeling  for  life  by  conjectural  and  unconfirmed  diagnoses,  or  the  misin- 
terpretation or  misapplication  of  ultimately  insignificant  diagnoses.  It 
also  suggests  a  single  school  health  record,  sealed  for  two  years  after  a 
child  leaves  school  and  then  destroyed.  This  record,  in  no  way  a  duplicate 
of  the  child's  permanent  health  record,  could  be  seen  only  by  school  per- 
sonnel with  educational  responsibilities  toward  the  child. 

Definition:  First  Task 

It  is  no  accident  that  the  first  task  of  the  new  Confidentiality  Commis- 
sion will  be  to  define  a  health  record.  The  definition  is  to  cover  "health" 
and  not  just  "medical  records."  But  it  is  to  be  limited  to  health  and  not 
extended  to  a  wide  variety  of  social  concerns.  Moreover,  it  is  to  be  based 
primarily  on  the  content  of  those  records,  and  only  secondarily  on  the 
identity  of  their  writers  or  keepers. 

The  Health  Record:  What  to  Share,  How  to  Share  It? 

Once  the  health  record  is  defined — once  both  doctor  and  patient  know 
what  it  is  and  what  it  is  not — the  next  thorny  questions  become  what 
part  can  be  shared  with  others,  and  how  to  go  about  sharing  it.  In  other 
words,  should  access  to  the  health  care  record  be  limited?  If  so,  how  can 
limits  be  set? 

This  is  a  subject  to  which  most  hospitals  and  clinics  have  paid  little 
attention.  They  should  have  done  so.  For  here  some  of  the  most  flagrant 
violations  of  confidentiality  take  place.  Medical  records  officials  report 
the  prevalence  of  a  genial  looseness  in  many  record  rooms,  a  looseness 
which  allows  even  credit  bureau  representatives  to  walk  off  with  once 
confidential  medical  information.  They  are  understandably  concerned 
and  anxious  for  enforceable  guidelines. 

How  much  blame  should  be  assigned  the  computer  for  this  leakage? 
To  what  degree  can  it  be  controlled  by  tightening  technical  security? 
Most  of  those  concerned  point  out  that  people,  not  machines,  make 
decisions;  human  beings,  who  control  computers,  must  assume  responsi- 
bility for  their  proper  regulation.  A  few  urge  that  the  importance  of  the 
technology  itself  not  be  overlooked.  After  all,  confidentiality  problems 
have  grown  giant  tall  only  in  the  past  fifteen  years  or  so,  since  the 
advent  of  computerization.  Explaining  his  distress  at  the  kind  of  talk 
that  assigns  the  blame  for  leakage  to  people  only,  a  state  mental  health 
psychiatrist  says:  "It  reminds  me  of  the  gun  lobby  slogan,  'guns  don't 
kill — people  do.'  " 
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The  Three  Zones 

Experts  agree  that  they  can  design  hardware  and  software  to  make  any 
personalized  data  system  95  percent  secure.  But  if  they  are  to  limit  the 
exposure  of  files,  hard  administrative  value  judgements  are  needed.  What 
personal  health  information  is  to  be  shown  to  outsiders,  and  for  what 
reasons?  How  should  the  information  collected  for  approved  social 
purposes  be  held  or  used  by  the  organization  that  collected  it,  and  what 
further  uses  are  to  be  made  of  it?  Who  can  examine  the  records  to  test 
their  accuracy,  completeness  and  the  uses  being  made  of  them?  How 
difficult  should  it  be  to  gain  access  to  the  files  (or  how  much  time  and 
attention  should  be  paid  to  their  security)? 

In  addressing  such  questions,  the  Confidentiality  Conference  "Link- 
age" panel  draws  on  the  suggestion  of  Professor  Alan  F.  Westin,  Director 
of  the  Project  on  Medical  Records  and  Citizen  Rights,  National  Bureau 
of  Standards,  that  medical  record-keeping  be  divided  into  three  zones, 
and  outlines  the  values  or  principles  and  procedures  needed  for  each  of 
the  three. 

Zone  One  covers  primary  health  care  or  patient  care  institutions — 
doctors'  offices,  clinics,  hospitals,  nursing  homes  and  other  such  institu- 
tional services.  Here,-  as  Westin  points  out,  people  usually  make  a  willing 
disclosure  of  information  to  the  health  professional  to  get  the  help  they 
need.  They  expect  the  information  will  be  used  to  help  them,  and  will 
not  be  used  for  a  non-health  purpose.  A  growing  number  now  wish  to 
substitute  a  consumer-doctor-patient  model  for  the  traditional  "doctor 
knows  best"  relationship,  and  to  have  the  right  to  examine  and  know 
the  contents  of  their  own  records.  And  they  wish  to  be  guarded  against 
institutional  sloppiness  and  lack  of  discipline  which  results  in  gossip  or 
leaks  of  information  about  them — either  from  personnel  or  multi- 
institutional  data  banks. 

Zone  One  Principles: 

•  A  basic  commitment  to  the  patient's  right  to  privacy  and  to  the 
confidentiality  of  clinical  records; 

•  A  commitment  as  well  to  adequate  documentation  through  compre- 
hensive and  accurate  medical  records  as  an  essential  part  of  patient  care 
(necessary  for  communication  among  those  who  contribute  to  that  care 
and  for  the  self-evaluation  and  self-improvement  of  clinical  medicine). 

•  The  physician's  advocacy  of  the  patient's  freedom  to  disclose  con- 
fidential information  to  him. 

Zone  One  Procedures: 

•  Primary  medical  records  shall  be  stored  and  handled  only  by  the 
physician  or  his  designee  (who  may  be  medical  records  personnel  in 
charge  of  manual  records  or  the  data  center  staff  in  charge  of  automated 
records) ; 
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•  Data  computers  storing  and  processing  primary  medical  records  shall 
be  considered  part  of  direct  patient  care;  as  such  they  must  conserve  the 
integrity  of  the  records  and  limit  access  to  those  who  are  authorized  to 
see  them. 

•  Data  centers  shall  maintain  appropriate  standards  to  assure  public 
accountability,  and  data  security,  and  shall  be  inspected  regularly  to  test 
the  reliability  of  the  security  system  and  the  continuous  upgrading  of  the 
operation.  Specific  ethical  guidelines  shall  be  formulated  regarding  the 
operation.  Specific  ethical  guidelines  shall  be  formulated  for  each  cate- 
gory of  professional  staffing  the  centers. 

•  The  patient  shall  be  informed  of  the  data  system  maintaining  his 
primary  clinical  records,  and  shall  receive  explicit  explanations  of  data 
access  policies  including  his  privileges  and  rights  to  access  his  own 
record. 

Zone  Two  includes  secondary  support  or  ancillary  services — private 
and  government  third  party  payors,  professional  and  governmental 
quality  care  assurance  and  in-house  research.  Here,  patients  want  to  have 
their  bills  paid  and  generally  accept  examination  of  records  to  control 
fraud  and  effect  coverage.  But  they  do  not  usually  want  intimate  details 
of  their  condition  passed  on  to  insurance  companies  or  government 
agencies,  nor  diagnosed  conditions  disclosed,  and  they  certainly  oppose 
the  use  of  records  to  non-health  care  users  for  non-payment  reasons. 

Zone  Two  Principles: 

•  No  secret  data  systems. 

•  The  right  of  individuals  to  expect  data  security. 

Zone  Two  Procedures: 

•  The  public  and  concerned  individuals  shall  be  notified  of  the  exist- 
ence, location,  scope  and  purpose  of  data  banks. 

•  Individuals  shall  have  access  to  data  bank  information  and  are  to 
know  the  conditions  under  which  they  can  get  this  information;  when 
adverse  decisions  are  made,  the  individual  can  see  the  data,  have  the 
opportunity  to  challenge  its  accuracy  and  begin  corrective  action. 

•  Each  data  center  handling  clinical  information  shall  establish  ade- 
quate security  rules  and  procedures. 

•  Whenever  possible  clinical  data  shall  not  be  identified; 

•  Data  users  shall  not  generally  share  data;  it  shall  be  transferred 
between  them  only  for  explicitly  defined  purposes,  under  specified 
conditions. 

Zone  Three  covers  secondary  users  of  medical  data,  credential-givers 
and  evaluators — insurance  companies  or  licensing  boards,  the  judicial 
process,  public  health  and  media  reporting,  law  enforcement  and  secu- 
rity investigations,  social  welfare  and  social  rehabilitation  programs, 
medical  and  social  research.  Though  society  has  regarded  the  use  of 
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medical  data  as  appropriate  in  Zone  Three,  privacy  values  are  increas- 
ingly being  raised  with  sharp  intensity — when,  for  example,  life  insur- 
ance companies  investigate  homosexuality  as  a  condition  for  writing 
policies.  Here  too,  erecting  new  shields  in  the  name  of  privacy  and 
confidentiality  might  prevent  the  public  from  learning  what  it  needs  to 
know  about  the  quality,  cost  and  effect  of  health  care.  It  might  be 
equally  damaging  to  risk  drying  up  basic  health  and  social  research 
through  blocking  data  resources.  Here  the  panel  suggested  procedures 
for  each  of  the  extra  medical  users  based  on  these  principles: 

Zone  Three  Principles: 

•  A  balance  between  individual  privacy  and  the  public  need  to  know 
struck  on  the  side  of  privacy  unless  a  compelling  public  interest  can  be 
proven;  the  burden  of  proof  rests  with  the  outsiders; 

•  Ownership  by  the  patient  or  client  of  medical  records  information; 
specific  authorization  of  its  release  under  "informed  consent  conditions" 
unless  the  release  is  requested  by  law  or  compulsory  legal  process; 

•  Only  that  part  of  the  record  needed  for  expressed  purposes  goes  to 
extramedical  users; 

•  A  specified  life  span  for  data  files; 

•  Controlled  access  to  data  banks  or  information  systems. 

Zone  Three  Procedures: 
Gefieral: 

•  Informed  consent  of  the  data  subject  shall  be  required  for  the  release 
of  information  or  linkage  to  other  records; 

•  The  safe-guarding,  physical  security  and  controlled  access  to  records 
by  authorized  persons  shall  be  assured; 

•  Annual  public  notice  shall  be  given  of  the  existence  and  characteris- 
tics of  information  systems; 

•  Rights  shall  be  spelled  out  to  medical  records  subjects  (including 
the  right  to  refuse  to  supply  information,  assurance  that  it  will  be  used 
only  for  a  stated  purpose,  and  the  right  to  access); 

•  Social  security  numbers  shall  not  be  used  for  any  other  purposes 
than  those  required  by  law. 

Credentialing  and  Individual  Evaluation  (employment,  college  entrance, 
insurability): 

•  The  data  subject  must  specifically  authorize  the  release  of  informa- 
tion for  a  particular  purpose; 

•  The  legitimacy  of  application  form  questions  concerning  prior  men- 
tal illness,  sexual  or  other  sensitive  problems  shall  be  re-examined; 

•  Linkage  of  records  from  two  or  more  sources  shall  be  regulated  or 
specified  by  law. 
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Judicial  Process: 

•  Absolute  immunity  from  compulsory  legal  process  shall  be  considered 
for  certain  classes  of  computerized  record  data.  (This  includes  records 
maintained  for  research,  program  evaluation   or  identifiable  statistics); 

•  Only  pertinent  parts  of  the  record  shall  be  admitted  as  evidence. 

Public  Health  Reporting: 

•  Distinctions  shall  be  made  between  those  reports  required  for  statis- 
tical purposes  only  (in  which  patient  identification  is  not  required)  and 
those  where  follow-up  treatment  or  community  surveillance  is  required 
(where  identification  is  necessary); 

•  The  patient  shall  be  told  of  reporting  or  transmission  of  data  for 
purposes  other  than  those  of  which  he  has  been  previously  informed. 

•  The  patient  should  have  the  opportunity  to  correct  or  challenge 
information  reported. 

Media  Reporting: 

•  Patient  permission  is  needed  for  disclosure  to  media  of  patient  or 
treatment  information;  all  disclosures  shall  involve  restraint,  dignity 
and  exercise  of  judgement  in  the  patient's  interest; 

•  Aggregate  data  which  does  not  identify  individuals  shall  be  released 
for  public  information  and  education. 

Law  Enforcement  and  Investigations: 

•  Since  neither  the  provider  nor  the  recipient  may  be  in  a  position  to 
anticipate  uses  to  which  information  will  be  put,  it  shall  not  be  disclosed 
to  law  enforcement  officials  even  with  the  data  subject's  permission 
(with  certain  exceptions — where  the  disclosure,  for  instance,  is  deemed 
necessary  to  protect  the  life  of  the  patient  or  another  person); 

•  Where  disclosure  is  required  by  law,  recipients  shall  be  informed,  or 
if  possible  forewarned,  of  the  provider's  obligation. 

Rehabilitation  and  Social  Welfare  Programs: 

•  Information  shall  be  released  with  the  informed  consent  of  the 
recipient. 

Medical  and  Social  Research,  Program  Evaluation,  and  Statistics: 

•  Wherever  possible,  data  collected  for  statistical  program  evaluation 
or  research  purposes  shall  be  de-identified — stripped  of  name,  social 
security  number,  address,  date  of  birth,  and  other  socially  shared  iden- 
tifiers. Cases  may  be  distinguished  for  updating  purposes  by  code  (the 
primary  care  provider  shall  retain  the  key); 

•  When  it  is  absolutely  essential  for  the  conduct  of  research,  efforts 
shall  be  made  to  obtain  authorized  release  of  identified  data  from  the 
data  subject.  If  informed  consent  procedures  are  not  feasible,  an 
independent  body  should  weigh  the  value  of  research  against  the  infringe- 
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ment  of  privacy  posed  by  the  research  procedures.  This  should  be  a 
prestigious  group  responsible  and  accountable  to  the  community  for 
the  ethical  conduct  of  the  research; 

•  Identifiable  research  data  shall  enjoy  absolute  immunity  from 
compulsory  legal  process; 

•  Data  maintained  for  statistical  or  research  purposes  shall  be  main- 
tained in  separate  files  from  data  used  for  treatment  or  administrative 
purposes. 

Trust,  Mutuality 

The  Conference  Leakage  panel  mentions  that  the  computer  industry 
and  National  Bureau  of  Standards  have  developed  the  techniques  to  pre- 
vent unauthorized  access  to  data,  willful  distribution  or  distortion  of 
data  and  physical  loss  or  destruction  of  data.  It  gives  technical  examples 
(memory  segregation,  encryptation,  user  verification  by  passwords,  secu- 
rity audits)  and  managerial  examples  (appointment  of  an  independent 
security  manager,  architectural  design  for  physical  protection,  personnel 
selection  and  exit  procedures,  personnel  education  and  training). 

But  what  system  will  assure  that  personal  information  goes  only  to  a 
small  group  of  people  whose  access  is  authorized  only  after  a  careful 
examination  of  their  need  to  know?  How  much  is  to  be  spent  on 
appropriate  hardware  or  software?  Even  if  everyone  making  an  inquiry 
into  an  individual  file  identifies  himself,  what  happens  if  assigned 
identification  code  numbers  or  magnetically  coded  identification  cards 
are  lost,  stolen  or  exchanged?  Are  finger  or  voice  prints  called  for?  How 
about  protector  files — periodically  audited — to  record  the  identity  of 
inquirers? 

There  is  more  agreement  as  to  the  necessity  for  attitudinal  change 
toward  health  records  than  on  the  specificity  of  how  to  make  that  change. 
Try  this:  Money  in  the  bank:  Personal  information  in  the  health  record 
or  health  data  bank.  This  information,  like  money,  would  be  deposited, 
and  though  the  bank  can  use  it  in  some  authorized  ways,  it  still  belongs 
to  the  depositor  and  cannot  be  misused,  violated  or  taken  away  from 
him. 

The  less  cynical  talk  a  good  deal  of  trust — on  the  part  of  patient, 
provider,  and  all  others  involved  in  the  increasingly  complex  records- 
keeping  process.  The  Confidentiality  Conference  panel  on  the  special 
problems  of  medical  units  in  such  large  institutions  as  schools,  the 
military  and  prisons — where  there  is  sometimes  a  minimum  of  trust — 
suggests  the  concept  of  mutuality  as  a  framework  within  which  health 
records  problems  might  be  resolved:  the  participation  of  data  subject  as 
well  as  user  (and  on  occasion  society  as  a  whole)  in  decisions  on  how 
information  about  the  subject  will  be  used. 

"When  an  individual  gives  information  about  himself  to  an  organi- 
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zation  that  will  incorporate  it  in  a  data  bank,"  writes  computer  expert 
Willis  Ware,  "he  does  so  with  the  implied  expectation  that  he  will  receive 
something  in  return — some  right,  some  privilege,  some  opportunity. 
Moreover,  he  expects  that  the  information  will  be  in  his  best  interests 
and  to  his  benefit.  He  does  not  expect  to  be  harmed,  abused,  or  harassed." 
The  Special  Problems  panel  adds,  "or  penalized,"  and  suggests  five  goals 
whose  achievement  would  help  bring  about  such  a  full  commitment  to 
fair  information  practice: 

•  No  personally  identifiable  record-keeping  system  whose  very  existence 
is  a  secret  to  all  but  the  data  user; 

•  The  means  by  which  an  individual  or  a  legitimate  authority  acting 
in  his  behalf,  can  find  out  what  information  about  himself  is  in  a  record 
and  how  it  is  to  be  used; 

•  A  way  for  an  individual  or  a  legitimate  authority  acting  in  his 
behalf,  to  prevent  identifiable  information  about  him  that  was  obtained 
for  one  purpose  from  being  used  or  made  available  for  other  purposes 
without  his  consent; 

•  The  means  by  which  the  individual  can  challenge  or  cause  correc- 
tion of  a  record  containing  identifiable  information; 

•  All  reasonable  precautions  to  assure  the  accuracy  and  reliability  of 
the  data  for  their  intended  use  as  well  as  precautions  to  prevent  misuse 
of  the  data. 

Though  he  is  "all  for  mutuality,"  a  law  school  professor  and  psy- 
choanalyst remarks  the  concept  leaves  open  the  question  of  how  it  is  to 
be  attained.  The  panel  itself  recognizes  "the  difficulty  of  implementation 
and  the  need  for  detailed  definitions." 

Change,  Education 

If  such  new  attitudes  are  taken  seriously,  a  sociologist  points  out,  there 
will  have  to  be  substantial  changes  in  the  health  care  system.  It  is  one 
thing  to  talk  of  trust  and  mutuality  between  physician  and  private 
patient  under  the  best  conditions;  it  is.quite  another,  in  fact  is  "ludi- 
crous", in  some  of  the  worst  medical  settings  where  there  is  little  atten- 
tion paid  to  patient  needs  and  understanding.  Agreeing  to  the  necessity 
for  practicing  a  different  sort  of  medicine,  a  college  health  official 
describes  a  situation  where  change  is  underway.  At  the  University  of 
Florida,  mental  health  officials  assume  responsibility  for  student  health 
records,  and  do  share  them  with  students — but  not  with  University 
administration  officials.  At  first  skeptical,  these  officials  are  now  pleased 
with  the  results. 

Whether  or  not  there  is  a  change  in  the  health  care  system,  many  feel 
the  revolution  in  health  records  technology  calls  for  a  revolution  in 
medical  education.  A  child  psychiatrist  and  medical  educator  points  out 
that  doctors  are  going  to  have  to  learn  to  sit  down  and  talk  with  patients 
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in  a  caring,  concerned  way  if  they  are  to  discuss  informed  consent  and 
other  confidentiality  issues  with  them.  Now,  he  feels,  they  are  not  trained 
to  do  so — far  from  it,  though  a  great  number  of  the  complaints  coming 
into  doctors'  offices  are  psychosomatic  in  origin,  many  are  not  ade- 
quately trained  to  deal  with  the  psychological  component  of  the  illnesses 
they  treat. 

He  quotes  W.  H.  Auden: 

Shut  up  talking,  charming  in  the  best  suits  to  be  had  in  town. 
Lecturing  on  navigation  while  the  ship  is  going  down. 

On  the  other  hand.  Dr.  E.  R.  Gabrieli,  Chairman  of  the  Joint  Task 
Group  on  Confidentiality  of  Computerized  Medical  Records  and  of  the 
Ethics  Committee  of  the  Society  for  Computer  Medicine,  feels,  that  medi- 
cal education  must  begin  to  emphasize  computer  science.  He  explains 
that  medicine,  which  has  historically  been  eager  to  introduce  new  tools 
like  x-ray  or  nuclear  medicine  to  upgrade  patient  care,  has  been  slow  to 
accept  computers,  and  still  lacks  the  necessary  insight  and  understanding 
to  respond  properly  to  the  new  technology  and  indeed  has  abdicated  this 
responsibility  to  technologists.  To  close  the  gap  between  present  clinical 
thinking  and  the  new  technology,  Gabrieli  advocates  "forced  education" 
of  all  physicians  in  hospitals,  universities,  and  research  organizations. 
Ethical  guidelines  and  legislative  measures  will  be  ineffective,  he  argues, 
until  enough  physicians  and  nurses  can  "interface"  with  data  systems, 
guide  data  access  policies  and  direct  information  flow. 

He  suggests  another  urgent  task:  the  initiation  of  a  crash  program  to 
develop  two  or  three  model  data  centers  linking  a  few  doctors'  offices  and 
hospitals,  testing  various  systems  and  resulting,  hopefully,  in  a  model 
data  security  system  which  could  be  used  nationally.  The  Confidentiality 
Conference  Linkage  panel  adds  that  since  the  most  reliable  protection 
for  medical  information  confidentiality  would  be  the  involvement  of 
clinical  medicine,  the  major  medical  organizations  should  encourage 
their  members — particularly  those  in  key  positions  in  hospitals,  health 
related  agencies  and  educational  institutions,  to  acquire  a  basic  familiar- 
ity in  clinical  use  of  the  new  technology,  and  should  create  an  adequately 
funded  task  force  to  address  itself  to  this  issue. 

The  Health  Record:  How  to  Share  It  with 
Third  Party  Payors?  Quality  Assurors? 

•  A  surgeon  hospitalized  for  a  mild  heart  attack  returns  home  to  find 
his  auto  liability  insurance  cancelled.  Why?  He  telephones  his  broker, 
finds  that,  mysteriously,  he  has  been  found  to  be  less  of  an  "approved 
risk"  than  he  was  before.  No  one  has  tried  to  examine  him  to  see  if  there 
is  any  change  in  his  capability  as  a  driver;  evidently  his  medical  and 
auto  insurance  companies  had  traded  information. 
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•  A  file  clerk  is  being  considered  for  a  promotion.  She  doesn't  get  the 
job,  and  hears  from  her  fellow  workers  it  is  because  she  has  been  seeing  a 
psychiatrist  {they  heard  it  from  friends  who  work  in  the  personnel  office 
who  process  the  health  insurance  forms).  When  she  asks  the  boss  if  this  is 
true,  he  says  it  is — and  reports  her  psychiatrist  has  diagnosed  her  as  a 
schizophrenic. 

•  Credit  bureau  investigators  visit  the  neighbors  of  an  accountant 
who  has  had  a  cancer  operation  and  has  filed  an  insurance  claim 
to  cover  his  hospitalization  and  surgery  costs.  They  want  to  know  if  the 
neighbors  feel  the  operation  has  harmed  the  accountant's  work  potential. 
(In  another  case  the  insurance  company  assigned  the  patient's  signed 
"consent  form"  to  a  credit  bureau  to  act  as  its  agent  in  receiving  a 
doctor's  records.) 

These  examples  of  the  abuse  of  insurance  forms  are  the  exception — 
not  the  rule.  They  do  not  typify  the  practices  of  all  insurance  carriers 
or  employers.  But  there  are  more  of  them  than  there  used  to  be,  and 
they  are  causing  more  concern.  As  an  increasing  number  of  third  party 
payors  become  privy  to  information  once  shared  only  by  doctor  and 
patient,  the  chances  for  mishandling  of  that  information  rise  (fastest,  of 
course,  when  records  are  administered  according  to  inadequate  standards, 
sloppy  standards,  or  no  standards  at  all). 

With  the  bulk  of  medical  care  (or  at  least  hospital  care)  now  met  by 
third  party  payors — both  private  and  government — and  with  the  very 
real  possibility  that  within  the  next  few  years  someone  who  is  not  a 
medical  professional  might  be  able  to  plug  into  the  computers  of  a  Na- 
tional Health  Insurance  System  (which  in  turn,  may  be  linked  with  those 
of  local  PSROs)  to  determine  the  intimate  details  of  a  patient's  health, 
the  confidentiality  spotlight  has  turned  on  "third  party  payors." 

Third  Party  Problems 

"Third  parties"  wear  several  hats.  There  are  those  who  seek  health 
information  about  applicants  for  life  insurance;  they  want  to  know  the 
underwriting  risks  of  insuring  his  life.  There  are  those  who  seek  health 
information  to  decide  whether  patients  are  eligible  for  disability  or 
workmen's  compensation  benefits.  And  there  are  those  who  seek  health 
information  to  decide  if  patients  are  eligible  for  health  insurance  bene- 
fits. Beyond  this  need  to  check  on  eligibility  as  they  process  claims, 
insurors  seek  information  to  develop  actuarial  probability  tables,  to  rate 
benefits  and  classes  of  risks,  to  design  benefits  and  limitations,  and  to  set 
reserves. 

Most  do  not  question  the  third  parties'  desire  to  check  on  eligibility 
for  benefits.  What  they  do  question  is  the  amount  of  information  some 
third  parties  say  they  need,  and  the  ways  in  which  they  go  about  getting 
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it.  Doctors  and  other  health  providers  suspect  that  insurance  companies 
often  ask  for  much  more  than  they  need  to  fulfill  their  real  needs. 
Their  investigators  call  for  complete  diagnoses  or  complete  patient 
records  without  any  justification  for  such  full  disclosure.  When  they  act 
as  agents  for  the  government — under  Medicare  and  Medicaid  contracts 
— a  few  of  them  even  feel  they  themselves  are  required  to  seek  such 
"excessive"  information  (a  problem  which  could  burgeon  under  National 
Health  Insurance). 

Another  problem  of  increasing  concern  is  the  breadth  of  the  consent 
form  many  patients  must  sign  when  they  file  a  claim  for  insurance  cover- 
age. A  consent  form  cannot  be  considered  truly  "informed"  when  it  reads 
"I  hereby  authorize  the  undersigned  physician  to  release  any  information 
acquired  in  the  course  of  my  examination  or  treatment."  Or,  more 
flagrant  still,  "To  all  physicians,  hospitals,  clinics,  dispensaries,  sanatari- 
ums,  pharmacists,  prepayment  organizations,  employers,  unions  and 
insurance  companies,  you  are  authorized  to  permit  X  insurance  company 
or  its  representatives  to  obtain  a  copy  of  your  records  pertaining  to  the 
examination,  treatment,  history,  prescriptions  and  benefit  payments  .  .  ." 

Clearly,  this  is  overkill.  When  patients  sign  such  forms— usually  as  a 
routine  matter,  and  without  considering  possible  consequences — they 
may  be  unlocking  the  key  to  a  Pandora's  box  packed  with  privacy  prob- 
lems. Sometimes  the  forms  even  include  the  right  to  disclose  information 
gained  for  purposes  beyond  eligibility— such  as  secondary  disclosure  to 
the  employer. 

Dr.  Maurice  Grossman,  the  American  Psychiatric  Association's  expert 
on  third  party  confidentiality  matters,  points  out  that  such  employer 
access  to  health  records  can  result  in  subtle — and  not  so  subtle — pressure 
on  employee-claimants  not  to  pursue  their  claims  for  health  care  reim- 
bursement. In  one  case,  an  employee  was  told  if  he  submitted  his  claim, 
his  employer  would  have  to  increase  premium  payments  for  all  employ- 
ees. In  others  employees  may  lose  all  chances  for  promotion  up  the 
executive  ladder  when  employers  learn  psychiatric,  or  other  medical  facts 
about  chronic,  non  disabling  conditions,  like  diabetes.  According  to  Dr. 
Grossman,  some  insurance  company  executives  insist  they  have  the  right 
to  transmit  all  medical  information  to  employers  when  patients  are 
covered  by  industry  contracts  because  "the  employer  pays  the  premium." 
(This  despite  the  fact  that  employers'  contributions  are  not  gratuitous, 
but  employee-patient  benefits,  part  of  a  contract  for  which  the  employee 
has  paid  with  labor). 

A  third  party  practice,  perhaps  not  as  widespread  but  surely  as 
detrimental  to  ideals  of  personal  privacy  and  freedom,  is  that  of  soliciting 
information  from  patients'  neighbors.  This  kind  of  "fact  gathering"— 
miles  away  from  the  doctor's  office  and  the  Hippocratic  Oath — only 
contributes  to  the  spread  of  unhealthy  rumors  and  speculation. 
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Vulnerability 

Such  third  party  problems  multiply  in  different  ways,  for  different 
patients  and  their  doctors.  Obviously,  psychiatric  patients  may  be 
especially  hurt  by  a  credit  bureau's  probes  among  friends  and  neighbors. 
Even  when  the  probe  is  valid,  as  a  senior  Blue  Cross-Blue  Shield  official 
observes,  "the  very  nature"  of  psychiatric  information  is  different  from 
traditional  medical  and  surgical  information.  Its  lack  of  specificity  can 
result  in  an  "oversearch"  or  "overprobe"  by  investigators  unfamiliar 
with  its  terms.  Some  companies  handle  it  discreetly,  confining  their 
records  to  3x5  cards  permitting  "confidential  illness"  to  be  checked  in 
non-routine  ways.  Others  routinely  send  long  questionnaires  to  both 
physician  and  patient,  including  such  questions  as  (to  the  patient)  "Do 
you  think  your  physician  is  doing  you  any  good?"  and  (to  the  doctor) 
"Has  a  transference*  been  established?"  And  even  when  such  a  probe  is 
finished,  third  parties  may  be  dissatisfied  with  what  they  have  learned. 

Benjamin  Lipson,  an  executive  whose  life  insurance  company  special- 
izes in  the  placement  of  difficult  cases,  reports  on  the  results  of  a  survey 
which  underline  the  special  vulnerability  of  psychiatric  patients.  The 
Lipson  survey  shows  that  most  of  the  nearly  900  psychiatrists  who 
answered  either  fear  a  breach  of  confidentiality  when  they  respond  to 
insurance  company  requests  for  patient  information  (77  percent)  or  were 
certain  the  companies  do  not  preserve  this  confidentiality  (50  percent). 
Almost  all — or  95  percent — of  the  respondents  agree  that  psychiatric 
information  in  the  wrong  hands  might  unnecessarily  prejudice  a 
patient's  employment. 

Ironically,  the  respondents  report,  patients  under  psychiatric  care  are 
sometimes  better  insurance  risks  than  those  who  are  not  under  such 
care.  Consequently,  some  (21  percent)  of  them  do  not  answer  fully  and 
promptly.  Many  who  do,  like  a  New  Hampshire  psychiatrist,  are  very 
careful  as  to  what  data  they  supply  and  in  what  terms  they  supply  it: 
("Avoiding  general  labels  and  intimate  details,  my  statements  are  usually 
couched  in  terms  of  function,  behavior,  etc.")  Or,  like  an  Illinois  physi- 
cian, they  even  admit  to  distorting  diagnoses  for  health  insurance 
purposes. 

Hospital  or  other  institutional  patient  records  are  especially  vulner- 
able to  breaches  of  confidentiality.  The  need  for  cash  flow  puts  pressures 
on  hospitals  to  seek  prompt  third  party  payment  and,  in  doing  so,  per- 
haps to  overdisclose  information.  In  addition,  hospital  information 
procedures  often  seem  loose  and  decentralized:  administrators  worry 
about  the  casual  way  in  which  records  are  sometimes  left  lying  around  at 
various  stations  where  unauthorized  people  can  easily  see  them  without 

•  Transference,  according  to  the  APA's  A  Psychiatric  Glossary  (4th  Edition)  means 
the  "unconscious  assignment  to  others  of  feelings  and  attitudes  that  were  originally 
associated  with  important  figures  (parents,  siblings,  etc.)  in  one's  early  life." 
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even  trying.  They  can  be  found,  too,  in  insurance  company  home 
offices  during  lunch  break — on  unguarded  desks,  tops  of  open  files  and 
in  file  baskets  without  adequate  safeguards.  ("Put  on  a  white  coat  and 
you  have  it  made.") 

What's  more,  the  breadth  of  the  "informed  consent"  form  in  common 
use  today  makes  it  difficult  for  institutions  to  refuse  third  party  payors 
access  even  to  inappropriate  information.  Here  again,  psychiatric  hospi- 
tals are  especially  vulnerable.  Question:  What  should  private  hospital 
officials  do  when  a  government  carrier  processing  a  patient  claim  requests 
the  user's  progress  notes  on  a  highly  sensitive  case?  Should  they  reveal 
her  delusions  and  fantasies — including  delusions  of  sexual  relations  with 
her  father — to  an  insurance  company  so  the  family  can  be  reimbursed 
for  her  treatment?  Answer  (from  an  insurance  official):  "Do  not  simply 
hand  over  the  notes.  Call  the  third  party's  medical  director  to  explain 
the  situation  to  him." 

Records  which  are  included  in  centralized  data  banks — often  without 
their  subjects'  knowledge — are  also  highly  vulnerable.  Opinions  vary 
about  record  security  at  various  data  banks.  A  physician  reports  Medi- 
cal Information  Bureau  (MIB)  information  can  be  transmitted  only  in 
coded  form  and  only  to  insurance  company  members.  A  civil  liberties 
lawyer  disagrees;  he  guarantees  he  can  extract  information  from  MIB 
any  time  he  wishes  through  subpoena  or  simple  request.  Others  believe 
such  services  must  be  constantly  monitored;  MIB,  which  is  after  all  a 
centralized  bureau  serving  insurers,  not  patients,  reformed  its  procedures 
in  1974  only  in  response  to  pressures  from  consumers,  physician  organi- 
zations and  Congress. 

Spot  Checks  Only? 

In  view  of  the  existence  of  abusive  third  party  practices — no  matter  how 
widespread — some  feel  that  third  parties  should  substitute  spot  checks 
for  routine  checks  or  investigations  of  every  claim  presented  to  them.  By 
spot  checking  claims,  and  checking  claims  that  appear,  on  the  surface, 
particularly  exorbitant,  they  could  monitor  eligibility  and  get  the  infor- 
mation they  need  for  business  purposes  without  generating  vast  data 
banks. 

The  Confidentiality  Conference  Panel  on  Third  Party  Payors  suggests 
no  such  radical  change  in  third  party  practices.  But,  relying  on  voluntary 
solutions  rather  than  legislative  action,  it  does  recommend  various  ways 
in  which  these  practices  can  be  tightened  and  improved.  These  include: 

•  The  review  and  correction  of  patient  consent  forms  by  providers  and 
third  parties  working  together  to  remedy  potentially  harmful  uses. 

•  The  undertaking  of  a  wide  demonstration  project  to  determine  the 
practicality  of  coding  to  describe  psychiatric  diagnosis,  impairment  and 
the  probable  extent  of  therapy;  limited  demonstrations  have  indicated 
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that  third  parties  can  determine  eligibility  for  benefits  and  set  reserves 
by  referring  to  code  "number  7"  just  as  well  as  be  describing  an  illness 
in  detail. 

•  A  new,  significant  role  for  the  third  party  medical  director,  with 
doctors  releasing  "sensitive"  information  only  to  the  medical  director 
when  necessary — where  legally  permissible  and  the  information  is  very 
sensitive — on  a  verbal  basis,  and  with  patients  denied  life  insurance  or 
health  insurance  coverage  because  of  insurance  companies'  misinterpreta- 
tion of  information  available  to  them  advising  their  physicians  to 
correspond  with  the  medical  director  to  clarify  the  medical  facts  and  try 
to  correct  what  may  be  inadvertent  injustice. 

•  Encouraging  patients  and  physicians  to  apply  to  competitive  carriers 
or  appeal  cases  to  state  insurance  commissioners  (in  some  states  with 
so-called  "sunshine  laws"  information  supplied  commissioners  becomes 
"public  property"  and  so  confidentiality  is  lost). 

•  Tightening  procedures,  especially  institutional  procedures,  to  avoid 
casual  viewing;  releasing  information  only  for  specific  purposes  when 
there  is  specific  authority  to  do  so  (and  when  those  asking  for  it  have 
appropriate  credentials);  requiring  that  information  supplied  for  a  claim 
will  not  be  used  by  companies  for  any  other  purpose.* 

•  Full  third  party  use  of  medical  specialist  consultants — especially 
psychiatric  consultants — to  guide  them  in  developing  information  and 
queries  and  help  them  in  interpreting  answers. 

•  In  cases  of  sensitive  diagnoses,  physicians  should  collect  completed 
claim  forms  directly  from  patients,  enter  the  necessary  information  on 
these  forms,  and  mail  them  straight  to  third  parties;  patients  who 
demand  to  see  such  records  should  name  another  physician  whose  deci- 
sion on  the  nature  of  disclosure  would  be  honored  by  all  concerned; 
entry  of  information  into  computers  and  its  exchange  for  secondary 
purposes  should  be  limited. 

•  The  assurance  of  the  integrity  of  all  diagnoses  by  providers  (better 
not  to  state  the  facts  at  all  than  to  succumb  to  pressures  to  understate  or 
overstate  them)  and  their  prompt  response  to  third  party  queries  (even  if 
the  answer  is  "no,"  answer  promptly). 

PSROs  (Professional  Standards  Review  Organizations) 

The  development  of  a  national  PSRO  progiam  introduces  yet  another 
set  of  hazards — and  opportunities — to  tlie  confidentiality-third  party 
picture. 

•  Will  not,  for  example,  be  transmitted  to  any  other  company  or  data  bank  for 
future  reference.  MIB  started  filing  health  care  information  along  with  life  insurance 
health  data,  according  to  Dr.  Maurice  Grossman,  and  supplying  the  data  to  all  member 
companies  for  all  kinds  of  purposes  until  it  was  pressured  to  stop,  and  the  Retail 
Credit  Company  still  does  so. 
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The  hazards  are  obvious:  In  reviewing  services  to  Medicare,  Medicaid 
and  Maternal  and  Child  Health  patients,  the  peer  review  organizations 
will  expose  the  facts  of  individual  illness  to  more  "third  parties"  than 
ever — not  only  to  professional  reviewers  but  to  a  wide  range  of  support- 
ing staff:  medical  records  administrators,  records  analysts,  clerical  staff, 
all  kinds  of  technicians  and  statisticians,  who  may  or  may  not  deal  with 
computers.  "I  think  PSRO  is  going  to  be  the  biggest  single  influence  on 
medical  records  in  history,"  says  one  physician.  "How  are  psychiatrists 
going  to  record  erotic  fantasies,  what  are  they  going  to  put  down  in  gray 
areas  of  social  and  mental  problems  as  well  as  those  involving  alcohol 
and  drugs?" 

On  the  other  hand,  the  PSRO  program  offers  this  physician  and  others 
concerned  with  confidentiality,  their  first  chance  to  set  effective  standards 
on  a  national  basis.  If  the  job  is  well  done,  the  standards  will  probably 
have  a  ripple  effect.  Not  only  is  it  the  intent  of  the  PSRO  legislation 
(Public  Law  92-603)  that  PSRO  review  will  ultimately  replace  other 
review  mechanisms  for  federal  beneficiaries,  but  each  of  the  major 
National  Health  Insurance  proposals  also  includes  some  form  of  PSRO 
review. 

Facts  for  Quality  Assurance 

PSROs  are  being  set  up  to  assure  the  highest  quality  of  health  services 
for  those  who  benefit  from  federal  programs.  Their  object  is  to  see  to  it 
that  Medicare,  Medicaid  and  Maternal  and  Child  Health  Services  paid 
for  by  the  government  are: 

•  medically  necessary,  and  could  not  be  provided  at  a  lower  level  of 
care; 

•  in  accordance  with  acceptable  and  accepted  standards  of  quality. 
To  accomplish  these  goals,  the  non-pront  PSROs  will  be  involved  in 

numerous  activities  (either  on  their  own  or  by  delegating  responsibili- 
ties to  hospitals).  They  will  adopt  norms,  standards  and  criteria  for  the 
care  of  specific  diagnoses.  They  will  review  hospital  admissions,  certifying 
both  the  medical  necessity  of  elective  admissions,  and  "continued  stays" 
— or  cases  which  exceed  the  initially  assigned  check  out  point. 

They  will  conduct  medical  care  evaluation  studies  designed  to  deter- 
mine the  quality  of  medical  care  in  each  PSRO  area  (the  country  has 
been  divided  into  203  such  areas)  and  to  take  remedial  action  when  it  is 
indicated. 

Beyond  this,  PSROs  will  draw  medical  care  profiles  of  patients,  practi- 
tioners and  providers.  These  profile  analyses  should  be  helpful  in  deter- 
mining, for  example,  the  changes  in  utilization  patterns  which  result 
from  PSRO  review,  the  areas  where  more  intensive  review  is  needed,  or 
certam  aspects  of  the  adequacy  of  care  given  individual  patients  and  by 
individual   practitioners.   A   lawyer   in    a   mental    hospital   where   peer 
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review  has  begun  tells  of  a  psychiatrist  whose  "girls"  (senile  patients 
who  were  by  no  means  girls)  stayed  far  longer  in  the  hospital  than 
similar  patients  of  other  physicians.  In  each  individual  case,  his  practice 
might  have  been  defended,  but  the  aberrant  pattern  of  his  practice  was 
revealed  when  it  was  profiled. 

To  do  its  job,  the  PSRO  is  going  to  need  a  wide  range  and  large 
amount  of  data;  some  of  it  in  statistical  summary  form,  some  of  it  in 
individual  case  form  for  study;  much  of  it  automated  so  that  it  can  be 
more  easily  handled.  PSRO  needs  will  include  baseline  .data  on  the  area 
—such  as  the  number  of  discharges  by  hospital,  length  of  stay  and  pay- 
ment program;  summary  data  on  hospital  discharges;  individual  hospital 
charts  and  medical  records;  the  PSRO  Review  Coordinator's  notes, 
records  and  summaries;  and  administrative  and  fiscal  data. 

PSROs  and  Confidentiality 

How  can  the  confidentiality  of  all  this  information  be  protected  when 
it  is  so  freely  available  to  so  many  people  directly  or  peripherally  in- 
volved in  the  review  process?  Though  the  information  needed  to  review 
may  only  be  a  "subset"  or  abstract  of  the  larger  medical  record,  will  it  not 
open  the  larger  record  to  an  even  greater  potential  audience  than  it 
had  before— many  of  whom  have  no  part  in  the  care  of  the  patient  and 
little  or  no  "need  to  know"? 

Clearly  the  Congress  is  concerned  with  these  questions.  The  PSKU 
enabling  'legislation  mandates  the  development  of  coding  procedures 
which  will  "provide  maximum  confidentiality  as  to  patient  identity"  and 
also  prohibits  inappropriate  disclosure  of  information  (the  strong  penal- 
ties: a  fine  of  not  more  than  $1,000  and/or  imprisonment  of  not  more 

than  six  months).  . 

The  Department  of  Health,  Education  and  Welfare,  through  its 
Bureau  of  Quality  Assurance  is  working  to  implement  this  mandate.  Its 
draft  regulations  setting  up  policies  have  been  published  in  the  Fed- 
eral Register  (see  appendix).  In  drawing  them  up,  according  to  BQAs 
Royal  Crystal,  HEW  considered  the  basic  right  of  the  patient  to  pri- 
vacy as  well  as  the  necessity  for  limiting  data  collected  to  that  re- 
quired for  PSRO  purposes,  and  to  protect  from  disclosure  the  identity 
of  profiled  individuals.  It  also  recognized  the  "primary  concern"  of  data 
handlers  for  protecting  information  and  respecting  privacy. 

The  Confidentiality  Conference's  PSRO  panel  reports  that  its  own 
fears  and  trepidations  were  greatly  allayed  by  the  BQA's  concern.  ("You 
won't  have  to  worry,"  one  panelist  reassured  a  physician  appalled  by 
the  development  of  "what  is  in  effect  a  whole  set  of  new  health  records 
data  banks.")  The  panel's  recommendations  foreshadow  the  official 
DHEW  draft  regulations  published  in  1975.  They  include: 

•  All  data  within  the  PSRO  system  should  be  classified  as  "confiden- 
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tial"  until  authorized  for  disclosure  by  the  PSRO;  (proposed  HEW  dis- 
closure provisions  include  prohibition  of  disclosure  of  PSRO  delibera- 
tions concerning  patients,  practitioners  and  facilities  outside  the  PSRO). 

•  The  exemption  of  PSRO  data  from  discovery  or  subpoena  proce- 
dures and  the  exemption  of  the  PSROs  from  acting  as  agents  of  the  state 
in  disclosing  to  designated  authorities  those  reportable  diseases,  disorders 
and  offenses  which  might  be  discovered  during  reviews  and  the  passage 
of  technical  amendments  to  the  PSRO  statute  toward  these  ends.  (Pro- 
posed HEW  regulations  stipulate  the  exemption  of  PSRO  sanction 
reports  and  deliberations  from  subpoena  or  discovery  proceedings  in  any 
civil  action.) 

•  The  "fiduciary  duty"  of  all  data  generators  handlers  and  users  to 
each  person  and  institution  whose  data  he  handles,  transmits  and  uses 
and  their  individual  liability  to  the  statutorily  established  penalties  for 
breaching  confidentiality.  (In  the  same  way,  the  proposed  HEW  regula- 
tions stress  that  PSRO  officers  and  employers  must  be  made  aware  of 
their  responsibility  for  maintaining  confidentiality  and  of  the  legal 
penalties  for  unauthorized  disclosure  and  in  fact  must  complete  a  train- 
ing program  before  they  can  access  privileged  information.) 

•  The  encoding  of  any  and  all  PSRO  data  forms  and  files  which  could 
permit  patient  or  practitioner  identification;  the  maintenance  of  their 
confidentiality  through  "adequate  security  measures;"  the  monitoring  of 
their  efficacy  (proposed  HEW  regulations  provide  both  for  the  encoding 
of  PSRO  generated  reports  and  forms,  and  for  the  security  of  index  files 
and,  in  fact,  of  all  privileged  data  and  information,  with  each  access 
recorded  as  to  purpose  and  a  separate  log  kept  for  the  index  code  file 
indicating  purpose  of  access,  when,  and  by  whom;  an  additional  system 
must  be  set  up  whereby  patients  can  verify  their  own  records). 

•  Entry  into  PSRO  files  for  serious  research  purposes  so  long  as 
researchers  cannot  identify  individual  patients  or  practitioners;  guarding 
against  ever  rapid  destruction  of  data  which  might  mean  loss  of  bio- 
medical, administrative  and  economic  research  opportunities  (research 
opportunities  would  probably  be  more  limited  under  the  proposed  HEW 
regulations,  with  non-privileged  PSRO  information  available  to  individ- 
uals, organizations  and  institutions  for  a  fee  and  purgation  of  "hard 
copy"  privileged  information  after  it  has  served  its  specific  purposes). 

PSROs:  A  Testing  Ground? 

The  PSRO  program— controversial  from  the  beginning— may  serve  as  a 
testing  ground  for  confidentiality  as  well  as  many  other  issues.  If  policies 
such  as  those  now  proposed  by  the  Department  of  Health  Education  and 
Welfare  come  out  heavily  on  the  side  of  confidentiality— not  only  would 
they  limit  and  help  secure  access  to  records,  but  they  would  limit  data 
collection  and  the  establishment  of  a  national  PSRO  data  base,  the  time 
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for  which  sensitive  material  can  be  kept,  and  the  manner  in  which  it  can 
be  disclosed. 

In  so  doing,  it  will  raise  many  value  questions.  How,  for  example,  can 
you  both  strictly  limit  access  to  records  and  provide  a  practical  way  in 
which  patients  can  access  their  own  records?  How  can  you  draw  up  care- 
ful practitioner  profiles  and  so  be  able  to  take  remedial  action — when  a 
physician,  for  instance,  is  keeping  patients  in  the  hospital  too  long — if 
your  records  fail  to  identify  him?  How  can  you  both  purge  your  files 
periodically  and  preserve  them  in  meaningful  form  for  posterity's 
researchers? 

PSROs  will  raise  such  questions,  often  for  the  first  time.  Hopefully 
they  will  begin  to  answer  them  as  well. 
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III.  Possible  Solutions: 

The  common  problem,,  yours,  mine, 

every  one's, 
Is — not  to  fancy  what  were  fair  in  life 
Provided  it  could  he — but,  finding  first 
What  may  be,  then  find  how  to  make  it 

fair 
Up  to  our  means. 

Robert  Browning 


Plainly,  the  confidentiality  of  health  care  records  is  an  idea  whose  time 
has  come.  As  Professor  Arthur  Miller  puts  it,  we  must  establish  a  new 
"ethical-moral-legally  enforceable  norm" — the  norm  that  those  who  han- 
dle individualized  dossiers  have  an  obligation  to  guard  the  privacy  and 
confidentiality  of  those  human  beings  whose  lives  are  reflected  in  those 
dossiers. 

"In  my  humble  opinion,"  Miller  continues,  "unless  you  take  this 
norm  to  heart  and  establish  procedures  for  assuring  medical  confidential- 
ity against  the  demands  of  PSROs,  insurers,  and  governmental  cost- 
justification,  there  is  a  serious  risk  of  damage  to  the  doctor-patient 
relationship  and  a  debilitation  of  the  doctor-patient  privilege." 

But  how  best  to  guard  against  such  damage  and  debilitation?  How  to 
establish  confidentiality  procedures?  Some  feel  a  great  deal  can  be 
accomplished  voluntarily  by  health  providers,  consumers  and  insurers 
through  mutual  review  seeking  administrative  and  management  solu- 
tions. Others  advocate  legislation;  they  say  confidentiality  procedures 
need  statutory  teeth. 

The  Health  Record:  Setting  Limits 

Historically,  personal  health  records  have  been  protected  very  little. 
Although  hospital  professionals  may  have  tried  to  guard  some  sensitive 
material,  more  has  gone  into  records  than  is  necessary,  more  has  stayed 
in,  and  more  records  have  been  more  readily  accessible  to  more  people 
than  many  other  sorts  of  records.  It  is  usually  far  easier  to  get  hold  of 
sensitive  health  records,  for  example,  than  sensitive  business  records. 
In  simpler  times,  this  situation  produced  few  harmful  results.  No  one 
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except  doctors,  their  patients  and  families  was  too  interested  in  per- 
sonal health  information.  But  with  increasing  computerization  and 
dissemination  of  information  far  beyond  the  control  of  treating  physi- 
cians, the  need  to  set  limits  for  health  care  records  has  escalated.  Just 
as  the  United  States  has  limited  the  way  in  which  its  citizens  have  been 
asked  to  identify  themselves  as  they  go  about  their  business — requiring 
no  passport  display  or  universal  fingerprinting — so  it  will  have  to  limit 
the  way  in  which  they  are  asked  to  record  personal  health  information. 

What  Goes  In 

It  stands  to  reason  that  you  do  not  have  to  worry  about  what  does  not 
go  into  the  health  record  in  the  first  place.  "Don't  ask,  don't  record," 
advises  one  experienced  psychiatrist.  But  some  information  recording 
the  facts  of  patients'  health  or  illness  is  needed,  obviously.  Equally 
obviously,  other  information  is  not.  Political  and  religious  beliefs, 
annecdotal  gossip  and  other  highly  sensitive  and  personal  "surveillance" 
information  has  no  place  in  a  health  care  record  even  though  it  is  techni- 
cally feasible  to  put  it  there  and  some  administrative  objective  would  be 
served  by  doing  so. 

In  between  lies  a  gray  area — information  which  might  or  might  not 
be  needed,  now,  or  in  the  future  for  the  sake  of  the  patient's  health.  In 
rethinking  the  nature  of  the  facts  collected  and  stored,  in  redefining  the 
health  care  record,  it  will  be  necessary  to  strike  a  balance  between  the 
minimum  required  to  write  a  meaningful  record  and  maximum  required 
to  protect  confidentiality. 

It  would  be  foolish  to  define  "health  record"  so  narrowly  that  mem- 
bers of  therapeutic  teams  cannot  grasp  what  their  colleagues  are  up  to,  or 
to  omit  symptoms — particularly  children's  symptoms — which  could  pro- 
vide clues  for  future  diagnoses.  It  would  be  equally  foolish  to  permit 
the  insertion  of  unconfirmed  diagnoses  of  unproven  significance  which 
might  jeopardize  patients'  future  education  or  employment  opportuni- 
ties. 

What  Stays  In 

Now  that  computerization  allows  us  to  collect,  store,  analyze  and 
retrieve  facts  on  a  heretofore  undreamed  of  scale,  still  another  delicate 
balance  must  be  struck:  the  balance  between  destroying  records — or 
expunging  them  periodically — for  the  sake  of  present  personal  privacy 
and  keeping  them  for  the  sake  of  researchers  who  will  add  to  science  and 
to  history. 

Information  must  not  be  allowed  to  pertrify,  say  the  advocates  of 
expunging.  Data  that  is  shown  to  be  inaccurate  or  of  little  value  for 
any  reason  should  be  deleted,  or  reclassified;  archaic  data  should  be 
noted  as  such  for  file  users.  "Otherwise,"  Arthur  Miller  observes,  "the 
principle  of  Christian  redemption  is  in  jeopardy.  Though  information 
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has  a  life  cycle  like  us— a   childhood,   an   adolescence,   and   an   aging 
process — unlike  us,  it  never  dies  unless  someone  kills  it." 

This  Christian  redemption  principle  applies  especially  to  children's 
records.  Usually  too  many  data  about  children  are  collected,  and  too 
much  is  of  questionable  long  range  significance.  If  data  (including 
hunches,  tentative  diagnoses,  or  "creative  jottings")  collected  about  a 
two  year  old  has  a  long  lifetime,  valid  or  not,  it  may  be  used  or 
abused  at  age  22  or  42  or  even  72.  A  psychologist  tells  of  a  school  boy 
sick  with  an  infection,  who  fainted  in  class.  Later,  he  returned  to  the 
infirmary  where  he  was  treated  and  inadvertently  glimpsed  the  notation 
"epilepsy?"  in  his  medical  file.  Too  terrified  to  discuss  this,  he  carried 
with  him  for  years  the  notion  that  he  was  an  epileptic. 

Because  it  is  "willing  to  trade  off  losing  some  ease  in  access  to 
research  data  or  possibly  useful  health  information  for  some  unforesee- 
able future  need"  for  what  is  felt  to  be  the  greater  benefit  of  not  labeling 
children  and  adolescents  for  life  (as  in  the  case  of  an  outgiown  diagnosis 
of  minimal  brain  damage  or  an  adolescent's  abortion),  the  Confidential- 
ity Conference  Panel  on  Children  and  Adolescents  recommends  that 
children's  working  records  be  continuously  reviewed  with  each  "con- 
sumer," or  patient,  contact.  It  advocates  the  ultimate  expunging  or 
entrance  into  the  permanent  record  of  each  piece  of  information.  Ex- 
punged material  would  not  necessarily  be  lost  to  posterity,  it  could 
be  collected  in  coded  form  for  a  central  repository,  from  which  a 
patient's  identity  could  be  recovered  only  with  the  strictest  guarantees  of 
continued  confidentiality.  School  health  records,  subject  to  more  squirrel- 
ing than  almost  any  others,  should  be  sealed  after  graduation  and  then 
destroyed.  During  the  sealed  period,  the  records  can  be  opened  only  with 
the  consent  of  the  adolescent  "consumer." 

On  the  other  side  of  this  particular  confidentiality  seesaw  sit  the  med- 
ical historians,  their  eyes  on  a  future  when  facts  not  now  considered 
meaningful  may  become  all  important.  Boston  University  School  of 
Medicine's  Dr.  Otto  Marx,  a  historian  and  court  clinic  psychiatrist,  speaks 
for  them— and  perhaps  for  future  doctors  and  their  patients— when  he 
repeatedly  points  to  the  danger,  to  science  and  to  history,  in  the  restric- 
tion or  destruction  of  medical  records. 

Records  must  be  preserved,  argues  Dr.  Marx.  Too  many  have  already 
been  lost,  and  as  a  result  epidemiologic  research  and  genetic  studies  are 
difficult  or  impossible  and  we  know  practically  nothing  about  the  past 
incidence  of  mental  illness.  Most  people  are  little  concerned  with  public- 
ity beyond  their  own  life  times  (but  their  families  maybe— see  p.  6). 
What's  more,  future  researchers  will  be  interested  in  our  records  for 
reasons  which  cannot  be  anticipated  now— they  will  need  peripheral 
information,  raw  data  from  which  they  can  do  their  own  analyses  and 
draw  their  own  conclusions. 
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Dr.  Marx's  plea  is  that  we  stop  destroying  records  whenever  possible; 
preserve  confidentiality  in  tight  compartments,  to  allow  the  transition 
to  the  new  technological  era  without  the  loss  of  vital  data:  "The  problem 
of  confidentiality  will  not  be  solved  by  having  no  records  of  a  confiden- 
tial nature  and  nothing  confidential  in  our  records." 

What  Goes  Out 

Another  form  of  regulation  would  be  to  limit  access  to  confidential 
health  data — to  set  up  procedures  governing  who  can  see  it,  and  for  what 
purposes. 

Medical  records  professionals  are  the  first  to  admit  that  hospitals  and 
clinics  have  paid  insufficient  attention  to  records  access.  They  are  con- 
cerned about  the  lack  of  national  across-the-board  regulations  limiting 
the  exposure  of  files  to  a  small  group  of  people  whose  access  is  authorized 
only  after  a  careful  examination  of  their  need  to  know. 

They  are  aware  that  decisions  about  what  is  disclosed  to  outsiders  and 
for  what  purposes,  require  hard  value  judgments,  not  only  in  hospitals, 
clinics,  and  data  banks  but  in  doctors'  offices.  If  these  judgments  are  not 
made  voluntarily — if  appropriate  systems  are  not  set  up  and  imple- 
mented by  the  professions  involved — they  will  probably  be  made  by 
law.  Files  can  be  secured;  the  hardware  and  software  are  available.  It 
is  simply  a  matter  of  matching  them  to  the  need. 

Possibly  the  PSRO  confidentiality  regulations  may  serve  as  a  model, 
or  at  least  a  measuring  rod,  for  other  health  information  systems,  espe- 
cially in  large  institutions. 

Informed  Consent 

The  doctrine  of  "informed  consent",  once  applied  simply  to  the  perform- 
ance of  medical  procedures,  has  become,  as  the  American  Medical  Record 
Association's  Cynthia  Stern  has  put  it,  a  "hot"  topic,  perhaps  the  hottest 
in  the  confidentiality  field.  The  question  is  not  whether  to  extend  the 
doctrine  but  how  to  extend  it,  and  to  whom. 

There  is  general  agreement  that  "informed  consent"  should  apply  to 
the  disclosure  of  personal  health  information  to  third  parties,  like 
insurance  companies,  attorneys,  or  estranged  spouses.  Too  often,  the 
patient's  consent,  obtained  by  small  type  at  the  bottom  of  the  page,  and 
anything  but  "informed",  releases  the  most  personal,  private  informa- 
tion to — who  knows?  According  to  one  life  insurance  official,  life  insur- 
ance companies  routinely  ask  applicants  to  sign  such  a  "blanket"  consent 
form,  enabling  the  carrier  to  write  to  a  host  of  people  and  institutions, 
friendly  and  unfriendly. 

Most  experts  condemn  such  "blanket"  forms  and  feel  their  demise 
would  benefit  both  patients  and  providers.  Hospital  personnel  especially 
are  now  caught  in  the  bind  of  having  to  furnish  information  against 
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their  better  judgement  to  the  release  of  which  patients  have  consented 
through  blanket  consent  forms.  Before  patients  give  their  consent  to  dis- 
closures they  should  know  what  information  they  are  disclosing,  the  exact 
use  that  will  be  made  of  it  and  the  consequences  of  the  release,  so  that 
they  be  helped  and  not  hurt  thereby. 

Setting  up  procedures  and  forms  to  accomplish  this  will  not  be  a 
simple  process.  The  Confidentiality  Conference's  Panel  on  Informed  Con- 
sent recommends  the  consideration  of  five  steps  proposed  by  the  Amer- 
ican Civil  Liberties  Union's  Aryeh  Neier: 

1.  Advising  the  person  of  the  exact  uses  that  will  be  made  of  the 
records — which  records,  who  will  see  them,  when,  for  what  purpose  and 
with  what  limitations  on  their  further  dissemination; 

2.  Advising  the  person  of  the  possible  consequences  of  disclosure  of  the 
records; 

3.  Providing  this  information  in  clear  written  form,  requiring  the 
person  to  sign  the  form  and  requiring  a  witness  or  notarization  for  the 
signature; 

4.  Limiting  the  time  period  covered  by  the  authorization; 

5.  Advising  the  person  that  the  authorization  is  revocable  and  provid- 
ing periodic  opportunities  to  revoke  it. 

Would  it  be  impossible  for  all  practical  purposes  to  achieve  such  fully 
voluntary  "informed  consent"  when  the  organizations  initially  obtaining 
it  are  themselves  so  large  and  powerful?  Providers  would  have  to  be 
trained  to  discuss  disclosure  with  patients,  and  patients  would  certainly 
have  to  be  better  educated  as  consumers  in  the  health  care  process. 
Special  attention  would  have  to  be  paid  special  groups  with  special 
problems — to  those,  for  example,  whose  individual  rights  are  potentially 
limited  to  one  degree  or  another,  whether  they  be  in  classroom  or  cell, 
in  college  or  court,  in  prison  or  in  the  armed  services.  The  ACLU's 
Aryeh  Neier  doubts  that  even  the  standards  he  proposed  would  suffice  for 
inmates  of  compulsory  institutions  like  prisons,  and  points  out  that  there 
is  a  strong  argument  to  be  made  that  true  voluntary,  informed  consent 
is  simply  impossible  for  such  persons. 

Another  still  newer  aspect  of  the  "informed  consent"  controversy 
compounds  such  problems  further:  the  patient's  right  to  access  his  own 
personal  health  record.  Most  confidentiality  advocates  recognize  that 
patients  should  have  the  chance  such  access  gives  to  challenge  their 
records'  accuracy  and  correct  any  errors.*  But  should  such  a  right  be 

•  A  1971  federal  statute,  the  Fair  Credit  Reporting  Act  embodies  this  principle.  It 
gives  Americans  the  right  of  access  to  the  files  maintained  by  consumer  reporting 
companies  who  buy  and  sell  personal  information,  notably  the  credit  bureaus.  It  also 
provides  a  procedure  for  correcting  any  errors,  and  assures  notification  when  adverse 
decisions  are  made  on  the  basis  of  consumer  reports  and  places  some  restraints  on  the 
firm's  investigative  reporting.  A  newer  law,  the  Privacy  Act  of  1974.  extends  this 
principle  to  all  Federal  Agency  records. 
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absolute,  or  qualified?  Should  any  patient  be  able  to  see  his  record 
whether  he  is  in  a  mental  hospital  or  surgical  bed,  or  whether  a 
physician  judges  him  incompetent  or  simply  not  ready  to  deal  with  the 
full  details  of  a  diagnosis? 

Such  questions  absorb,  indeed  almost  polarize  even  those  who  believe 
in  the  right  of  some  personal  access.  At  one  end  of  the  spectrum,  a 
professional  civil  libertarian  feels  that  informed  consent  would  be 
meaningless  without  the  right  of  access,  and  refusal  to  grant  it  should 
require  judicial  permission — the  provider  who  refuses  a  patient  the  right 
must  obtain  a  court  order  supporting  his  decision.  At  the  other,  a  private 
hospital  psychiatrist  says  that  if  he  cannot  be  trusted  to  judge  a  patient's 
competence  to  deal  with  the  record,  he  will  leave  his  profession. 

In  between  are  many  who  would  limit  the  patient's  right  of  access  in 
some  fashion.  They  would  defer  to  the  judgement  of  the  medical  practi- 
tioner, refusing  patient  access  to  the  record  where  that  practitioner  feels 
it  is  contraindicated  (when  a  patient  is  suffering  from  a  terminal  cancer 
or  from  schizophrenia,  for  example,  and  cannot  accept  the  details  of 
that  diagnosis).  Or  they  would  refer  a  doctor-patient  disagreement  about 
access  to  a  doctor  of  the  patient's  own  choosing  for  decision,  or  to  some 
other  independent,  more  equitable  determiner. 

The  Confidentiality  Conference  Panel  on  Children  and  Adolescents 
endorses  the  principle  established  in  the  field  of  educational  confiden- 
tiality by  the  Buckley  Amendment:*  The  child-adolescent-consumer  should 
have  access  to  his  own  permanent  health  record.  What's  more,  it  suggests 
that  this  record  belong  to  him,  and  that  it  be  given  to  him  and  kept  by 
him.  Whether  the  child  keeps  it  himself  or  turns  it  over  to  his  parent- 
advocate  is,  the  panel  suggests,  a  self-select  process,  to  be  negotiated 
between  them.  Thus,  the  "consumer's"  retention  of  the  record  will  be 
decided  "comfortably  and  naturally"  according  to  his  interest,  his  ability 
to  record  and  understand  it,  his  trust  in  his  parents,  and  his  maturity. 

The  Harvard  University  Law  School's  Dr.  Alan  Stone,  Chairman  of  the 
American  Psychiatric  Association's  Judicial  Council,  warns  "you  can  get 
intoxicated  with  the  notion"  of  the  sort  of  informed  consent  and  access 
procedures  of  which  this  is  an  extreme  example.  Like  a  number  of 
professionals,  he  is  wary  about  certain  possible  costs.  First,  the  medical 
record  has  played  an  important  role  in  the  socialization  process  of  young 
physicians.  The  initial  standard  is  to  strive  for  a  thorough  and  compre- 
hensive document.  It  is  difficult  to  measure  the  impact  of  patient  access 
on  these  kinds  of  standards. 


•The  Buckley  Amendment  of  August  1974  was  amended  December  31,  1974,  in  a 
peripheral  Joint  Resolution,  to  indicate  that  medical  and  psychological  data  on  students 
over  age  18  will  be  made  available  only  to  a  physician  or  other  appropriate  professional 
of  the  student's  choice.  There  were  other  changes  to  emphasize  it  applied  to  "educa- 
tional records." 
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Second,  there  is  a  real  possibility  that  when  doctors  write  medical 
records  with  patient  access  in  mind  they  will  omit  certain  kinds  of  infor- 
mation which  might  have  value  in  the  patient's  care  at  some  future 
point.  There  may  be  important  costs  to  patient  care  in  restricting  com- 
munication between  present  and  future  physicians. 

Lastly,  Dr.  Stone  expresses  great  concern  about  the  impact  of  li^iiting 
access  on  future  research.  He  cites  the  example  of  recent  research  which 
established  the  connection  between  the  stilbesterol  treatment  of  preg- 
nant women  and  clear  cell  vaginal  cancer  in  their  daughters  years  later. 
If  the  mother's  records  had  been  stripped  of  identifying  data,  this  and 
similar  kinds  of  research  could  not  have  been  done.  A  suggested  alterna- 
tive: that  medical  records  be  identifiable  and  that  control  of  access  to  the 
identification  of  the  patient  rest  with  a  hospital's  human  rights  commit- 
tee. A  researcher  would  go  to  that  group  for  permission  to  undertake 
such  a  research  project,  and  thus  gain  access  to  records. 

Dr.  Stone  warns  that  the  civil  libertarians  have  not  considered  the 
importance  of  research  of  this  kind,  and  argues  that  any  regulations  estab- 
lished should  take  these  costs  into  account. 

But  many  are  more  than  willing  to  pay  such  costs.  They  admit  it  will 
take  time  and  money  to  set  up  "informed  consent"  systems,  for  research- 
ers to  get  the  consent  of  patients  whose  hospital  records  they  wish  to 
examine  or  for  institutions  to  strip  patient  identifiers  from  these  records, 
or  their  subsets.*  Still,  they  feel  the  effort  will  be  worth  undertaking,  and 
it  may  be  simpler  than  feared.  The  testimony  of  a  mental  health  infor- 
mation specialist  supports  this  view:  when  patients  in  one  hospital  were 
given  the  right  of  access,  very  few  took  advantage  of  it. 

Courts  of  Last  Resort 

When  people  or  institutions  cannot  agree,  a  free  society  provides  them 
with  a  litigation  process  through  which  they  can  settle  their  differences. 
The  Confidentiality  Conference's  Panel  on  Litigation  suggests  that  before 
the  professions  concerned  resort  to  this  process,  they  revise  their  canons 
of  ethics  to  take  into  account  the  need  "within  society  for  a  locus  for 
the  revelation  of  confidences  in  a  therapeutic  context." 

Patient  confidentiality  has  become  much  more  complicated  than  it 
was  when  the  helping  professions'  various  canons  of  ethics  were  devel- 
oped. Generally,  now,  professionals  feel  they  should  disclose  confiden- 
tial information  only  under  "proper  legal  compulsion,"  be  they  doctors, 
social  workers  or  psychologists.  The  Litigation  Panel  advocates  a  new 
medical-ethical  precept:  the  treating  professional  should  resist  in  every 

•  The  Mental  Health  Law  Project's  Chris  Hansen,  a  strong  advocate  of  absolute 
patient  access,  reports  one  group  of  patients  objects  to  researchers  using  their  records 
even  when  these  records  are  stripped  of  patient  identifiers. 
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way  the  disclosure  of  patient  confidences  when  that  patient  comes  to  him 
for  treatment  in  the  psychotherapeutic  context. 

This  includes  the  testing  of  what  amounts  to  proper  legal  compulsion 
in  a  given  case.  The  receipt  of  a  subpoena,  for  example,  does  not  in 
itself  constitute  proper  legal  compulsion.*  If  necessary,  the  professional 
should  take  his  resistance  even  a  step  further  than  expected,  or  "pull  a 
Lifschutz"  (Dr.  Joseph  Lifschutz,  the  psychoanalyst  who  opted  to  go  to 
jail  rather  than  divulge  confidential  material). 

Herbert  Silverberg  of  the  American  Bar  Association's  Commission  on 
the  Mentally  Disabled,  puts  the  professional  stance  recommended  by  the 
panel  in  Vince  Lombardiesque  terms:  "You  give  ground  grudgingly,  you 
compartmentalize  to  the  fullest  extent  possible;  at  some  point,  under 
proper  legal  compulsion  adequately  tested,  you  cough  up — since  it's  bet- 
ter for  most  professionals  to  practice  therapy  than  to  sit  in  jail,  thinking 
philosophical  notions  about  privilege."  More  technically,  the  burden  of 
justification  of  disclosure  is  on  the  party  seeking  it;  the  professional 
should  resist  disclosure  until  there  is  an  authoritative  court  decision,  or 
until  he  determines  that  disclosure  is  appropriate. 

Since  many  helping  professionals  are  not  legally  sophisticated,  the  liti- 
gation panel  recommends  that  the  different  professions  spell  out  guide- 
lines— preferably  in  answers  to  a  series  of  hypothetical  cases — for  each 
professional  confronting  the  most  typical  and  troublesome  kinds  of 
situations,  and  beef  up  disciplinary  procedures  against  members  who  fail 
to  adhere  to  such  guidelines. 

Moreover,  the  panel  also  urges  the  various  professions  as  a  matter  of 
ethics  and  practice,  to  distinguish  between  the  treating  and  evaluating 
professional,  and  routinely  to  suggest  the  use  of  an  independent  evalua- 
tor  both  in  litigation  and  administrative  situations — in  the  military 
service,  in  universities  or  trade  unions,  for  example.  Under  a  statute  in 
Sweden,  only  one  specially  designated  group  of  psychiatrists  appears  in 
court;  other  professionals  do  not  testify  at  all. 

This  distinction  between  treating  and  evaluating  professionals — 
especially  valuable  in  child  custody  disputes,  drug  treatment  programs 
and  civil  commitment  cases — would  not  imply  that  the  evaluators  would 
be  free  to  reveal  all  material  disclosed  during  the  course  of  treatment. 
On  the  contrary,  they  should  take  care  to  reveal  no  more  than  the  special 


•  See  Dr.  Maurice  Grossman's  "The  Psychiatrist  and  the  Subpoena"  in  the  December, 
1973  (Vol.  1,  No.  4,  pp.  245-249)  Bulletin  of  the  American  Academy  of  Psychiatry  and 
the  Law,  in  which  he  explains  why  psychiatrists  should  not  be  intimidated  by  the 
subpoena  language  of  demanding  compliance  and  sanctions  for  non-compliance. 
Subpoenas  may  be  invalid  for  many  reasons.  The  psychiatrist  should  explore  the 
validity  of  the  subpoena;  and  in  some  jurisdictions  he  is  obligated  to  do  so.  As  the 
American  Psychiatric  Association  now  states  under  Canon  IX  of  the  Code  of  Ethics, 
'(legal  demands  should  not  abrogate)  his  right  to  dissent  within  the  framework  of  the 
law'." 
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circumstances  of  a  case  require,  and  to  disclose  to  the  patient  the  limita- 
tions upon  confidentiality  that  such  circumstances  entail.*  In  civil  com- 
mitment cases,  it  would  be  necessary  to  distinguish  between  initial 
emergency  intervention  (in  which  neither  confidentiality  nor  notification 
of  its  absence  is  required)  and  the  ensuring  commitment  process.  Once 
the  decision  is  made  that  there  is  cause  to  continue  the  confinement  and 
seek  involuntary  commitment,  the  patient  should  be  turned  over  to  a 
treating  professional  who  would— unlike  the  evaluating  professional— 
not  be  involved  in  commitability  litigation.** 

Some  doubt  the  ability  of  independent  evaluators  to  make  judgements 
quickly  and  the  courts'  willingness  to  accept  such  judgements  rather  than 
those  of  the  more  knowledgeable  treating  psychiatrists  who  have  known 
their  patients  well  over  long  periods  of  time.  But  others  feel,  with  a 
juvenile  court  psychiatrist,  that  if  you  educate  those  who  ask  you  ques- 
tions, you  can  provide  them  not  with  a  diagnosis,  but  with  an  opinion 
based  on  limited  observation.  There  are  cases  too  where  patients  are  so 
out  of  touch  with  reality  that  they  can  be  judged  incompetent  in  five 
minutes,  according  to  one  lawyer.  He  tells  of  a  man  who  said  the  CIA 
was  pumping  his  stomach  full  of  electrical  energy,  the  energy  had  con- 
trol of  his  brain  knobs,  and  any  lawyer  was  an  officer  of  the  court,  and 
in  cahoots  with  the  government.  Within  three  or  four  minutes  the 
evaluating  doctor,  noting  his  eye  movements  among  other  symptoms, 
judged  him  incompetent  to  help  formulate  his  own  defense  and  stand 
trial. 

The  Laws 

Human  nature  being  what  it  is,  many  confidentiality  reforms  will  prob- 
ably not  be  accomplished  unless  they  are  mandated  by  law.  Confidential- 
ity laws  covering  out-of-courtroom  disclosures  are  in  effect  in  a  minority 
of  states,  in  Connecticut,  Georgia  and  Illinois,  for  example.  In  addition, 
several  organizations  have  developed  model  laws  for  the  consideration  of 
state  legislators. 

The  Confidentiality  Conference's  Panel  on  the  Formulation  of  a 
Model  State  Law  bases  its  technical  suggestions  on  a  discussion  of  the 
model  laws  of  three  such  organizations,  the  American  Medical  Associa- 
tion, the  American  Psychoanalytic  Association,  and  the  Mental  Health 

*  Dr.  Maurice  Grossman  reports  he  has  found  it  is  sometimes  healthier  and  more 
protective  of  patients'  confidentiality  for  psychiatrists  to  substantiate  evaluative  opinions 
with  some  detailed  information  so  the  opposing  lawyer  will  understand  it,  rather  than 
risk  going  to  court  and  revealing  damaging  details  in  public  on  cross  examination 
later  on. 

••  The  evaluating  professional  would  inform  the  patient  of  the  lack  of  confidentiality 
inherent  in  the  evaluating  phase.   Herbert  Silverberg  is  concerned   that  the  material 
developed  during  this   phase  not   be   brought  into   the   commitment   process   lightly 
under  the  guise  of  assessment  thoroughness. 
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Law  Project.  These  include  the  suggestion  that  model  laws  provide  rules 
for  the  physical  security  and  handling  of  health  records  by  hospitals, 
health  centers,  clinics  and  insurance  companies,  with  appropriate 
penalties  provided  for  violations;  conformity  to  the  rules  would  be  a 
prerequisite  to  licensing  and  license  renewal.  It  also  advocates  the 
establishment  of  a  Health  Security  Agency  headed  by  an  Inspector  Gen- 
eral appointed  by  state  legislatures  and  responsible  to  them.  To  guaran- 
tee the  confidentiality  of  patients'  records  in  state  and  local  health 
programs,  computer  centers  and  third  party  payer  administration,  these 
agencies  would  have  the  power  to  investigate,  subpoena,  hold  hearings, 
make  legislative  recommendations,  issue  reports  and  recommend  sanc- 
tions. 

The  scope  of  and  the  right  to  assert  the  "privilege"*  of  confidential 
communications  in  the  courtroom  is  a  key  issue  in  health  care  circles 
today.  But  how  solid  a  right  is  it?  Is  the  doctor  as  entitled  to  the  right  as 

the  patient? 

The  Model  Law  panel  calls  attention  to  the  fact  that  indeed  the 
patient  does  have  the  right  of  privilege  and  it  is  protected  by  law  in  38 
states.  Whether  or  not  this  privilege  applies  to  health  care  providers  as 
much  as  to  patients  is  another  matter.  If  the  patient  waives  the  privilege, 
is  it  automatically  waived  for  the  provider  as  well?  How  about  patients 
who  waive  their  privilege  in  an  uninformed  way,  either  because  they  do 
not  remember  they  told  the  doctor  what  he  must  now  reveal  on  the 
witness  stand,  or  do  not  realize  the  significance  of  what  they  do  remem- 
ber? Or  masochistic  patients  who  might  hurt  themselves  unless  the 
provider  himself  asserts  a  privilege  to  withold  testimony? 

Both  the  Model  Law  and  Litigation  panels  spell  out  suggested  excep- 
tions where  privilege  would  not  apply.  These  include: 

•  In  an  involuntary  commitment  proceeding,  the  provider  may  breach 
confidentiality  but  the  information  disclosed  must  be  confined  to  the 
commitment  itself; 

•  When  patients  or  defendants  undergo  court-ordered  examinations,  or 
are  involved  in  criminal  situations,  confidentiality  does  not  apply  if  they 
have  been  properly  informed; 

•  When  the  patient  is  the  litigant  and  himself  introduces  his  "mental 
condition  into  the  proceedings,  he  automatically  waives  confidentiality 


*-A  Psychiatric  Glossary  (American  Psychiatric  Association)  defines  privilege  as 
the  legal  right  of  a  patient,  always  established  by  statute,  to  prevent  his  physician  from 
testifying  about  information  obtained  in  the  course  of  his  treatment  by  the  physician. 
Thus  a  legal  affirmation  of  the  ethical  principle  of  confidentiality."  Privileged  communi- 
cation  is  defined:  "The  laws  of  evidence  in  some  jurisdictions  provide  that  certain 
kinds  of  communications  between  persons  who  have  a  special  confidential  or  fiduciary 
relationship  will  not  be  divulged.  The  psychotherapist-patient  and  doctor-patient 
relationship  is  in  some  states  considered  privileged  communication.  But  the  law  is  in 
a  state  of  flux  and  there  are  many  exceptions." 
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(However,  professionals  should  resist  testifying  about  ordinary  "pain  and 
suffering"  cases.)*  Since  pretrial  depositions  often  reveal  sensitive  infor- 
mation which  can  cause  distress,  the  admissability  of  controversial  evi- 
dence should  be  decided  first  by  the  Judge  in  his  chambers; 

•  When  patients  sue  for  divorce  on  the  grounds  of  mental  cruelty, 
they  cannot  assert  the  patient-litigant  privilege.* 

In  framing  laws,  policy  makers  would  of  course  have  to  consider 
other  questions  pertaining  to  courtroom  and  out-of-courtroom  disclo- 
sures. They  would  have  to  decide,  for  example,  whether  privilege  can  be 
invoked  by  group  therapy  members,  or  whether  participation  in  group 
therapy  is  in  itself  a  display  of  willingness  to  waive  privacy. 

They  would  have  to  define  "provider,"  and  "patient",  as  well  as  "health 
care  record."  And  they  would  have  to  mandate  other  procedures  dis- 
cussed previously,  including  the  proper  authorization  of  disclosure  to 
third  parties,  the  degree  to  which  patients  can  access  their  own  records 
and  to  which  researchers  can  access  patient-identified  files, 

•  Dr.  Jerome  S.  Beigler,  Chairman  of  the  American  Psychoanalytic  Association's 
Committee  on  Confidentiality  and  Recorder  of  the  Conference  Model  Law  panel 
explams  the  problem  of  -pain  and  suffering"  as  follows:  "Most  state  statutes  provide 
that  privilege-  is  waived  when  'mental  condition'  is  made  part  of  a  legal  claim  This 
IS  fair  when  a  litigant  sues  for  damages  on  the  basis  of  a  neurosis  or  psychosis  But 
If  a  patient  sues  for  damages  due  to  a  physical  injury  and  includes  'pain  and  suffering' 
as  part  of  the  suit,  then  a  competent  adversary  lawyer  will  counter  with  a  claim  that 
pain  and  suffering'  constitute  'mental  condition'  and  thereby  privilege  has  been 
waived  and  a  psychotherapist's  records  can  then  be  subpoenaed.  This  can  often  amount 
to  simple  harassment  in  the  hope  of  embarrassment.  So  in  effect  a  patient  in  psycho- 
therapy would  limit  access  to  legal  redress  available  to  anyone  not  in  therapy  The 
Illinois  Appellate  Courts  recognized  this  unfairness  and  in  two  decisions  declared  'pain 
and  suffering'  in  themselves  do  not  constitute  'mental  condition'  and  do  not  waive 
privilege.  The  stipulation  that  'pain  and  suffering'  do  not  constitute  'mental  condition' 
IS  included  in  the  American  Psychoanalytic  Association's  proposed  model  state  statute 
which  was  discussed  at  our  Workshop,  and  since  then  has  been  incorporated  in  the 
A.M.A.'s  version  as  well." 

"Similarly  with  a  suit  for  divorce  on  the  basis  of  'mental  cruelty.'  Competent  ad- 
versary lawyers  claim  such  a  suit  introduces  'mental  condition,'  and  'privilege'  is  waived 
enabling  thereby  subpoena  of  a  therapist's  records.  This  could  be  embarassing  Also' 
if  a  couple  IS  having  a  marital  problem,  they  would  be  loath  to  seek  psychiatric 
counseling  if  what  is  discussed  in  therapy  could  be  revealed  in  court.  Hence  the  law 
tended  to  foster  divorce  by  discouraging  an  effective  means  of  resolving  marital 
problems.  With  this  in  mind,  the  Illinois  Legislature  passed  a  modification  of  the 
Connecticut  statute,  stipulating  that  'mental  cruelty'  in  a  divorce  case  does  not 
constitute  'mental  condition'  and  therefore  privilege  is  not  waived.  Hence  our  Workshop 
recommended,  adopting  the  American  Psychoanalytic  Association's  model  statute  that 
privilege  is  not  waived  in  divorce  cases  unless  one  of  the  litigants  introduces  the' issue 
of  his  psychotherapy  first.  The  A.M.A.'s  model  now  contains  this  new  provision  " 
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IV.  Epilogue: 

At  the  conclusion  of  the  Conference  on  Confidentiality,  the  participants 
voted  to  set  up  the  National  Commission  on  Confidentiality  of  and  Access 
to  Health  Care  Records.  The  objectives  of  this  commission  are: 

•  To  promote  and  preserve  the  confidentiality  of  health  care  records  and  to 
establish  guidelines  and  recommendations  for  appropriate  access  to  them. 

•  To  propose  legislation  and  regulations,  to  study  and  analyze  legislation  and 
regulations  in  formation  or  already  introduced,  and  to  make  recommendations 
for  action  and  implementation  by  sponsoring  organizations. 

•  To  engage  in  educational  activities  serving  as  an  information  exchange 
between  participating  organizations,  to  develop  and/or  disseminate  materials 
for  public  education  on  confidentiality  and  the  access  of  records  and  to  serve  as 
spokesman  for  the  adoption  of  guidelines  and  policies  relating  to  these  matters. 

•  To  develop  through  surveys  and  special  studies  methods  for  improved 
handling  of  health  care  information  that  will  provide  for  appropriate  access  and 
preserve  confidentiality. 

•  To  accomplish  other  appropriate  objectives  not  inconsistent  with  those 
enumerated,  by  any  lawful  and  ethical  means. 

Since  the  Conference,  an  Interim  Organizing  Committee  to  establish 
the  National  Commission  has  been  formed:  Alfred  M.  Freedman,  M.D. 
(Chairman),  Melvin  Sabshin,  M.D.,  and  Walter  E.  Barton,  M.D.,  for  the 
American  Psychiatric  Association;  Richard  Olmstead,  M.D.  for  the  .Amer- 
ican Academy  of  Pediatrics;  Mary  J.  Waterstraat,  R.R.A.  for  the  Ameri- 
can Medical  Records  Association;  Lois  Bowden,  R.R.A.  for  the 
American  Hospital  Association;  Edward  P.  Scott,  J.D.  for  the  Mental 
Health  Law  Project;  and  Ricliard  Hunter  for  the  National  Association 
for  Mental  Health.  All  concerned  national  organizations  are  invited  to 
participate  in  the  Commission.  Inquiries  should  be  addressed  to  the 
Executive  Secretary,  pro  tern,  Robert  L.  Robinson,  1700  18th  Street 
N.W.,  Washington,  D.C.  20009.  It  is  planned  that  the  Commission  will 
be  incorporated  and  fully  functioning  by  the  end  of  1975. 

The  Commission  will  be  action-oriented  and  membership  is  open 
to  several  classes  of  organizations  and  individuals  interested  in  health 
records:  sustaining  or  voting,  associate  and  individual.  Though  its  top 
priority  goal  is  dealing  with  legislation,  guidelines,  administrative  and 
organizational  practice,  it  will  recommend  action  to  its  members  as  a  re- 
sult of  continued  study  and  dialogue,  rather  than  take  direct  action  itself. 
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Conference  on  Confidentiality  of  Health  Records,  November  6-9,  1974, 
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Illinois  statute  of  Confidentiality:  A  New  Development  in  Privilege  Law," 
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ington, D.C.  20314.  Dr.  Bickel  is  the  U.S.  Air  Force  representative  to  a  tri- 
service  group  responsible  for  integrating  computer  support  requirements  of 
military  health  care  facilities  and  for  insuring  the  appropriateness  of  pro- 
posed and  working  systems  to  user's  needs. 
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Health  Services,  11-106  Parklawn  Bldg.,  5600  Fishers  Lane,  Rockville,  Mary- 
land 20852.  Her  office  has  major  responsibility  in  the  implementation  of 
PSROs  in  mental  health  service  delivery  systems. 

COX,  Sheila,  Manager-Resource  Development,  Professional  Operating  Manage- 
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Appendix 


PROPOSED  DRAFT  PSRO  CONFIDENTIALITY  POLICY  RECOMMENDATIONS 
FORMULATED  BY  THE  DEPARTMENT  OF  HEALTH,  EDUCATION,  AND  WEL- 
FARE SCHEDULED  TO  BE  PUBLISHED  IN  THE  FEDERAL  REGISTER.  JULY 
1975,  SIXTY  DAYS  ALLOWED  FOR  COMMENT. 


For  the  purposes  of  this  paper,  the  following  definitions  shall  apply: 

A.  PSRO  Data  and  Information 

Data  and  information  which  is  acquired  and/or  generated  by  any  PSRO. 

B.  Individual  PSRO  Data  and  Information 

Computer  or  hard  copy  data  and  information  identifiable  to  a  specific  indi- 
vidual. 

C.  Identifiable  Data  of  Information 

Data  and  information  collected,  generated  or  aggregated  on  a  particular  indi- 
vidual which  identifies  that  individual  either  explicitly  or  by  implication. 

D.  Privileged  Data  and  Information 

Medical  data  and  information  identifiable  to  an  individual  patient,  data  and 
information  indicating  patterns  of  health  care  practices  identifiable  to  indi- 
vidual health  care  practitioners,  records  of  PSRO  determinations  identifiable 
to  individual  health  care  practitioners  and  data  and  information  collected 
and/or  generated  for  medical  care  evaluations  studies  as  defined  in  department 
regulations  and  guidelines. 

E.  Monitoring 

The  review  and  appraisal  of  PSRO  functions. 

F.  Evaluation 

The  determination  of  program  effectiveness  and  the  impact  of  the  PSRO 
program  on  quality  of  care  and  utilization  of  services. 

G.  PSRO  Review  System 

A  system  comprised  of  the  PSRO  and  all  supporting  components  which  assist 
the  PSRO  in  the  review  process  or  are  furnished  PSRO  data  for  administrative 
purposes  under  Titles  18,  19,  and  5  of  the  Social  Security  Act.  The  system  may 
include  (but  is  not  limited  to): 

1.  Hospital(s)  if  delegated  review  authority 

2.  PSRO  review  coordinator(s) — individuals  responsible  for  carrying  out 
PSRO  activity  within  the  health  care  facility 
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3.  Medicare  Intermedial y(s) 

4.  Independent  Health  Data  System(s),  e.g.,  discharge  abstract  service 

5.  The  PSRO 

6.  Medicaid  State  Agencies  and  Fiscal  Agents 

7.  PSRO  Contractors  (any  indepciidont  vendors  providing  data  or  data 
processing  services  to  the  PSRO) 

8.  Medicare  Carriers 

9.  Other  PSROs 

10.  DHEW 

11.  PSRO  Support  Centers 

12.  Stale  PSRO  Council 

13.  State  Maternal  and  Child  Health  Agencies  (Title  V) 

H.  Health  Care  Practitioners 

Physicians  and  other  health  care  practitioners  who  are  reimbursed  for  services 
through  Medicare,  Medicaid,  or  Maternal  and  Child  Health  prdgrams. 

1.  Health  Care  Facilities 

Organizations  and  institutions  involved  in  the  delivery  of  health  care  services 
(e.g.,  hospitals,  nursing  homes,  outpatient  facilities,  etc.) 

J.  Sanction  Proceedings 

Procedures  under  Section  1157  and  1160  of  the  Social  Security  Act  commencing 
with  the  forwarding  of  a  sanction  report  by  the  PSRO  under  Section  1157. 

K.  PSRO  Deliberations 

Minutes  of  meetings,  notes,  comments,  or  other  forms  of  recordings  which 
evidence  internal  PSRO  discussions  pertaining  to  review  or  sanctions. 
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Policy  Statements 


1.  Notification  to  Public 

The  PSRO  must  establish  and  implement  a  procedure  for  public  notification 
of  the  existence,  scope  and  purposes  of  PSRO  data  system. 

2.  Notification  to  Patients,  Practitioners,  and  Providers 

The  PSRO  must  establish  and  implement  procedures  to  inform  individual 
patients,  health  care  practitioners  and  health  care  facilities  on  whom  PSRO 
data  and  information  has  been  or  is  being  collected  as  to: 

a.  the  name,  title  and  address  of  the  person  immediately  responsible  for  the 
PSRO  data  system 

b.  those  who  will  have  access  to  the  file 

c.  the  circumstances  under  which  and  the  purposes  for  which  PSRO  data  and 
information  will  be  disclosed 

The  procedures  for  notification-  should  be  administratively  efficient,  but 
provide  at  a  minimum  for  general  notification  of  the  above. 

3.  Obtaining  Access  to  own  PSRO  Data  and  Information 

Subject  to  restrictions  on  disclosure  of  PSRO  deliberations  (see  #19), 
patients,  health  care  practitioners  and  health  care  facilities  must  be  allowed 
access,  upon  request,  to  their  individual  PSRO  data  and  information  for 
purposes  of  ascertaining  the  accuracy  of  that  data  and  information.  The 
PSRO  must  establish  and  implement  procedures  to  verify  the  accuracy  of  the 
data  and  information;  the  data  and  information  to  be  accessed  shall  not  be 
physically  removed  and /or  transmitted  outside  of  the  PSRO. 

4.  Patient  Access:  Special  Procedures 

When  a  patient  requests  access  to  PSRO  data  and  information  under  para- 
graph 3  above,  the  physicians  of  record  must  be  notified  in  writing  at  least 
ten  working  days  prior  to  patient  access.  The  patient  will  not  require 
physician  authorization  to  access  his  individual  PSRO  data  and  information 
nor  can  the  physician  prevent  patient  access  to  the  data  and  information. 
However,  if  upon  receiving  notification  of  intended  patient  access,  a  physi- 
cian of  record  objects  to  the  release  of  such  information  without  clarifica- 
tion, he  or  his  designee  may  be  present  when  the  patient  accesses  his 
individual  file  to  make  such  clarification. 

5.  Limitation  on  Data  Collection 

The  PSRO  or  any  agent,  organization  or  institution  acting  on  its  behalf  as  a 
collector,  processor  and/or  reviewer  of  information  must  limit  the  collection 
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of  PSRO  data  and  information  to  that  necessary  for  the  purposes  of  PSRO 
review  and/or  evaluation. 

6.  Limitation  on  Data  Access 

Each  component  of  the  PSRO  review  system  will  have  access  only  to  that 
PSRO  information  and  data  necessary  to  carry  out  its  functions  within  the 
system. 

7.  Limitations  on  Establishment  of  a  National  PSRO  Data  Base 

Privileged  data  and  information  shall  not  be  stored  in  a  manner  which  con- 
stitutes creation  of  a  national  PSRO  data  base. 

8.  Codification  of  Personal  Identifiers 

Identification  of  individual  patients,  health  care  practitioners  and  health 
care  facilities  on  PSRO  generated  reports  and  forms  must  be  in  a  coded 
form  except  for  verification  purposes  as  provided  for  in  paragraph  3  above. 
Index  files  containing  cross  reference  of  codes  to  names  of  patients,  prac- 
titioners and  facilities  will  be  maintained  in  a  secure  manner  within  the 
PSRO  review  system. 

9.  Purgation:  Computer  Files 

Computer  files  may  be  maintained  indefinitely;  however,  each  PSRO  must 
purge  such  files  of  all  personal  identifiers  as  soon  as  such  identifiers  are  no 
longer  necessary  (guidelines  recommending  time  periods  will  be  developed) 
for  purposes  of  review,  appeals,  program  monitoring  and  program  evalu- 
ation. 

10.  Purgation  of  Hard  Copy 

Privileged  information  maintained  in  hard  copy  must  be  purged  when  that 
information  has  served  the  specific  purpose  for  which  it  was  generated. 

11.  Responsibility  for  Confidentiality  Vested  in  a  Single  Individual 

A  single  individual  within  the  PSRO  must  be  assigned  the  responsibility  for 
maintaining  the  confidentiality  of  PSRO  data  within  the  PSRO  review 
system  and  for  the  notification  to  DHEW  of  any  breaches  of  confidentiality 
within  the  review  system.  A  plan  for  implementing  this  responsibility  will 
be  submitted  to  DHEW  for  approval. 

12.  Responsibility  of  Officers  and  Employees 

All  officers  and  employees  of  the  PSRO  and  components  of  the  PSRO  review 
system  must  be  made  aware  of  their  responsibility  to  maintain  the  confi- 
dentiality of  PSRO  data  and  information  and  of  the  legal  penalties  which 
may  be  assessed  for  unauthorized  disclosure  of  PSRO  data  or  information 
(i.e.,  fined  not  more  than  51,000  and/or  imprisoned  not  more  than  six 
months,  under  section  1166(b)  of  the  Social  Security  Act). 

13.  Authorized  Access:  Requirements 

An  individual  officer  or  employee  of  a  component  of  the  PSRO  review 
system  may  not  be  authorized  access  to  privileged  PSRO  data  and  informa- 
tion until  that  individual: 
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a.  Has  completed  a  training  program  in  the  handling  of  such  data  and  in- 
formation pursuant  to  paragraph  14  below;  and 

b.  Has  signed  a  statement  indicating  that:  (1)  the  individual  recognizes  his 
responsibility  to  hold  the  data  in  confidence,  and  (2)  is  aware  of  the  legal 
penalties  which  may  be  assessed  lor  unauthorized  disclosure  of  such  data 
and  information  (i.e.,  fined  not  more  than  $1,000  and/or  imprisoned  not 
more  than  six  months). 

14.  Training  Requirements 

It  is  the  responsibility  of  the  PSRO  to  provide  an  ongoing  program  of 
training  in  the  handling  of  PSRO  privileged  information  for  those  officers 
and  employees  of  PSRO  review  system  components  authorized  to  handle 
such  data. 

15.  Access  to  Hard  Copy 

Each  access  to  privileged  data  and  information  which  requires  removal  of 
the  data  or  information  outside  of  a  PSRO  review  system  component,  must 
be  recorded  in  such  a  manner  as  to  indicate  what  material  was  accessed, 
purpose,  when,  by  whom,  where  the  material  was  taken,  and  when  returned. 
A  separate  log  shall  be  kept  recording  access  to  the  index  code  file  (see 
paragraph  8).  This  log  shall  indicate  the  purpose  of  access,  when,  and  by 
whom. 

16.  Disclosure:  Licensing  Boards 

Copies  of  sanction  reports  forwarded  to  the  Secretary  of  DHEW  under 
Section  1157  of  the  Social  Security  Act  may  at  the  same  time  be  forwarded 
to  state  licensing  boards.  However,  the  practitioner  or  facility  must  be  noti- 
fied in  writing  at  least  15  working  days  prior  to  disclosure  to  permit  the 
submission  of  a  statement  to  accompany  the  disclosed  sanction  report.  If 
the  licensing  board  has  been  forwarded  a  copy  of  a  sanction  report,  the 
PSRO  shall  inform  the  licensing  board  of  the  DHEW  determination  within 
a  reasonable  time  after  determination  is  made. 

17.  Disclosure:  Civil  Litigation 

Subject  to  regulations  governing  administrative  hearings  under  section 
205(b)  of  the  Social  Security  Act,  privileged  data  and  information,  PSRO 
sanction  reports  and  PSRO  deliberations  shall  not  be  subject  to  subpeona 
or  discovery  proceedings  in  any  civil  action;  nor  shall  any  PSRO  member, 
employee  or  consultant  be  subject  to  subpeona  or  discovery  proceedings  for 
the  purpose  of  obtaining  information  relating  to  the  above. 

18.  Disclosure:  Claims  Appeals 

In  claims  appeals  disclosure  of  privileged  data  or  information  to  other  than 
the  claimant  or  his  representative  must  be  limited  to  those  parties  involved 
in  the  appeals  process. 

19.  Disclosure:  PSRO  Deliberations 

PSRO  deliberations  concerning  patients,  practitioners  and  facilities  which 
serve  as  a  basis  of  PSRO  decisions  shall  not  be  disclosed  outside  the  PSRO. 
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20.  Disclosure:  Sanction  Proceedings 

Subject  to  regulations  governing  administrative  hearings  under  section 
205(b)  of  the  Social  Security  Act,  and  provisions  for  judicial  reviews, 
privileged  data  and  information  and  sanction  reports  may  be  disclosed  for 
purposes  of  sanction  proceedings,  but  disclosure  is  limited  to  physicians  or 
facilities  subject  to  sanction  or  their  representatives,  the  appropriate  State- 
wide Council  for  purposes  of  review  and  comment,  and  the  Secretary  or  his 
authorized  representatives  for  purposes  of  sanction  determinations. 

21.  Disclosure:  Results  of  Sanction  Proceedings 

If  sanctions  are  levied  on  health  care  practitioners  or  health  care  providers 
by  the  Secretary  pursuant  to  Section  1160  (b)(2),  the  name  of  the  sanctioned 
party,  the  action  taken  and  the  nature  of  the  sanction  must  be  made  a 
matter  of  public  record  by  both  the  Secretary  and  the  PSRO. 

22.  Disclosure:  Monitoring,  Review  and  Evaluation 

For  purposes  of  Federal  and  State  program  monitoring,  review,  and  evalu- 
ation, privileged  data  and  information  may  only  be  accessed  by  on-site  visits 
to  the  PSRO  or  the  other  components  of  the  PSRO  review  system  in  which 
the  privileged  data  and/or  information  is  stored.  Privileged  information  or 
data  may  not  be  physically  removed  and/or  transmitted  outside  of  the 
PSRO  review  system  except  for  the  purpose  of  appeals  or  sanctions.  Pursuant 
to  paragraph  #8  all  privileged  information  and  data  needed  for  monitoring 
and  program  review  purposes  must  contain  all  personal  identification  in  a 
coded  form. 

23.  Disclosure:  Health  Care  Facility  Information 

Non-privileged  data  and  information  acquired  and/or  generated  by  any 
PSRO,  its  agents  or  ancillary  components  supporting  PSRO  review  which 
is  uniquely  identifiable  to  a  given  health  care  facility  may  be  disclosed  upon 
request  and  payment  of  a  fee  to  cover  the  expense  of  copying  the  requested 
information.  However,  the  health  care  facility  must  be  notified  in  writing 
30  days  prior  to  disclosure  to  permit  the  facility  to  review  the  information 
for  accuracy  and  to  provide  comments  to  accompany  the  disclosed  informa- 
tion. 

24.  Disclosure:  Non-Privileged  Information 

Non-privileged  information  and  reports  generated  within  the  PSRO  may 
be  disclosed  to  individuals,  organizations  and  institutions  upon  request  and 
payment  of  a  fee  to  cover  the  expense  of  copying  the  requested  information. 
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Appendix  11 

The  IRS  Summons  and  the  Duty  of  CoNFn)ENTiALiTY :  A  Hobson's 
Choice  fob  Bankers — Revisted* 

(By  Harold  E.  Mortimer**) 

introduction 

Banks  today  stand  unhappily  in  the  middle  of  the  legitimate  interest  of 
governmental  officers  to  obtain  information  pertaining  to  possible  illegal  or 
criminal  actions,  and  the  counterbalancing  interest  of  bank  customers  for  privacy 
and  the  protection  of  their  constitutional  rights.  Banks  are  placed  in  this  position 
largely  because  of  our  credit-based  economy  and  because  the  major  payment 
mechanism  in  this  country  is  either  the  check  or  the  credit  card. 

As  the  individual  has  become  increasingly  dependent  upon  his  banking  rela- 
tions and  as  the  record-keeping  process  and  facilities  have  been  expanded  and 
improved,  bank  records  have  become  a  major  source  of  information.  Given  access 
to  a  person's  checking  account  records  and  a  photocopy  of  the  checks  he  deposits 
or  makes  payment  with,  one  can  reconstruct  that  person's  income  and  expenses 
and  discover  the  persons  and  organizations  with  whom  he  has  a  continuing  rela- 
tionship and  any  substantial  variations  in  his  living  patterns.  The  legislative, 
history  of  the  Bank  Secrecy  Act '  attests  to  this  and  delineates  the  importance 
of  the  special  position  the  banking  system  has  in  the  movement  of  financial 
resources  around  the  world.  It  is,  therefore,  not  at  all  surprising  that  the  three 
parties  in  interest  are  reexamining  the  legal  framework  of  an  individual's  leader- 
ship with  his  bank  and  the  bank's  duty,  obligations,  and  limits  in  assisting 
governmental  inveistigations. 

The  IRS  Summons 

Section  7602  of  the  Internal  Revenue  Code "  gives  the  Service  sweeping  author- 
ity to  summon  persons  who  have  custody  of  books,  papers,  records,  and  other 
data  that  may  be  relevant  or  material  for  the  purpose  of  ascertaining  the  correct- 
ness of  any  tax  return  or  of  determining  the  liability  of  any  person  for  any 
internal  revenue  tax.  The  IRS  may  on  its  own  initiative  and  without  prior  judi- 
cial review  or  approval  compel  the  production  of  documents  deemed  relevant 
that  are  in  the  possession  of  third  parties.^  The  IRS  summons  has  become  an 
immensely  efficient  tool  heavily  relied  upon  by  the  IRS  for  civil  and  criminal 
tax  investigations. 

Section  7604*  of  the  Code  provides  that  if  a  person  summoned  to  produce 
records  refuses  or  otherwise  fails  to  comply  with  the  administrative  subpoena, 
the  IRS  ca  nrequest  an  enforcement  order  by  filing  a  petition  with  the  local 
United  States  district  court,  which  will  set  a  hearing  in  the  nature  of  an  order 
to  show  cause  why  the  summoned  person  should  not  be  held  in  contempt  for  fail- 
ure or  refusal  to  provide  the  requested  information.  If  the  court  determines  that 
the  refusal  was  unjustified,  the  summoned  party  is  subject  to  a  fine  of  not  more 
than  $1,000  or  to  imprisonment  of  not  more  than  one  year,  or  both,  together 
with  costs.^ 

responsibility  of  the  bank  to  its  customer 

While  it  is  clear  that  the  relationship  between  a  banker  and  a  depositor  is 
one  of  creditor-debtor,*  it  is  just  as  clear  that  this  does  not  completely  define  the 
entire  transaction.  Most  banks  establish  a  deposit  relationship  through  written 
contracts ;  however,  few  if  any  of  these  contracts  undertake  to  provide  for  the 
manner  in  which  the  bank  may  handle  information  relating  to  the  depositor's 
accounts. 

Even  in  the  absence  of  any  express  contractual  provision,  recent  cases  are 
finding  an  implied  contractual  obligation  limiting  the  bank  from  disseminating 
information  relating  to  a  depositor's  accounts,  except  upon  the  express  or  implied 

*Thls  article  is  an  update  of  "The  IRS  Sunamons  and  the  Duty  of  Confidentiality  •  A 
Hobson's  Choice  for  Bankers"  by  James  K.  Le Valley  and  John  S.  Lancv,  89  Banking '  L  J 
979  (1972).  »       ■«• 

♦♦Member  of  the  District  of  Columbia  and  New  Jersey  Bars. 

112  U.S.C.  §  1829b;  .31  U.S.C.  H  1051-1122;  see  S.  Rep.  No.  91-1139,  91st  Cong.,  2d 
Sess.  (1970),  and  H.R.  Rep.  No  91-975,  91st  Cong,  2d  Sess.  (1970). 

2  26  U.S.C.  §  7602. 

3  Id.  at  §  7603. 
*  Id.  at  §  7604. 
s  Id.  at  §  7210. 

9  Davidson  v.  Allen,  276  P.  43,  58  A.L.R.  856  (Idaho  1929). 
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consent  of  the  depositor  or  in  response  to  a  valid  court  order  or  administrative 
summons/ 

The  Burrows  case*  notes  that  a  bank  customer  has  a  reasonable  expectation 
that,  absent  compulsion  by  legal  process,  matters  he  reveals  to  the  bank  will  be 
utilized  by  the  bank  only  for  internal  banking  purposes.  That  the  bank  may 
alter  the  form  in  which  it  records  the  information  transmitted  to  it  by  its 
depositor  does  not  diminish  the  depositor's  anticipation  of  such  privacy. 

While  recognizing  the  confidentiality  of  the  depositor  relationship,  Tourmer  v. 
National  Provincial  &  Union  Bank''  listed  four  circumstances  under  which  the 
bank  could  disclose  information :  ( 1 )  where  the  disclosure  was  made  under 
compulsion  of  law ;  (2)  where  the  bank  had  a  duty  to  the  public  to  make  a  dis- 
closure; (3)  where  the  interests  of  the  bank  itself  require  disclosure;  and 
(4)  where  disclosure  was  made  by  the  express  or  implied  consent  of  the  cus- 
tomer. Other  than  in  these  circumstances,  as  the  court  in  Sparks  v.  Union  Trust 
Company  of  Shelby  ^^  noted,  a  bank  lacks  the  authority  to  act  indiscriminately 
as  a  "credit  agency"  for  third  parties. 

However,  it  has  been  widely  held  that  communications  between  a  bank  and  its 
customer  are  not  privileged  communications  in  the  technical  sense  of  that  term 
and  that  the  customer  has  no  rights  in  the  bank  records.^"^  Even  if  the  bank  is 
acting  as  the  agent  for  its  customer,  it  is  widely  recognized  that  the  records  are 
the  property  of  the  bank."  The  court  in  Stark  v.  Connally  "  noted,  but  refused 
to  consider,  the  dilemma  of  the  ownership  of  bank  checks  that  are  returned  to 
the  customer.  But  as  the  Court  commented  in  California  Bankers  Association  v. 
Schultz,^*  banks  are  not  neutral  parties  in  transactions  involving  negotiable 
instruments,  but  parties  to  the  instrument. 

Clearly,  whether  grounded  in  contract,  implied  contract,  or  agency,  the  law  is 
evolving  that  the  bank  owes  some  duty  to  its  customers  to  preserve  the  privacy  of 
its  records  growing  out  of  the  depository  relationship.  This  duty  would  appear  to 
continue  even  after  the  banking  relationship  has  been  terminated. 

Whether  the  theory  of  the  cases  finding  an  expectation  of  confidentiality  in  the 
depository  relationship  can  spill  over  to  other  relations  between  an  individual 
and  his  bank  are  at  present  unresolved.  Credit  information  and  loan  applica- 
tions are  basically  prepared  to  assist  the  bank  in  determining  whether  to  extend 
the  requested  credit.  Each  potential  borrower  is  aware  that  credit  checks  will  be 
made  of  him,  and,  in  fact,  he  is  usually  required  to  list  sources  for  such  informa- 
tion, such  as  his  banks,  credit  accounts,  and  employer.  The  difference  between 
this  type  of  information  and  that  growing  out  of  the  depository  relationship  was 
noted  in  the  Milohnich  case.^  However,  as  stated  earlier,  the  records  of  depositors' 
accounts  are  the  most  meaningful  in  developing  information  regarding  an  indi- 
vidual, and  this  is  the  area  of  present  confrontation  between  the  individual  and 
his  government. 

IBS    REQUESTS    FOR    INFORMATION 

The  banks  today  must  decide  how  to  balance  their  duty  to  the  customer  with 
their  duty  to  comply  with  an  IRS  summons,  since  recent  cases  authorize  banks 
to  deliver  information  relating  to  a  depositor,  absent  his  consent,  only  under 
compulsion  of  law.  It  must  be  assumed  that  this  means  that  banks  may  respond 
only  to  a  valid  IRS  summons.  This  then  raises  the  spectre  of  what  preliminary 
investigation  and  determination  must  be  made  by  bank  personnel  concerning  a 
specific  IRS  summons. 

Must  the  bank  determine  if  it  was  issued  in  connection  with  an  investigation 
relating  to  tax  matters?  (This  is  not  a  groundless  inquiry  in  view  of  recent  testi- 
mony relating  to  the  use  of  IRS  agents  and  their  sources  of  information  by  var- 
ious governmental  agencies,  especially  in  the  intelligence  field.)  Must  the  bank 


T  Burrows  v.  Superior  Ct..  118  Cal.  Rptr.  166  (1974)  ;  Milohnich  v.  First  Nat'l  Bank  of 
Miami  Springs.  224  So.  2d  759  (Fla.  1969)  ;  Peterson  v.  Idaho  First  Nat'l  Bank,  367  P.  2d 
284  (Idaho  1961). 

8  Burrows  v.  Superior  Ct.,  note  7  supra. 

9  [1923]  1  K.B.  461  (C.A.),  12  B.R.C.  1021. 
i«  124  S.E.  2d  365  (N.C.  1962). 

"Stark  V.  Connally,  347  F.  Supp.  1242  (N.D.  Cal.  1972)  ;  United  States  v.  Grove,  416 
F.  2d  1205  (8th  Cir.  1969)  ;  Harris  v.  United  States,  413  F.  2d  316  (9th  Cir.  1968)  ; 
Galbraith  v.  United  States,  387  F.  2d  617  (lOth  Cir.  1968). 

12  Crawford  v.  West  Side  Bank,  2  N.B.  881  (N.Y.  App.  1885). 

^  Note  11  supra. 

"416  U.S.  21  (1974). 

16  Milohnich  v.  First  Nat'l  Bank  of  Miami  Springs,  note  7  supra. 
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determine  if  the  request  is  so  extensive  as  to  constitute  a  "fishing  expedition,"  or 
is  it  for  the  purpose  of  harrassment?  Is  there  a  possibility  that  the  information 
requested  may  also  affect  or  relate  to  information  concerning  parties  not  named 
in  the  summons?  And,  finally,  what  burden  will  the  location  and  delivery  of  the 
reqeusted  material  impose  on  the  bank? 

Many  banks,  seeking  to  avoid  the  necessity  of  making  such  determinations, 
have  turned  to  their  depositor,  informing  him  of  his  responsibility  to  protect  his 
rights.  However,  the  depositor  is  in  a  singularly  limited  position  to  complain, 
since  it  has  been  generally  held  that  (1)  he  has  no  proprietary  interest  in  the 
accounts,  and  (2)  even  if  he  had  an  ownership  interest,  he  is  limited  in  protecting 
the  production  of  records  in  response  to  an  IRS  summons.""  In  fact  the  court  in 
De  Masters  v.  Arend  "  held  that  the  only  party  that  has  standing  to  contest  the 
request  for  records  is  the  bank  itself.  The  depositor  is  not  left  without  subsequent 
recourse;  he  has  been  permitted  to  raise  his  contentions  at  a  later  trial '^  or 
administrative  hearing."  However,  even  where  the  taxpayer  has  been  so  per- 
mitted, the  Supreme  Court  has  held,  in  Donaldson  v.  United  States,^"  that  his 
right  to  intervene  in  the  enforcement  of  a  summons  was  i>ermissive,  not  man- 
datory. In  the  alternate  view,  the  recent  case  of  United  States  v.  Friedman  ^  held 
that  where  the  investigation  by  the  agent  was  for  the  prime  function  of  deter- 
mining if  a  criminal  violation  of  the  tax  laws  had  taken  place,  the  taxpayer  was 
permitted  to  intervene. 

In  some  instances,  banks  have  attempted  to  avoid  the  problem  by  turning  over 
to  the  depositor  all  the  records  relating  to  his  account.  Under  this  guise  the  bank 
would  then  allege  it  had  no  records  to  report  to  the  IRS.  Such  a  course  of  action, 
however,  may  give  rise  to  civil  liability." 

The  recent  decision  of  the  Supreme  Court  in  United  States  v.  Bisceglia  ^  serves 
to  emphasize  the  diflSculties  of  the  bank's  position  when  it  seeks  to  avoid  com- 
plying with  an  administrative  summons  issued  by  the  IRS.  The  Court  noted  that 
the  IRS  summons  could  be  enfoi-ced  only  by  a  court,  and  through  such  an  exer- 
cise the  right  of  an  individual  would  be  protected  from  arbitrary  and  capricious 
governmental  action.  The  Court  gave  great  weight  to  the  fact  that  the  simimons 
in  the  case  had  been  limited  in  its  effect  by  the  district  court  and  had  related 
to  a  specific  problem.  But  these  preonises  pose  two  questions  to  bank  management : 
How  cooperative  should  it  be  with  the  IRS  agent?  And,  should  it  take  the  time- 
consuming,  expensive  procedure  of  requiring  a  court  order  where  in  its  opinion 
the  information  requested  may  of  itself  or  because  of  the  customer  involved  be 
a  matter  of  some  sensitivity  ? 

The  court  in  United  States  v.  BremicJcer^  ruled  agains.  a  bank's  contention 
that  a  bank  account's  confidentiality  could  be  breached  only  in  response  to  a  court 
order.  The  decision  noted  that  the  bank  has  a  duty  to  cooperate  even  in  the  absence 
of  a  court  order,  where  there  is  no  allegation  that  the  records  sought  were  not 
relevant  and  material  to  a  current  investigation,  nor  was  the  summons  overly 
broad.  In  United  States  v.  First  National  Bank  of  Mobile  *  the  court  permitted 
the  IRS  agent  to  examine  personally  all  the  books  and  records  of  the  bank  in 
seeking  material  relevant  to  a  few  taxpayers  under  investigation,  notwithstand- 
ing the  contention  by  the  bank  that  this  examination  would  of  necessity  disclose 
information  pertaining  to  other  customers  not  under  investigation. 

Relevancy  is  one  area  in  which  a  bank  can  challenge  the  summons.^  And  in 
the  post-Watergate  climate  of  political  morality,  the  bank  may  question  a 
summons  if  there  is  a  substantial  legal  question  about  the  validity  of  an  IRS 
investigation  of  a  case  other  than  one  concerning  a  specific  taxpayer.^ 

i«  Couch  V.  United  States,  409  U.S.  322  (1973)  ;  In  re  Addonizio,  53  N.J.  107  (1968) 
"313F.  2d79  OthCir.  1963).  "ii±»oo;. 

TT  ".^f  ^cf.^*i^  ^-  V^,\t^^  States,  CCH  Consumer  Credit  Guide  1[  96,486  (9tli  Cir.  1975)- 
United  States  v.  Miller,  500  F.  2d  751  (5th  Cir.  1974),  cert,  pending  No.  74-1179 

w  Reisman  V.  Caplin,  375  U.S.  440  (1964) 

20  400  U.S.  517  (1971). 

fi  Civ.  No.  74-195,  decided  (W.D.  Pa.,  Feb.  3,  1975)  ;  the  complete  opinion  of  the  dis- 
trict court  is  reprinted  at  p.  873  infra. 

22  United  States  v.  Edwards,  355  F.  Supp.  435  (W.D.  Olila.  1972) 

23  43  U.S.L.W.  4242  (1975). 

2^  CCH  Consumer  Credit  Guide  IT  96,141  (D.  Minn.  1973). 
25  67  F.  Supp.  616  (S.D.  Ala.  1946). 
2«  United  States  v.  Powell,  379  U.S.  48  (1964). 
^  "rrV^^^^^  H%^%^  7.- .¥^^^^^  0*1  Co.,  74-1  U.S.T.C.  IT  9186  (5th  Cir.  1974)  ;  United  States 
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In  some  areas,  courts  have  limited  the  wholesale  access  to  bank  records.  In 
Brex  V.  Smith,^  which  involved  an  attempt  by  local  officials  to  review  the  bank 
records  of  all  the  members  of  the  Newark  police  department,  the  court  enjoined 
the  prosecutor  from  proceeding  in  such  review  without  an  appropriate  court 
order.  Requests  for  information  by  subpoena  or  administrative  summons  have 
been  refused  where  the  information  nright  infringe  on  the  right  to  belong  to  an 
organization  through  the  dislosure  of  membership  lists,^  or  where  it  may  involve 
confidential  information.^" 

A  most  important  decision  limiting  access  to  bank  records  is  Burrows  v.  Stt- 
perior  Court,^  where  the  court  precluded  the  search  of  bank  records  by  the  local 
police  without  a  warrant.  The  decision  notes  that  to  hold  otherwise  would  re- 
sult in  a  situation  where  the  character,  scope,  and  relevancy  of  the  material  to 
be  obtained  would  be  determined  entirely  by  the  exercise  of  the  unbridled  dis- 
cretion of  the  police.  The  court  dismissed  the  contention  that  the  bank  had  volun- 
tarily provided  its  records  to  the  police,  holding  that  since  the  depositor  had  a 
reasonable  exi)ectation  of  privacy  in  the  bank  statements,  the  relinquishment 
of  these  records  by  the  bank  could  not  constitute  consent  by  the  deix)sitor.  There 
seem  to  be  indications  in  other  decisions  that  voluntary  compliance  by  a  bank 
without  questioning  the  validity  of  the  request  is  a  troublesome  factor.^ 

These  cases  emphasize  the  role  the  courts  have  had  in  enforcing  the  IRS 
summons.  One  imiwrtant  aspect  of  these  cases,  as  noted  in  the  Bisceglia  decision, 
is  the  willingness  of  the  district  courts  to  limit  the  scope  and  impact  of  the 
summons.^  If  the  court  orders  the  production  of  records,  the  bank  may  comply 
without  concern  for  any  liability  to  its  customers.^* 

Another  discipline  which  is  being  imposed  on  the  bank  in  releasing  its  records 
in  compliance  with  an  IRS  summons  is  the  provisions  of  the  Fair  Credit  Report- 
ing Act.^  The  court  in  United  States  v.  Puntorieri  ^  held  ithat  the  Act  applies  to 
all  governmental  agencies,  and  that  a  government  agency  seeking  what  is  defined 
as  a  consumer  report  from  a  bank  must  first  obtain  a  court  order.  The  Puntorieri 
court  ordered  the  production  by  the  bank  of  all  the  records  requested,  and, 
consequently,  satisfied  the  requirements  of  the  Act.  United  States  v.  Lake 
County  National  Bank  ^'  noted  that  the  Fair  Credit  Reporting  Act  did  not  cover 
information  relating  to  transactions  between  an  individual  and  his  bank,  and 
therefore  this  information  would  be  available  by  means  of  a  summons. 

Even  if  the  bank  should  determine  to  cooperate  with  the  IRS,  its  problems 
would  not  be  ended.  There  is  always  the  concern  that  this  decision  by  the  bank 
may  be  subsequently  challenged  by  its  depositors.  In  United  States  v.  Continental 
Bank  ^  the  court  dismissed  the  contention  that  If  the  bank  had  improperly  made 
disclosures  to  the  IRS,  the  bank  might  be  held  liable  to  its  customer.  The  decision 
noted  that  the  material  would  be  disclosed  pursuant  to  court  order.  What  the 
outcome  would  be  when  the  bank  complied  with  only  a  summons,  which  was 
later  held  to  have  been  invalid,  is  unanswered. 

Clearly  the  operating  officers  must  be  made  aware  of  the  form  of  the  IRS 
summons  (Form  2039)  and  must  be  able  to  determine  when  it  is  properly  com- 
pleted. Such  officers  should  also  know  that  the  summons  is  required  by  the 
Code  to  be  served  in  person  by  an  IRS  agent.  It  should  contain  the  name  of  the 
taxpayer,  the  periods  under  investigation,  the  name  and  address  of  the  bank, 
the  name  of  the  IRS  officer  before  whom  appearanlce  is  to  be  made,  the  identity 
of  the  records  sought,  the  place  and  time  for  appearance,  the  date  of  issuance, 
and  the  signature  and  title  of  the  IRS  officer  by  whom  service  is  made.  The 
Code  requires  that  the  date  for  appearance  be  at  least  ten  days  after  the  date  the 
summons  is  iserved.*® 

Many  times,  agents  will  use  informal  or  mail  requests  for  information.  These 
may  involve  the  initial  probe  of  an  investigation  and  relate  to  little  more  than 


2s  104  N.J.  Eq.  386  (Ch.  1929). 

29  Pollard  V.   Roberts,  283  F.  Supp.   248   (E.D.  Ark.  1968)  ;  but  see  Eastland  v.  United 
States,  No.  73-1923,  decided  (Sup.  Ct.,  May  27,  1975). 
^  Donaldson  v.  United  States,  note  20  supra. 
3^  Note  7  supra. 

32  See  the  comments  in  Milohnlch  v.  First  Nat'l  Bank  of  Miami  Springs,  note  7  supra; 
United  States  v.  Miller,  note  18  supra. 

33  United  States  v.  Union  Nat'l  Bank,  363  F.  Supp.  629  (W.D.  Pa.  1973). 
3*  United  States  v.  Jones,  .3^1  F.  Supp.  132  (M.D.  Ala.  1972). 
3S15U.S.C.  §$  1681  etseq. 

38  379  F.  Supp.  332  (E.D.N.T.  1974). 

«'  CCH  Consumer  Credit  Guide  H  96,530  (N.D.  Ohio  1975). 

38  503  F.  2d  45  (10th  Cir.  1974). 

3»26U.S.C.  §  7605(a). 
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whether  an  account  exists  in  the  name  of  the  target  taxpayer.  In  light  of  the 
foregoing  commentary,  such  requests  seem  to  place  the  bank  in  a  very  difficult 
position.  Considering  the  ease  with  which  an  IRS  summons  may  be  issued,  the 
growing  concern  for  the  privacy  of  the  individual,  and  the  recently  revealed 
abuse  of  governmental  processes,  it  would  seem  that  the  better  course  for  a 
bank  would  be  to  require  a  summons,  absent  the  authorization  of  the  depositor 
to  make  the  disclosure. 

REIMBURSEMENT    FOR    COSTS 

Bankers  are  also  beginning  to  question  the  problem  of  the  expense  entailed  by 
IRS  requests  for  documents.  There  is  no  specific  provision  in  the  Code  relating  to 
the  cost  for  an  investigation  of  records  by  a  'bank ;  in  fact,  it  has  been  held  that 
the  bank  must  bear  some  of  the  costs  of  the  investigation.'"  A  standardized  fee  and 
mileage  allotment  is  paid  for  witnesses,"  and  the  IRS  will  reimburse  a  bank  for 
the  cost  of  copies  of  records  made  at  its  request.*^  In  United  States  v.  First  Na- 
tional Bank  "  the  court  laid  down  criteria  as  to  when  the  financial  burden  was 
unreasonable :  A  search  which  could  be  conducted  under  less  expensive  circum- 
stances or  a  summons  too  extensively  drafted  would  seem  to  constitute  an  unlaw- 
ful taking. 

In  the  Continental  Bank  **  case  the  court  held  that  where  the  bank  is  asked  to  do 
no  more  than  to  provide  the  IRS  with  the  use  of  bank  records  of  taxpayers  who 
had  been  specifically  identified  by  name  and  account  number,  only  a  minimum  fi- 
nancial burden  was  imposed.  Here,  the  court  was  not  concerned  with  the  possible 
propriety  of  the  IRS  exploring  the  general  records  of  the  bank,  which  would  in- 
volve the  disclosure  of  information  concerning  persons  unrelated  to  the  IRS  in- 
vestigation and  not  covered  by  the  summons. 

The  contrary  conclusion  was  reached  in  the  Friedman  case,^°  where  the  court 
expressed  great  concern  that  the  issuance  of  an  IRS  summons  was  effected  with 
very  little  supervision  and  that  great  discretion  was  left  to  field  agents.  The  opin- 
ion stated  that  only  selected  documents  should  be  obtained  for  the  limited  purpose 
of  actually  determining  tax  liability  ;  the  opinion  further  states  : 

"I  think  we  must  also  closely  examine  the  due  process  factor  of  requiring  banks 
or  other  institutions  to  go  to  the  considerable  expense  of  assembling  such  docu- 
ments. It  seems  to  me  that  what  is  not  fair  is  due  process  and  that  the  Govern- 
ment should  pay  the  cost  of  such  search  as  a  condition  precedent  to  Obtaining  any 
documents.  See  U.S.  v.  Dauphin  Deposit  Co.,  Supra,  at  129,  n.  1  and  U.S.  v.  First 
National  Bank  of  Fort  Smith,  Ark.,  173  F.  Supp.  716  (W.D.  Ark.  1959).  I  do  not 
mean  to  imply  a  probable  cause  test  to  the  right  ito  examine  documents,  but  I  do 
feel  that  mere  whim  of  the  special  agent  is  not  enough.  See  U.S.  v.  Powell,  379  U.S. 
48,  57-58  (1964),  wherein  a  probable  cause  test  in  such  an  instance  is  specifically 
rejected." 

The  decision,  which  is  being  appealed,  ordered  the  government  to  reimburse  each 
of  the  banks  for  the  cost  of  the  production  of  the  records. 

The  Friedman  decision  also  disagreed  with  Continental  Bank  on  the  general 
inspection  by  IRS  of  the  bank's  records.  The  court  concluded  as  follows  : 

"The  unavoidable  fact  is  that  in  conducting  such  a  search,  no  well-trained  IRS 
agent  would  be  able  to  ignore  or  forget  the  information  he  found  of  other  criminal 
violations,  real  or  potential,  pertaining  to  other  people."  ^ 

In  United  States  v.  First  National  Bank  of  Fort  Smdth  "  the  court  commented 
on  the  need  for  IRS  to  negotiate  with  the  bank  personnel  and  for  each  side  to 
make  accommodations  in  order  that  the  needs  of  both  could  be  met.  The  court  also 
noted  that  a  preliminary  perusal  of  certain  selected  records  could  eliminate  the 
need  for  the  large  volume  of  material  requested. 

The  Commissioner  has  recently  issued  new  instructions  to  all  IRS  field  offices, 
imposing  controls  on  the  agency's  use  of  the  "John  Doe"  summons.  Before  the 
issuance  of  such  summons,  the  agent  must  receive  the  prior  approval  of  the 
District  Chief  and  the  summons  must  pass  a  legal  review  by  the  Regional  Counsel. 

<°  United  States  v.  Dauphin  Dep.  Trust  Co.,  385  F.  2d  129  (3d  Cir.  1967),  cert,  denied 
390  U.S.  921  (1968). 

"5U.S.C.  §  503(b)(2). 

*2  United  States  v.  Jones,  note  34  supra. 

«  173  F.  Supp.  716  (W.D.  Ark.  1959). 

**  United  States  v.  Continental  Bank,  note  38  supra;  see  also  United  States  v.  Jones, 
note  34  supra. 

«  United  States  v.  Friedman,  note  21  supra. 

^Id. 

"  Note  43  supra. 
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These  restrictions  are  represented  as  steps  necessary  to  insure  that  the  Service 
is  not  involved  in  a  "fishing  expedition." 

Section  7604  *^  provides  that  if  a  person  properly  summoned  to  produce  records 
fails  to  comply,  the  Intermal  Revenue  Service  can  file  a  petition  for  enforcement. 
This  provision  has  been  cited  as  imposing  so  great  a  risk  upon  the  refusal  of  a 
bank  to  comply  with  an  IRS  summons  as  to  be,  in  effect,  a  deterrent  to  judicial 
review.  However,  prosecution  for  failure  to  comply  with  a  summons  has  been 
successful  only  where  there  has  been  a  showing  that  the  defendant  willfully  and 
knowingly  refused  to  produce  the  records.**  The  Supreme  Court  in  Reisman  v. 
Caplen  ^  held  that  noncompliance  with  a  summons  is  not  subject  to  prosecution 
when  the  summons  is  attacked  in  good  faith.  The  decision  in  Bisceglia  "  notes 
the  availability  of  court  review  of  the  IRS  summons  and  seems  to  indicate  the 
appropriateness  of  testing  the  validity  of  the  summons  by  such  review.  Ultimately, 
this  attitude  may  impose  a  responsibility  on  the  banks  to  take  a  more  aggressive 
stand  when  presented  with  an  IRS  summons. 

CONCLUSION 

"At  present  the  confidentality  of  bank  records  api)ears  to  be  in  a  twilight 
zone.  The  developing  concept  of  confidentiality  emerging  from  the  cases  cited 
must  give  a  certain  pause  to  the  management  of  a  bank,  so  that — absent  judicial 
or  administrative  process  or  the  implied  or  actual  consent  of  the  depositor — 
great  caution  is  exercised  in  the  release  of  bank  records,  even  to  governmental 
personnel  outside  of  the  bank  regulatory  areas."  However,  the  decisional  develop- 
ment of  this  right  of  confidentiality  for  the  consumer  has  not  been  strong  enough 
to  overrule  the  line  of  cases  that  have  consistently  held  that  the  depositor  lacks 
a  property  interest  in  his  bank  records. 

This  has  served  to  place  the  banks  in  the  position  of  being  the  only  party  with 
grounds  to  object  to  probings  of  its  customers'  business  by  the  IRS.  The  cases 
have  so  far  failed  to  set  out  sufllciently  clear  criteria  that  would  enable  the 
mamagement  of  a  bank  to  determine  when,  how,  and  why  it  should  question 
requests  for  information.  The  charade  of  informing  the  customer  of  the  IRS 
summons  would  appear  to  be  an  exercise  of  futility,  since  both  the  bank  and 
the  Service  know  that  at  best  all  the  customer  can  accomplish  through  a  suit 
is  a  delay  in  the  production  of  the  records,  although  in  some  instances  the  IRS 
or  the  court  has  limited  the  scope  of  the  inquiry. 

Legislation  at  the  federal  level  seems  in  order,  and  among  the  several  such 
proposals  since  the  California  Bankers  Association  case  ^  is  the  current  H.R. 
2752  of  Congressman  Stark  of  California.  This  bill  proposes  that  all  records  of 
financial  institutions  be  declared  confidential  and  be  available  only  upon  written 
authorization  by  the  customer,  through  judicial  subpoena  or  a  search  warrant 
(copies  of  either  being  served  on  the  customer),  or  through  an  administrative 
summons,  to  which — rafter  service  upon  the  customer — either  consent  is  given 
by  the  customer  or  compliance  is  ordered  by  a  court.  It  is  suggested  that 
"customer"  be  redefined  to  include  former  customers,  thus  serving  to  preserve 
the  confidentiality  of  past  records  and  to  preclude  limiting  the  effect  of  the  right 
of  privacy  only  so  long  as  the  person  is  an  active  customer  of  the  bank. 

The  proposed  bill  fails  to  consider  the  question  of  cost  to  the  financial  insti- 
tutions in  complying  with  such  requests  for  records.  It  would  seem  appropriate 
to  include  some  provision  that  would  enable  the  bank  to  be  adequately  compen- 
sated in  instances  where  the  request  for  information  required  a  substantial 
undertaking  by  the  bank  to  locate  and  screen  the  material.  It  should  also  make 
it  clear  that  the  bank  is  not  authorized  to  turn  over  to  the  Service  those  records 
involving  i)ersons  not  named  in  the  summons. 

BANK    SECRECY — LACK    OF    AUTHORITY 

"It  is  curious  that  there  is  so  little  authority  as  to  the  duty  to  keep  customers' 
or  clients'  affairs  secret,  either  by  banks,  counsel,  solicitors  or  doctors.  The 
absence  of  authority  appears  to  be  greatly  to  the  credit  of  English  professional 
men,  who  have  given  so  little  excuse  for  its  discussion." — Scrutton,  L.  J.  in  Tour- 
nier  v.  National  Provincial  &  Union  Bank. 


«26U.S.C.  §  7604. 

*»  United  States  v.  Becker,  259  F.  2d  869  (2d  Cir.  1958)  ;  see  also  United  States  v.  Peter, 
479  F.  2d  147  (6tli  Cir.  1973). 
™  Note  19  supra. 

^1  United  States  v.  Bisceglia,  note  23  supra. 
^  California  Bankers  Ass'n  v.  Schultz,  note  14  supra. 
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AUSTRALIA 


1/ 

Telephone  tapping  has  been  banned  in  Australia  since  1960. 

It  is  an  offense  to  intercept  any  communication  passing  over  a  telephone 

system  or  to  authorize  or  permit  anyone  else  to  intercept  or  do  any- 

2/ 
thing  that  would  facilitate  interception.   Punishment  on  conviction  for 

1/ 
this  offense  is  imprisonment  for  2  years  or  a  fine  of  $1000.   It  is 

also  an  offense  to  reveal,  record,  make  use  of,  or  communicate  any 

intercepted  communication,  the  punishment  for  which  is  also  2  years 

5/ 
imprisonment  and  a  fine  of  $1000.    However,  it  is  not  an  offense 

for  an  officer  of  the  Post  Master  General's  Department  to  tap  a 

telephone  during  the  normal  course  of  installing  or  repairing  a 

machine.   Another  exception  is  that  the  Director  General  of  Security 

may  make  a  written  request  to  the  Attorney-General  for  a  warrant  allowing 

IJ 
the  interception  of  a  specific  telephone  service. 


]J     Telephonic  Communications  (Interception)  Act,  1960,  1960 
Commw.  Acts,  No.  27  as  amended  by  the  Statute  Law  Revision  (Decimal 
Currency)  Act,  1966,  1966  Commw.  Acts,  No.  93. 

2/  Id.  §  5(1). 

3/  Id. 

4/  Id.  §  5(3). 

5./  Id. 

6/  Id.  §  5(2). 

IJ  Id.  §  6(2). 
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The  Attorney-General  may  issue  a  warrant  if  he  is  satisfied  that  the 
telephone  service  is  being  used  or  is  likely  to  be  used  for  purposes 
or  activities  prejudicial  to  the  security  of  the  Conmonwealth . 

Where  the  Attorney-General  authorizes,  by  warrant,  the 
interception  of  telephone  communications,  the  warrant  must  specify 
the  period  for  which  the  authorization  should  remain  in  force.  The 
maximum  period  of  time  allowed  is  6  months. 

When  the  Director-General  of  Security  believes  that  the 
facts  of  a  case  would  justify  the  issue  of  a  warrant  by  the 
Attorney -General  but  that  if  a  particular  telephone  is  not  tapped 
before  a  warrant  is  issued,  the  security  of  the  Commonwealth  would 
be  seriously  prejudiced,  the  Director-General  of  Security  may  issue 

a  warrant  for  the  interception  of  the  telephone  for  a  period  not 

W 
to  exceed  48  hours.     Before  he  can  issue  a  warrant  the  Director- 
General  must  have  applied  for  one  through  the  the  Attorney-General 
in  the  usual  way,  must  not  have  been  refused  one  for  the  same  telephone 

service  in  the  preceding  3  months,  and  he  must  not  have  issued  a 

11/ 

warrant  himself  in  respect  of  that  service  during  the  preceding  months. 


8/  Id.  §  6(1). 

9/  Id-  §  6(4). 

10/  Id.  §  7(1)  (2) 

11/  Id.  §  7(1). 
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There  is  no  Connnonwealth  act  which  deals  with  electronic 

or  mechanical  surveillance,  although  the  States  of  Victoria,  New 

South  Wales  and  Queensland  do  have  such  legislation.  Listening 

12/  13/ 

Devices  Acts  were  passed  in  Victoria  and  New  South  Wales  to  prohibit 

the  use  of  certain  devices  and  to  outline  the  circumstances  in  which 

14/ 
they  could  be  used  by  the  police.  The  Queensland  act  covers  wider 

ground  but  is  similar  to  the  New  South  Wales  act. 

Under  the  three  acts  it  is  an  offense  for  anyone  to  use 

a  listening  device  to  overhear,  record,  monitor  or  listen  to  any 

15/ 
private  conversation.    The  offense  is  punishable  by  6  months 

16/ 
imprisonment  or  a  fine  of  $2000.    It  is  also  an  offense  for  one 

person  to  communicate  to  another  or  publish  the  substance  of  any 


12/  Listening  Devices  Act,  1969,  1969  Vict.  Acts,  No.  7804. 

13/  Listening  Devices  Act,  1969,  1969  N.S.W.  Stats.,  No.  70. 

14/  Invasion  of  Privacy  Act,  1971,  1971  Queensl.  Stats.,  No.  50. 

15/  Listening  Devices  Act,  1969,  1969  Vict.  Acts,  No.  7804,  §  4(1)  (a); 
Listening  Devices  Act,  1969,  1969  N.S.W.  Stats.,  No.  70,  §  4(1);  Invasion 
of  Privacy  Act,  1971,  1971  Queensl.  Stats.,  No.  50,  §  43(1). 

16/  Listening  Devices  Act,  1969,  1969  Vict.  Acts,  No.  7804,  §  4(1); 
Listening  Devices  Act,  1969,  1969  N.S.W.  Stats.,  No.  70,  §  13;  Invasion 
of  Privacy  Act,  1971,  1971  Queensl.  Stats.,  No.  50,  §  43(1). 
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17/ 
communication  which  has  been  overheard  by  means  of  a  listening  device. 

A  listening  device  is  defined  in  the  Victorian  statute  as  "any 

electronic  or  mechanical  instrument,  apparatus  equipment  or  other  device 

capable  of  being  used  to  overhear  record  monitor  or  listen  to  a  private 

conversation  or  word  spoken  to  or  by  any  persons  in  private 

18/  19/ 

conversation."     The  other  acts  have  similar  provisions. 

Under  the  Victorian  act  the  police  are  allowed  to  use 

listening  devices  in  the  performance  of  their  duties  but  only  with 

the  written  consent  of  the  Chief  or  Deputy  Coimnissioner  of  Police  or 

an  Inspector  nominated  by  the  Chief  Commissioner.   The  consent  must, 

20/ 
in  addition,  be  approved  by  a  stipendiary  magistrate. 

When  considering  whether  or  not  to  approve  an  application, 

the  stipendiary  magistrate  has  to  consider  the  gravity  of  the  matters 

which  are  being  investigated,  the  degree  to  which  the  privacy  of  an 

individual  will  be  interfered  with,  and  the  efficacy  of  the  interception 

21/ 
for  preventing  or  detecting  the  crime. 


YTJ     Listening  Devices  Act,  1969,  1969  Vict.  Acts,  No.  7804,  §  4(1)  (b)^ 
Listening  Devices  Act,  1969,  1969  N.S.W.  Stats.,  No.  70,  §  6(1);  Invasion 
of  Privacy  Act,  1971,  1971  Queensl.  Stats.,  No.  50,  §  44(1). 

18/  Listening  Devices  Act,  1969,  1969  Vict.  Acts,  No.  7804,  §  3. 

19/  Listening  Devices  Act,  1969,  1969  N.S.W.  Stats.,  No.  70,  §  3(1); 
Invasion  of  Privacy  Act,  1971,  1971  Queensl.  Stats.,  No.  50  §  4. 

20/  Listening  Devices  Act,  1969,  1969  Vict.  Acts,  No.  7804,  §  4(3) (4). 

21/  Id.   §  4(4). 
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* 

The  New  South  Wales  act  Is  similar  to  the  Victorian 

statute,  but  in  that  State  it  is  not  necessary  for  the  consent  of  a 

stipendiary  magistrate  to  be  obtained.   However,  the  circumstances 

22/ 
under  which  the  permission  is  given  are  more  precisely  defined. 

The  Queensland  act  requires  the  approval  of  a  judge  of  the  Supreme 

23/ 
Court.     All  the  acts  require  that  records  be  kept  of  the  grants 

24/ 
of  approval.     The  acts  also  provide  that  all  the  records  of 

conversations  which  are  unlikely  to  be  of  any  assistance  should  be 

25/ 
destroyed. 


Prepared  by 

(Mrs.)  Audrey  F.L.  Glover 
Legal  Specialist 
American-British  Law  Division 
Law  Library ,  Library  of  Congress 
February  1975 


Til     Listening  Devices  Act,  1969,  1969  N.S.W.  Stats.,  No.  70,  §  8. 

23/  Invasion  of  Privacy  Act,  1971,  1971  Queensl.  Stats.,  No.  50, 
§  42(3). 

24/  Listening  Devices  Act,  1969,  1969  Vict.  Acts,  No.  7804,  §  5(b); 
Listening  Devices  Act,  1969,  1969  N.S.W.  Stats.,  No.  70,  §  10(c); 
Invasion  of  Privacy  Act,  1971,  1971  Queensl.  Stats.,  No.  50,  §  43(4) (b). 

25/  Listening  Devices  Act,  1969,  1969  Vict.  Acts.,  No.  7804,  §  7; 
Listening  Devices  Act,  1969,  1969  N.S.W.  Stats.,  No.  70,  §  11;  Invasion 
of  Privacy  Act,  1971,  1971  Queensl.  Stats.,  No.  50,  §  47. 
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AUSTRIA 

Although  vrlretapplng  or  the  unlawful  Intrusion  into  the 

secrecy  of  teleconmunlcations  is  not  specifically  covered  by  the 

1/ 
Austrian  Constitution  of  1929,  as  amended,  certain  matters  such  as 

postal,  telegraph,  and  telephone  affairs  are  reserved  to  the  com- 
petence of  or  regulation  by  federal  law.  In  accordance  therewith, 
the  Law  Concerning  Telecommunications  of  July  13,  1949,  was  en- 
acted, which  in  its  Section  17  imposed  upon  officials  and  employees 
the  duty  of  secrecy  in  regard  to  messages  transmitted  by  such  facil- 
ities.  However,  the  new  Criminal  Code  of  January  23,  1974,  which 
went  into  effect  on  January  1,  1975,  specifically  provides  for  the 
prosecution  of  wiretapping  (Art.  119)  and  the  unlawful  monitoring  of 
the  statements  of  others  (Art.  120). 

Since  the  outlawing  of  such  activities  is  a  new  development 
In  the  Austrian  legal  system,  no  references  are  available  yet  in  the 
Library's  collection  on  whether  this  provision  was  judicially  con- 
strued and  the  scope  of  coverage  determined. 


II     A.J.  Peaslee,  3  Constitutions  of  Nations  24  (3d  ed. 
The  Hague,  1968).  Although  amended  several  times,  the  Constitution 
is  still  being  referred  to  as  the  Constitution  in  its  version  of  1929. 

2_/     Art.  10,  par.  (1),  clause  9  of  the  Constitution. 

_3/  Schaginger-Vavra,  Das  osterrelchische  Fernmelderecht  44 
(Manz  ed.  Wien,  1965). 

4_/  Foregger-Serini ,  Strafgesetzbuch  84  (Manz  ed.  Wien,  1974). 

V  ,.  i   .-,.•...•■- 
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Articles  119  and  120  of  the  Criminal  Code  read  as  follows : 

Art.  119.  (1)  Whoever,  with  the  Intent  of  obtaining  knowledge 
for  himself  or  other  unauthorized  person  of  a  message  transmitted 
by  any  telecommunications  installation  and  not  Intended  for  him, 
places  any  device  on  any  telecommunications  installation,  or 
otherwise  prepares  it  for  reception,  shall  be  punished  with 
deprivation  of  liberty  not  to  exceed  6  months  or  a  day  fine  not 
to  exceed  360  daily  rates. 

(2)  Whoever,  with  the  intention  specified  in  paragraph  1, 
utilizes  a  device  attached  to  a  telecommunications  installation, 
or  which  otherwise  has  been  prepared  for  reception,  shall  be 
punished  in  like  manner. 

(3)  The  offender  shall  be  prosecuted  only  at  the  request  of 
the  injured  party.  However,  if  the  act  is  committed  by  an 
official  in  the  exercise  of  his  official  duties  or  in  exploitation 
of  an  opportunity  made  available  to  him  in  the  pursuit  of  his 
official  functions ,  he  shall  be  prosecuted  by  the  public  prosecutor 
when  empowered  to  do  so  by  the  injured  party. 

Art.  120.  (1)  Whoever  utilizes  a  sound  recording  device  or 
a  listening  device  in  order  to  obtain  knowledge,  for  himself  or 
other  unauthorized  person,  of  a  statement  of  another,  which  is 
not  public  and  not  intended  for  his  knowledge,  shall  be  punished 
by  deprivation  of  liberty  not  to  exceed  1  year  or  by  a  day  fine 
not  to  exceed  360  daily  rates. 

(2)  Whoever,  without  the  consent  of  the  speaker,  makes  a 
sound  recording  of  a  statement  of  another,  which  is  not  public, 
accessible  to  a  third  party  for  whom  [such  statement]  was  not 
intended,  or  makes  such  recording  public,  shall  be  punished  in 
like  manner. 

(3)  The  offender  shall  be  prosecuted  only  upon  request  of 
the  injured  party. 


Prepared  by  George  Jovanovlch 
Senior  Legal  Specialist 
European  Law  Division 
Law  Library,  Library  of  Congress 
February  1975 
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CANADA 

The  Canadian  Parliament  has  attempted  to  pass  a  bill 

against  wiretapping  and  electronic  surveillance  since  the  advent 

of  the  Seventies  and  finally  passed  the  Protection  of  Privacy  Act 

in  the  First  Session  of  the  29th  Parliament,  effective  June  30,  1974. 

The  many  references  to  the  Watergate  affair  in  the  House  of  Commons 

Debates  indicate  the  extent  it  Influenced  the  thinking  of  the 

members  of  Parliament  and  affected  the  speed  of  the  bill's  passage. 

Prior  to  this  only  two  Canadian  provinces ,  namely  British  Columbia 

and  Manitoba,  had  statutes  giving  protection  against  Invasions  of 

privacy. 

2/ 

The  Privacy  Act  of  British  Columbia,   the  first  Canadian 

statute  on  the  subject,  provided  in  §  2  that: 

(1)  It  is  a  tort,  actionable  without  proof  of  damage, 
for  a  person,  willfully  and  without  claim  of  right,  to 
violate  the  privacy  of  another. 

(2)  The  nature  and  degree  of  privacy  to  which  a 
person  is  entitled  in  any  situation  or  in  relation  to  any 
matter  is  that  which  is  reasonable  in  the  circumstances, 
due  regard  being  given  to  the  lawful  Interests  of  others; 
and  in  determining  whether  the  act  or  conduct  of  a  person 
constitutes  a  violation  of  the  privacy  of  another,  regard 
shall  be  given  to  the  nature,  incidence,  and  occasion  of 
the  act  or  conduct  and  to  the  relationship,  whether 
domestic  or  other,  between  the  parties. 


1/ 


1/     1973-74  Can.  Rev.  Stat.  c.  50;  Protection  of  Privacy  Act, 
Registration  Sl/74-68,  108  Can.  Gaz.  Pt.  II,  1774  (June  12,  1974). 

2/  1968  B.C.  Stat.  c.  39. 
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(3)   Privacy  may  be  violated  by  eavesdropping  or  sur- 
veillance, whether  or  not  accomplished  by  trespass;  but 
nothing  in  this  subsection  shall  be  construed  as  restricting 
the  generality  of  subsections  (1)  and  (2) . 

3/ 

Sections  2  and  3  of  the  Manitoba  statute,  the  Privacy  Act, 

are  very  similar  to  the  British  Columbia  provisions  but  do  permit 

recovery  for  an  action  against  one  who  "...  substantially, 

unreasonably,  and  without  claim  of  right  violates  the  privacy  of 

another  person  ..."  The  defenses  for  the  tort  liability  created 

in  both  statutes  are:   (1)  consent;  (2)  activities  of  a  police  or 

public  officer  when  proportionate  to  the  subject  matter  of  the 

investigation  and  incidental  to  a  trespass;  (3)  authorization  by  a 

statute  or  by  a  court;  or  (4)  a  publication  that  was  io  the  public 

interest,  was  fair  comment  or  was  privileged  according  to  the  rule 

of  defamation.    Manitoba  has  an  additional  defense  for  negligent 

invasions  of  privacy  where  the  defendant  having  acted  reasonably 

didn't  know  or  should  not  reasonably  have  known  the  act,  conduct 

5/ 
or  publication  constituted  a  violation  of  the  privacy  of  any  person. 


2/  1970  Man.  Stat.  c.  74  as  amended  by  1971  Man.  Stat.  c.  82,  §49. 

4/  Privacy  Act,  B.C.  Stat.  c.  39,  §  3  (1968);  Privacy  Act,  1970 
Man.  Stat.  c.  74,  §  5. 

51     Privacy  Act^ 1970  Man.  Stat.  c.  74,  §  5(6). 
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A  study  of  the  legislative  history  of  the  Protection  of 

Privacy  Act  reveals  the  careful  consideration  and  thoughtfulness 

shown  by  those  members  of  Parliament  participating  in  its  passage. 

Mr.  Otto  E.  Lang,  Minister  of  Justice,  in  summing  up  the  purpose 

of  Bill  C-176  stated  that  the: 

main  thrust  is  to  make  it  an  offense  to  engage  in 
electronic,  electro-magnetic  and  similar  eavesdropping 
or  interception  of  conversations  to  protect  privacy  in 
a  fundamental  way  by  the  creation  of  that  offense,  and 
then  only  to  allow  certain  very  narrow  exceptions  to 
that  main  point.   With  the  passing  of  the  law,  therefore, 
the  interception  of  communications  by  private  citizens, 
whether  for  purposes  of  trade  or  curiosity,  will  be  a 
criminal  offense.   We  will  have  the  possibility  of  re- 
straining such  activity  and  perhaps  even  more  important, 
of  adding  to  the  assurance  of  individuals  that  their 
privacy  is  protected  and  that  they  do  not  have  to  fear 
that  such  devices  are  around  them.  6^/ 

7/ 
The  new  act  altered  three  acts;  the  Criminal  Code,   the 
8/  9/ 

Crown  Liability  Act,   and  the  Official  Secrets  Act.    Three  new 

offenses  were  added  to  the  Criminal  Code.   Willfully  intercepting 

a  private  communication  by  means  of  electromagnetic,  acoustic, 

mechanical  or  other  devices  would  constitute  the  first  offense,  and 

any  offender  is  liable  to  imprisonment  for  five  years  if  convicted. 

A  private  communication  is  defined  as  being  any  oral  communication 


bj  117  H.C.  Debates  3472  (1973). 

y  Can.  Rev.  Stat.  c.  C-3A  (1970) 

8^/  Can.  Rev.  Stat.  c.  C-38  (1970) 

9/  Can.  Rev.  Stat.  c.  0-3  (1970). 
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or  telecommunication  made  under  any  circumstances  where  the  originator 

may  reasonably  expect  that  the  communication  will  not  be  intercepted  by 

any  other  person  than  the  person  the  originator  intended  to  receive  it. 

Intercepting  is  defined  as  listening  to,  recording,  or  acquiring  a 

10/ 
communication  or  its  substance,  meaning  or  purpose.     Possessing, 

selling  or  purchasing  any  electromagnetic,  acoustic,  mechanical  or 

other  device  or  any  component  thereof  knowing  that  its  design  is 

primarily  useful  for  surreptitious  interceptions  of  private  communications 

constitutes  an  offense  punishable  by  no  more  than  two  years  imprison- 

11/ 
ment.     Disclosing  any  information  obtained  lawfully  without  proper 

authority  constitutes  the  third  offense  punishable  by  two  years 

12/ 
imprisonment  or  less . 

Certain  exemptions  are  provided  for  all  three  offenses. 

For  the  first  offense  of  intercepting  private  communications,  persons 

who  have  the  consent  of  one  of  the  parties  to  the  communication, 

persons  accorded  judicial  authorization  or  an  emergency  permit  or 

persons  engaged  in  providing  communication  services  to  the  community 

13/ 
are  exempted.     Exemptions  for  the  second  offense  of  possessing. 


10/  Protection  of  Privacy  Act,  1973-74  Can.  Stat.  c.  50,  §§  178.1 
and  178.11. 

11/  Id.  §  178.18(1). 

12/  Id.  §  178.2(1). 

13/  Id.  §  178.11. 
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selling  or  purchasing  such  devices  are  provided  for  police  officers, 

constables,  Crown  officers,  servants  and  Canadian  Forces  members 

acting  in  the  course  of  their  employment,  for  persons  with  judicial 

authorization  or  an  emergency  permit  or  for  persons  issued  a 

14/ 
license  by  the  Solicitor  General.     Persons  required  to  give 

evidence  in  civil  or  criminal  proceedings,  persons  acting  in  the 

course  of  a  criminal  investigation  and  persons  engaged  in  providing 

public  communication  services  are  exempted  from  the  third  offense 

of  willfully  using  or  disclosing  intercepted  private  communications 

15/ 

or  disclosing  the  existence  of  them  without  consent. 

Punitive  damages  up  to  $5,000  may  be  paid  to  a  person  who 

has  been  the  victim  of  a  person  convicted  of  either  the  first  offense 

16/ 
of  interception  or  the  third  offense  of  disclosure.     If  the 

amount  is  not  paid,  the  applicant  may  file  the  judgment  in  the 

superior  court  of  the  province  in  which  the  trial  was  held,  and  the  judgment 

is  enforceable  against  the  accused  as  if  it  were  a  judgment  rendered 

against  the  accused  in  a  civil  proceeding  in  that  court. 


14/  Id.   §  178.18(2). 
15/  Id.   §  178.2(2). 
16/  Id.   §  178.21. 
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The  Crown  is  civilly  liable  for  illegal  interceptions  or 
disclosures  by  its  servants  with  the  same  exemptions  described 

iZ./ 

earlier.     If  punitive  damages  have  already  been  awarded  to  the 

victim  under  subsection  178.21(1)  of  the  Criminal  Code,  no  further 

18/ 
award  required  by  §§  7.2  or  7.3  will  be  made.     The  servant  of 

the  Crown  whose  conduct  lead  to  the  judgment  against  the  Crown  is 

accountable  to  the  Crown  for  the  amount  of  the  damages  and  can  be 

19/ 
sued  for  the  said  amount  by  the  Crown. 

The  procedure  established  for  obtaining  an  authorization 
for  intercepting  private  communications  was  carefully  studied  and 
debated  before  its  passage.   In  fact,  the  members  of  the  House  of 
Commons  were  not  certain  whether  they  believed  a  judge  or  a  member 
of  the  government ,  such  as  the  Solicitor  General ,  should  be  the  one 
to  determine  the  need  for  granting  the  right  to  intercept  private 
communications.   The  procedure,  as  passed  combines  both  the 
judiciary  and  the  legislative  branches  of  the  government. 

The  procedure  for  obtaining  judicial  authorization  for 
intercepting  private  communications  necessitates  filing  an  application 
in  writing  to  a  judge  of  a  superior  court  of  criminal  jurisdiction 


17_/  M-  §  7(2), 
18/  Id.  §  7(4). 
19/  Id.  §  7(5) 
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or  a  judge  as  defined  in  §  482  of  the  Criminal  Code  for  an  ex  parte 
hearing.  The  application  must  be  signed  by  the  Attorney  General 
of  the  province  in  which  the  application  is  made  or  by  the  Solicitor 
General  of  Canada  or  an  agent  of  either  one  specially  designated 
In  writing  (a)  by  the  Solicitor  General  of  Canada  for  an  offense 
to  be  Investigated  by  or  on  behalf  of  the  Attorney  General  of 
Canada  or  (b)  by  the  Attorney  General  of  a  province  for  an  offense 
to  be  Investlgnted  in  that  province.  A  sworn  affidavit  of  a  peace 
officer  or  a  public  officer  shall  accompany  the  application 
detailing  (1)  the  facts  together  with  the  particulars  of  the  offense; 
(2)  the  type  of  private  communication  to  be  intercepted;  (3)  the 
names  and  addresses,  if  known,  of  all  the  persons  whose  private 
communications  may  be  Intercepted  based  on  reasonable  and  probable 
grounds  that  these  conversations  may  assist  in  the  investigation 
of  the  offense,  and  if  not  known,  a  general  description  of  the 
place  where  these  communications  may  be  intercepted  or  a  general 
description  of  the  manner  of  the  Interception  to  be  employed  if  a 
general  description  is  unavailable;  (4)  the  duration  of  the  authori- 
zation requested;  and  (5)  an  explanation  of  the  reason  why  other 

methods  will  possibly  fall  or  the  urgency  of  the  matter  requires 

20/ 
this  particular  Investigative  procedure. 


20/  Id.  §  178.12. 
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The  judge  may  then  authorize  an  interception  upon  expressed 
terms  and  conditions  valid  for  not  more  than  30  days.   The  Solicitor 
General  of  Canada  or  the  Attorney  General  may  designate  the  person 
or  persons  who  may  intercept  the  private  communications  under 
authorizations.   The  authorization  may  be  renewed  by  a  judge  of 
a  superior  court  of  criminal  jurisdiction  or  a  judge  as  defined  in 
§  482  of  the  Criminal  Code  upon  his  receiving  an  ex  parte  applica- 
tion in  writing  signed  by  the  appropriate  Attorney  General  of  the 
province  where  the  application  is  being  made  or  the  Solicitor  General 
of  Canada  or  the  Attorney  General  accompanied  by  an  affidavit  of  a 
peace  officer  or  a  public  officer  swearing  to  (1)  the  reason  and 
period  of  time  needed  and  (2)  full  particulars  of  the  times  and 
dates  when  interceptions  had  been  made  and  any  information  obtained 
by  the  interception  or  any  other  information  the  judge  may  require. 

If  satisfied,  the  judge  may  grant  a  renewal  of  the  authorization 

21/ 
for  a  period  not  exceeding  30  days. 

All  these  documents  relating  to  an  application  for  an 

authorization  are  confidential  and  must  be  sealed  in  a  packet  by 

the  judge  receiving  them  and  kept  in  the  custody  of  the  court. 

This  packet  may  only  be  opened  upon  an  application  for  a  renewal 

of  the  authorization  or  pursuant  to  an  order  of  the  judge  of  a 


21/  Id.  §  178.13. 
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court  of  criminal  jurisdiction  or  a  judge  as  defined  in  §  482  of  the 

Criminal  Code.   Only  the  judges  described  in  the  preceding  sentence 

22/ 
may  order  the  destruction  of  the  documents. 

The  provision  for  granting  emergency  permits  for  the 

interception  of  private  communications  was  debated  extensively  In 

the  committee  hearings  and  in  the  House  of  Commons.   Some  members 

felt  it  should  be  eliminated  completely,  others  were  fearful  that 

the  power  would  be  abused  by  the  police  and  that  the  period  of  their 

validity  would  be  extended  for  too  long  a  time.  The  emergency  permit 

shall  be  valid  for  thirty-six  hours  or  until  an  application  for  an 

authorization  sought  under  §  178.13  can  be  determined.   The  application 

for  an  emergency  permit  is  initiated  by  a  peace  officer  specially 

designated  in  writing  by  the  Solicitor  General  of  Canada  or  the 

Attorney  General  of  a  province  and  is  made  ex  parte  to  a  superior 

court  of  criminal  jurisdiction  or  a  judge  as  defined  in  §  482  of  the 

Criminal  Code  designated  from  time  to  time  by  the  Chief  Justice. 

When  the  judge  is  satisfied  that  the  situation  is  urgent  and  the 

interception  must  occur,  he  may  set  out  the  conditions  and  terms  in 

23/ 
the  emergency  permit. 


22/  Id.  §  178.14. 
23/  Id.  §  178.15. 
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The  question  of  the  admissibility  of  the  evidence,  direct 

and  indirect,  acquired  by  illegal  wiretapping  caused  many  members 

of  the  House  of  Commons  and  of  the  Standing  Committee  on  Justice  and 

Legal  Affairs  to  comment  extensively.   Prior  to  this,  evidence 

acquired  as  a  result  of  an  illegal  act  had  been  admissible.   By  this 

act  both  the  private  communication  that  had  been  intercepted  and 

evidence  obtained  directly  or  indirectly  because  of  information 

acquired  by  the  interception  of  a  private  wiretap  are  excluded  unless 

the  interception  was  lawfully  made  or  the  originator  or  the  recipient 

of  the  intercepted  communication  had  expressly  consented  to  its  use 

24/ 
as  evidence.     However,  in  instances  where  the  judge  is  of  the 

opinion  that  (a)  the  evidence  is  relevant  and  (b)  the  defect  rendering 

the  evidence  inadmissible  is  a  defect  of  form  and  not  of  substance 

in  the  application  for  the  authorization  and  (c)  that  injustice  would 

be  done  if  the  evidence,  other  than  the  communication  itself,  were 

excluded,  he  may  admit  such  evidence.   This  prohibition  against  the 

admission  of  evidence  acquired  from  illegal  interception  applies  to 

all  criminal  proceedings  and  to  all  civil  proceedings  and  other  matters 

over  which  the  Parliament  of  Canada  has  jurisdiction.   Even  a  private 

communication  that  has  been  lawfully  intercepted  may  not  be  used  in 

evidence  unless  the  accused  has  been  given  a  reasonable  notice  that 


2  4/  Id.  §  178.16 
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it  is  to  be  used  and  a  transcript  of  the  private  communication 

with  a  statement  respecting  the  time,  place  and  date  of  the  private 

communication  and  the  parties  involved.  Any  privileged  information 

before  interception  remains  privileged  after  interception  and  is 

inadmissible  as  evidence  without  the  consent  of  the  person  entitled  to 

25/ 
the  privilege. 

The  Solicitor  General  of  Canada  shall  turn  in  a  detailed 

report  to  the  Parliament  as  soon  as  possible  after  the  start  of  the 

new  year  covering  the  authorizations  and  interceptions  including 

the  number  of  prosecutions  started  against  officers  or  servants 

of  Her  Majesty  in  right  of  Canada  or  members  of  the  armed  forces  of 

Canada  and  "a  general  assessment  of  the  importance  of  private 

communications  for  the  investigation,  detection,  prevention  and 

26/ 
prosecution  of  offenses  in  Canada." — 

The  Attorney  General  of  each  province  must  prepare  and 
make  available  to  the  public  a  report  concerning  the  authorizations 
and  interceptions  granted  by  him  and  his  agents  with  such  modifica- 
tions as  required  by  circumstances  of  the  information  required  of 
the  Solicitor  General  of  Canada  in  subsections  2  and  3  of  §  178.22. 
These  reports  required  of  the  Solicitor  General  of  Canada  and  the 


25/  Id.  §  178.16(4) (5) 
26/  Id.  §  178.22. 
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Attorneys  General  of  the  provinces  were  regarded  by  the  Parliament 

as  safeguards  against  too  much  intrusion  into  the  privacy  of  the 

citizens  of  Canada. 

Another  provision  that  was  considered  a  safeguard  by  the 

Parliament  is  found  in,  the  requirement  that  the  Attorney  General 

of  the  province  in  which  the  application  for  an  authorization  was  made 

or  the  Solicitor  General  of  Canada  for  a  federal  matter  should  notify 

in  writing  the  person  whose  communications  were  intercepted  of  the 

interception  practiced  on  him  and  certify  to  the  court  in  the  form 

27./ 
required  by  regulation  that  the  said  notice  has  been  given.    This 

must  be  done  within  90  days  after  the  period  of  the  authorization. 

However,  either  the  Attorney  General  of  the  province  or  the  Solicitor 

General  of  Canada  within  the  90  days  after  the  authorization  expires 

must  certify  to  the  judge  that  the  investigation  is  still  proceeding. 

The  judge  may  then  decide  whether  or  not  it  is  in  the  interest  of 

justice  that  there  be  a  delay  of  a  "determinate  reasonable"  length 

28/ 
of  time  and  grant  such  a  "determinate  reasonable"  delay. 

29/ 
The  Official  Secrets  Act  has  been  amended  to  permit  the 

Solicitor  General  of  Canada  to  issue  a  warrant  authorizing  the 


TTJ  Id.  §  178.23(1). 
28/  Id.  §  178.23(2), 
29/  Id.  §  178.23(2). 
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interception  or  seizure  of  any  communication  when  he  is  satisfied 
from  evidence  on  oath  that  such  interception  or  seizure  is  necessary 
"for  the  prevention  or  detection  of  subversive  activity  directed 
against  Canada  or  detrimental  to  the  security  of  Canada  or  is 

necessary  for  the  purpose  of  gathering  foreign  intelligence  infor- 

30/ 
mation  essential  to  the  security  of  Canada," —  The  warrant  shall 

describe  (a)  the  type  of  communication,  (b)  the  person  or  persons 
making  the  interception  or  seizure,  and  (c)  the  period  of  time  the 
warrant  is  in  force.   The  Solicitor  General  of  Canada  is  charged 
with  the  duty  of  making  a  report  to  Parliament  as  soon  as  possible 
at  the  end  of  the  year  if  Parliament  is  sitting  or  within  the  next 
15  days  that  Parliament  is  sitting.   The  report  should  show  (a)  the 
number  of  warrants  issued,  (b)  the  average  period  the  warrants  are  in 
force,  and  (c)  a  general  assessment  of  the  importance  of  the  warrants 
for  the  prevention  or  detection  of  subversive  activity  directed 
against  Canada  or  detrimental  to  the  security  of  Canada. 

Since  the  Protection  of  Privacy  Act  only  became  effective 
June  30,  1974,  it  will  be  necessary  to  wait  to  see  the  effects  of 
this  legislation  and  to  see  whether  any  new  amendments  are  proposed 
by  succeeding  Parliaments. 

Prepared  by  Jean  V.  Swartz 
Senior  Legal  Specialist 
American-British  Law  Division 
Law  Library ,  Library  of  Congress 
October  1974,  Updated  February  1975 

30/   Id.   §  6. 
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There  is  no  specific  guarantee  in  the  French  Constitution 

which  affords  protection  against  wiretapping  or  other  secret  electronic 

listening  devices.  However,  as  P.  Bouzat  observes,  the  Constitution 

of  1958  contains  a  number  of  provisions  which  indirectly  contribute 

to  the  protection  of  Individual  rights: 

The  Constitution  of  October  5,  1958  solemnly  reaffirms 
in  its  preamble  its  attachment  to  the  fundamental  principles 
included  in  the  Declaration  of  1789.   It  also  guarantees  the 
independence  of  the  magistrature  (Art.  64,  par.  1),  thus 
eliminating  the  danger  of  using  unfair  proceedings  for 
political  purposes,  to  the  extent,  however,  that  special  laws 
do  not  exclude  political  affairs  from  ordinary  judicial 
Jurisdiction.   The  presence  of  the  Council  of  Discipline  of 
the  Magistrature  (Art.  65,  par.  4),  with  the  threat  of 
professional  sanctions,  weighs  heavily  on  the  magistrates. 
Finally,  the  Constitution  reminds  the  judicial  authority 
that  it  is  the  guardian  of  individual  freedoms.  \l 

In  his  answer  to  a  parliamentary  question  pertaining 

to  the  use  of  telephone  listening  devices  by  the  authorities,  the 

Minister  of  Justice  in  effect  stated  that,  while  there  is  no 

regulation  governing  telephone  listening  procedures,  employment 

of  such  devices  is  analogous  to  the  seizure  of  mail  for  the  purpose 

of  prosecuting  a  crime.   Since  such  seizure  had  already  in  1853  been 

found  permissible  by  the  highest  court  of  France  on  the  theory  that 

it  was  performed  not  for  the  disclosure  of  inviolable  secrets,  but 


1/  P.  Bouzat,  "La  Loyaute  dans  la  recherche  des  preuves,"  in 
Problemes  contemporains  de  procedure  penale  161  (Paris,  1964). 


57-282  O  -  76  -  pt.  2  -  14 
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for  the  establishment  of  the  truth  for  prosecutory  purposes,  it  stood 
to  reason  that  the  use  of  modern  listening  devices  for  the  same^purpose 
was  not  in  violation  of  any  fundamental  concept  of  French  law. 
Thus,  the  concept  of  the  secrecy  of  correspondence  is 

generally  accepted  to  extend  to  communications  by  telephone  and 

1/ 
telegraph. 

The  Postal  and  Telecommunications  Code  prescribes: 

Art  41.  Any  public  official  (fonctionnaire  public) 
and  any  person  allowed  to  take  part  in  the  performance  of 
services  who  violates  the  secrecy  of  correspondence  entrusted 
to  the  telecommunications  service  shall  be  punished  by  the 
penalties  prescribed  by  Article  187  of  the  Criminal  Code.  4/ 

Article  32  of  the  same  Code  defines  telecommunications  ' 

in  the  following  manner: 

Telecommunication  is  understood  to  be  any  transmission, 
broadcast  or  reception  of  signs,  signals  writings .  images 
sounds,  or  information  of  any  kind,  by  wire,  optical,  radio, 
electric  or  other  electromagnetic  systems. 

In  the  opinion  of  the  Commission  of  Control  of  the  French 
senate,  the  provisions  of  Article  41  of  the  Postal  and  Telecommunications 
Code  have  the  following  purpose: 


2/  p.nn^^^  f.it  mi  nom  de  la  Commission  de  Controle  des  Services 
AdminlstrlEifTprocgdant  aux  e^outes  telephonlques  No.  30  Senat. 
Premiere  session  ordinaire  de  1973-1974,  p.  109. 

3/  2  Repertoire  de  droit  criminel  et  de  procedure  pinale  559 
(Paris,  1954). 

4/  Journal  officiel,  March  14,  1962,  p.  3592. 
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The  purpose  of  this  text,  as  regards  the  preservation 
of  secrecy,  is  to  assimilate  correspondence  by  telephone  or 
telecommunication  to  correspondence  by  mail,  bj 

The  Criminal  Code  prescribes  the  following  penalties: 

Art.  187.  Any  removal  or  opening  of  letters  [that  have 
been]  entrusted  to  the  post  committed  or  facilitated  by  a 
public  official  or  agent  of  the  government  or  postal 
administration  shall  be  punished  by  a  fine  of  500  F  to  3,000  F 
and  by  imprisonment  from  3  to  5  years.  The  guilty  one  shall 
furthermore  be  prohibited  from  holding  public  office  employment 
for  not  less  than  5  years  nor  more  than  10  years. 

In  addition.  In  the  cases  specified  by  paragraph  one 
of  the  present  Article,  every  removal  or  opening  of 
correspondence  addressed  to  third  persons  made  with  mala 
fide  shall  be  punished  by  imprisonment  from  6  days  to  1 
year  or  by  a  fine  from  500  F  to  3,000  F  or  both.  6^/ 

Violations  of  the  provisions  of  Article  A2  of  the  Postal 

and  Telecommunications  Code  entail  sanctions  specified  by  Article  378 

of  the  Criminal  Code: 

Art.  42.  Any  person  who  without  the  authorization  of 
the  dispatcher  or  addressee  divulges,  publishes,  or  uses 
the  contents  of  correspondence  transmitted  through  means 
of  radioelectrlcity  or  reveals  its  existence  shall  be 
punished  by  penalties  specified  by  Article  378  of  the  Criminal 
Code. 

The  penalties  prescribed  by  Article  378  of  the  Criminal 

Code  range  from  1  to  6  months  of  imprisonment  and  a  fine  from  500  F 

to  3,000  F. 


5J     Supra  note  2,  at  43. 

6./  Code  penal  (Dalloz,  Paris,  1973-74). 


880 


France-4 

Article  81  of  the  Code  of  Criminal  Procedure  authorizes 

the  investigating  judge  to  undertake 

...in  conformity  with  the  law,  all  the  acts  of  investigation 
that  he  deems  useful  to  the  manifestation  of  the  truth  ...  [and] 
...  if  the  investigating  judge  is  himself  incapable  of  undertaking 
all  the  acts  of  investigation,  he  may  give  a  rogatory  commission 
to  officers  of  the  judicial  police  so  that  they  may  execute  all 
the  acts  of  the  investigation  necessary  under  the  conditions  and 
subject  to  the  reservations  provided  in  Articles  151  and  152. 

The  Court  of  Poitiers,  in  its  decision  of  January  7,  1960, 

concerning  the  tapping  of  telephone  conversations  ordered  by  the 

judicial  authorities,  stated: 

Telephone  conversations  constitute  a  form  of  correspondence; 
therefore,  the  principle  of  secrecy  established  by  Article  80 
of  the  P.T.T.  [Post,  Telegraph,  and  Telephone]  Code  may  not  be 
excluded  from  the  tapping  of  telephone  conversations  ordered 
by  the  judicial  authorities  any  more  than  this  is  done  with 
respect  to  letters  or  telegrams  seized  in  the  same  way. 

In  both  cases,  where  there  is  involved  either  the  direct 
seizure  of  letters  during  transit  or  the  indirect  [tapping  of] 
telephone  conversations,  both  of  which  are  engaged  in  under 
the  assurances  of  inviolability,  it  is  not  the  question  of  the 
disclosure  of  a  secret  but  of  the  seizure  by  judicial  means 
of  objects  leading  to  the  establishment  of  the  truth. 

The  procedure  of  telephone  tapping,  therefore,  is  not 
contrary  in  itself  to  any  fundamental  idea  of  our  law;  however, 
this  measure  shall  be  ordered  only  in  exceptional  cases 
respecting  the  rights  of  the  defense  and  without  any  provocation 
or  deceit.  7/ 


II     Recueil  Dalloz.  "Sommaires,"  91  (Paris,  1960), 
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In  General  Instruction  No.  500-78,  relative  to  the 
telephone  service,  the  conditions  under  which  the  employees  of  the 
Postal  and  Telephone  Service  must  comply  with  the  demands  of 
wiretapping  are  set  forth: 

The  Chiefs  of  the  central  bureau  and  the  collectors  or 
managers  shall  comply  with  any  requisition  regarding  either 
the  communication  of  documents,  registers  or  administrative 
documents  in  the  original  or  the  copies,  or  the  seizure  of 
copies  of  received  messages,  the  originals  or  copies  received 
of  notices  of  dispatch  be  they  requests  concerning  Information 
on  the  activities  of  the  service,  or  finally  listening  in  by 
the-  authorities  concerned,  on  original  communications  or  on  a 
specific  telephone  station,  originating  from: 

1)  an  Investigating  judge  (Arts.  81,  82  and  94  of  the 
Code  of  Criminal  Procedure)  or  a  magistrate  or  officer  of 
judicial  police  who  has  received  the  rogatory  commission 
(Art.  152); 

2)  members  of  the  chambers  of  indictment  [chambres 
d'accusationi  (Art.  205  of  the  Code  of  Criminal  Procedure) 
or  military  or  naval  investigating  judges  (Art.  52  of  the 
Code  of  Military  Justice  for  the  Army,  Art.  60  of  the  Code 
of  Military  Justice  for  the  Navy) ; 

3)  military  authorities  designated  by  Article  26  of 
the  Code  of  Military  Justice  for  the  Army  and  Article  35  of 
the  Code  of  Military  Justice  for  the  Navy; 

4)  a  public  prosecutor  [Procureur  de  la  Republique]  or 
his  substitute  and  all  officers  of  civil,  military,  naval  or 
judicial  police  in  cases  of  flagrante  delicto  (Arts.  56  and 
68  of  the  Code  of  Criminal  Procedure,  Art.  27  of  the  Code  of 
Military  Justice  for  the  Army,  Art.  36  of  the  Code  of  Military 
Justice  for  the  Navy; 

5)  department  prefects  or  the  Police  Prefect  of  Paris 
acting  in  urgent  cases  in  matters  of  major  and  minor  crimes 
against  State  security  (Art.  30  of  the  Code  of  Criminal 
Procedure),  as  well  as  officers  of  the  judicial  police. 
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required  in  this  effort.   The  prosecutor  of  the  Republic 
must  be  informed  vd.thout  delay  of  any  seizure  made  according 
to  these  provisions; 

6)   the  Prosecutor  General  or  deputy  director  of  the 
public  prosecution  at  a  court  of  State  Security  [avocat 
general]  (Art.  17  of  Law  No.  63-23  of  January  15,  1963),  an 
investigating  judge  of  that  jurisdiction  (Art.  19).  8^/ 

The  following  evaluation  was  given  by  the  Senate  Control 
Commission  of  the  criminal  provisions  of  the  Postal  and  Tele- 
communications Code: 

The  importance  of  the  above-quoted  texts  has  been 
rather  diminished  because  Article  41  concerns  persons 
exclusively  whether  [they  be]  public  officials  or  not, 
[who  are]  called  on  to  take  part  in  the  performance  of 
telecommunications  services;  this  excludes  private  persons 
who  would  themselves  carry  out  clandestine  listening  in, 
whereas  Article  42  applies  in  general  to  all  persons, 
whether  or  not  they  take  part  in  the  communications  services, 
but  aims  only  at  transmissions  by  means  of  radio-electricity, 
and  thus  does  not  apply  to  indiscretions  which  will  be 
committed  to  the  prejudice  of  users  of  other  means  of 
transmission  and  especially  of  the  telephone.  9^/ 

In  a  more  recent  decision,  of  October  30,  1964,  the 

Tribunal correctionnel  de la  Seine  stated: 

The  investigating  judge  who,  when  [obtaining]  infor- 
mation against  a  hunted,  unidentified  person,  issued  the 
rogatory  commission  to  the  judicial  police  officers  to 
make  a  note,  with  a  chronometer  in  hand,  of  those  who 
telephone  from  a  certain  telephone  booth,  and  to  listen  by 
means  of  wiretapping  to  the  communications  given  or  received 
from  this  location,  did  not  infringe  upon  the  legal  rules  nor 
the  rights  of  the  defense. 


^/     Supra  note  2,  at  44-45. 
9_/  Supra  note  2,  at  45. 
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The  Investigating  judge  is  indeed  in  charge  of  undertaking 
all  acts  [productive]  of  information  that  he  deems  useful  for 
the  manifestation  of  the  truth;  for  this  purpose  he  may  make 
a  search,  when  the  domicile  is  normally  inviolable,  seize  the 
objects  and  documents  in  spite  of  property  rights,  issue  a 
warrant  for  arrest,  order  [anyone]  to  appear  and  detain  [him], 
despite  individual  freedoms ;  he  may  seize  or  occasion  to  be 
seized  letters  and  telegrams,  [in]  all  of  these  [actions],  of 
course,  keeping  his  power  within  just  limits,  according  to  his 
conscience  as  a  judge  and  under  the  control  of  the  jurisdictions 
of  the  grande  instance,  appeal,  and  cassation.  10/ 

However,  the  Court  of  Cassation,  in  a  rare  decision, 

stressed  that  the  investigating  judge  must  not  jeopardize  the  dignity 

of  the  judiciary  (decision  of  January  31,  1888)  by  his  acts  and 

should  not  make  use  of  tricks  during  the  investigation  (decision 

11/ 
of  June  12,  1952). 

The  position  of  the  Court  of  Cassation  was  criticized,  among 
others,  by  authorities  on  criminal  procedure. 

Paul-Julien  Doll,  a  judge  of  the  Court  of  Appeals  of  Paris, 

in  his  article  "The  Legality  of  the  Interception  of  Telephone 

Communications  During  Judicial  Information  [Gathering],"  after  surveying 

the  court  practice  on  the  subject,  comes  to  the  following  conclusions: 

We  recommend  for  the  guarantees  of  those  who  are  subject 
to  the  jurisdiction  of  a  court  (justiciables)  that  listening 


10/  Recueil  Dalloz^Sirey  de  doctrine  de  jurisprudence  et  de 
legislation.  "Jurisprudence,"  423  (Paris,  1965). 

11/  Supra  note  2,  at  51-52.   See  also  G.  Stefani,  2  Droit  penal 
general  et  procedure  penale  26-27  (Paris,  1973). 
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in  and  recording  of  telephone  conversations  should  not 
be  left  to  the  initiative  of  an  officer  of  the  judicial 
police  acting  under  the  terms  of  the  general  rogatory 
commission.   It  would  be  good  that  exceptional  proceedings 
would  be  used  only  when  the  investigating  judge  expressly 
foresees  it  in  his  delegation.   Thus,  the  decision  will 
be  left  to  the  conscience  of  the  judge. 

Finally,  what  is  necessary  to  conciliate  is,  on  the 
one  hand,  the  necessity  of  repression,  and  on  the  other 
hand,  respect  for  individual  freedoms.   We  think  that 
restrictive  interpretation  of  the  duties  imposed  upon 
the  investigating  judges  would  finally  injure  the  interests 
of  those  whose  safeguards  he  assures.  12/ 

The  absence  of  precise  provisions  concerning  telephone 

listening  used  in  judicial  proceedings  does  not  constitute  a  grave 

danger  for  individual  freedoms  because  "the  Court  of  Cassation 

always  scrupulously  watches  over  the  correctness  of  morality  of 

13/ 
inquiries  (enquetes)  and  criminal  investigations." 

The  greatest  danger  to  individual  freedom  is  the  so-called 
wild  monitoring  organized  by  private  persons  or  even  the  adminis- 
trative police,  not  for  the  collection  of  information  pertaining  to 
criminal  offenses,  but  to  intrude  on  the  private  lives  of  particular 
individuals  for  immoral  purposes.   In  order  to  prevent  such  practices. 


12/  Paul-Julien  Doll,  "De  la  legalite  de  1' interception  des 
communications  telephoniques  au  cours  d'une  information  judiciaire," 
in  Recueil  Dalloz  Sirey  de  doctrine  de  jurisprudence  et  de  legislation, 
"Chronique,"130  (Paris,  1965). 

13/  Supra  note  2,  at  55. 
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the  Law  of  July  17,  1970,  On  Reinforcing  the  Guarantees  of  Individual 

Rights  of  Citizens  was  enacted.   The  following  provisions  were 

incorporated  in  the  Criminal  Code: 

Art.  368  (L.  No.  70-643  of  July  17,  1970,  Art.  23). 
Whoever  has  intentionally  infringed  upon  the  intimacy  of 
private  life  of  others  shall  be  punished  by  imprisonment  for 
from  2  months  to  1  year,  or  by  a  fine  from  2,000  F  to  50,000  F 
or  both: 

1)  by  listening  in  on,  recording  of,  or  transmitting 
of,  by  means  of  any  device,  the  words  said  in  a  private 
place  by  a  person,  without  the  latter's  consent;  [or] 

2)  by  fixing  or  transmitting  by  means  of  any  device 
the  image  of  a  person  while  in  a  private  place,  without 
the  latter's  consent. 

When  the  acts  specified  in  the  present  Article  were 
performed  during  an  open  meeting,  the  consent  of  the 
participants  therein  shall  be  presumed. 

Art.  369  (L.  No.  70-643  of  July  17.  1970.  Art.  23). 
Those  who  wittingly  retained,  disclosed  or  intentionally 
allowed  the  disclosure  of,  to  the  public  at  large  or  third 
persons,  or  used,  publicly  or  not,  any  recording  or  document, 
obtained  by  means  of  the  acts  specified  in  Article  368,  shall 
be  punished  by  the  penalties  specified  in  that  Article. 

In  case  of  publication,  proceedings  shall  be  initiated 
against  the  persons  listed  in  Article  285,  under  the  conditions 
established  in  that  Article  if  the  offense  has  been  committed 
through  the  medium  of  the  press,  and  against  persons  responsi- 
ble for  the  dissemination,  or  failing  these,  the  heads  of  the 
establishment,  the  directors  or  managers  of  the  enterprises 
which  conducted  [said]  dissemination  or  profited  therefrom, 
if  the  offense  was  committed  by  other  means,  without  prejudice 
to  the  application  of  the  provisions  of  Articles  59  and  60 
concerning  complicity. 

The  violation  is  [considered]  committed  from  [the  time] 
the  publication  was  made,  received,  or  perceived  in  France. 
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Art.  370  n..  No.  70-643  nf  .Tnlv  17.  1970  Art.  23.)  . 
Those  who  wittingly  published,  by  any  means  -^^^soever  the 
doctored  words  or  image  of  a  person  without  his  consent, 
provided  that  it  is  not  evident  from  outside  ^PPearances  that 

sich  has  been  doctored,  or  if  such  is  -^^-P/^^f^^f.^f  °^8 
shall  be  punished  by  the  penalties  prescribed  by  Article 

Proceedings  shall  be  initiated  under  the  conditions 
specified  by  Article  369,  paragraph  2. 

^^t■      '^l^    CL     No   -7n-f.4-^  nf  July  17.  1970.  Art.  23). 

A^t.  371  {L.  J*o.  /u  OHJ  .y  ^  i'  p^t  of  operations 
A  list  of  the  devices  designed  for  the  carrying  ^  3^3 
suitable  to  constitute  the  violations  specified  m  Article  Jb» 
Shan  be  established  by  rules  of  public  -^^/^^^lll^^-.Jll^, 
devices  listed  may  be  manufactured,  imported,  offered  for  sale, 
or  sold  o^^lj  by  virtue  of  a  ministerial  authorization,  granted 
under  conditions  specified  by  the  same  ruling. 

Those  who  contravene  the  provisions  of  the  Preceding 
paragraph  shall  be  punished  by  the  penalties  specified  in  the 
above-mentioned  Article  368. 

Art.  372  (L,Jio,.J0.-643  of  July  17_^970^r^)  . 
For  all  the  violations  specified  in  f Nicies  368  to  37^  the 
attempt  to  commit  the  offense  shall  be  punished  the  same  as 
the  minor  crime  itself. 

in  th.  cases  specified  in  Articles  368  to  370.  public 

.    -I       •  T^  ^v.o  na<5p«;  sDecified  in  Articles  joo  emu 

tltVJe   :;eTifi  dTn  ftticleiro.'^he  contt^y  decide 
„  tlAsHt7\L   device  used  for  the  doctoring  lsaE°a^ 
1    Tr,  i-hp  ra«;e=;  specified  in  Article  371,  the  court 
SSfl  ;id  "t  c„n?is:are  the  unauthorized  devices  which 
lere  the  objects  in  the  operations  mentioned  in  that  Article. 
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Under  the  provisions  of  Article  368  of  the  Criminal  Code, 
the  following  acts  are  punishable:  secret  listening  in  on,  or 
recording  or  transmission  of  acts  infringing  upon  the  intimacy  of 
the  private  life  of  others,  as  well  as  the  retention,  disclosure,  or 
use  of  recordings  or  documents.   In  the  opinion  of  Professor  R. 
Badinter,  if  the  circle  of  punishable  persons  is  very  large,  the 
penal  sanctions  for  electronic  listening  in  are  subject  to  certain 
conditions  established  by  law: 

a)  the  listening  in  must  be  made  without  the  knowledge 
of  the  person  concerned; 

b)  the  intercepted  words  must  be  uttered  in  a  private 
place; 

c)  the  infringing  upon  the  intimacy  of  private  life 
must  be  voluntary; 

d)  the  initiative  for  proceedings  is  not  in  the  hands 
of  the  public  prosecution.  14/ 

In  Badinter 's  opinion,  under  the  new  provisions  of  the 

Criminal  Code,  "The  use  of  wiretapping  [tables  d'ecoutes]  by  the 

administrative  police  to  the  degree  that  it  unavoidably  and  willingly 

15/ 
infringes  upon  the  private  life  of  political  figures  became  punishable." 

The  above-mentioned  Senate  Commission  observed  in  its 

report  that  the  provisions  of  the  Criminal  Code  have  much  greater 


14/  R.  Badinter,  "La  Protection  de  la  vie  privee  contre  I'ecoute 
ilectronique  clandestine,"  in  1  La  Semaine  juridique  2435  (1971). 

15/  Id. 
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importance  than  those  of  the  Postal  and  Telecommunications  Code. 

They  apply  not  only  to  persons  engaged  in  the  telecommunications 

service  but  to  any  person,  and  Article  368  covers  not  only  listening 

in,  but  also  wiretapping  and  retransmission.   But  in  the  Commission's 

opinion,  the  Law  of  1970,  as  integrated  in  the  Criminal  Code,  does 

not  solve  all  the  problems  connected  with  secret  listening. 

First,  the  provisions  of  the  Criminal  Code  are  applicable 

only  against  "infringing  upon  the  intimacy  of  private  life."  It  is 

hard  to  determine  the  sphere  of  private  life  because  it  depends  on 

the  evolution  of  morals  and  the  status  of  the  person  concerned.   On 

the  other  hand,  spying  on  conversations  is  reprehensible  only  if 

it  was  done  "in  a  private  place."  The  most  important  deficiency  of 

the  Law  of  1970,  however,  is  that  it  did  not  resolve  the  legality 

of  the  problem  of  listening  devices  and  recordings  made  by  the 

police  acting  within  the  scope  of  the  "preliminary  inquiry  or 

16/ 
preliminary  investigation." 

Finally,  it  should  be  mentioned  that  the  Law  of  July  17, 

1970,  also  amended  the  provisions  of  Article  9  of  the  Civil  Code: 


16/   Supra  note  2,  at  46-47, 


889 


France-13 


^Ili-J.   q.  No.  70-643  of  July  17.  197Q) .   Everyone  has 
a  right  to  respect  for  his  private  life. 

The  judges  may,  without  prejudice  to  the  reparation  of 
the  damages  sustained,  order  any  proper  measure,  such  as 
sequestration,  seizure,  etc.,  to  prevent  or  stop  the  in- 
fringement upon  the  intimacy  of  private  life;  these  measures 
may  in  case  of  urgency,  be  ordered  in  chambers. 

The  provisions,  according  to  R.  Lindon,  were  nothing  but 
the  approval  by  the  legislature  of  the  constant  practice  of  the 
courts. 

Prepared  by  Dr.  Domas  Krivickas 
Senior  Legal  Specialist 
European  Law  Division 
Law  Library,  Library  of  Congress 
October  1974 


17/  R.  Lindon,  "Les  Dispositions  de  la  loi  du  17  Juillet  1970 
235f  (mO)'.^^  protection  de  la  vie  privee,"  in  1  La  Semaine  inriHJT.. 
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I.   Constitutional  Provisions 

When  the  Basic  Law  for  the  Federal  Republic  of  Germany 
was  promulgated  by  the  Parliamentary  Council  on  May  23,  1949,  it 
listed  among  the  basic  rights  the  inviolability  of  mail,  post,  and 
telecommunications.  The  constitutional  guarantee  of  the  secrecy 
of  telecommunications  was  included  in  Article  10,  as  follows: 

(1)  The  secrecy  of  mail,  post,  telecommunications 
shall  be  inviolable. 

(2)  The  right  may  be  restricted  only  pursuant  to  a  law. 

On  June  24,  1968,  the  Bundestag  passed  the  Seventeenth 
1/ 
Law  Amending  the  Basic  Law  which  added  a  second  sentence  to  Article  10 

(2)  to  read  as  follows: 

(2)  The  right  may  be  restricted  only  pursuant  to  a 
law.   Such  law  may  establish  that  the  person  affected  shall 
not  be  informed  of  any  such  restriction  if  it  serves  to  protect 
the  free  democratic  basic  order  or  the  existence  or  security 
of  the  Federation  or  a  land,  and  that  recourse  to  the  courts 
shall  be  replaced  by  a  review  of  the  case  by  bodies  and 
auxiliary  bodies  appointed  by  the  Bundestag. 

As  a  result,  the  privacy  of  mail  and  telecommunications 

messages  may  be  infringed  upon  in  peacetime  without  recourse  to  the 


1_/     Bundesgesetzblatt  [official  law  gazette  of  the  Federal  Republic 
of  Germany,  hereinafter  cited  as  BGBl.J  1968  I,  p.  709. 
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courts  "if  it  serves  to  protect  the  free  democratic  basic  order"  or 
the  very  existence  of  the  Federal  Republic  or  one  of  its  IMnder. 

To  test  the  constitutionality  of  this  amendment,  the  land 
government  of  Hesse  lodged  a  "constitutional  complaint"  with  the 
Federal  Constitutional  Court.   Similar  constitutional  complaints 
were  lodged  by  a  group  of  judges  and  practicing  lawyers.   They 
challenged  the  constitutionality  of  the  exclusion  of  judicial  review, 
inasmuch  as  this  would  violate  Article  19  (2)  of  the  Basic  Law 
providing  that  "in  no  case  may  the  essential  contents  of  a  basic 
right  be  encroached  upon,"  and  the  substitution  of  parliamentary 
control  for  the  recourse  to  the  courts  heretofore  available  in 

all  cases  in  which  a  person's  basic  right  was  violated  by  public 

2/ 
authority.    In  their  opinion,  the  principle  of  the  separation  of 

powers  was  violated.   The  German  Federal  Government  argued  that 

the  principle  of  a  constitutional  State  under  law,  underlying  the 

Basic  Law,  requires  only  the  efficient  protection  of  rights,  which, 

however,  is  not  always  necessarily  protection  by  the  courts.   The 

protection  afforded  by  the  minutely  regulated  parliamentary  control 

device  appears  to  be  in  no  way  inferior  to  judicial  review.   It 

is  imperative,  in  order  not  to  thwart  State  protection  measures,  to 


11     Art.  10  (4)  of  the  Basic  Law. 

ZJ     Art^.20  and  79  (3)  of  the  Basic  Law, 
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keep  surveillance  measures  secret.   The  Federal  Constitutional 

Court,  in  its  judgment  of  December  15,  1970,  ruled  by  a  vote  of 

5:3  that  both  the  constitutional  amendment  and  the  exclusion  of 

recourse  to  courts  with  respect  to  ordering  and  carrying  out 

surveillance  are  compatible  with  the  Basic  Law,  with  the  exception 

of  the  provision  of  Section  5  (5)  of  the  Law  Concerning  the 

4/ 
Restriction  of  Mail,  Post,  and  Telecommunications  Secrecy  of 

August  13,  1968  (hereafter  Surveillance  Act  of  1968,  to  be  discussed 

below),  which  was  declared  unconstitutional  and  thus  null  and  void. 

The  voided  provision  excluded  giving  information  to  the  person  affected 

concerning  surveillance  measures,  even  in  a  case  in  which  this  could 

5/ 
be  done  without  jeopardizing  the  purpose  of  the  surveillance. 

II.   Restrictions  of  Telecommunications  Secrecy  for  Intelligence 
Purposes 

For  almost  two  decades  after  the  creation  of  the  Federal 

Republic  of  Germany,  the  German  Government  lacked  the  power  to  order 

surveillance  for  intelligence  purposes.   This  was  due  to  the  fact 

that  the  Western  Allies  had  also  reserved  this  power  for  themselves, 

considering  it  indispensable  for  the  protection  of  the  troops  stationed 

in  the  territory  of  the  Federal  Republic.   However,  the  Convention  on 


kj     Law  to  Article  10  of  the  Basic  Law. 

V  30  Entscheidungen  des  Bundesverf assungsgerichts  1-47  (Tubingen, 
1971). 
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Relations  Between  the  Three  Powers  and  the  Federal  Republic  of  Germany, 

as  amended  by  the  Protocol  on  the  Termination  of  the  Occupation  Regime 

6/ 
in  the  Federal  Republic  of  Germany,  signed  at  Paris  on  October  23,  1954, 

contained  the  following  provision: 

^^'"-  -'^  (^)-   The  rights  of  the  Three  Powers,  heretofore 
held  or  exercised  by  them,  which  related  to  the  protection 
of  the  security  of  armed  forces  stationed  in  the  Federal 
Republic  and  which  are  temporarily  retained,  shall  lapse  when 
the  appropriate  German  authorities  have  obtained  similar  powers 
under  German  legislation  enabling  them  to  take  effective  action 
to  protect  the  security  of  those  forces,  including  the  ability 
to  deal  with  a  serious  disturbance  of  public  security  and  order. 
[Italics  added.] 

The  underlined  sentence  was  understood  to  include  surveillance  of 
mail  and  telecommunications. 

One  of  the  reasons  for  the  promulgation  of  the  Surveillance 
Act  of  1968  was  to  enable  the  Federal  Republic  to  assume  the 
responsibility  for  protecting  the  security  of  the  armed  forces  of 
the  Three  Powers  and  thus  end  the  above-mentioned  reserved  rights 
as  provided  by  Article  5  (2)  of  the  Paris  Treaty.   By  identical 
declarations  on  May  27,  1968,  the  Three  Powers  (the  United  States, 

Great  Britain,  and  France)  renounced  these  rights,  effective  November  1, 

IJ 
1968,  the  day  on  which  the  Surveillance  Act  of  1968  became  effective. 


6/  BGBl.  1955,  II,  p.  305. 

y     BGBl.  1968,  I.,  p.  714.   See  also:  J.  Aubert,  Fernmelderecht, 
Systematische  Darstellung.  I.  Teil  68-69  (3d  ed.  Hamburg,  1974). 


57-282  O  -  76  -  pt.2  -  15 
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The  Surveillance  Act  of  1968  went  far  beyond  the  scope 
of  the  Allied  Powers'  surveillance  powers  in  that  it  also  authorized 
wiretapping  for  the  protection  of  the  internal  and  external  security 
of  the  Federal  Republic  and  its  lander  in  general. 

It  also  authorized  the  interception  and  recording  of 
telecommunications  messages  for  the  purpose  of  averting  Impending 
danger  to  the  free  democratic  basic  order  or  the  existence  or 
security  of  the  Federation  or  a  land  when  concrete  indications  lead 
to  the  suspicion  that  specifically  enumerated  criminal  acts  directed 
against  the  internal  and  external  security  of  the  State  are  planned 

or  committed. 

Requests  for  the  issuance  of  a  surveillance  order  may  be 
made  only  by  the  Federal  Office  for  the  Protection  of  the  Constitution, 
the  offices  for  the  protection  of  the  Constitution  of  the  lander, 
the  Office  for  the  Security  of  the  Federal  Armed  Forces,  and  the 
Federal  Information  Service.   The  request  for  a  surveillance  order  " 
is  a  measure  of  last  resort  and  may  be  made  only  if  obtaining  evidence 
for  intelligence  purposes  by  other  means  appears  to  be  utterly 
ineffective  or  extremely  burdensome.   Similarly,  in  regard  to 
surveillance  for  prosecutorial  purposes,  the  kind,  scope,  and  duration 
of  surveillance  measures  must  be  specified,  and  they  may  be  directed 
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only  against  the  suspect,  or  persons  directly  or  indirectly  involved 
in  the  receiving  or  transmitting  of  telecommunications  for  him. 

In  addition  to  the  cases  mentioned  above,  surveillance 
may  be  ordered  for  the  collection  of  information,  the  knowledge  of 
which  is  necessary  for  the  timely  discovery  of  an  armed  attack 
against  the  Federal  Republic  and  to  meet  such  a  threat.    Such 
surveillance  constitutes  a  special  case  in  which,  because  of  the 
particular  danger  of  an  armed  attack  against  the  country,  surveillance 
becomes  lawful  even  though  the  otherwise  strictly  observed  prerequi- 
sites enumerated  in  Article  1,  Section  2,  will  not  be  met.   Such 
special  surveillance  may  occur  only  within  the  area  of  the  jurisdic- 
tion of  the  Foreign  News  Information  Service  and  should  be  ordered 
with  respect  to  concrete  and  clearly  specified  areas  of  mail  and 
telecommunications  surveillance.  As  explained  in  the  legislative 
motives. 

These  areas  may  not  be  more  concretized  in  law  because 
of  reasons  of  State  security.   Such  concretlzatlon  would 
make  possible  circumvention  of  these  [surveillance]  measures 
and  thereby  make  them  without  any  value.  9/ 


8/  Art.  1,  Sec.  3(1)  of  the  Surveillance  Act  of  1968  [hereinafter 
cited  as  Surveillance  Act]. 

1.1     Verhandlungen  des  Deutschen  Bundestages.   5  Wahlperiode, 
Drucksache  V/1880,  at  10. 
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The  surveillance  order,  directed  to  the  German  Post  Office,  Is  Issued 

by  the  highest  land  office  (when  requested  by  a  land  office  for  the 

protection  of  the  Constitution)  and  In  all  other  cases  by  a  federal 

minister  authorized  by  the  Federal  Chancellor. 

Evidence  obtained  through  surveillance  measures  must  be 

10/ 
destroyed  when  It  Is  no  longer  required  . 

The  carrying  out  of  surveillance  measures  for  Intelligence 

purposes  Is  the  responsibility  of  the  government  agency  which  has 

initiated  them,  and  they  must  be  effected  under  the  supervision  of  an 

11/ 
official  qualified  to  hold  judicial  office.     This  provision,  as 

explained  in  the  legislative  motives,  is  intended  to  provide  a 

guarantee  that  surveillance  shall  be  carried  out  in  full  compliance 

with  all  pertinent  legal  regulations.   "In  particular,"  the  legislative 

motives  further  state,  "this  official,  under  [Sec.  7]  paragraph  2, 

will  continually  have  to  examine  the  preconditions  of  Section  2 

[of  the  Law]  and,  should  such  no  longer  exist.  Immediately  order 

12/ 
their  discontinuation." 


10/  Sec.  7  (3)  and  (4),  Surveillance  Act. 
11/  Sec.  7,  par.  1,  Surveillance  Act. 
12/  Supra  note  9. 
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Evidence  obtained  through  surveillance  measures  is 

subject  to  the  restricted-use  provisions.   As  a  rule,  it  may  be  used 

only  for  investigation  and  prosecution  of  criminal  acts  enumerated 

in  Section  2  of  the  Law.   However,  there  is  a  notable  exception  in 

Section  7,  paragraph  3.   If  such  evidence  provides  concrete  indications 

that  some  person  has  failed  to  inform  authorities  in  time  to  avert  a 

design  to  commit  one  of  the  more  serious  crimes  in  Section  138  of  the 

Criminal  Code,  this  evidence  may  be  used  in  an  investigation,  prose- 

13/ 
cution,  and  trial  against  that  person. 

III.    Parliamentary  Control  over  Telecommunications  Surveillance  for 
Intelligence  Purposes 

Originally,  the  framers  of  the  mail,  post,  and  telecommuni- 
cations surveillance  legislation  intended  to  have  an  independent  judge 

14/ 
order  surveillance,   but  the  idea  of  a  judicial  surveillance  order — 

as  in  the  case  of  surveillance  for  prosecutorial  purposes — did  not 
survive  in  later  drafts,  and  high  administrative  officials  were 
designated  to  have  jurisdiction  in  this  matter.   The  main  reason 
for  this  change — according  to  the  legislative  motives — was  that  "the 
responsibility  for  a  decision  of  such  kind  should,  because  of  reasons 
for  a  distinct  separation  of  powers,  remain  with  the  Executive, 


13/   Id. 

14/   Id.  at  IV/2634. 
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15/ 
responsible  to  the  Parliament."      The  principle  that  in  the  case 

of  intelligence  surveillance  of  telecommunications  "the  recourse 

to  the  courts  shall  be  replaced  by  a  review  of  the  case  by  bodies 

16/ 
and  auxiliary  bodies  appointed  by  Parliament"   is  amplified  by  the 

provision  of  Section  9  of  the  Surveillance  Act  of  1968.  The  salient 

points  of  Section  9  are  thus  explained  in  the  legislative  motives 

appearing  in  the  reasoning  in  support  of  the  Law: 

This  provision  concretizes  the  amendment  of  Article  10 
of  the  Basic  Law  envisaged  within  the  framework  of  the  consti- 
tutional provisions  for  a  state  of  emergency,  which  requires 
a  review  of  the  [surveillance]  orders  under  this  law  by  par- 
liamentary representation  and  its  appointed  auxiliary  bodies. 

Paragraph  1  complies  with  this  [principle]  by  establishing 
an  authoritative  body  consisting  of  five  Bundestag  members 
[intended  to  be]  an  organ  of  control.   This  solution,  on  the 
one  hand,  makes  an  effective  parliamentary  control  possible  and, 
on  the  other  hand,  takes  into  consideration  special  security 
needs.   This  authoritative  body  may  also  be  informed  of  facts 
which  are  relevant  for  the  substantiation  of  the  request  [for 
surveillance]  under  Section  4,  paragraph  3,  but  which  because 
of  state  security  reasons  may  not  be  disclosed  to  a  larger 
circle  of  persons.   The  establishing  of  special  parliamentary 
authoritative  bodies  for  questions  of  intelligence  services 
has  been  a  success  (comp.  Report  of  the  Federal  Government  to 
the  Bundestag  of  October  5,  1964  -Drucksache  IV/2582  -Report 
of  the  Interior  Committee  of  May  12,  1965  -Drucksache  IV/3469) . 

As  a  substitute  for  the  exclusion  of  judicial  review  of 
the  [surveillance]  order  there  is  a  committee  provided  for 


15/  Id.  at  8,  under  6.c. 

16/  Art.  10  (2),  2d  sentence,  of  the  Basic  Law. 

17/  Supra  note  9,  at  11. 


899 


FRG-IO 

(paragraph  5)  which  has  the  possibility,  either  ex  officio  or 
upon  motion,  to  review  the  admissibility  of  [surveillance]  orders 
or  individual  measures  imposed  under  this  Law.   The  regulation 
that  the  members  of  this  Committee,  who  themselves  need  not  be 
members  of  the  Bundestag,  are  appointed  and  recalled  by  the 
authoritative  body  consisting  of  five  members  of  the  Bundestag,  is 
again  in  compliance  with  the  constitutional  requirement  of  parlia- 
mentary control.   The  Federal  Minister,  having  jurisdiction  under 
Section  5,  paragraph  1,  has  to  present  to  the  Committee  the  grounds 
for  his  order.   If  the  Committee  declares  an  order  inadmissible, 
the  Federal  Minister  must  immediately  rescind  it  and  must  see  to 
it  that  the  measures  originated  on  the  basis  of  this  order  are 
immediately  discontinued. 

The  [provision]  concerning  the  hearing  of  the  [opinion  of  the] 
Federal  Government  provided  for  in  paragraph  3,  2nd  sentence,  should 
enable  the  latter  to  demur  in  an  individual  case  against  the 
indispensable  authority  of  committee  members  to  have  access  to 
secret  cases.   The  function  of  committee  members  is  honorary  in 
nature. 

IV.   Restrictions  of  Telecommunications  Secrecy  for  the  Purpose  of  Criminal 
Prosecution 

The  surveillance  and  recording  of  telecommunications,  the  secrecy 

of  which  is  as  a  rule  constitutionally  guaranteed,  is  permitted  for 

prosecutorial  purposes.   This  is  possible,  however,  within  the  narrow 

limits  of  Sections  100a  and  100b  of  the  Code  of  Criminal  Procedure,  as 

18/ 
amended  by  the  Surveillance  Act  of  1968. 

Interception  and /or  tape  recording  of  wire  communications  may 

be  ordered  only  if  two  preconditions  are  present:   first,  if  specific 

facts  have  been  established  leading  to  the  suspicion  that  some  person  has 


18  /   A  new  version  of  Sees.  100a  and  100b  has  gone  into  effect  since 
the  original  release  of  the  present  study  (see  Bekanntmachung  der  Neufassun 
der  Strafprozessordnung  (StPO)  vom  7.  Januar   1975 — BGBl.  1975,  I,  p.  129). 
The  few  modifications  introduced  are  not  relevant  in  this  context. 
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committed,  attempted  to  commit,  or  is  preparing  to  commit  one  of  the 
specifically  mentioned  offenses;  and  second,  if  the  investigation  of 
the  salient  facts  or  the  ascertainment  of  the  place  of  abode  of  the 
suspect  by  other  means  would  be  either  futile  or  substantially  more 
burdensome. 

The  criminal  offenses  justifying  telecommunications  surveillance 
are  enumerated  in  Section  100a  of  the  Code  of  Criminal  Procedure.  The 
list  includes  two  large  groups:   first,  major  and  minor  political  crimes 
(high  treason,  treason,  the  endangering  of  external  security,  criminal 
acts  against  the  security  of  foreign  NATO  troops  stationed  in  the  Federal 
Republic,  etc.);  and  second,  other  serious  crimes  (murder,  manslaughter, 
robbery,  crimes  constituting  a  common  danger,  etc.) 

There  is  the  further  limitation  that  the  surveillance  order 
may  be  directed  only  against  the  accused  or  against  persons  receiving 
or  transmitting  communications  intended  for  him  or  originating  from 
him,  or  persons  whose  lines  the  accused  is  suspected  of  using. 

The  procedural  guarantees  with  respect  to  surveillance  for 
prosecutorial  purposes  are  outlined  in  Section  100b  of  the  Code  of 
Criminal  Procedure.   Such  surveillance  and  recording  of  telecommunications 
may  be  ordered  only  by  a  judge.   An  exception  is  made  for  cases  in 
which  there  is  "danger  in  delay,"  i.e.,  when  the  delay  occasioned  by 
the  obtaining  of  the  judicial  order  may  cause  a  loss  of  evidence.   In 
this  case,  the  surveillance  order  may  be  issued  by  the  State  Attorney's 
Office  which  determines  whether  such  danger  exists.  However,  its 
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order  Is  effective  only  for  3  days  and  lapses  unless  affirmed  by 
a  judge,  which  in  this  case  amounts  to  a  judicial  order  required  by 
law. 

The  surveillance  order  must  be  in  writing,  must  contain 

the  name  and  address  of  the  person  against  whom  it  is  directed,  and' 

the  kind,  scope,  and  duration  of  the  surveillance  measures.   In 

particular,  it  should  state  whether  the  telecommunication  under 

surveillance  should  also  be  recorded,  as  is  the  usual  case,  and 

whether  it  is  Issued  to  investigate  a  set  of  facts  or  to  determine 

the  accused's  place  of  abode.   If  a  limitation  of  the  time  during 

which  surveillance  should  be  exercised  is  possible  (e.g.,  in  the 

office — during  the  day;  at  home — after  office  hours),  this  should  be 

19/ 
done.    The  surveillance  order  is  issued  for  only  3  months  at  a 

time. 

V.   Surveillance  Guarantees 

Several  guarantees  are  common  to  both  surveillance  for 
prosecutorial  purposes  and  surveillance  for  intelligence  purposes. 
They  are: 

1)   the  written  form  of  the  surveillance  order,  as  well  as 
the  requirement  that  its  contents  include  the  type, 
scope,  and  duration  of  the  surveillance  measure; 

19/  H.  DJnnebier,  and  others,  1  Lowe-Rosenberg.   Die  Strafprozessordnung 
und  das  Gerichtsverf assungsgesetz.  Grosskommentar  609-610  (22d  ed.  Berlin, 
1971). 
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2)  the  limitation  as  to  the  period  of  time  the  order  is 
valid,  i.e.,  the  3-month  time  limit  coupled  with  the 
possibility  of  its  extension  for  3  months  at  a  time; 

3)  the  obligation  of  immediate  discontinuation  of  the 
surveillance  as  soon  as  it  is  no  longer  necessary. 

The  differences  between  prosecutorial  and  intelligence- 
gathering  surveillance  measures  are  as  follows: 

1)  to  originate  surveillance  for  prosecutorial  purposes,  a 
punishable  criminal  act  (consummated  crime,  attempt, 
preparation)  must  be  reasonably  suspected,  whereas  sur- 
veillance for  intelligence  purposes  may  be  started  at 
an  earlier  stage,  i.e.,  in  anticipation  of  such  an  act; 

2)  the  catalogue  of  criminal  activities  justifying  prose- 
cutorial surveillance  includes  more  items  than  that  of 
intelligence-gathering  surveillance  which  in  practice 
is  available  only  for  political  crimes,  i.e.,  crimes 
against  the  internal  and  external  security  of  the  State; 

3)  in  the  final  analysis,  prosecutorial  surveillance  re- 
quires a  judicial  order,  whereas  intelligence  surveillance 
needs  only  an  order  of  an  administrative  agency. 
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VI.   Electronic  Eavesdropping 

No  express  provision  prohibiting  electronic  eavesdropping 

existed  in  the  Federal  Republic  of  Germany  at  its  founding  in  1949, 

although,  in  1953  and  1962,  various  draft  provisions  were  discussed 

20/ 
and  subsequently  rejected. 

Section  298  of  the  German  Criminal  Code  in  the  present  version — 

21/ 
which  will  remain  effective  until  January  1,  1975 — provides  punishment 

for  three  kinds  of  eavesdropping: 

1)  unlawful  recording  of  the  non-publicly  spoken  word  of  another, 

2)  using  or  making  accessible  to  a  third  person  such  recordings,  and 

3)  for  unlawful  listening  in  by  means  of  a  listening  device  of  non- 
publicly  spoken  words  of  another  not  Intended  for  the  listener's 
knowledge.   The  penalty  is  deprivation  of  liberty  for  no  more 


20/  E.  Schmidt,  "Die  Verwendbarkeit  von  Tonbandaufnahmen  Im 
Strafprozess, "  in  Forschungen  und  Berichte  aus  dem  offentlichen  Recht. 
Ged".chtnisschrif  t  fiir  Walter  Jellinek  627  (Miinchen,  1955).   See  also 
H.  U.  Scupin,  "Die  Zulassigkeit  und  Verwertbarkelt.von  Tonbandaufnahmen 
Im  pollzeilichen  Ermittlungsverf ahren,"  in  10  Die  Offentliche  Verwaltung 
551  (1957) .   The  English  translation  of  some  of  these  provisions  appears 
in  The  German  Draft  Penal  Code.  E  1962.   Translated  by  N.  Ross.  108-109 
(1966). 

21/  The  new  version  of  the  Criminal  Code  went  into  effect  on  the 


basis  of  the  Bekanntmachung  der  Neufassung  des  Straf gesetzbuches  (StGB) 
vom  2.  January  1975~BGB1.  1975,  I,  p.  1.   The  original  Sec.  298  was 
stricken  from  the  Code  and  its  substance  was  incorporated  in  Sec.  201. 
The  author  anticipated  the  changes  in  the  provisions  when  he  wrote  the 
original  report,  and  they  are  described  in  the  text  above,  particularly 
with  respect  to  the  aggravation  of  penalties. 
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than  6  months  and/or  a  fine.   This  comparatively  light 

punishment  is,  however,  increased  to  deprivation  of  liberty 

up  to  5  years  and  a  fine  if  the  eavesdropping  is  done  for 

compensation  or  with  the  specific  intent  to  procure  for  the 

perpetrator  or  a  third  person  an  unlawful  property  benefit 

or  to  inflict  damage  on  another  person. 

•      The  new  German  Criminal  Code,  part  of  which  (including  the 

22/ 
eavesdropping  provision)  will  become  effective  January  2,  1975,   likewise 

penalizes  "the  violation  of  the  confidentiality  of  the  [spoken]  word" 

(Sec.  201).   The  aggravating  elements  of  obtaining  property  benefits  or 

inflicting  harm  on  the  aggrieved  person  have  been  dropped  from  the 

legislative  text.   However,  the  maximum  penalty  for  eavesdropping  has 

been  increased  to  3  years.   On  the  other  hand,  the  former  maximum  penalty 

of  5  years'  deprivation  of  liberty  has  been  retained  for  a  new  category 

of  eavesdropper,  who  as  an  office  holder  or  a  person  under  a  special 

obligation  with  respect  to  public  service,  "violates  the  confidentiality 

23./ 
of  the  spoken  word."    The  old  Criminal  Code  contained  the  same  provision 

in  section  353d. 

VII.   Principles  for  Admission  of  Secret  Tape  Recordings  as  Evidence 

In  several  cases,  confessions  of  accused  persons  made  out  of 

court  and  recorded  on  tape  without  their  knowledge  were  admitted  as 

evidence  by  the  Federal  Supreme  Court. 


22_/  Id. 

23/   Sec.  201,  par.  3,  of  the  new  German  Criminal  Code. 
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In   the  first  case,   by  a  decision  of   the  First  Department 

24/ 

for  Criminal  Cases  of  March  12,  1954,    the  court  held  that  where 

both  accused  persons  had  confessed  their  crime  to  the  Chief  of  the 

Criminal  Police  and  their  confession  had  been  recorded  on  tape  by 

a  hidden  microphone,  it  was  irrelevant  whether  such  tape  recording 

constituted  a  record,  because  it  was  an  admissible  means  of  evidence 

similar  to  photographs. 

The  second  case  was  decided  by  the  Fourth  Department  for 

25_/ 

Criminal  Cases  of  the  Federal  Supreme  Court   and  in  it  the  court 

referred  to  the  above  decision  in  support  of  the  statement  that  a 

tape  recording  may  be  used  as  a  means  of  evidence  holding  that: 

The  opinion  that  tape  recordings  may  not  be  used 
to  reproduce  depositions  in  criminal  proceedings  (Eb[erhard] 
Schmidt.   Gedachtnisschrif t  fur  W.  Jellinek,  625  ff)  is 
based  on  an  interpretation  of  Section  253  of  the  Code  of 
Criminal  Procedure  differing  from  that  in  the  court  practice 
of  the  Federal  Supreme  Court;  furthermore  the  question  of 
evidentiary  value  in  each  particular  case  must  be  decided 
by  the  court  trying  the  case  on  the  merits.   As  the 
recording  has  been  brought  to  the  Main  Proceedings  by  the 
government  attorney's  office,  it,  as  a  rule,  had  to  be  used 
on  the  latter 's  request  in  accordance  with  Section  245  of 
the  Code  of  Criminal  Procedure. 


24 /   Bundesgerichtshof ,  Urteil  vom  12.3.1954-1  StR  1/54  Excerpts 
of  this  decision  were  published  in  11  Juristenzeitung  227  (1956) . 

25_/   Bundesgerichtshof,  Urteil  vom  1.12.1955-4  StR  405/55.   Excerpts 
of  this  decision  were  published  in  9  Neue  Juristische  Wochenschrif t 
558-559  (1956)  and  11  Juristenzeitung  227-228  (1956). 
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In  the  first  case  the  Supreme  Court  also  stressed  the 

additional  point  that  defendants  had  not  questioned  the  authenticity 

of  the  tape  recording: 

Inasmuch  as  the  defendants  have  acknowledged  that  their 
statements  have  been  correctly  reproduced  on  the  tape  recording, 
there  exist  no  legal  objections  [against  the  fact]  that  the  judge 
deciding  the  case  on  its  merits  has  drawn  upon  these  admissions 
as  evidence  of  an  earlier  confession. 

The  element  of  consent  appears  also  in  later  court 

decisions  in  which  the  proposition  is  advanced  by  the  courts  that 

earlier  consent  of  a  defendant  to  have  his  statements  recorded  on  tape 

during  a  police  interrogation  session,  coupled  with  the  fact  that  the 

police  official  at  the  trial  of  the  case  refers  to  the  tape  recording 

in  order  to  refresh  his  memory,  makes  the  contents  of  the  tape 

recording  an  integral  part  of  the  testimony  of  the  witness.   For  example, 

the  First  Department  for  Criminal  Cases  of  the  Federal  Supreme  Court, 

decision  of  June  14,  1960^  held  that  a  "tape  recording  made  with  the 

consent  of  the  accused  which  retains  a  confession  made  before  the 

^26/ 
police  may  be  used  as  a  means  of  evidence." 

Most  recently  the  Federal  Constitutional  Court  had  to  rule 

on  the  admissibility  as  evidence  of  tape  recordings  secretly  made 


26/   14  Entscheidungen  des  Bundesgerichtshof es  in  Strafsachen 
339,  341  (1960). 
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during  preliminary  proceedings  against  an  appellant  in  a  case 
concerning  tax  evasion,  false  pretenses,  and  document  forgery. 

211 

The  Court,  by  a  decision  of  6:1,  held: 

a)  The  basic  right  deriving  from  Art.  2,  par.  1,  Basic 
Law  protects  also  any  legal  position  necessary  to  the  [free] 
development  of  [a  person's]  personality.   This  embraces, 
within  concrete  limits,  [a  protected  interest]  on  the  same 
level  as  the  right  to  one's  own  picture,  also  the  right  to 
the  spoken  word.   Therefore,  as  a  rule,  everybody  may  him- 
self alone  determine  who  should  record  his  word  as  well  whether 
and  in  whose  presence  his  voice,  recorded  on  a  sound  carrier, 
should  be  replayed. 

b)  This,  however,  does  not  exclude  such  cases  in  which 
the  prevailing  interests  of  the  general  public  Imperatively 
command  [such  measures] ,  and  even  the  protection-worthy 
interest  of  the  accused  that  secretly  made  tape  recordings 
should  not  have  evidential  value  in  criminal  proceedings 
must  recede. 


Prepared  by  Dr.  Armins  Rusis 
Senior  Legal  Specialist 
European  Law  Division 
Law  Library,  Library  of  Congress 
October  1974 


27/  Bundesverfassungsgericht.   Beschluss  vom  31.1.1973-2BvR  454/71. 
The  decision  has  not  yet  been  published  in  the  official  collection.   Its 
substantial  parts  were  published  in  26  Neue  Juristische  Wochenschrif t 
891-893  (1973). 
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Wiretapping  is  not  illegal  in  Great  Britain.  The  Home 
Secretary  may  issue  a  warrant  on  request  to  any  authority  to  intercept 
telephone  calls.   The  Birkett  Committee,  set  up  in  1957  to  inquire 
into  the  interception  of  communications,  discussed  the  possible  ori- 
gins of  this  power."   One  view  was  that  the  power  is  based  on  the 
Crown's  prerogative  to  intercept  any  form  of  communications  including 
telephone  conversations.  Another  view  was  that  the  Crown,  in  preserv- 
ing the  safety  of  the  state  and  maintaining  order,  has  the  right  to 
intercept,  examine  and  disclose  information  which  is  carried  by  the 
Crown.  An  alternative  view  was  that  the  Secretary  of  State's  power 
is  not  based  on  a  prerogative  power  at  all  but  on  the  common  law  right 
of  the  Crown  to  safeguard  the  safety  of  the  realm. 

The  Committee  concluded  that  the  legal  position  was  that 
the  power  to  intercept  communications  had  been  exercised  and  recog- 
nized from  the  earliest  times  and  was  wide  enough  to  cover  telephone 

conversations . 

Prior  to  1937  no  warrants  were  issued  for  Interceptions. 
An  arrangement  would  be  made  directly  between  the  police  authorities 
and  the  Head  of  the  Post  Office  to  tap  telephones.   In  1937  the  situ- 
ation was  reviewed  by  the  Postmaster  General  and  the  Home  Secretary 


1/  Committee  of  Privy  Councillors  to  Inquire  into  Interception 
of  Communications,  Report,  Cmnd.  283  (1957). 
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and  it  was  considered  undesirable  that  conversations  should  be  inter- 
cepted and  disclosed  by  civil  servants  without  the  authority  of  the 
Home  Secretary. 

The  Secretary  of  State's  discretion  is  absolute  and  enables 
him  to  issue  warrants  to  any  authority  or  department  of  state,  although 
in  practice  the  majority  of  the  warrants  have  been  issued  to  the  Metro- 
politan Police  and  the  Department  of  the  Customs  and  Excise.   There 
are  three  criteria  which  have  to  be  satisfied  before  the  warrant  can 
be  issued;   1)  the  offense  must  be  serious,  2)  normal  methods  of  inves- 
tigation must  have  been  tried  and  failed  or  from  the  nature  of  the 
case  must  be  impractical,  and  3)  there  must  be  a  reasonable  chance 
that  the  interception  would  lead  to  a  conviction. 

The  Marrinan  affair  in  1956  focused  attention  on  the  disclo- 
sure by  public  officials  of  information  gained  from  intercepted  tele- 
phone conversations.   The  police,  in  monitoring  the  telephone  calls 
of  Billy  Hill,  a  suspected  criminal,  discovered  he  had  been  talking 
with  Marrinan,  a  barrister  under  investigation  by  the  Bar  Council. 
The  Home  Secretary,  departing  from  the  usual  practice,  gave  the  Bar 
Council  copies  of  the  conversation.   There  was  a  great  public  outcry 
and  the  Birkett  Committee  recommended  that  there  should  be  no  disclo- 
sure of  information  obtained  from  intercepted  telephone  conversations 


57-282  O  -  76  -  pi.  2  -  16 
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"to  private  individuals  or  private  bodies  or  domestic  tribunals  of 

2/ 
any  kind." 

The  Wireless  Telegraphy  Act,  1949  makes  it  an  offense  to 
use  or  install  any  apparatus  for  wireless  telegraphy  except  under 
license."   Section  19(1)  interprets  "wireless  telegraphy"  in  such  a 
way  as  to  exclude  any  devices  using  wires.  Although  it  is  illegal  to 
install  a  device  without  a  license,  it  is  not  an  offense  to  possess  or 
sell  one.   Section  5(b)(1)  of  the  same  act  makes  it  an  offense  for 
anyone  without  the  authority  of  the  Minister  of  Posts  and  Telecommun- 
ications"^ or  other  than  in  the  course  of  his  duty  as  a  civil  servant 
to  use  any  wireless  telegraphy  apparatus  to  obtain  information  about 
the  contents  of  a  message,  or  about  the  sender  or  addressee.   It  is 
also  an  offense  to  disclose  any  information  except  in  the  course  of 
legal  proceedings,  which  only  became  available  as  a  result  of  using 
wireless  telegraphy  equipment. 

The  Minister  of  Posts  and  Telecommunications  is  empowered 
to  make  regulations  prohibiting  the  manufacture  and  importation  of 
wireless  telegraphy  apparatus  in  order  to  prevent  or  reduce  the  risk 


II  Id.  at  23. 

3/  The  Wireless  Telegraphy  Act,  1949,  12,  13  &  14  Geo.  6, 

c.  54,  §  1(1). 

4/  Post  Office  Act,  1969,  c.  48,  §  3. 
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5/ 
of  interference  with  wireless  telegraphy.    An  Order  made  under  this 

act  prohibits  the  import  or  manufacture  of  radio-telephonic  apparatus 

6/ 
operating  on  certain  frequencies. 


Prepared  by  Audrey  F.  Glover 
Legal  Specialist 
American-Biitish  Law  Division 
Law  Library,  Library  of  Congress 
February  1975 


5/  The  Wireless  Telegraphy  Act,  1967,  c.  72,  §  7. 

§_l     The  Radiotelephonic  Transmitters  (Control  of  Manufacture 
and  Importation)  Order,  Stat.  Instr.  1968,  No.  61,  prohibits  the 
import  or  manufacture  of  radio-telephonic  equipment  operating  on 
26.1  -  29.7  and  88  -  108  megacycles. 
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The  main  object  of  the  Indian  Telegraph  Act,  1885,  No.  13, 
appears  to  be  to  give  power  to  the  Government  and  to  any  company  or 
person  licensed  under  the  act  to  place  telegraph  lines  under  or 
over  any  property  belonging  to  private  persons  or  public  bodies. 
The  word  "telegraph"  has  been  defined  in  §  3  to  mean  any  instrument 
or  material  which  is  used  or  capable  of  being  used  for  receiving 
or  transmitting  messages  or  sounds  of  any  nature  by  wire  or  visual 

means.   Therefore,  radio  and  telephone  transmissions  are  also 

2/ 
covered  by  this  definition.    Only  the  Central  Government  or  a 

licensee,  subject  to  the  terms  of  his  license,  can  establish  or  work 

on  telegraphs. 

Section  5  empowers  the  Government  or  an  authorized  officer 
to  take  temporary  possession  of  any  telegraph  established  or  main- 
tained by  any  person,  provided  it  is  done  on  the  occurrence  of  any 
public  emergency,  or  in  the  interest  of  the  public  safety.  Further, 
in  the  same  circumstances,  the  Government  or  an  officer  especially 
empowered,  on  being  satisfied  that  it  is  in  the  interests  of  the 
sovereignty  and  integrity  of  India,  the  security  of  the  State, 
friendly  relations  with  foreign  States  or  public  order,  or  for 


1/  D.  Chitaely  &  S.  Rao,  20  All  India  Reporter  Manual  426, 
3d  ed.  (1973). 

2/  Provincial  Government,  C.P.  &  Berar  v.  Chhakkilal,  [1943] 
All  India  Rptr.  143  (Nagpur  1942);  Senior  Electric  Inspector  v. 
Laxminarayan  Chopra,  [1962]  All  India  Rptr.  159  (S.  Ct.  1961). 
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preventing  incitement  to  the  commission  of  any  offense,  may  direct 
that  any  message  or  class  of  messages  to  or  from  any  person  or  class 
of  persons  should  not  be  transmitted  or  should  be  intercepted  or 
detained.   This  will,  however,  not  apply  to  press  messages  of  the 
accredited  correspondents ,  which  are  intended  to  be  published  in 
India,  unless  their  transmission  has  also  been  prohibited  under  this 
section. 

The  rule-making  power  of  the  Government  is  outlined  in 
§  7.   The  telegraph  authority  may  place  and  maintain  telegraph  lines 
and  posts  from  time  to  time  in  or  upon  immovable  property  and  may 
for  purposes  connected  therewith  enter  on  the  property.  Any  person 
desiring  to  deal  in  the  legal  exercise  of  a  right  with  any  property 
in  such  a  manner  as  is  likely  to  cause  damage  to  a  telegraph  line 
or  post,  or  to  interrupt  or  interfere  with  telegraphic  communication, 
must  give  1  month's  notice  in  writing  to  the  telegraphic  authority. 
A  magistrate  may  issue  a  restraint  order  if  the  person  failed  to  give 
such  a  notice  before  the  exercise  of  the  right. 

The  Central  Government  can  confer  the  powers  of  the 
telegraphic  authority  on  any  licensee.   Transmission  or  receiving  of 
telegraphic  messages  in  contravention  of  the  act  is  punishable  with 
fine.  Any  person  who  enters  a  telegraphic  or  other  electronic 
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communications  transmission  office  and  fails  to  leave  the  premises 
after  being  so  directed  may  be  fined  up  to  500  rupees  ($70) .  If 
his  object  was  to  unlawfully  determine  the  contents  of  any  message, 
he  is  liable  to  imprisonment  of  up  to  1  year. 


Prepared  by  Krlshan  S.  Nehra 
Senior  Legal  Specialist 
American-British  Law  Division 
Law  Library,  Library  of  Congress 
February  1975 
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Although  Italy  has  not  yet  enacted  a  statute  dealing 

specifically  with  wiretapping,  the  Italian  Criminal  Code  does 

contain  provisions  penalizing  wiretapping  and  similar  interceptions 

1/ 
of  communications. 

Article  433  of  the  Criminal  Code  provides  for  penalties 
ranging  from  1  to  5  years  of  imprisonment  for  all  those  who  violate 
the  privacy  of  public  telephone  communications.  Article  617  of  the 
same  Code  punishes  by  Imprisonment  up  to  3  years  all  those  who 
without  a  valid  motive  reveal  the  entire  or  partial  contents  of 
telephone  conversations  or  of  any  similar  means  of  communication. 
This  Article  also  punishes,  by  imprisonment  and  fines,  anyone  who 
by  fraudulent  means  acquires  a  knowledge  of  the  contents  of  a 
telephone  conversation  or  similar  communications  taking  place  among 
other  persons,  or  anyone  who  contributes  to  the  interruption  or  . 
obstruction  of  the  same. 

Article  620  of  the  Code  provides  even  harsher  penalties 
for  persons  Intercepting,  tapping,  or  revealing  conversations 
vrtien  such  acts  are  perpetrated  by  the  employees  of  public  communi- 
cations agencies.   The  penalties  Inflicted  for  these  offenses  may 
run  from  6  months  to  5  years  of  imprisonment. 


1/  21  Enciclopedla  del  diritto  899-901  (Milano,  1971) 
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The  Code  of  Criminal  Procedure  (Art.  226)  is  the  sole 
source  of  provisions  outlining  the  instances  in  which  wiretapping 
and  the  interception  of  communications  by  similar  means  may  take 
place. 

Until  1954  under  the  above-mentioned  provision,  the  power 
to  carry  out  such  activities  was  delegated  not  only  to  the  judiciary 
but  also  to  all  judicial  police  conducting  investigations  when  engaged 
in  the  fulfillment  of  their  duty.   Subsequently,  however,  the  right 
to  initiate  the  use  of  this  power  was  restricted  to  the  judiciary  as  a 
result  of  an  ever-increasing  amount  of  criticism  of  cases  in  which  the 
enforcement  of  this  provision  was  considered  in  conflict  with  Article  15 
of  the  Constitution.   This  Article  states  that  freedom  and  secrecy  of 
correspondence  and  of  any  other  form  of  communication  shall  not  be 
violated  and  limitations  upon  them  may  only  take  place  and  be  imposed 
by  decisions  accompanied  by  reasons  of  judicial  authorities  and 
within  the  guarantees  established  by  law. 

Article  226,  among  other  things,  states  in  this  regard 
that  the  judicial  police,  in  fulfilling  their  investigative  functions, 
may  resort  to  wiretapping,  to  impeding  means  of  communication,  and 
obtaining  full  knowledge  of  such  conversations.   However,  in  carrying 
out  such  activities,  they  must  first  obtain  authorization  from  the 
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closest  judicial  authority  that  can  grant  it  in  a  decision  supported. 

by  reasons.   Thus,  only  the  court  may  decide  when  and  how  such 

2/ 
intervention  may  be  exercised. 

Even  thus  amended,  the  Article  has  been  challenged  as 
unconstitutional,  although  the  Constitutional  Court  has  often 
ruled  to  the  contrary.  The  latest  such  decision  was  rendered  in 
1973  when  the  Court,  in  Decision  No.  34  of  April  A,  1973,  decidedly 
upheld  the  constitutionality  of  Article  226,  as  amended  by  Law  No.  517 
of  June  18,  1955. 

Due  to  the  furor  over  recent  press  reports  of  wiretapping 
in  government  and  industry,  the  draft  of  a  bill  has  been  submitted 
to  Parliament  to  amend  the  provisions  in  the  Criminal  Code  and  the 
Code  of  Criminal  Procedure  relating  to  the  protection  of  privacy 
and  the  secrecy  of  communications. 

The  major  emphasis  of  this  bill  deals  with: 

1)  unlawful  intrusion  into  the  privacy  of  individuals, 

carried  out  by  technical  means  such  as  picture  taking, 
sound  recording,  etc.; 


2^/  Codice  penale  &  codlce  di  procedura  penale  (Firenze,  1973). 
See  also;   France,  Assemblge  Nationale.   Senat-Premiere  Session 
Ordinaire  de  1973-1974.  Rapport  No.  34. 

V  37  Raccolta  ufficiale  delle  sentenze  e  ordinanze  della  Corte 
Constituzionale  245  (Roma,  1973). 
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2)   unlawful  cognizance,  interruption,  or  hindrance  of 

telegraphic  communications  or  telephone  conversations. 

More  importantly,  the  bill  in  question  provides  that 
a  judge  should  not  authorize  the  police  to  impede,  interrupt,  or 
intercept  telephone  communications,  etc.,  except  in  the  following 


cases: 


1)  for  offenses  for  which  the  penalty  is  more  than 
3  years'  rigorous  imprisonment; 

2)  for  offenses  relating  to  the  production  of,  trade 
in,  and  consumption  of  drugs; 

3)  for  offenses  relating  to  arms  and  explosives; 
A)   for  smuggling;  and 

5)   for  the  harassment  by  telephone  of  private 
individuals. 

In  addition,  in  connection  with  this  Bill,  other  measures 
have  been  proposed  on  how  to  regulate  the  manufacture,  import,  purchase, 
sale,  transport,  and/or  rental  of  apparatuses  and  instruments  capable 

of  being  used  for  such  unlawful  purposes. 

Prepared  by  Kemal  Vokopola 
Senior  Legal  Specialist 
European  Law  Division 
Law  Library,  Library  of  Congress 
October  1974 

47~lDirectorate  of  Legal  Affairs,  Newsletter  on  Legislative 

No.  13  (Strasbourg,  1974). 
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Article  21  of  the  Constitution  provides  that  "freedom  of 

assembly  and  association  as  well  as  speech,  press  and  all  other  forms 

of  expression  are  guaranteed.  No  censorship  shall  be  maintained,  nor 

shall  the  secrecy  of  any  means  of  communication  be  violated.""   The 

word  "communication"  is  construed  to  include  correspondence,  and 

telegraph  and  telephone  via  a  medium  of  either  radio  or  wire.   The 

secrecy  of  the  telegraph  and  telephone  designed  for  public  use  is 

also  guaranteed  by  Articles  5  and  112  of  the  Public  Telecommunication 

1/ 
Law,   as  follows: 

Article  5.   1.   The  privacy  of  communication  being 
handled  by  the  public  corporation  [Nippon  Telegraph  and 
Telephone  Public  Corporation]  or  the  company  [International 
Telegraph  and  Telephone  Company]  shall  not  be  violated. 

2.   Any  person  engaged  in  the  public  telecommunication 
service  shall  keep  the  secrets  of  others  that  may  come  to 
his  knowledge  through  his  connection  with  communications 
during  his  tenure  of  office.   The  same  shall  also  apply 
even  after  his  retirement  from  the  service. 

Article  112.   1.   Any  person  who  violates  the  privacy 
of  communication  being  handled  by  the  public  corporation  or 
the  company  shall  be  punished  by  penal  servitude  not  exceed- 
ing one  year  or  a  fine  not  exceeding  50,000  yen. 

2.   In  cases  where  any  person  engaged  in  the  public  tele- 
communication service  has  violated  the  act  referred  to  in 
the  preceding  paragraph  shall  be  punished  by  penal  servitude 
not  exceeding  two  years  or  a  fine  not  exceeding  100,000  yen. 


1/  Promulgated  on  November  3,  1946;  came  into  force  on  May  3,  1947, 

2/     Law  No.  97,  July  31,  1953,  as  last  amended  by  Law  No.  130. 
December  31,  1971. 
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Public  telecommunication  which  was  under  Government  control 
under  the  old  law,  has  been  placed  since  1953  under  management  of  the 
Nippon  Telegraph  and  Telephone  Public  Corporation,  a  public  sector  of 
industry.  Therefore,  the  law  is  primarily  concerned  with  the  duty  of 
employees  of  the  public  corporation  to  keep  secret  all  communications 
transmitted  by  telecommunication  installations  designed  for  public 
use.   The  duty  of  employees  to  keep  secrecy  continues  even  after  they 

have  left  the  service. 

The  protection  of  secrecy  of  wire  and  radio  telecommunication 
is  set  forth  in  Articles  16  and  23  of  the  Wire  Telecommunication  Law 
and  Articles  59  and  109  of  the  Radio  Wave  Law.    Articles  16  and  23 
of  the  Wire  Telecommunication  Law  provide: 

Article  16.   The  privacy  of  wire  telecommunication 
(except  communication  matter  provided  in  Article  5.  Paragraph 
1  of  the  Public  Telecommunication  Law)  shall  not  be  violated. 

Article  23.   1.   Any  person  who  violates  the  privacy 
of  wire  telecommunication  in  contravention  with  Article  16 
shall  be  punished  by  penal  servitude  not  exceeding  one  year 
or  a  fine  not  exceeding  30,000  yen. 

2   In  case  any  person  engaged  in  wire  telecommunica- 
tion service  has  committed  the  act  referred  to  in  the  pre 
ceding  paragraph,  he  shall  be  punished  by  penal  servitude 
not  exceeding  two  years  or  a  fine  not  exceeding  50.000  yen. 


3/  Law  No.  96,  July  31,  1953.  as  last  amended  by  Law  No.  114, 
July  1,  1972. 

4/  Law  No.  131,  May  2,  1950,  as  last  amended  by  Law  No.  80, 
September  14,  1973. 
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Articles  59  and  109  of  the  Radio  Wave  Law  provide: 

Article  59.   No  person  shall  be  permitted,  except  as 
otherwise  prescribed  by  law,  to  Intercept  a  radiocommuni- 
cation  (except  connnunication  matter  provided  in  Article  5, 
paragraph  1  of  the  Public  Telecommunication  Law)  addressed 
to  a  particular  person  and  divulge  or  take  advantage  of 
the  existence  or  contents  of  such  radio  communication. 

Article  109.   1.   Any  person  who  has  divulged  or  taken 
advantage  of  the  secrecy  of  radio  communication  being 
handled  by  a  radio  station  shall  be  punished  by  penal  serv- 
itude act  exceeding  one  year  or  a  fine  not  exceedlne 
50,000  yen. 

2.   In  case  any  person  engaged  in  the  radio  Qommunica- 
tion  service  has  divulged  or  taken  advantage  of  the  secrecy 
mentioned  in  the  preceding  paragraph,  which  has  come  to 
his  knowledge  in  connection  with  his  duties,  he  shall  be 
punished  by  penal  servitude  not  exceeding  two  years  or  a 
fine  not  exceeding  100,000  yen. 

In  a  similar  manner,  the  above  two  laws  protect  the  secrecy 
of  wire  and  radio  communication  from  any  interference  by  persons  who 
are  licensed  to  engage  in  the  communication  service  as  well  as  those 
who  are  not. 

However,  it  should  be  noted  that  the  above  laws  prohibit 
neither  wiretapping  in  general  nor  the  manufacture,  sale  and  use  of 
electronic  listening  devices. 

At  this  writing,  there  exists  only  one  case  dealing  with 
the  use  of  electronic  detecting  devices,  which  was  handed  down  by  the 
Tokyo  High  Court  on  July  17,  1953.   In  this  case,  the  devices  were 
installed  without  a  court  warrant  by  a  police  official  in  the  room 
below  the  one  occupied  by  a  Communist  without  the  latter 's  knowledge. 
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but  with  the  consent  of  the  manager  of  the  apartment.   The  occupant 

of  the  room  in  question  was  a  member  of  the  Communist  Party,  but  had 

not  committed  any  crime.  On  several  occasions,  the  police  listened, 

through  the  installed  devices,  to  telephone  conversations  between 

**> 
him  and  other  members  of  the  Communist  Party  who  were  actually  under 

5/ 
criminal  investigation. 

The  court  held  that  the  use  of  such  devices  neither  violated 
Article  21  of  the  Constitution  and  other  constitutional  provisions 
guaranteeing  fundamental  human  rights  nor  constituted  a  crime  of 
abuse  of  official  power  in  violation  of  Article  193  of  the  Penal  Code. 
The  court  also  held  that  such  electronic  surveillance  was  necessary 
for  the  purpose  of  criminal  investigation  even  though  the  fundamental 
human  rights  of  an  individual  who  had  been  associated  with  the  sus- 
pects  were  violated  thereby  to  a  certain  extent. 

Many  Japanese  scholars  expressed  vigorous  dissent  to  the 
decision.   For  example.  Professor  Miyazawa  was  of  the  opinion  that  it 
is  doubtful  whether  listening  in  on  another's  conversation  with  an 
electronic  device  installed  outside  the  room  should  be  held 


5/  Tokyo  Kot5  Saibansho  hanketsu  1ih5:   kei1i  hanrei  [A  Collec- 
tion  of  Decisions  of  the  Tokyo  High  Court:   Criminal  Cases],  Vol.  4, 
No.  1  (1953),  p.  18. 


6/   Ibid.,  p.  20, 


923 

Japan-5 

7/ 
constitutional.    Nevertheless,  he  admitted  that  listening  with  a 

device  installed  inside  the  room  without  the  consent  of  the  occupant 

is  illegal  and  constitutes  a  violation  of  the  right  of  privacy  as 

set  forth  in  Article  21  of  the  Constitution, 

Professor  Hiraba  elaborated  on  this  subject  further  that 
wiretapping  as  well  as  electronic  eavesdropping  in  general  should  be 
held  unconstitutional.   If  the  device  installed  outside  the  house  is 
of  such  a  nature  to  cause  uneasiness  in  conversation  exchanged  inside 
the  house,  he  argued  that  it  may  be  held  an  infringement  of  privacy. 

Some  opposed  the  court  decision  on  the  ground  that  undue 
emphasis  on  the  supremacy  of  public  welfare  is  likely  to  strengthen 
the  state  power  in  Japan  where  the  democratic  tradition  and  sufficient 
protection  for  fundamental  human  rights  are  lacking. 

Refuting  the  judgment  handed  down  by  the  Tokyo  High  Court, 
Professor  Mitsudo  referred  to  the  procedural  due  process  clause  incor- 
porated in  Article  35  of  the  Constitution  which  provides  that  "the 
right  of  all  persons  to  be  secure  in  their  homes,  papers  and  effects 


Ij     Toshiyoshi  Miyazawa,  Kemp 5  II  [Constitutional  Law  II],  Tokyo, 
Yuhikaku,  1959,  p.  375. 

8^/  KeijihSgaku  jlten  [Legal  Dictionary  of  Criminal  Law],  2nd  ed., 
1962,  p.  783. 

9^/  For  example,  see  Katsuyoshi  Sakurada's  article,  "Dengwa 
tocho  no  hSteki  kisei"  [Wiretapping  Problems],  TShoku  HSgakkai  zasshi. 
No.  10  (Nov.  1960),  p.  35. 
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against  entries,  searches  and  seizures  shall  not  be  impaired  except 

upon  warrant  issued  for  adequate  cause  and  particularly  describing  the 

place  to  be  searched  and  things  to  be  seized,  or  except  as  provided 

by  Article  33."  He  was  of  the  opinion  that  eavesdropping  conducted 

in  the  instant  case  without  a  warrant  issued  by  the  court  was  an  inva- 

10/ 

sion  of  privacy  and  in  violation  of  Article  35  of  the  Constitution. 

Citing  with  approval  many  American  court  cases,  which  focused 

on  the  subject  of  wiretapping  in  connection  with  the  criminal  suspect. 

Professor  Kubota  suggested  that  also  in  Japan  this  example  be  followed 

so  that  devices  for  listening  to  or  recording  conversations  be  limited 

as  in  the  United  States.   In  this  sense,  she  urged  that  the  decision 

of  the  Tokyo  High  Court  should  be  restudied  in  its  entirety  so  as  not 

11/ 
to  disregard  the  right  of  privacy  guaranteed  under  the  Constitution. 

Finally,  mention  should  be  made  of  the  statements  of  Profes- 
sors Wada  and  Tanakadate  who  also  disagreed  with  the  court  decision 
in  the  following  terms : 

In  the  instant  case,  the  problem  of  admissibility  of 
evidence  obtained  by  using  electronic  eavesdropping  devices 
is  not  clearly  discussed.   Even  though  a  police  official 
used  the  devices  for  a  law-enforcing  purpose,  it  is  not  cer- 
tain whether  criminal  evidence  thus  collected  has  probative 


10/  Kageaki  Mitsudo,  "Keiji  sosho  ni  okeru  sosh5  k5i  no  iho  to 
sono  icSka"  [Control  over  Illegal  Enforcement  of-  the  Criminal  Law] , 
HSeaku  shirin.  Vol.  57  (Sept.  1959),  p.  111. 

11/  Kinuko  Kubota,  "Tochoki  to  puraibashi"  [Listening  Devices 
and  Privacy],  Jurisuto,  Special  Edition  (June  1963),  p.  95. 
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value.   Unlike  the  United  States,  in  Japan  the  relation- 
ship between  privacy  and  eavesdropping  is  not  well  defined. 
This  problem  still  remains  to  be  studied  in  the  future.   12/ 

Referring  to  the  1969  Supreme  Court  decision  in  which  it 

was  held  that  no  person  would  be  compelled  to  be  photographed  by  the 

police.  Professor  Tanakadate  stated  in  June  1974  that  wiretapping  is 

13/ 
a  more  serious  invasion  of  privacy  than  picture-taking.     In  view 

of  the  above  analogous  case,  he  is  of  the  opinion  that  the  only  eaves- 
dropping case  handed  down  in  1953  by  the  Tokyo  High  Court  has  already 
lost  its  significance  and  that  in  principle  no  wiretapping  and  elec- 
tronic surveillance  should  be  conducted  without  a  court  warrant  or 
approval . 

After  a  penetrating  study  of  American  cases.  Professor  Tana- 
kadate made  the  following  proposals  in  connection  with  wiretapping: 
(1)  all  private  or  unauthorized  users  of  wiretapping  should  be  severely 
punished;  (2)  an  application  to  a  court  for  a  wiretapping  warrant  should 
be  limited  to  specially  grave  crimes  such  as  murder,  kidnapping  or 
narcotics  trafficking;  (3)  such  application  must  contain  a  statement 
to  the  effect  that  a  crime  has  been  committed  or  likely  to  be  committed 


12/  Hideo  Wada  and  ShOkitsu  Tanakadate,  "Tocho  kisoku  ni  kansuru 
ichi  kosatsu  (1)"  [Study  of  Wiretapping  Regulations  (1)],  Keisatsu 
kenkyu  Vol.  30,  No.  II  (1959),  p.  70. 

13/   Shokitsu  Tanakadate,  "Tochoki  no  shiy5  to  puraibashi"  [Use 
of  the  Wiretapping  Device  and  Privacy],  Bessatsu  jurisuto.  No.  44 
(June  1974),  p.  141. 


57-282  O  -  76  -  pt.  2  -  17 
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or  that  there  is  probable  cause  to  believe  that  the  proposed  surveil- 
lance is  necessary  for  the  prevention  of  a  crime;  and  (4)  such  appli- 
cation also  must  contain  the  name  of  the  person  to  be  intercepted, 

the  number  of  the  telephone  to  be  intercepted  and  the  name  of  the 

14/ 
intercepting  person. 

Since  1953,  there  have  been  no  court  cases  involving  wire- 
tapping or  the  use  of  electronic  detecting  devices.   The  majority  of 
the  study  centered  around  the  analysis  of  the  1953  case  has  not  sup- 
ported the  decision,  as  indicated  in  this  report.   Furthermore,  because 
of  the  paucity  of  Japanese  cases  at  issue,  scholars  analyzed  American 
case  law  to  find  standards  for  determining  the  constitutionality  of 
using  such  devices  which  limit  the  right  of  privacy  and  discussed 
whether  these  standards  would  be  applicable  under  the  Japanese 
Constitution. 


Prepared  by  Dr.  Sung  Yoon  Cho 

Senior  Legal  Specialist 

Far  Eastern  Law  Division 

Law  Library,  Library  of  Congress 

February  1975 


14/   Ibid.   See  also  Nobuyoshi  Ashibe  and  others,  Enshu  kemp5 
[Constitution  in  Practice].   Tokyo,  Aobayshi  Shoin  Shinsha,  1973, 
p.  272-273. 
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Provisions  related  to  wiretapping  are  found  in  the  Mexican 

constitution,  the  pertinent  passage  of  which  states: 

The  expression  of  ideas  shall  not  be  subject  to 
any  Judicial  or  administrative  investigation,  unless 
it  offends  good  morals,  infringes  upon  the  rights  of 
others,  incites  the  commission  of  crime,  or  disturbs 
the  public  order.   1^/ 

In  addition,  the  Code  of  Criminal  Procedure  for  the  DistricL 
and  Federal  Territories  states: 

In  order  to  prove  the  commission  of  a  crime,  the 
judge  shall  have  -  as  far  as  he  is  concerned  -  extensive 
powers  to  order  the  means  of  investigation  he  deems 
appropriate,  even  if  these  means  are  not  defined  and 
detailed  in  the  law  and  provided  they  are  not  prohibited 
by  law.  IJ 

The  General  Law  on  Communications  includes  specific  provi- 
sions on  the  matter,  stating: 

The  interception,  divulgence  or  use,  without  any 
rights,  of  messages,  news  and  reports  not  destined  to 
the  public  domain  and  received  by  means  of  electrical 
communications  apparatus  is  forbidden.   3/ 


y     Constitution  of  Mexico  of  1917  [Organization  of  American 
States,  Washington,  1972], 

y     Code  of  Criminal  Procedure  for  the  District  and  Federal 
Territories  (August  27,  1931),  art.  124  [Dlario  Oficial  (D.O.)   ' 
August  29,  1931]. 

y     General  Law  on  Communications  (December  30,  1939),  art.  378 
[D.O.,  February  19,  1940]. 
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He  who,  without  any  right  and  causing  prejudice 
to  another  person,  intercepts,  divulges,  reveals  or 
uses  any  message,  news  or  information  he  listens  to  and 
which  is  not  destined  to  him  or  to  the  public  at  large, 
shall  be  punished  with  the  penalties  provided  for  by 
the  Penal  Code  for  the  commission  of  the  crime  of 
revelation  of  secrets.   4/ 


Prepared  by  Mr.  Armando  E.  Gonzalez 

Senior  Legal  Specialist 

Hispanic  Law  Division 

Law  Library,  Library  of  Congress 

February  1975 


4/   Id.  art.  571. 
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The  General  Assembly  of  New  Zealand  passed  an  act 

called  the  Private  Investigators  and  Security  Guards  Act,  1974, 

No.  48,  dated  August  31,  1974.   One  of  the  stated  purposes  of  this 

act  for  licensing  private  investigators  was  to  afford  "greater 

protection  to  the  individual's  right  to  privacy  against  possible 

1/ 
invasion  by  private  investigators." 

Private  investigators  are  prohibited  in  the  course  of 

their  business  from:   (a)  taking,  using  or  accepting  for  use  any 

photograph,  motion  pictures  and  video-tape  recording  of  another 

person;  or  (b)  using  any  mechanical  device  to  record  the  voice  or 

speech  of  another  person  without  the  prior  consent  in  writing  of 

2/ 
that  person.    A  person  so  doing  commits  an  offense  for  which  he 

shall  be  liable  on  summary  conviction  to  imprisonment  for  not  more 

than  3  months  or  to  a  fine  of  not  more  than  $500  or  to  both.  Any 

photograph,  motion  pictures,  video-tapes  or  other  recordings  made 

in  violation  of  subsection  (1)  are  inadmissible  as  evidence  in 

any  civil  proceedings. 


\J     Private  Investigators  and  Security  Guards  Act,  1974,  No.  48, 
Preamble. 

IJ     Id.  §  52(1). 

3/  Id.  §  52(2). 
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This  act  shall  come  into  force  when  the  Governor  General 
by  Or-ler  in  Council  sets  the  date,  and  different  provisions  of  the 
act  may  be  given  different  dates.     It  has  not  been  established 
that  the  Governor  General  has  issued  any  such  Order  in  Council. 


Prepared  by 

(Mrs.)  Jean  V.  Swartz 

Senior  Legal  Specialist 

American-British  Law  Division 

Law  Library,  Library  of  Congress 

February  1975 


4/   Id.  s  1(2) 
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Wiretapping  is  an  act  which  falls  under  the  general  category 

of  crimes  against  privacy.   The  basic  provision  concerning  such  right 

1/ 
is  found  in  the  Spanish  Constitution,   the  pertinent  passage  of 

which  reads : 

Within  the  territorial  limits  of  the  nation,  the  state 
guarantees  freedom  and  secrecy  of  correspondence.  Ij 

No  one  may  enter  the  domicile  of  a  Spaniard  or  search 
said  domicile  without  his  consent  unless  it  be  by 
mandate  of  competent  authority  and  in  the  cases  and 
in  the  manner  established  by  law.  "hj 

The  country's  Criminal  Code   contains  a  specific  provision 

concerning  Interference  with  communications  which  states: 

He  who  damages  or  destroys  railroad  tracks,  telegraph 
or  telephone  cables,  or  intercepts  communication  con- 
ducted by  such  means  or  by  mall,  shall  be  penalized 
with  minor  imprisonment... 

5/ 
The  Code  of  Criminal  Procedure   contains  provisions  which 

may  or  may  not  provide  grounds  for  wiretapping. 


\l     The  Spanish  Constitution  47-56  [Ministerio  de  Informacion  y 
Turismo,  Madrid,  1972]. 

IJ     Id.  art.  13. 

V      Id.  art.  15. 

A/  Leyes  Penales  [2.ed.  ,  Editorial  Lex,  Madrid,  1963]  Penal 
Code,  art.  249. 

5./  Codigo  de  Enjulclamlento  Criminal  art.  550  [Ministerio  de 
Justicia,  Madrid,  1973]. 
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Any  form  of  tampering  with  the  right  of  privacy  requires 

prior  judicial  order,  notification  to  and  eventual  consent  of  the 

affected  party.   In  this  regard,  the  code  states: 

The  judge  may  also  order,  in  the  cases  provided  for 
under  article  546,  under  circumstances  or  urgency,  the 
search  and  entrance  to  an  individual's  domicile  or 
buildings. . .provided  he  is  duly  notified  and  his  consent 
secured  except  when  otherwise  decided  by  the  courts 
on  well-founded  legal  grounds... 


Prepared  by  Dr.  Rubens  Medina 
Chief,  Hispanic  Law  Division 
Law  Library,  Library  of  Congress 
February  1975 
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I.   Lawful  Wiretapping 

The  secrecy  of  telephone  communications  in  Scandinavia  is 
considered  on  a  par  with,  and  closely  related  to,  the  secrecy  of  the 
mail.   Scandinavian  courts  may  allow  letters  to  be  opened  or  telephone 
conversations  to  be  overheard  under  certain  conditions,  but  the  stat- 
utory requirements  for  allowing  such  exceptions  from  the  generally 
established  rule  of  secrecy  are  strict. 

A.   The  Swedish  Code  of  Judicial  Procedure 

The  general  provisions  on  when  a  wiretap  may  be  allowed  are 

found  in  Sections  16  and  17  in  Chapter  27  on  Seizure  in  the  Swedish 

1/ 
Code  on  Judicial  Procedure: 

Sec.  16.   If  a  person  reasonably  can  be  suspected  of 
an  offense  punishable  by  imprisonment  for  at  least  two  years, 
and  it  is  found  of  extraordinary  importance  for  the  investi- 
gation that  the  investigating  authority  or  the  prosecutor 
obtains  knowledge  of  conversations  to  and  from  the  suspect's 
telephone  or  any  other  telephone  that  can  be  assumed  to  be 
used  by  him,  the  court  may  authorize  wire-tapping  of  the 
conversations.   The  question  of  such  authorization  may  be 
considered  by  the  court  only  on  request  of  the  investigating 
authority  or  the  prosecutor.   (SFS  [Svensk  Forfattnings- 
samling]  1964:166) 

Authority  for  a  wire-tap  shall  contain  a  time  limita- 
tion, not  to  exceed  one  week  from  service  of  the  authoriza- 
tion upon  the  manager  of  the  telephone  office. 


\l     The  English  text  of  these  and  subsequent  Sections  are  taken 
from:   The  Swedish  Code  of  Judicial  Procedure  (1968) . 
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As  to  inspection  of  the  records  of  a  wire-tap,  the 
provisions  in  section  12,  paragraph  1,  on  examination  and 
inspection  of  private  documents  shall  correspondingly 
'  apply.   To  the  extent  that  the  record  contains  matters 
of  no  importance  for  the  investigation,  it  shall  be 
destroyed  immediately  after  inspection. 

Sec.  17.   If  provisions  concerning  seizure  contained 
in  any  law  or  decree  are  inconsistent  with  the  regulations 
contained  in  this  chapter,  the  former  shall  govern. 

More  detailed  provisions  on  the  implementation  of  a  lawful 

wiretap  in  Sweden  are  found  in  Sections  11-15  of  the  same  Chapter  27; 

Sec.  11.   When  the  person  from  whose  possession  the 
property  is  taken  is  not  present  at  the  seizure,  he  shall  be 
notified  of  it  and  of  the  disposition  of  the  seized  property 
without  delay.   When  a  dispatch  in  the  possession  of  a  postal, 
telegraph,  railway  or  any  other  office  of  conveyance  is 
seized,  the  addressee  and  also  the  sender,  if  he  is  known, 
shall  be  notified  of  it  as  soon  as  this  can  be  done  without 
detriment  to  the  investigation. 

Sec.  12.   A  seized  postal  or  telegraphic  communication, 
account  book,  or  any  other  private  document  may  not  be  examined 
more  closely,  nor  may  a  letter  or  any  other  closed  document  be 
opened,  except  by  the  court,  the  investigating  authority,  or 
the  prosecutor;  however,  on  instruction  of  the  authority  Just 
mentioned,  the  document  may  be  inspected  by  an  expert  or  any 
other  person  employed  for,  or  otherwise  examined  during,  the 
investigation  of  the  offense.   If  the  executor  of  the  seizure 
is  not  authorized  to  examine  the  documents  more  closely,  it 
shall  be  sealed  by  him. 

Any  of  the  aforesaid  documents  shall  be  examined  as  soon 
as  possible.   If  the  addressee  can  be  informed  of  the  contents 
of  a  postal  or  telegraphic  communication  in  its  entirety  or  in 
part  without  detriment  to  the  investigation,  a  copy  or  an 
extract  of  the  document  shall  promptly  be  delivered  to  him. 

Sec.  13.   A  record  shall  be  kept  of  the  seizure  stating 
the  purpose  of  the  seizure,  and  the  manner  in  which  it  was 
effected,  and  describing  accurately  the  seized  object. 
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On  request,  the  person  subjected  to  seizure  is  entitled 
to  receive  a  certificate  of  the  seizure  which  shall  state 
the  offense  under  investigation. 

Sec.  14.   The  provisions  in  chapter  25,  section  8, 
concerning  travel  prohibition  shall  correspondingly  apply 
to  seizure. 

Sec.  15.   For  the  security  of  the  investigation  of  an 
offense,  a  building  or  room  may  be  closed  off,  admission  to 
a  specific  area  enjoined,  removal  of  a  apecific  object  pro- 
hibited, or  any  other  measure  taken. 

As  to  any  of  the  aforesaid  measures,  the  provisions  in 
this  chapter  concerning  seizure,  to  the  extent  relevant, 
shall  apply. 

B.   Other  Legislation 

Chapter  27,  Section  17,  of  the  Swedish  Code  on  Judicial 

Procedure  upholds  other  legislation  on  seizure,  and  this  saving  clause 

would  include  other  legislation  on  wiretapping.   As  far  as  this  writer 

can  ascertain,  there  exists  only  one  such  extraordinary  statute  on 

wiretapping.   This  is  the  Statute  of  March  7,  1969  (SFS  1969:36)  which 

provides  that  Chapter  27,  Section  16,  on  wiretapping  in  the  Code  on 

Judicial  Procedure  shall  apply  to  pretrial  investigations  of  aggravated 

narcotics  crimes  and  aggravated  smuggling  of  narcotics  even  though  the 

prescribed  punishment  for  these  crimes  may  be  less  than  2  years  of 

imprisonment.   This  Statute  was  originally  intended  to  apply  for  only 

1  year  and  to  be  part  of  a  crash  effort  to  control  the  distribution  of 

narcotics  in  Sweden.   However,  the  Statute  has  regularly  been  extended, 


936 


Sweden-4 

most  lately  by  the  Statute  of  June  13,  1974  (SFS  1974:331),  which 
prolonged  the  life  of  this  extraordinary  provision  on  wiretapping  to 
the  end  of  June,  1975. 

A  news  item  indicates  that  the  Swedish  Minister  of  Justice 
on  March  3,  1974,  appointed  a  committee  to  consider  the  incorporation 

and  possible  revision  of  the  existing  provisions  on  wiretapping  into 

2/ 
one  codified  text.    Hence,  it  may  be  expected  that  the  provisions  on 

wiretapping  in  serious  narcotics  cases,  and  possibly  also  some  addi- 
tional and  minor  expansions,  will  be  incorporated  in  the  text  of  Chapter  27 
of  the  Code  on  Judicial  Procedure  in  the  near  future. 

II.   Unlawful  Wiretapping,  Eavesdropping,  and  Other  Electronic 
Surveillance 

A.   The  Swedish  Criminal  Code 

1.   Unlawful  Wiretapping.   Sections  8  and  9  of  Chapter  4  in 

the  Swedish  Criminal  Code  establish  a  rather  strong  protection  against 

3/ 
unlawful  wiretapping: 

Sec.  8.   If  a  person  unlawfully  obtains  access  to  a 
communication  which  in  the  form  of  mail  or  as  telephone 
conversation,  telegram  or  other  telecommunication  is  being 
transmitted  by  a  public  agency  of  communication,  he  shall 
be  sentensed  [sic]  for  breach  of  postal-  or  tele-secrecy  to 
pay  a  fine  or  to  imprisonment  for  at  most  two  years. 


IJ     1974  Bulletin  of  Legal  Developments,  Pt.I,  at  2  (May  17,  1974). 

Zj     The  English  text  of  these  and  subsequent  Sections  are  taken 
from:   The  Penal  Code  of  Sweden  (1972) . 
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Sec.  9.   A  person,  who,  in  a  case  not  covered  by 
Section  8,  unlawfully  opens  a  letter  or  a  telegram  or 
otherwise  obtains  access  to  something  kept  safely  under 
seal  or  lock  or  otherwise  enclosed,  shall  be  sentenced 
for  intrusion  in  a  safe  depository  to  pay  a  fine  or  to 
imprisonment  for  at  most  two  years. 

A/ 

The  most  frequently  used  annotated  edition  in  Swedish 
indicates  that  the  tenn  "tele-secrecy"  was  used  to  make  sure  that  the 
protection  would  apply  also  to  telephone  conversations  transmitted 
over  radio  waves  and  to  the  use  of  the  telephone  to  transmit  teleprinter 
and  computer  impulses.   The  annotation  notes  additionally  that  the 
Criminal  Code,  Chapter  20,  Section  1,  on  the  Misuse  of  [Public]  Office 
probably  would  be  violated  also  if  a  public  official  violated  its 
Chapter  4,  Section  8. 

2.   Eavesdropping  and  Other  Electronic  Surveillance. 

Chapter  4,  Section  6,  of  the  Swedish  Criminal  Code  protects  against 

eavesdropping  and  other  electronic  surveillance,  even  though  this 

protection  is  weaker  than  the  protection  against  wiretapping.   This 

provision,  specifically  aimed  at  protecting  against  unlawful  intrusions, 

reads  as  follows: 

Sec.  6.   A  person,  who  unlawfully  intrudes  or  remains 
where  another  has  his  living  quarters,  whether  it  is  a  room, 
a  house,  a  yard  or  a  vessel,  shall  be  sentenced  to  pay  a  fine 
for  breach  of  domiciliary  peace. 


kj     Nils  Beckman,  and  others,  1  Brottsbalken  (Stockholm,  1970), 
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If  a  person,  without  authorization,  intrudes  or  remains 
in  an  office,  factory,  other  building  or  vessel  or  a  storage 
area  or  other  similar  place,  he  shall  be  sentenced  for  unlaw- 
ful intrusion  to  pay  a  fine. 

If  the  crime  mentioned  in  the  first  or  second  paragraph, 
is  grave,  imprisonment  for  at  most  two  years  shall  be  imposed. 

Chapter  4,  Section  6,  was  amended  in  1962  and  the  Swedish 

Bar  Association  (Sveriges  Advokatsamfund)  suggested  an  addition  at  that 

time  which  would  have  made  it  clear  that  the  protection  also  applied 

to  the  planting  of  microphones  and  the  like.   The  Swedish  Government 

in  1962  did  not  feel  that  a  practical  need  existed  for  the  proposal 

from  the  Bar  Association,  and  it  also  pointed  to  the  fact  that  such 

planting  of  microphones  would  often  be  an  act  preparatory  to  very 

5/ 
serious  crimes  such  as  espionage  or  extortion. 

In  1972,  Denmark  amended  the  somewhat  similar  Section  263  of 

the  Danish  Criminal  Code  so  that  this  provision  now  contains  an  express 

prohibition  of  "the  use  of  an  instrument  for  the  listening,  in  secrecy, 

to  statements  made  in  solitude,  to  telephone  conversations  or  other 

conversations,  and  to  discussions  in  meetings."    Close  cooperation 

exists  in  Scandinavia  within  the  field  of  criminal  law,  and  it  may  be 

assumed  that  a  similar  provision  is  currently  being  considered  by  Sweden. 


5J      Id.  at  163. 

6^/  Lov  nr.  89  af  29  marts  1972  om  aendring  af  borgerligg 
straffelov. . . (Privatlivets  fred  m.m.),  in  1972  Tillaeg  til  Karnovs 
Lovsamling  7970  (7th  ed.  Copenhagen,  1973). 
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B.   Other  Safeguards 

1.  Private  Prosecution.   The  Swedish  Code  of  Judicial 
Procedure  in  Chapter  20,  Section  7,  grants  the  public  prosecution 
wide  discretionary  powers  not  to  prosecute,  and  it  would  in  a  given 
set  of  circumstances  be  rather  easy  to  make  a  decision  not  to  prosecute 
a  relatively  minor  crime  such  as  unlawful  wiretapping.   However,  the 
following  Sections  8  and  9  of  Chapter  20  grant  the  injured  person  a 
subsidiary  right  to  prosecute  as  an  individual  citizen.   Normally  a 
Swedish  court  would  not  go  further  than  to  award  damages  to  the  injured 
person  in  a  privately  prosecuted  criminal  case,  but  a  sentence  of  fines 
or  imprisonment  is  not  excluded.   The  latter  is  expressly  stated  in 
Chapter  20,  Section  9,  in  situations  in  which  the  public  prosecution 
has  withdrawn  its  case  because  it  found  the  case  too  weak  to  prove  the 
guilt  of  the  defendant. 

2.  The  Parliamentary  Ombudsman.   The  Swedish  Ombudsman  Is 

appointed  by,  and  must  report  to,  the  Swedish  Parliament  (Riksdag) . 

Among  the  Ombudsman's  major  duties  is  the  function  of  permanent  special 

prosecutor.   The  relevant  constitutional  provision  (Regeringsformen, 

7/ 
Sec.  96)  reads  as  follows: 


y     The  English  text  is  taken  from:   The  Swedish  Riksdag,  Consti- 
tutional Documents  of  Sweden  (Stockholm,  1972). 
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Art.  96.   The  Riksdag  shall  appoint  at  least  two  citizens 
of  known  legal  ability  and  outstanding  integrity  to  supervise 
in  the  capacity  of  Ombudsmen  of  the  Riksdag,  according  to  the 
instruction  issued  for  them  by  the  Riksdag,  the  observance  of 
the  laws  and  statutes  as  they  are  to  be  applied  by  all  offi- 
cials and  employees;  and  they  ahall  institute  proceedings  in 
accordance  with  the  law  before  the  competent  courts  against 
those  who,  in  the  execution  of  their  official  duties,  have 
through  partiality,  favouritism' or  other  cause  committed  any 
unlawful  act  or  neglected  to  perform  their  official  duties 
properly.   The  Ombudsmen  shall  be  subject  in  all  respects  to 
the  same  responsibility  and  obligation  as  are  prescribed  for 
public  prosecutors  by  general  civil  and  criminal  laws  and  the 
rules  of  judicial  procedure  for  prosecutors. 

The  Riksdag  shall  appoint  the  required  number  of  deputies 
for  the  Ombudsmen.  The  deputies  shall  possess  the  same  quali- 
fications as  the  Ombudsmen. 

It  may  be  assumed  that  the  Ombudsman  would  not  be  likely  to 

act  if  a  wiretap  had  been  administratively  established  in  order  to 

protect  a  genuine  national  security  interest  but  that  he  would  be  very 

likely  to  act  if  such  a  wiretap  had  been  administratively  established 

8/ 
under  the  color  of  protecting  a  national  security  interest. 

3.   Executive  Clemency.   Executive  clemency  has  been  used  in 

several  countries  to  pardon  a  high  official  for  the  criminal  acts  he 

committed  in  the  belief  that  they  were  necessary  for  the  proper  discharge 

of  his  duties  as  an  official.   The  Swedish  King  has  the  right  to  grant 


8/  The  use  of  this  abstract  example  should  not  be  understood  as 
an  implication  that  administrative  decisions  to  wiretap  are  used  in 
Sweden  in  national  security  cases.   The  wording  of  Ch.  27,  Sec.  16,  of 
the  Code  of  Judicial  Procedure  (supra  under  I,  A)  is  such  that  it  would 
practically  always  be  possible  to  obtain  a  court-ordered  wiretap  in 
such  cases . 
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a  pardon  for  such  acts  (for  instance,  wiretapping  unlawfully),  but  this 
right  to  grant  executive  clemency  is  more  limited  than  the  corresponding 
right  of  the  President  of  the  United  States  in  two  ways.   First,  it  has 
been  firmly  established  in  Sweden  that  the  power  to  pardon  cannot  be 
used  before  it  has  been  established  that  a  crime  has  been  committed. 
Second,  the  King  must  hear  the  appropriate  court  and  must  make  the  deci- 
sion to  pardon  in  a  meeting  of  the  State  Council.   The  latter  may  be 

described  as  comparable  to  a  meeting  of  the  Cabinet.   The  relevant  con- 

10/ 
stitutional  provision  (Regeringsformen,  Sec.  26)  states  as  follows: 

Art.  26.   The  King  shall  have  the  power  to  grant  pardon 
in  criminal  cases,  to  commute  death  penalties,  to  restore 
honours,  and  to  return  property  forfeited  to  the  Crown. 
However,  in  such  petitions  where  it  is  not  clear  that  there 
is  reason  to  grant  pardon,  the  King  shall  consult  the  Supreme 
Administrative  Court  in  those  cases  which,  by  their  nature, 
may  come  before  it  or  before  the  Fiscal  Court  of  Appeals  for 
final  decision,  and  in  other  cases  the  Supreme  Court;  and 
the  King's  decision  shall  be  taken  in  Council  of  State.   The 
offender  shall  then  have  the  right  to  accept  the  pardon 
granted  by  the  King  or  to  suffer  the  punishment  to  which  he 
has  been  sentenced. 


Prepared  by  Dr.  Finn  Henriksen 
Senior  Legal  Specialist 
European  Law  Division 
Law  Library,  Library  of  Congress 
October  1974 


9_l     R.  Malmgren,  and  others,  Sveriges  Grundlagar  35  (11th  ed. 
Stockholm,  1971). 

10/   Supra  note  7. 


57-282  O  -  76  -  pt.  2  -  18 
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In  Switzerland  the  first  law  on  wiretapping  and  electronic 

1/ 
surveillance  was  Introduced  by  the  Federal  Law  of  December  20,  1968, 

on  the  Reinforcement  of  the  Criminal  Law  Protection  of  Personal  Privacy, 
which  became  effective  on  May  1,  1969.   Its  provisions  were  incorporated 
in  the  Swiss  Criminal  Code  under  Sections  179  bis-179  septies. 
I.   Civil  Law  Protection 

The  civil  law  protection  against  the  violation  of  privacy  by 
intercepting  devices,  however,  has  to  be  construed  from  the  general 
clauses  of  the  Civil  Code  and  the  Law  on  Contracts.   Section  28  of  the 
Civil  Code  gives  the  person  whose  personal  relations  have  been  inter- 
fered with,  an  action  for  relief  from  disturbances  and  complaint  proce- 
dures for  damages  or  for  receiving  a  sum  of  money  from  a  penalty  as 
satisfaction.   Section  49  of  the  Law  on  Contracts  provides  that  the 
person  who  has  been  prejudiced  in  his  personal  sphere  or  whose  reputa- 
tion has  suffered  may  claim  damages,  pecuniary  compensation,  and  repar- 
ation.  As  early  as  1918,  the  Swiss  Federal  Court  approved  an  action 
for  indemnity  and  satisfaction  by  a  tenant  of  an  apartment  whose  con- 
versations were  systematically  overheard  from  the  neighboring  apart- 

2/ 
ment.    Under  Section  52,  subsection  3,  of  the  Law  on  Contracts 


11     Amtliche  Sammlung  der  Bundesgesetze  und  Verordnungen  [official 
law  gazette  of  Switzerland]  1969,  319. 

2j     Entscheidungen  des  Schweizerischen  Bundesgerichtes  44  II  319. 
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(entitled:  Liability  in  Cases  of  Self-Defense,  Distress,  and  Tres- 
passing) the  sufferer  may  under  certain  circumstances  have  recourse 
to  self-help.   Furthermore,  according  to  Section  928  of  the  Civil 
Code,  a  landowner  has  recourse  to  an  action  for  disturbance  to  his 
possessions,  i.e.,  for  the  removal  of  the  disturbance,  cessation  of 
further  disturbances,  and  compensation  for  damage.   And  finally,  if 
the  intercepting  devices  are  used  to  obtain  information  concerning 
trade  secrets,  then  a  civil  action  against  unfair  competition  may  be 
brought  under  Section  1  (f)  and  (g)  and  Section  2  of  the  Federal  Law 
of  September  30,  1943,   on  Unfair  Competition,  as  amended. 
II.   Criminal  Law  Protection 

As  for  criminal  law,  the  protection  against  criminal  offenses 
of  infringing  upon  another's  personality  was  quite  unsatisfactory  and 
incomplete  until  the  above-cited  Law  of  1968. 

Section  186  of  the  Criminal  Code  on  the  Disturbance  of 
Domestic  Peace  may  be  applied  if  an  unauthorized  person  enters  a  house 
or  apartment  against  the  will  of  the  rightful  titleholder  in  order  to 
eavesdrop.   Or,  in  some  cases.  Sections  272  (Political  News  Service), 
273  (Industrial  News  Service)  or  274  (Military  News  Service)  of  the 
Criminal  Code,  or  Section  13  (f)  of  the  Law  Against  Unfair  Competition 


3^/   Bereinigte  Sammlung  der  Bundesgesetze  und  Verordnungen  1848- 
1947  [official  law  gazette,  hereinafter  cited  as  BS]  2,  951. 
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may  be  applicable  If  the  Information  obtained  Involves  prohibited 
political,  Industrial,  military,  or  trade  secret  Information.  Under 
special  conditions  the  interception  of  a  conversation  may  result  In 
slander  or  Insult,  as  specified  In  Section  173  or  174  of  the  Criminal 
Code,  to  the  detriment  of  the  sufferer  or  a  third  person. 

In  1922  these  provisions  were  supplemented  by  the  provisions 
of  the  Federal  Law  of  October  14,  1922,   on  Telegraph  and  Telephone 
Communications,  as  amended.  A  person  who  operates  a  broadcasting 
Installation  (transmitter)  without  a  license  or  contrary  to  the  condi- 
tions of  a  license  (Sec.  42,  subsec.  1  (a)),  or  who  discloses  to  another 

person  signs,  pictures,  or  news  taken  electronically  without  the  auth- 

5/ 
orizatlon  of  the  PTT  Enterprises    (Sec.  42,  subsec.  1  (b)),  or  who 

wiretaps  a  telephone  conversation  (Sec.  42,  subsec.  1  (e)),  is  subject 
to  a  penalty. 

These  scattered  and  fragmentary  provisions  of  criminal  law 
were  also  applied  to  cases  involving  wiretapping  and  electronic  sur- 
veillance up  until  May  1969.   Their  scope  was  vary  limited,  however. 
The  need  for  a  real  and  compact  protection  of  personal  privacy  from 
intercepting  devices  was  manifested  by  the  so-called  Postulate  No.  9526 


4/  BS  7,  867. 

5j     The  abbreviation  for  Post-,  Telephon  -  und  Telegraphen- 
betriebe,  the  exclusive  licensee-carrier  of  the  Swiss  network. 
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which  was  accepted  by  the  National  Council  on  September  28,  1966, 

and  reads  as  follows: 

According  to  the  press  news ,  miniature  devices  are 
being  manufactured  In  the  United  States  and  put  into 
circulation  in  order  to  overhear  conversations  from 
close  by  or  at  a  distance,  and  what  is  more,  quite 
unnoticed  through  walls,  and  also  to  record  them. 

One  has  to  fear  that  such  a  development  will  in  the 
future  penetrate  Switzerland  in  a  reasonable  [amount  of] 
time  as  well.   It  also  endangers  the  private  sphere  of 
a  human  being  in  our  country  in  a  most  sensitive  way. 
The  existing  protection  of  the  legal  status  of  private 
law  could  hardly  be  enough  to  eliminate  this  danger. 

The  Federal  Council  is  therefore  invited  to  issue, 
in  anticipation,  effective  measures  of  private  or  public 
law  against  the  traffic  in  such  devices  but,  in  any 
case,  against  their  misuse.   6^/ 

III.   New  Provisions  of  the  Criminal  Code 

The  legislative  campaign  which  followed  this  Postulate 

brought  about  a  revision  of  the  Swiss  Criminal  Code  that  resulted  in 

the  insertion  into  the  Code  of  new  Sections  179  bls-septies,  which 

read  as  follows : 

Section  179  bis 

Eavesdropping  and  Recording  of  Other  People's  Conversations 

Whoever  overhears  other  people's  private  conversa- 
tion without  the  consent  of  all  parties  to  such  a  conver- 
sation by  [means  of]  an  intercepting  device  or  [whoever] 
records  it  on  a  sound  carrier; 


6_l     Translated  from  the  German  from  Bundesblatt  der  Schwei- 
zerischen  Eidgenossenschaf t  1968,  I  585. 


946 


Swltzerland-5 


whoever  turns  to  his  own  profit  a  fact  which  he  knows 
or  must  assume  came  to  his  knowledge  by  an  Illegal  activ- 
ity under  subsection  1  or  [whoever]  discloses  it  to  a  third 
person; 

whoever  keeps  a  recording  which  he  knows  or  must  assume 
was  recorded  by  [means  of]  an  illegal  activity  under  sub- 
section 1,  or  [whoever]  makes  it  accessible  to  a  third  person 

shall  be  punished,  upon  motion  [of  the  injured  person] 
by  imprisonment  or  by  a  fine. 


Section  179  ter 
Unauthorized  Recording  of  Conversations 

Whoever  as  a  party  to  a  conversation  makes  a  recording 
on  a  sound  carrier  of  a  private  conversation  without  the 
consent  of  the  other  parties; 

whoever  keeps  a  recording  which  he  knows  or  must  assume 
was  recorded  by  [means  of]  an  illegal  activity  under  sub- 
section 1,  turns  it  to  his  own  profit,  makes  it  accessible 
to  a  third  party,  or  brings  the  contents  of  the  recording 
to  the  knowledge  of  a  third  person 

shall  be  punished,  upon  motion  [of  the  injured  person] 
by  imprisonment  up  to  1  year  or  by  a  fine. 


Section  179  quater 
Offense  to  Secrecy  or  Privacy  by  Recording  Devices 

Whoever  observes  a  fact  in  the  secret  sphere  of  another 
or  a  fact  of  [another's]  private  sphere  which  is  not  forth- 
with accessible  to  everyone  without  [that  person's]  consent 
by  means  of  a  recording  device  or  [whoever]  takes  it  on  an 
image-recording  device ; 

whoever  turns  to  his  own  profit  a  fact  which  he  knows 
or  must  assume  came  to  his  knowledge  by  an  illegal  activity 
under  subsection  1  or  [whoever]  discloses  it  to  a  third 
person; 

whoever  keeps  a  picture  [Aufnahme]  which  he  knows  or 
must  assume  was  made  by  [means  of]  an  illegal  activity  under 
subsection  1  or  [whoever]  makes  it  accessible  to  a  third 
person 
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shall  be  punished  upon  the  motion  [of  the  injured 
person]  by  imprisonment  or  by  a  fine. 


Section  179  quinquies 
Non-Punishable  Conduct 

Whoever  overhea^-"  a  conversation  carried  on  over  tele- 
phone equipment  which  is  subject  to  the  state  monopoly,  by 
means  of  one  of  the  telephone  installations  or  supplemen- 
tary Installations  authorized  by  the  PTT,  or  [whoever] 
records  it  on  a  sound  carrier; 

whoever  overhears  or  takes  on  a  sound  carrier  a  conver- 
sation carried  on  over  telephone  equipment  which  is  not 
subject  to  the  state  monopoly,  by  means  of  a  telephone 
installation  or  supplementary  installation, 

shall  be  held  punishable  neither  under  Section  179 
bis,  subsection  1,  nor  under  Section  179  ter,  subsection  1. 


Section  179  sexies 

Putting  in  Circulation  and  Promoting 
of  Intercepting  Devices 

1.  Whoever  manufactures  technical  devices  which  espe- 
cially serve  [the  purpose  of]  illegal  eavesdropping  or  illegal 
sound  [recording]  or  picture-taking,  or  [whoever]  imports, 
exports,  acquires,  stores,  possesses,  forwards,  transfers  to 
another,  sells,  rents,  lends  or  otherwise  brings  into  circu- 
lation or  promotes  or  gives  an  instruction  to  produce  such 
devices 

shall  be  punished  by  imprisonment  or  a  fine. 

2.  If  the  perpetrator  acts  in  the  interest  of  a  third 
person  who  knows  about  the  illegal  activity  and  does  not 
prevent  it  insofar  as  he  can,  then  the  third  person  shall 
be  liable  to  the  same  punitive  sanction  as  the  perpetrator. 

If  the  third  person  is  a  juristic  person,  a  collective 
company,  or  a  limited  partnership  or  an  individual  firm, 
then  subsection  1  shall  apply  to  those  persons  who  acted 
or  should  have  acted  on  their  behalf. 
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Section  179  septies 

Misuse  of  Telephone 

Whoever  out  of  malice  or  mischief  misuses  telephone 
equipment  which  Is  subject  to  the  state  monopoly  In  order 
to  harass  or  annoy  another  person  shall  be  punished  upon 
motion  [of  the  Injured  person]  by  Imprisonment  or  a  fine. 

I!      * 

Only  one  Federal  court  decision  has  been  reported   In  which 
the  Swiss  court  applied  the  new,  aboye-clted  provisions  of  the  Swiss 
Criminal  Code.   The  case  Involves  an  unauthorized  tapping  of  private 
telephone  conversations  by  one  of  the  parties.   The  court  ruled  that 
such  activity  Is  nonpunlshable  only  when  the  Intercepting  device  Is 
approved  by  the  PTT  Enterprises.   Since  the  Intercepting  party  had 
no  authority  by  the  PTT  Enterprises,  then  Section  179  qulnqules  is 
not  applicable.   On  the  other  hand,  since  the  other  party  to  the 
conversation  did  not  give  the  intercepting  party  permission  to  record 
his  part  of  the  conversation  by  means  of  a  sound  carrier,  then  Section 
179  ter,  subsection  1,  of  the  Criminal  Code  is  rightly  applied. 

As  to  the  admissibility  of  evidence  obtained  by  Illegal 
wiretapping  or  electronic  surveillance,  this  is,  in  civil  law  cases. 


Ij     Die  Praxis  des  Bundesgerichts,  Decision  No.  184/1974,  at 
528  and  529. 
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considered  to  be  within  the  sphere  of  the  free  discretion  of  the 

judge,  whereas  in  criminal  cases  the  opinions  of  the  Swiss  lurists 

8/ 
vary. 


Prepared  by  Dr.  Alois  Bohmer 
Senior  Legal  Specialist 
European  Law  Division 
Law  Library,  Library  of  Congress 
October  1974 


-§./  H.  A.  Metzger,  Der  Strafrechtliche  Schutz  des  personlichen 
Geheimbereichs  gegen  VerletzunRen  durch  Ton-  und  Bildaufnahme-  sowie 
Abhorgerate  142-144  (Winterthur,  1972).  ~ 
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Appendix  13 
n^Txtr  ptttilic  Citizen  Litigation  Group 

INFOEMATION    SUPPLIED   BT   THE   PUBLIC    CIT  r^T^l^Al^O 

Williams,  Con nolly  &  ^^^^^^^il^V q75 
Washington,  B.C.,  March  27, 1915. 

I>r  M»°CBAn.M..  :  in  connection  witn  .ou.  l-stj^aUon^f  fl^Jlo^^ 

materials  relating  to  RtlP?,!^''Ser   m---  ^1  Morrison,  the  Head  oj  the  Public 
IS  SSuoTarpfkn^^I  ^e^ea  these  materials. 

Sincerely,  Joseph  A.  Califano,  J  r. 

WILLIAMS,  CONNOLLY  &  Califano 

Washington,  B.C.,  March  27, 1975. 


Louis  A.  Cox,  Esq., 
General  Counsel, 
U.S.  Postal  Service, 


Washington,  B.C.  aDoeal  from  a  determination  by  the 

DEAE  ME.  Cox:  The  followxng  ^fter  is  an  appeal  rrom     ^^^^^^^  ^^  I^Jf  .^^: 
Chief  Postal  Inspector  of  March  4,  1975  i^jesponse  pursuant  to  United 

tion  Act  request  of  February  17,  19-5    Tm^  ^^^    §  265.7(e),  which  im- 

States  Postal  Service  ^g?^^^^^^^?^,.^^^^^^  Act  as  set  forth  in 

plement  the  appeal  provisions  of  the  i^reetiom  oi 

5IJ.S.C.  §552.(a)(6).  b^ckgeound 

on  February  17,  1975,  we  filed  a  J^^^^^^^^^^^ 
the  Postmaster  General  on  behalf  «^  ^^^^/^.^^^^  and  persons  working 

attorneys,  and  other  earned  PuWc  interest  orga  .^  appended  at  Tab  A, 

for  these  organizations   This  ''Xfth^t  X  United  States  Postal  Service  has 
related  a  series  of  facts  ^^.d^^^ti^g  that  the  Uni^^^  ^^^  public  Citizen 

conducted  an  illegal  ^YV^^^lZ^^ ^vlilteT^nSn  of  mail  delays  and  mis- 
Litigation  Group.  The  facts  reveal  ^  I^If.\™^fJ^^^^ 

deiiferies  at  the  ^i'tigation  Group  and  affiliated  p^^^^^^^^  ^^^^^^.„g 

cannot  be  attributed  merely  to  random  error  oy  p,^         February  17  letter: 
Smmary  of  these  delivery  problems  is  ^^f^^f^f^^^f  ^^tei  clearlv  and  correctly 

"Recently,  an  entire  batch  »*  ^^^^^^^^^^^^.'S'^l  S^^^^ 
addressed  to  Litigation  Group  attorneys  at  2000  P  Street  J^W     Responsive  Law 
was  delivered  to  the  post  office  box  ^^^he  Center  tor  ^r^^^^  ^^^^  ^^^^^^^ 

Tanv^Ttii'eir^ot^M^^^^^^^^  ^^-^  «^  ^^"^  ^^^ 

mVdefivfred,  the  Litigation  Group  re^^^^^^^  ^„^^^,^  ,,,,,,,ed  to 

"In  three  of  four  i^^tances  in  the  past  months,  letters      ^^^,^^^^  ^^  ^^^^^^^ 

Litigation  Group  lawyers  at  2000  P  f/^.^^,  IN.  w.,  na  Finally, 

""""fH^S^^t  Tab  B  is  a  list  of  some  specific  examples  of  mail  delivery  irregu- 
lar'^t^s^'e^rie^ced  b?  ?he  Litigation  ^oup  and  other  parties  named  in  our 

"^'STeb^a^'lV  letter  noted  the  serious  issues  of  constitutional  rig^s  and 
nublc  pS  raised  bv  the  mail  cover  practice-especially  surveillance  of  at. 
?"  nevs-and  we  r^ nested  the  immediate  termination  of  anv  secret  monitoring 
of  ?he  Lit^eatfon  oJoun's  correspondence.  In  addtion,  we  asked  tha  copies  be 
madi  avSable  to  US  of  any  Postal  Service  records  relating  to  a  mail  cover  on 
Se  LiSion  Group,  its  attorneys,  or  tbe  other  parties  named  in  our  request 

On  Februarv  20  1975.  the  Postmaster  General  acknowledged  receipt  of  our 
le1i?r  and™ tited  that  a  preliminary  check  indicted  "no  m.li  cover  h.s  ever 
been  authorized  in  respect  to  mnil  addressed  to  the  PnMic  Citizen  Li titration 
G^oup  "  In  adTition,  thrPostmaster  General  explained  that  our  Freedom  of  In- 
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formation  request  was  being  forwarded  to  the  Chief  Postal  Inspector  since  the 
mail  cover  process  is  under  his  direct  responsibility  and  control.  A  copy  of  the 
Postmaster  General's  letter  is  appended  at  Tab  C. 

On  February  24,  1975,  we  replied  to  the  Postmaster  General  to  emphasize 
that  our  Freedom  of  Information  request  was  not  confined  merely  to  "author- 
ized" mail  covers  on  the  Litigation  Group  or  other  organizations  and  i^rsons 
named.  In  this  letter,  appended  at  Tab  D.  we  also  detailed  the  continuing  delay 
and  misdelivery  of  mail  to  the  Litigation  Group. 

On  March  4,  1975.  the  Chief  Postal  Inspector,  Mr.  William  J.  Cotter,  responded 
to  our  letters  of  February  17  and  February  24.  In  his  reply,  attached  at  Tab 
E.  he  stated  that :  "A  check  of  our  files  discloses  no  record  of  a  mail  cover  ever 
having  been  placed  upon  any  of  the  organizations  or  uix)n  any  of  the  individuals 
listed  in  your  letter  of  February  17."  Mr.  Cotter  attached  copies  of  mail  cover 
regulations  published  in  the  Postal  Service  Manual  and  the  Postal  Manual  which 
provide  operating  instructions  for  the  mail  cover  process  and  define  its  ijermissi- 
ble  uses.  In  addition,  Mr.  Cotter  attached  more  detailed  instructions  relating 
to  mail  covers  from  "confidential"  management  and  field  manuals  of  the  Postal 
Service.  He  stated  that  these  confidential  materials  were  not,  in  the  opinion  of 
the  Postal  Service,  "administrative  staff  manuals"  subject  to  disclosure  under 
subsection  (a)  (2)  of  the  Freedom  of  Information  Act,  but  that  he  was  willing 
to  provide  these  materials  to  us  "relying  on  your  discretion  as  to  further  dis- 
closures." Finally,  he  noted  that  portions  of  the  confidential  attachments  had 
been  deleted  pursuant  to  the  Postal  Service's  judgment  that  public  disclosure 
of  this  material  "could  seriously  impede  the  effectiveness  of  this  legitimate 
investigative  technique." 

Decisions  appealed 

Nonexistence  of  Records.  On  behalf  of  the  Public  Citizen  Litigation  Group 
and  other  parties  cited  in  our  February  17  letter,  we  hereby  appeal  Mr.  Cotter's 
determination  that  no  records  exist  of  a  mail  cover  on  any  organization  or 
individual  named  in  our  request.  We  take  this  appeal  because: 

(1)  Neither  in  its  written  responses  of  February  20  and  March  4  nor  in  any 
other  communication  with  us  has  the  Postal  Service  ever  denied  that  a  cover 
was  placed  on  the  Litigation  Group  or  other  parties  named  in  our  Freedom  of 
Information  request. 

(2)  The  Postal  Service  has  not  provided  any  plausible  explanation  for  the 
delays  and  misdeliveries  described  in  our  letters  of  February  17  and  24. 

(3)  The  irregularities  stopped  promptly  after  the  Postal  Service  received  our 
letter  of  February  17. 

In  his  March  4  response,  Mr.  Cotter  noted  that  a  Postal  Inspector  had  been 
assigned  in  an  effort  to  correct  the  delivery  problems  outlined  in  our  letters. 
It  is  our  understanding  that  the  Postal  Inspector  designated,  Mr.  John  W. 
Bennett,  has  conducted,  or  is  still  conducting,  an  investigation  to  determine  the 
cause  of  these  problems.  Although  we  have  not  been  advised  of  the  final  results 
of  his  investigation,  Mr.  Bennett  told  a  Litigation  Group  attorney  in  a  March  6 
telephone  conversation  that  preliminary  findings  indicated  the  delivery  prob- 
lems were  caused  by  letter  carriers  who  were,  on  their  own  initiative,  forward- 
ing mail  to  persons  and  organizations  who  have  moved  their  offices  from  2000  P 
Street  to  133  C  Street. 

This  finding  simply  does  not  provide  a  credible  explanation  for  the  mis- 
deliveries detailed  at  Tab  B.  Specifically,  the  "carrier  error"  hypothesis  does 
not  explain : 

Why  the  Litigation  Group  has  experienced  delays  of  almost  two  weeks  in 
receiving  mail  postmarked  from  the  District  of  Columbia. 

Why  envelopes  erroneously  "forwarded"  to  the  wrong  addresses  showed 
absolutely  no  indication  of  a  forwarding  request  or  notation. 

Why  letters  clearly  addressed  to  persons  and  organizations  who  have  never 
moved  from  the  2000  P  Street  location  were  nevertheless  "forwarded"  to 
another  address. 

Why  letters  correctly  addressed  to  2000  P  Street  were  misdelivered  to  the 
post  office  box  of  the  Center  for  Study  of  Responsive  Law  as  well  as  to  133 
C  Street. 

Why  mail  addressed  to  133  C  Street  has  been  misdelivered  either  directly 
to  the  Center  at  1910  K  Street  or  to  its  post  office  box. 

Why  a  letter  correctly  address'ed  to  one  of  the  Public  Citizen  Litigation 
Group's  cHcnts  bv  a  party  other  than  the  Litigation  Group  or  any  of  its 
attorneys  was  delivered  to  the  Litigation  Group  offices,  even  though  neither 
the  client's  address  nor  the  sender's  address  bore  any  similarity  to  "2000 
P  Street." 


952 

In  light  of  these  unresolved  questions,  and  the  seriousness  of  the  issues  in- 
volved we  request  in  this  appeal  that  a  more  comprehensive  review  be  conducted 
bv  the  Postal  Service  to  determine  whether  any  authorized  or  unauthorized  cover, 
or  anv  other  secret  surveillance  techniques,  has  ever  been  employed  to  monitor 
the  mail  of  the  Litigation  Group  or  the  parties  named  in  our  February  17  letter. 
The  difficulties  that  the  Postal  Service  has  encountered  thus  far  in  providing 
an  explanation  for  the  Litigation  Group's  irregular  mail  deliveries  suggest  that 
an  investigation  going  beyond  a  general  file  check  is  warranted  in  this  case. 

Records  of  all  mail  covers  specifically  authorized  by  Postal  Inspectors  or  their 
designees  should  be  available  in  Postal  Service  files,  since  regulations  require 
that  records  pertaining  to  mail  covers  must  be  retained  for  eight  years.  39  L.t  .K. 
§  233  2(g)  (5) .  However,  these  regulations  also  direct  that : 

"If  the  Chief  Postal  Inspector,  or  his  designee,  determines  a  mail  cover  was 
improperlv  ordered  by  a  Postal  Inspector  in  Charge  or  his  designee  all  data 
acquired  While  the  cover  was  in  force  shall  be  destroyed,  and  the  requesting 
authority  notified  of  the  discontinuance  of  the  mail  cover  and  the  reasons  there- 
for." 39  C.F.R.  §  233.2(g)  (3).  ^    ..  ■    ^^  -ui 

Depending  upon  how  this  provision  has  been  implemented,  it  is  thus  possible 
that  all  records  relating  to  mail  covers  improperly  ordered,  and  subsequently 
terminated,  are  destroved  by  the  Postal  Service.  If  the  regulation  is,  m  fact, 
implemented  in  this  manner,  then  a  file  check  would  obviously  not  reveal  any 
evidence  of  a  mail  cover  on  the  Litigation  Group  that  was  improperly  ordered 
and  subsequently  discontinued.  Moreover,  even  if  some  reference  to  improperly 
ordered  covers  is  retained  by  the  Postal  Service,  the  possibility  also  remains 
that  such  records  are  segregated,  less  accessible,  and  not  likely  to  be  consulted 
in  a  general  file  search.  .,         j  t 

If  a  thorough  review  of  the  Litigation  Group's  mail  delivery  problems  does  not 
elicit  an  explanation  for  the  pattern  of  irregularities  we  have  noted,  then  we 
believe  that  a  further  investigation  should  be  undertaken  to  determine  whether 
Postal  Service  personnel,  either  independently  or  with  the  cooperation  of  other 
government  agencies,  could  have  conducted  a  mail  cover  at  any  time  that  was  not 
authorized  by  a  Postal  Service  official  empowered  under  the  regulations  to  order 
mail  covers.  Recent  testimony  by  the  Chief  Postal  Inspector  before  the  Sub- 
committee on  Courts,  Civil  Liberties,  and  the  Administration  of  Justice  of  the 
House  Judiciarv  Committee  indicates  that  over  4,000  mail  ^«\^;s, were  ordered 
each  vear  by  the  Postal  Service  in  1973  and  1974.  It  is  likely  that  hundreds  of 
Postal  Service  employees  were  involved  in  implementing  these  covers.  Against  a 
background  of  such  extensive  mail  cover  operations,  it  is  thus  not  unreasonable  to 
assume  Ihat  an  lanauthorized  cover  could  proceed  undetected  by  Postal  Service 

"^Te^eZnsi^tellrds  Provided.  We  also  appeal  the  Chief  Postal  Inspector's 
deletion  of  material  from  "confidential"  Postal  Service  manuals  that  were  pro- 
vided in  response  to  our  Freedom  of  Information  request. 

With  regard  to  the  "confidential"  documents  given  to  us,  it  violates  the  spirit 
and  intent  of  the  Freedom  of  Information  Act  for  a  government  agency  to  dis- 
dcSe  records  to  certain  members  of  the  public  in  response  to  a  Freedom  of  Infor- 
mSon  request  and  then  state  that  it  is  relying  upon  the  '"^^^  ^^V^°riln?i^^^^^^^^^^ 
to  further  disclosure  of  the  material.  All  citizens  ^"^%^""^lf  ^"^^".^^"^f^^  [J^ 
Freedom  of  Information  process.  Moreover,  after  carefullv  reading  through  the 
provisions  of  the  Postal  Service  manuals  supplied,  we  cannot  discern  how  their 
Sosiire  could  ndverselv  affect  any  legitimate  -nblic  interest.  For  these  reasons, 
we  have  decided  to  make  these  documents  srenerallv  available.  ^.    ^.r,„<.  fi,^ 

wfth  regard  to  the  deletion  of  material  from  these  manuas  we  note  that  the 
Postal  Service  has  not  comnlied  with  its  own  regulations  set  forth  in  39  C.K.K 

r2S(d'7i)  which  require  that  the  denial  of  a  ^^--^TJ^l'^l'^'Zl'^ITl^ 
Include  a  reference  to  the  provision  or  provisions  of  §  265.6  authorizing  tne 
Sholdin^of  the  record  anri  a  bri^  explanation  of  how  each  ;;>'-7>^'^"  ^.^f  ^^ 
^the  records  renuested.  Without  such  information,  we  cannot  be  exacted  o 
frame  a  meanlneful  response  to  the  Postal  Service's  decision  to  delete  this 
material  Therefore,  we  renuest  that  thp  Postal  Service  either  promotlv  disclose 
?ltnXmat[on  or  complv  with  5  265.7fd)(i>  by  citing  the  provisions  of  its 
re^TlatS  on  wh?ch  it  bases  denial  of  the  sections  deleted  and  by  explaining 
how  these  provisions  apply  to  the  deleted  material. 

PuMic  vol/icv  confederations  . 

The  Public  Citizen  LitieaHon  Group's  experience  in  tryine  to  ^^'^^'^.'^.^J'^^^. 
it  has  been  the  subiect  of  a  mail  cover  clearly  demonstrates  how  httle  is  ac 
tUny  k^wn  about  the  operation  and  scope  of  this  widely  used  law  enforce- 
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ment  technique.  General  guidelines  applicable  to  mail  covers  are  set  forth  in 
Postal  Service  regulations  and  manuals.  However,  in  order  that  the  practical 
significance — and,  therefore,  the  suflSciency — of  these  guidelines  may  be  better 
evaluated  by  the  public,  we  ask  that  you  provide  the  following  basic  informa- 
tion about  the  scope  and  operation  of  the  mail  cover  process  and  we  ask  that  you 
provide  all  records  relating  to  this  information  : 

(1)  What  regulations,  manuals,  and  other  documents — and  amendments 
thereto — have  governed  the  use  of  mail  covers  since  1960? 

(2)  How  many  mail  covers  have  been  authorized  annually  by  the  Postal  Serv- 
ice since  1960  ? 

(3)  How  many  officials  in  the  Postal  Service  currently  have  authority  to 
order  mail  covers,  including  all  designees  of  authorized  officials?  What  are  their 
names  and  positions? 

(4)  How  many  employees  of  the  Postal  Service  have  been  involved  in  imple- 
menting mail  cover  procedures  within  the  past  year? 

(5)  On  how  many  occasions  since  1960  has  the  Chief  Postal  Inspector,  or  his 
designee,  determined  that  a  mail  cover  was  improperly  ordered  by  a  Postal 
official  authorized  under  the  applicable  regulations  to  order  mail  covers? 

(6)  Have  Postal  employees  ever  participated  in  a  mail  cover  that  was  not 
ordered  by  a  Postal  official  authorized  under  the  applicable  regulations  to  order 
mail  covers?  If  so,  what  disciplinary  actions  were  taken  against  the  employees 
involved  ? 

(7)  Does  the  Postal  Service  own  or  employ  any  mechanical  devices  to  assist  in 
mail  covers?  If  so,  what  operations  are  these  devices  designed  to  accomplish? 

(8)  Does  the  Postal  Service  own  or  employ  any  mechanical  devices  to  open  or 
reseal  letters,  or  to  scan  the  contents  of  sealed  letters  ? 

(9)  What  funds  have  been  expended  annually  by  the  Postal  Service  since 
1960  for  mail  cover  operations?  What  funds  are  budgeted  by  the  Postal  Service 
for  FY  76  to  support  mail  cover  operations  ? 

(10)  To  what  extent  does  the  Postal  Service  conduct  joint  or  reciprocal  ef- 
forts with  other  countries  in  implementing  mail  covers  ? 

In  conclusion,  it  should  be  understood  that  the  Public  Citizen  Litigation  Group 
has  a  significant  responsibility  to  its  clients  to  assure  that  it  is  not  being  sub- 
jected to  any  illegal  system  of  government  mail  surveillance.  Postal  Service  reg- 
ulations acknowledge  the  sanctity  of  the  attorney-client  privilege  by  directing  that 
"no  mail  covers  shall  include  matter  mailed  between  the  mail  cover  subject  and 
his  known  attorney-at-law."  39  C.F.R.  §  233.2(f)  (2).  However,  if  an  attorney  or 
law  firm  is  the  subject  of  a  mail  cover,  it  is  impossible  for  persons  administering 
the  cover  to  know  what  letters  addressed  to  the  attorney  or  firm  are  from  clients 
or  prospective  clients.  It  is  almost  certain,  therefore,  that  mail  cover  data  will  be 
recorded  from  clients'  letters  in  violation  of  the  attorney-client  privilege.  Such 
violations  create  considerable  dangers  and  opportunities  for  abuse  in  the  case  of 
the  Litigation  Group,  which  regularly  receives  mail  from  concerned  govern- 
ment employees.  In  addition,  the  Litigation  Group,  like  other  law  firms,  uses 
the  mails  on  bpha'f  of  clients  to  correspond  with  witnesses,  the  courts,  and  If^gis- 
lators.  Any  indication  that  the  privacy  of  this  correspondence  is  being  jeopardized 
by  a  secret  government  surveillance  system  raises  serious  concerns  about  the 
ability  of  a  law  firm  to  represent  its  clients  effectively.  This  concern  is  especi- 
ally serious  for  the  Public  Citizen  Litigation  Group,  which  brings  virtually  all 
of  its  lawsuits  against  government  agencies,  any  of  which  are  authorized  to 
request  mail  covers  under  Postal  Service  regulations.    ' 

Because  of  these  concerns,  the  Litigation  Group  must  pursue  every  possible 
measure  in  trying  to  determine  the  facts  behind  the  misdeliveries  of  its  mail. 
Sincerely, 

Joseph  A.  Califano,  Jr., 
Petee  B.  Hamilton, 
Attorneys  for  the  PiMic  Citisens  Litigation  Qrowp,  et  al. 


WnXIAMS,  CONIS-OLLY  &  Califano, 
Washington,  D.C.,  February  17,  1975. 
Hon.  Be:xjamin  F.  Batlar. 
PostmaMer  General, 
U.S.  Pofttal  Service, 
Washington.  B.C. 

Dear  Mr.  Bailar  :  A  number  of  susipicious  incidents  has  raised  serious  concern 
among  attorneys  at  the  Public  Citizen  Litigation  Group,  a  public  interest  law  firm, 
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that  the  United  States  Postal  Service  has  conducted  illegal  surveillance  of  their 
incoming  mail.  Over  the  past  several  months,  the  Litigation  Group  has  noted 
curious  irregularities  and  significant  delays  in  the  delivery  of  mail  to  its  offices  at 
2000  P  Street,  N.W.,  Washington,  D.C.,  zip  code  20030.  _f,     ^^ 

Recently,  an  entire  batch  of  mail  containing  letters  clearly  and  correctly  ad- 
dressed to  Litigation  Group  attorneys  at  2W)0  P  Street  N.W,  was  delivered  to  he 
post  office  box  of  the  Center  for  Study  of  Responsive  Law  (box  19367),  although 
there  was  no  mention  of  that  organization  or  that  address  on  any  of  the  envelopes. 
Moreover  on  the  day  before  this  batch  of  letters  was  misdelivered,  the  Litigation 
Group  received  almost  no  mail.  ^,        , ,  ,  .^ 

In  three  or  four  instances  in  the  past  months,  letters  correctly  addressed  to 
T  iHsrution  GrouD  lawyers  at  2000  P  Street,  N.W.,  have  been  delivered  to  another 
llT'lZ?::Zll7:Jon  located  at  133  C  Street  S  E  ^iP-^e  20(^3.  Mnall^ 
in  the  case  of  at  least  one  person,  mail  addressed  to  133  O  Street,  S  K,  zip  code 
20003  has  been  delivered  either  directly  to  the  Center  for  Study  of  Responsive 
Law,  1910  K  Street,  N.W.,  zip  code  20006,  or  to  its  post  office  box  (19367)  zip  code 

^^^tially,  the  Litigation  Group  attorneys  attributed  these  problems  merely  to 
inadvertence,  confusion,  or  an  imide<iuate  delivery  system  in  the  Postal  Service^ 
Is  delivery  problems  continued,  the  Litigation  Group  telephoned  and  wrote  the 
Postal  Service  to  determine  and  eliminate  the  source  of  the  Problem  A  copy  of  its 
fener  of  October  9,  1974,  is  appended  at  Tab  A.  On  October  29,  1974,  Mr.  Mc- 
Cloonev  of  the  Postal  Service  telephoned  the  Litigation  Group  to  explain  that  he 
coX  i^ertain  no  reason  for  the  irregularities  in  mail  service.  No  further  mis- 
deUveriS  were  detected  for  a  time,  but  the  problem  surfaced  again  m  mid- 

^^SriTitigatiof  ir^uThaV^^^^^^  that  the  United  States  Postal  Servic^  at 

the  request  of  certain  government  agencies,  routinely  conducts  domestic  mail  sur- 
vSlaTe  op^ratTons  on  citizens,  entirely  without  their  consent  or  knowledge^  A 
copy  of  pS  Form  2009,  used  by  the  Postal  Service  for  f,^":;^;?^  .detailed  mfoiw- 
tion  obtained  through  covers  on  incoming  mail,  is  attached  at  Tab  B.  A^  this 
Form  reveals,  the  Postal  Service  agents  systematically  take  down  the  names  of 
the  addressee  and  sender  of  each  piece  of  mail,  the  sender's  return  address,  the 
dntp  and  oSe  of  postmark,  and  the  class  of  mail  involved.  The  postmaster  must 
al^  Sif%af  deUvery  oi  the  subject's  mail  "was  not  delayed  while  obtaming 
?it^  ^formation"  PS  Form  2006,  a  copy  of  which  is  appended  at  Tah  ^  is  ap- 
mreitKu^ed  by  the  Postal  Service  to  forward  the  information  obtained  through 
ma'fcovernFJrms  2009)  to  the  requesting  government  agency.  TM^J^J^.^^, 
Sinds  the  agency  that  the  Forms  2009  are  provided  on  loan  and  must  be  treated 

'"'^^V^oLlnTis'ZnS.ea^^^^  as  an  investigative  lead  to  ass^t  you  in  pro- 
tecting the'^^Sl^.e^H*^,  locating  a  fugiUve,  or  «^^«'r.^,,^;;;^^^^^^ 
mission  or  attempted  commission  of  a  crime.  Generally,  such  if^ o^^^^ion  is  not  to 
ZnZ  as  evidence  in  court  and  reference  to  the  use  of  mail  covers  in  criminal 
or  administrative  actions  should  be  avoided  insofar  as  possible    ... 

"?f  The  Jibiect  is  indicted  notify  [the  Postal  Service]  immediately  so  the  mai 
cover  mav  be  Sscont'nuerPlease'furnish  the  date  of  the  indictment  as  no  mail 
cover  S?ormation  applying  to  mail  received  by  the  subject  on  or  after  that  date 
''N"/aw™ef  wh';  is  subject  to  a  government  mail  s-veillance  can  conUnue  t 

t^o^MlVc^rin  rnfS!L?.?o?aT/f  *r  ri.M  o,  privac,  and  t.e 
other  form  of  secret  monitoring  of  the  mail  ot  tne  iruuiic  v. 
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Group,  or  any  of  the  organizations  listed  in  paragraph  (2)  below,  or  the  individ- 
uals listed  in  paragraph  (3)  below.  Pursuant  to  the  Freedom  of  Information  Act, 
5  U.S.C.  §  552,  and  the  Public  Information  regulations  of  the  United  States  Postal 
Service,  39  C.F.R.  §  261,  we  also  request  that  copies  of  the  following  Postal  Serv- 
ice records  promptly  be  made  available  to  us  : 

(1)  All  Postal  Service  regulations,  guidelines,  procedures  or  policy  statements 
regarding  mail  covers. 

(2)  All  requests  made  by  any  government  agency  or  oflBcial  (including  the  U.S. 
Postal  Service  and  its  oflScial.s)  at  any  time  for  a  mail  cover  on  the  Public  Citizen 
Litigation  Group.  2000  P  Street,  N.W.,  Washington,  D.C.,  zip  code  20036,  or  on 
any  of  the  following  organizations : 

(a)  Center  for  Studv  of  Responsive  Law,  1910  K  Street,  N.W.,  Washington, 
D.C.  20006.  P.O.  Box  19367.  Washington,  D.C.  20036. 

(&)  Citizen  Action  Group.  Congre.ss  Watch,  Tax  Reform  Research  Group,  133 
C  Street,  S.E.,  Washington,  D.C.  20003. 

(c)  Corporate  Accountability  Research  Group,  National  Public  Interest 
Research  Group.  Suite  101,  1832  M  Street.  X.W.,  Washington,  D.C.  20036. 

(d)  Health  Research  Group,  Suite  708,  2000  P  Street,  N.W.,  Washington,  D.C. 
20066. 

(e)  PROD,  Inc.,  Suite  700,  2000  P  Street,  N.W.,  Washington,  D.C.  20036. 

(/)  Public  Citizen,  Inc.,  Suite  1209,  1346  Connecticut  Avenue,  N.W.,  Washing- 
ton, D.C.  20036.  P.O.  Box  19404,  Washington,  D.C.  20036. 

(g)  Public  Interest  Research  Group,  Suite  711,  2000  P  Street,  N.W.,  Washing- 
ton, D.C.  20036. 

(3)  All  requests  made  by  any  government  agency  or  oflScial  (including  the 
U.S.  Postal  Service  and  its  oflScials)  at  any  time  for  a  mail  cover  on  any  attorney 
currently  working  for  the  Public  Citizen  Litigation  Group,  or  on  any  preson 
listed  below : 

Public  Citizen  Litigation  Group  Attorneys: 

Larry  P.  Ellsworth 
Arthur  L.  Fox  II 
Reuben  B.  Robertson  III 
Mark  Lynch 
Alan  B.  Morrison 
Alfred  L.  Singer 
Girardeau  Spann 
Other  Persons: 

Joan  B.  Claybrook 
Charlene  D.  Divoky 
Mark  J.  Green 
Theodore  J.  Jacobs 
Faith  L.  Keating 
Ralph  Nader 
Martin  H.  Rogol 
Sidney  M.  Wolfe 

(4)  Any  Postal  Service  Form  2006  forwarding  information  collected  by  a  mail 
cover  on  any  of  the  organizations  listed  in  (2),  or  on  any  person  listed  in  (3) 
above. 

(5)  Any  Postal  Service  Form  2009  containing  information  collected  by  a  mail 
cover  on  any  of  the  organizations  listed  in  (2),  or  on  any  person  listed  in  (3) 
above. 

We  would  appreciate  a  prompt  response  to  this  request. 
Sincerely, 

Joseph  A.  Califano,  Jr. 
Peter  B.  Hamilton. 
Attorneys  for  the  Public  Citizen  Litigation  Group,  et  al. 


Tab  A 

OCTOBEB   9,    1974. 

Mrs.  Johnson, 

Delivery  and  Collections, 

Central  Post  Office,  Washington,  D.C. 

Deak  Mrs.  Johnson  :  This  letter  is  a  follow  up  to  the  telephone  conversation 
we  had  yesterday  regarding  the  incorrect  delivery  of  our  mail.  Quite  a  few  pieces 
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of  our  mail,  including  those  envelopes  enclosed,  have  been  delivered  to  1910  K 
Street,  N.W.,  5th  floor,  Washington,  D.C.  20006  instead  of  to  the  address  listed 
above.  Both  of  these  addresses  belong  to  Ralph  Nader  groups  but  since  there  is 
no  indication  of  that  on  the  letters,  we  feel  that  could  not  be  the  source  of 
confusion. 

Please   check  into   this   matter   as   soon   as   possible.   Thank   you   for   your 
cooperation. 

Sincerely, 

Peggy  Landey. 


u.  r..  PO'.T/\t-  ri.nv'cr 
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Tab  C 
U.S.  Postal  Service 


Subject :  Information  concerning  mail  matter. 
In  accordance  with  your  request  of 


-,  for  a 


on 


there  are  attached 
to 


day  mail  cover 

Forms  2009  for  mail  received  during 
the  period 

These  documents  are  the  property  of  the  U.S.  Postal  Service.  They  are  loaned 
to  you  with  the  understanding  they  will  be  treated  confidentially.  The  informa- 
tion is  furnished  only  as  an  investigative  lead  to  assist  you  in  protecting  the 
national  security,  locating  a  fugitive,  or  obtaining  evidence  of  commission  or 
attempted  commission  of  a  crime.  Generally,  such  information  is  not  to  be  used 
as  evidence  In  court  and  reference  to  the  use  of  mail  covers  in  criminal  or  admin- 
istrative actions  should  be  avoided  insofar  as  possible. 

If  the  desired  information  is  received  prior  to  the  expiration  of  the  period 
authorized,  please  advise  in  order  that  the  cover  may  be  terminated. 

If  the  subject  is  Indicted,  notify  me  immediately  so  the  mail  cover  may  be 
discontinued.  Please  furnish  the  date  of  the  indictment  as  no  mail  cover  informa- 
tion applying  to  mail  received  by  the  subject  on  or  after  that  date  can  be 
furnished. 

AH  attached  Forms  2009  must  be  returned  to  this  office  within  60  days. 

Examples  of  Unexplained  Mail  Delivery  Irregularities 

I.  First  Class  Mail  received  at  133  C  Street,  SE.,  Washington,  D.C.  20003,  on 
December  12, 1974. 


As  Addressed  on  Envelope: 

Alan  B.  Morrison,  Esq. 
c/o  Public  Citizen 
2000  P  Street  N.W. 
Washington,  D.C.  20036 

Mr.  Reubem  B.  Robertson,  III 
Aviation  Consumer  Action  Project 
2000  P  Street,  N.W.,  Suite  700 
Washington,  D.C.  20036 

Reuben  Robertson,  Esq. 
Public  Citizen 

Suite  700,  2000  P  Street,  N.W. 
Washington,  D.C.  20036 


Comments 

mailed  from  New  York  on  12/6/74. 


mailed  12/4/74  from  Kansas  City,  Mis- 
souri re  pending  litigation  at  CAB. 


mailed  December  6  from  Washington, 
D.C.  20036. 


II.  First  Class  Mail  received  at  P.O.  Box  19367  (Center  for  Study  of  Responsive 
Law)  on  January  16,  1975.  All  of  this  mail  was  addressed  to  various  recipients 
at  2000  P  Street. 


As  Addressed  on  Envelope: 

Congress  project 

2000  P  Street,  N.W. 

Suite  700 

Washington,  D.C.  20036 

Mr.  Dale  Pullen 
Congress  Study  Project 
2000  P  St  NW 
Suite  700 
Washington,  DC  20036 

Congress  Project 
Suite  700 

2000  P  Street,  N.W. 
Washington,  D.C.  20036 

Reuben  B.  Robertson,  III,  Esq. 
2000  P  Street,  N.W. 
Washington,  D.C.  20088 


Comments 

letter  from  United  States  Senator. 


letter  from  Member  of  Congress. 


letter  from  Member  of  Congress. 


correspondence  re  pending  litigation. 


57-282  O  -  76  -  pt.  2  -  19 
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As  Addressed  on  Envelope: 

Mr.  Alam  B.  Morrison 

Public  Citizen 

Suite  700 

2000  P  Street,  N.W. 

Washington,  D.C.  20036 

Congress  Project 
Attn  :  Mr.  Robert  C.  Felmeth 
2000  P  Street,  NW 
Washington,  D.C.  20036 

Reuben  Robertson,  Esq. 
Public  Citizen  Litigation  Group 
Suite  700,  2000  P  Street,  N.W. 
Washington,  D.C,  20036 

Ralph  Nader's  Health  Research  Group 

Suite  710 

2000  P  St 

NW  Washington,  20036 

Mrs.  Dee  Nash        M-4 
Nader  Congress  Study 
2000  P  Street  NW  STE  #700 
Washington  DC  20036 

Congress  Project 
2000  P.  St.,  NW,  #700 
Washiington,  D.C.  20036 

Mr.  Reuben  Robertson 
Suite  700 
2000  P.  St  NW 
Washington  DC  20036 

Mr.  Ray  Bonner 
Public  Citizen,  Inc. 
2000  P  Street 
Washington,  D.C.  20036 

Congress  Project 

2000  "P"  Street,  N.W.,  Suite  700 

Washington,  D.C.  20036 

Mr.  Alan  B.  Morrison 

Mr.  Reuben  B.  Robertson,  III 

Public  Citizen  Litigation  Group 

Suite  700 

2000  P  Street,  N.W., 

Washington,  D.C.  20036 

Robert  Fellmeth 

Congress  Project 

2000  P  Street,  N.W.,  Suite  700 

Washington,  D.C.  20036 

Public  Citizen 

2000  P  Street,  N.W., 

Washington,  D.C.  20036 

Att :  Florence  Dembling,  Personnel 

Mr.  Alan  B.  Morrison 
Attorney  at  Law 
2000  P   Street,   N.W.,   Suite  700 
Washington,  D.C.  20036 

Congress  Project 
2000  P  Street,  N.W., 
Suite  700 
Washington,  D.C.  20036 


Comments 


letter  from  Member  of  Congress. 


mailed  from  Washington,  D.C.  20036. 


letter  from  Member  of  Congress. 


letter  from  Member  of  Congress. 


oflScial  correspondence  re  pending  in- 
quiry before  United  States  Depart- 
ment of  Justice. 


note  absence  of  any  reference  to  orga- 
nizations on  envelope. 


letter  from   Member  of  Congress. 
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As  Addressed  on  Envelope: 
Alan  B.  Morrison,  Esq. 
2000  P  Street,  N.W., 
Suite  700 
Washington,  D.C.  20036 

Congress  Project 
200  P  Street,  N.W., 
Suite  700 
Washington,  D.C.  20036 

Mr.  Robert  Fellmeth, 

Project  Director 

Congress  Project 

200   "P"    Street,   N.W.,    Suite   700 

Washington,   D.C.  20036 

Mr.  Robert  Fellmeth, 

Project  Director 

Congress  Project 

2000  P  Street,  N.W.,  Suite  700 

Washington,  D.C. 

Robert  Fellmeth, 

Congress  Project 

2000  P   Street,  N.W.,   Suite  700 

Washington,  D.C.  20036 

Ms.  Peggy  Sims, 
National  Consumers  Congress 
200  P  Street,  N.W., 
Washington,  D.C.  20036 

Nader  Congress  Project 

200  P   Street,  N.W.,   Suite  700 

Washington,  D.C.  20036 

Attorney  Alan  Morrison, 
Public  Citizen 
Suite  700 
Washington,  D.C.  20036 

Congress  Project 

2000  P  Street,  N.W.,  Suite  700 

Washington,  D.C.  20036 

Reuben  Robertson,  Esq., 

Aviation  Consumer  Action  Project 

Suite  700 

2000  P  Street,  N.W., 

Washington,  D.C.  20036 

Allen  B.   Morrison,   Esquire, 
Suite  700 

2000  P  Street,  N.W., 
Washington,  D.C.  20036 

Mr.  Reuben  B.  Robertson,  III, 

200  P  Street,  N.W., 

Suite  700 

Washington,  D.C.  20036 

Ms.  Anita  Johnson,  Esq. 
Public  Citizen 
Health  Research  Group 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Congress  Project 

2000  P  Street  NW.,  Suite  700 

Washington,  D.C.  20036 


Comments 

note   absence  of  organizational   refer- 
ences on  envelope. 


letter  from  Member  of  Congress. 


letter  from  Member  of  Congress. 


letter  from   Member  of  Congress. 


letter  from  Member  of  Congress. 


letter  from  Treasury  Department — or- 
ganization no  longer  in  these  oflSces 
but  formerly  shared  space  here. 

letter  from  United  States  Senator. 


letter  from  Member  of  Congress. 


official    notice   from    CAB    re   pending 
matter. 


letter  from  Secretary  of  HEW 


letter  from  Member  of  Congress  with 
specific  notation  "Postman  :  Do  Not  For- 
ward— If  Undeliverable  as  Addressed 
Return  to  Sender." 
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As  Addressed  on  Envelope: 

Alan  Morrison 
Public  Citizen 
Litigation  Group 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Reuben  Robertson,  Esq. 
Suite  700,  2000  P  Street  NW. 
Washington,  D.C.  20036 

R.  Robertson 

2000  P  Street  NW.,  Suite  700 

Washington,  D.C.  20036 


Comments 


mailed  from  zip  code  20036  with  address 
label. 


mailed  from  National  Transi)ortation 
Safety  Board,  Department  of  Trans- 
portation, with  address  label. 


All  of  these  letters  with  postmarks  bore  dates  of  January  14,  1975  if  from 
Washington  or  January  13,  1975  from  outside  of  Washington  and  as  such  would 
normally  be  delivered  on  January  15,  1975,  instead  of  January  16,  1975.  However, 
on  some  (but  not  all)  of  the  Congressional  mail  there  was  no  postmark. 

III.  First  Class  Mail  received  at  133  C  Street  SE.,  Washington,  D.C.  20003, 
on  February  3  or  February  4, 1975. 


Addressee: 

Mr.  Ralph  Nader 

2000  P  Street  NW.,  Rm  711 

Washington,  D.C.  20036 

Ralph  Nader 
2000  P  Street  NW. 
Washington,  D.C. 

Mr.  Ralph  Nader 
2000  P  Street  NW. 
Washington,  D.C.  20036 


Comments 

mailed  from  Cleveland  on  January  27. 


mailed  from   South  Bend,  Indiana  on 
January  28. 

mailed  January  29  by  a  member  of  Con- 
gress with  address  label. 


IV.  On  Wednesday  February  5,  1975,  the  Public  Citizen  Litigation  Group 
received  virtually  no  mail,  although  it  normally  receives  in  excess  of  25  items 
per  day.  On  February  6,  it  received  the  usual  mail  that  would  have  been  mailed 
on  February  5,  but  received  none  of  the  mail  which  would  have  been  mailed  on 
February  4.  On  February  7,  1975,  all  of  the  mail  that  was  mailed  on  February  4 
arrived,  along  with  the  mail  which  had  been  posted  on  February  6.  Set  forth 
below  are  some  of  the  items  of  mail  that  were  received  on  February  7,  1975  all 
of  which  were  either  postmarked  on  February  4,  1975  or,  in  case  of  mail  bearing 
no  postmark,  contained  documents  dated  February  4. 


As  Addressed  on  Envelope: 
Mr.  Alan  B.  Morrison 
Suite  700,  2000  P  Street  NW. 
Washington,  D.C.  20036 

W.  Thomas  Jacks 
Suite  700 

2000  P  Street  NW. 
Washington,  D.C.  20036 

Raymond  T.  Bonner,  Esquire 
Suite  700 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Alan  B.  Morrison,  Esquire 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Alan  B.  Morrison,  Esquire 
Suite  700 
2000  P  Street  NW. 
Washington,  D.C.  200036 


Comm,ents 

motion  in  pending  litigation. 


letter  re  pending  Supreme  Court  litiga- 
tion. 


notice  from  Clerk,  United  States  Court 
of  Appeals,  Washington,  D.C.  re  pending 
litigation. 

motion  in  pending  Supreme  Court  liti- 
gation. 

motion  in  pending  Supreme  Court  liti- 
gation. 
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V.  Mail  delivered  to  Center  for  Study  of  Responsive  Law  probably  at  P.O. 
Box  19367  and  received  from  Center  by  messenger  on  February  7,  1975. 

As  Addressed  on  Envelope  :  Comments 

Nader's  Public  Citizen  postmarked  January  24,  1975. 

2000  P  Street  NW. 
Washington,  D.C.  20036 

Public  Citizen  postmarked  January  24,  1975. 

2000  P  Street  NW. 
Room  708 
Washington,  D.C.  20036 

VI.  Mail  delivered  to  133  C  Street  on  February  18,  1975.  All  but  six  of  the 
items  listed  below  had  postmarks  ranging  from  February  1 — February  12,  1975, 
thereby  indicating  a  delay  of  between  five  and  sixteen  days  beyond  normal 
delivery  time.  The  rest  had  no  postmark  dates. 


As  Addressed  on  Envelope : 
Ralph  Nader,  Esq. 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Frank  Warner 
c/o  Ralph  Nader 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Mr.  Ralph  Nader 
2000  P  Street  NW. 
Washington,  D.C.  200S6 

Mr.  Ralph  Nader 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Retired  Professionals'  Group 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Freedom  of  Information  Center 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Ms  Nancy  Wilson 
Retired  Professional  Act  Group 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Ralph  Nader 
2000  P  Street  NW. 
Washington,  D.C.  20036 

Ralph  Nader 

2000  P  Street  NW.,  Suite  708 

Washington,  D.C.  20036 

Freedom  of  Information  Clearinghouse 
2000  P  Street  NW. 
Suite  700 
Washington,  D.C.  20036 

Ms.  Marilyn  Flickinger 
Center  for  the  Study  of  Responsive  Law 
Freedom  of  Infox-mation  Clearinghouse 
2000  P  Street  NW.,  Suite  700 
Washington,  D.C.  20036 

Ms.  Barbara  W.  Tuerkheimer 
Freedom  of  Information  Clearinghouse 
2000  P  Street,  N.W.,  Suite  700 
Washington,  D.C.  20036 


Comments 

postmarked  February  6,  1975. 

sent  from  General  Accounting  Office. 

postmarked  February  13. 
postmarked  February  7. 


postmarked   February   1,   formerly   lo- 
cated 7th  floor  at  2000  P  Street. 


postmarked  February  4  from  Rockville, 
Maryland. 


postmarked  February  11. 


postmarked  February  7. 


postmarked    February    4,    1975    from 
Reston,  Virginia. 


not  postmarked,  from  U.S.  Civil  Service 
Commission. 


not  postmarked,  from 
National  Science  Foundation. 
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As  Addressed  on  Envelope: 

Mr.  Ralph  Nader 
7th  Floor 

2000  P  Street,  N.W. 
Washington,  D.C.  20036 

Reuben  B.  Robertson,  III,  Esquire 
Aviation  Consumer  Action  Project 
2000  P  Street.  N.W.,  Suite  700 
Washington,  D.C.  20036 

Reuben  B.  Robertson,  III,  Esquire 
Aviation  Consumer  Action  Project 
Suite  700 

2000  P  Street,  N.W. 
Washington,  D.C.  20036 

Reuben  Robertson,  Esquire 
Suite  700,  2000  P  St.,  N.W. 
Washington,  D.C.  20036 

Reuben  B.  Robertson,  III  Esqx 
2000  -  P  St.  N.W. 
Wash.  D.C.  20036 


Comments 

postmarked  February  7,  1975, 
from  Office  of  the  Governor, 
Harrisburg,  Pennsylvania. 

postmarked  February  6,  1975 
from  zip  code  20036,  re 
pending  litigation. 

unpostmarked  letter  from 
CAB,  re  iiending  proceeding. 


February  7,  1975  from  zip 
code  20036. 

unpostmarked  letter  from 
Clerk,  United  States  Court 
of  Appeals  order  re  pending 
case  that  was  to  have  been 
argued  on  February  14,  1975 
four  days  before  the  letter 
was  improperly  delivered  to 
133  C  Street. 

Mr.  Ralph  Nader  postmarked  February  6, 1975. 

Seventh  Floor,  2000  P.  Street 
Washington,  D.C. 

Freedom  of  Information  Clearinghouse     postmarked  February  2, 1975. 
2000  P  Street.  N.W. 
Washington,  D.C. 

Suite  700  This  letter  was  mailed  from 

2000  P  Street  N.W.  Suite  700,  2000  P  Street  on 

Washington,  D.C.  20036  January  29,  1975  and  was 

not  able  to  be  delivered  to 
its  addressee  at  1750  Pennsyl- 
vania Avenue,  N.W.,  Washington 
D.C.  20036.  The  Post 
Office  marked  the  letter 
"Addressee  Unknown"  and 
stamped  "Return  to  Sender'' 
on  the  envelope  on  February 
7,  1975.  Instead  of  being 
returned  to  sender's  correct 
return  address,  it  was  sent 
to  133  C  Street,  S.E. 

VII.  Other  Matters. — On  February  22,  1975,  a  letter  was  received  in  the  Pub- 
lic Citizen  Litigation  Group  mailbag  postmarked  February  20.  1975  wath  a  label 
addressed  to  Mr.  Stephen  Ryans,  Editor  LOCATOR,  Machinery  Dealers  Na- 
tional Info  System,  Inc.  1400  20th  Street  N.W.,  P.O.  Box  19110,  Washington,  D.C. 
20036.  This  would  normally  be  seen  as  simply  a  letter  misdirected  although  the 
type  of  misdirection  is  particularly  difficult  to  understand  in  view  of  the  P.O. 
Box  Number.  However,  that  explanation  is  probably  insufficient  in  view  of  the 
fact  that  the  Machinery  Dealers  National  Association,  a  related  organization  to 
the  one  to  which  the  letter  was  written  and  which  maintains  offices  at  the  same 
address,  is  a  client  of  the  Public  Citizen  Litigation  Group. 

On  February  24,  1975,  a  letter  arrived  at  133  C  Street,  S.  E.  addressed  to 
Mr.  Reuben  Robertson,  Suite  700,  2000  P  Street,  N.W.,  Washington,  D.C. 
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On  an  unknown  date,  a  letter  addressed  to  Public  Citizens,  Inc.  Litig'ation 
Group,  2000  P  Street  NW  Ste  515,  Washington,  D.C.  20036  was  delivered  to 
Post  Office  Box  19367. 

On  an  unknown  date  a  letter  addressed  from  the  Federal  Energy  Administra- 
tion to  DeLoss  Garry  (current  Nader  employee),  P.O.  Box  19312,  Washington, 
D.C.  20036  was  delivered  to  P.O.  Box  19367. 

On  either  March  1  or  March  3,  1975,  two  letters  addressed  to  Mr.  Ralph  Nader, 
2000  P  Street  (and  in  one  case  including  the  7th  floor  and  the  correct  zip  code 
number),  were  delivered  to  133  C  Street  SE.  The  letters  were  post-marked  re- 
spectively February  20  and  February  21, 1975. 

The  Postmaster  General, 
Washington,  D.C,  February  20, 1975. 
Mr.  Joseph  A.  Califano,  Jr. 
Williams,  Connolly  d  Califano 
Washington,  D.C. 

Dear  Mr.  Califano  :  We  have  your  letter  of  February  17  expressing  concern 
that  the  Postal  Service  has  conducted  surveillance  of  the  incoming  mail  of 
attorneys  at  the  Public  Citizen  Litigation  Group.  Since  mail  covers  are  strictly 
controlled  by  the  Chief  Postal  Inspector  and  officials  directly  responsible  to 
him,  I  am  forwarding  your  letter  to  Chief  Inspector  William  J.  Cotter  and  you 
should  be  hearing  from  him  in  the  near  future.  I  may  tell  you,  however,  that 
a  preliminary  check  indicates  that  no  mail  cover  has  ever  been  authorized  in 
respect  to  mail  addressed  to  the  Public  Citizen  Litigation  Group. 
Sincerely, 

Benjamin  F.  Bailae. 

Law  Offices  of  Williams,  Connolly  &  Califano, 

Washington,  D.C,  February  24, 1915. 
Hon.  Benjamin  F.  Bailar, 
Postmaster  General,  U.S.  Postal  Service, 
Washington,  D.C. 

Dear  Mr.  Bailar  :  We  have  received  your  letter  of  February  20,  1975  acknowl- 
edging our  February  17,  1975  Freedom  of  Information  request  on  behalf  of  the 
Public  Citizen  Litigation  Group  and  the  individuals  and  other  public  interest 
organizations  named  in  that  request. 

In  your  letter  you  state  that,  on  the  basis  of  a  preliminary  check,  ".  ,  .  no 
mail  cover  has  ever  been  authorized  in  respect  to  mail  addressed  to  the  Public 
Citizen  Litigation  Group."  We  would  like  to  emphasize,  however,  that  our 
Freedom  of  Information  request  about  the  incidence  of  mail  covers  is  not  con- 
fined merely  to  "authorized"  mail  covers.  Nor  is  it  confined  simply  to  mail  ad- 
dressed to  the  Litigation  Group.  Our  request  is  directed  to  the  existence  of  any 
mail  cover  on  (a)  the  Litigation  Group  or  its  attorneys,  (b)  the  ten  public 
interest  organizations  listed  in  addition  to  the  Litigation  Group,  and  (c)  the 
other  x)ersons  specified  in  our  letter  who  work  for  these  organizations. 

The  seriousness  of  this  matter  can  not  be  overstated.  On  February  18,  the  day 
that  our  Freedom  of  Information  request  was  sent  to  your  office,  a  batch  of 
letters  correctly  addressed  to  persons  at  the  Litigation  Group  offices  at  2000  P 
Street,  N.W.  was,  again,  misdelivered  to  133  C  Street,  S.E.  All  of  the  letters  in 
this  batch  bearing  postmarks  were  postmarked  on  or  before  February  13,  many 
bore  postmarks  of  February  6  or  7,  and  one  was  postmarked  as  early  as  Febru- 
ary 1.  As  an  example  of  how  these  delays  interfere  with  the  ability  of  the  Liti- 
gation Group  to  provide  effective  representation  of  their  clients,  one  of  the  let- 
ters misdelivered  to  133  C  Street  on  February  18  contained  a  Court  of  Appeals 
Order  dated  February  13. 

In  light  of  the  disruption  that  these  continuing  misdeliveries  and  delays  are 
causing  to  the  Public  Citizen  Litigation  Group's  practice  of  law,  and  consider- 
ing the  grave  constitutional  questions  raised  by  any  secret  government  surveil- 
lance of  these  public  interest  organizations,  we  again  request  an  immediate  ter- 
mination of  any  mail  cover  on  the  organizations  and  persons  listed  in  our  Febru- 
ary 17  Freedom  of  Information  letter.  In  addition,  we  reiterate  our  request  that 
the  Postal  Service  promptly  make  available  to  us  the  information  specified  in 
that  letter. 

Sincerely, 

Joseph   A.   Califano,   Jr. 
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Chief  Postal  Inspector, 
Washington,  D.C.,  March  4,  1973. 
Mr.  Joseph  A.  Califaxo,  Jr., 
Williams,  Connolly  &  Calofano, 
Washington,  D.C. 

Dear  Mb.  Califano  :  This  is  in  further  response  to  your  letter  of  February  17 
and  to  your  letter  of  February  24  concerning  the  mail  service  of  certain  indi- 
viduals and  public  interest  law  firms  whom  you  represent. 

A  check  of  our  files  discloses  no  record  of  a  mail  cover  ever  having  been 
placed  upon  any  of  the  organizations  or  upon  any  of  the  individuals  listed  in 
your  letter  of  February  17. 

As  requested,  attached  is  a  copy  of  the  mail  cover  regulations  as  published 
in  Section  233.2,  Postal  Service  Manual,  which  define  the  mail  cover  process,  state 
the  permissible  uses  of  mail  covers,  and  specify  that  only  the  Chief  Postal  In- 
spector or  his  designee  may  order  mail  covers.  Also  attached  is  a  copy  of  Part 
861,  Postal  Manual,  which  contains  the  extensive  provisions  and  protections 
adopted  in  1965  regarding  the  use  of  mail  covers  as  an  investigative  technique. 
Although  not  yet  published  in  the  new  Postal  Service  Manual,  Part  861  has  been 
retained  as  an  official  instruction  to  all  Postal  Service  employees  and  constitutes 
the  sole  authority  and  procedure  for  initiating,  processing,  placing  and  using 
mail  covers.  You  will  note  that  these  regulations  prohibit  mail  covers  on  matter 
mailed  between  a  subject  and  his  known  attorney,  place  time  limits  on  mail 
covers,  and  require  the  termination  of  a  mail  cover  on  a  person  who  is  indicted, 
unless  that  person  is  a  fugitive. 

We  are  also  attaching  excerpts  relating  to  mail  covers  from  the  confidential 
manuals  used  to  provide  detailed  operating  instructions  to  i)ersonnel  of  the 
Postal  Inspection  Service.  While  we  do  not  believe  that  these  are  administrative 
staff  manuals,  as  that  term  is  used  in  subsection  (a)  (2)  of  Freedom  of  Informa- 
tion Act,  we  are  willing  to  disclose  these  sections  to  you,  relying  on  your  dis- 
cretion as  to  further  disclosures.  We  have  the  liberty  of  deleting  a  portion 
of  the  text  of  two  paragraphs  and  one  entire  paragraph  which  we  believe  are 
not  particularly  germane  to  the  remaining  material.  It  is  our  considered  judg- 
ment that  the  public  disclosure  of  the  deleted  text  could  seriously  impede  the 
effectiveness  of  this  legitimate  investigative  technique. 

Finally,  we  are  attaching  copies  of  Form  2006,  used  to  transmit  information  on 
mail  matter.  Form  2008,  used  to  place  a  mail  cover  at  a  postal  installation.  Form 
2009,  used  to  record  mail  cover  data,  and  Form  2047,  a  mail  cover  index  card. 
Here,  as  in  the  previous  paragraph,  we  have  deleted  paragraphs  3  and  4  and 
item  (a)  of  paragraph  7  of  Form  2008  which  we  believe  might  seriously  impede 
the  effectiveness  of  this  technique.  These  internal  instructions  and  forms  were 
designed  for,  and  are  used  in,  carrving  out  the  regulations  published  in  Part  861 
of  the  Postal  Manual  and  Section  233.2,  Postal  Service  Manual. 

Because  this  material  has  been  deleted,  I  must  advise  you  of  your  right  to 
appeal  to  the  General  Coun.sel  within  30  days  of  the  date  of  this  letter.  A  copy 
of  Postal  Service  regulations  governing  appeals  is  included  for  your  convenience. 

In  view  of  the  difficulties  your  clients  are  experiencing  with  their  mail  service, 
a  Postal  Inspector  is  giving  the  matter  attention  in  an  effort  to  correct  the 
problems  you  have  outlined. 
Sincerely, 

William  J.  Cotter. 

Chief  Inspector. 

Attachments. 

233.2    MAIL   COVERS 

.21  Definition 

A  mail  cover  is  the  process  by  which  a  record  is  made  of  any  data  appearing 
on  the  outside  cover  of  any  class  of  mail  matter,  including  checking  the  con- 
tents of  any  second-,  third-  or  fourth-class  mail  matter  as  now  sanctioned  by 
law,  to  obtain  information  in  the  interest  of  (1)  protecting  the  national  security 
(2)  locating  a  fugitive  or  (3)  obtaining  evidence  of  commission  or  attempted 
commission  of  a  crime. 

.22  Authority 

Only  the  Chief  Postal  Inspector  or  his  designee  may  order  mail  covers.  Under 
no  circumstances  shall  a  postmaster  or  postal  employee  furnish  information  as 
defined  in  233.21  to  any  person  except  as  authorized  by  the  Chief  Postal  Inspector 
or  his  designee. 
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233.3  WITHDRAWAL  OF  MALL  PBIVILEGES 

.31  False  representation,  lottery  mail,  and  unlawful  orders 

.311  When  a  per.son  or  concern  is  using  the  mails  to  conduct  a  lottery  or 
scheme  seeking  remittances  in  the  mail  based  on  false  representations,  or  to 
deal  in  obscene  matter,  the  Postmaster  General,  upon  satisfactory  evidence 
received  by  him,  may  order  such  mail  returned  to  senders  marked  as  the  case 
may  be,  Lottery  Mail — or — Vnlaicful,  Returned  by  Order  of  the  Postmaster 
General — or — Return  to  Sender:  Order  Issued  Against  Addressee  for  Violation 
of  False  Representation  Laic  39  U.S.C.  ^005. 

.312  Notices  of  these  orders  and  of  domestic  lottery  mail  orders  and  certain 
foreign  lottery  mail  orders  will  appear  in  the  Postal  Bulletin. 

.313  All  order  against  foreign  operators  wall  be  published  in  Publication  43, 
Foreign  Fraud,  Unlawful  and  Lottery  Mail  Orders  (distributed  only  to  exchange 
offices ) . 

.314  Domestic  orders  will  be  enforced  only  by  the  postmaster  at  the  post  office 
designated  in  the  order.  Exchange  offices  will  have  primary  responsibility  for 
enforcing  orders,  but  other  postmasters  may  enforce  such  orders  if  mail  is 
observed  for  a  party  named  in  any  order. 

Subchapter  860 — Mail  Covers 

Part  861 — Administration 

861.1    POLICY 

The  Post  Office  Department  has  established  rigid  controls  and  supervision 
with  respect  to  the  use  of  mail  covers  as  investigative  or  law  enforcement 
techniques. 

861.2    SCOPE 

These  regulations  establish  the  sole  authority  and  procedure  for  initiating 
processing,  placing  and  using  mail  covers.  Any  other  regulations  inconsistent 
or  in  conflict  with  these  regulations  are  of  no  effect  for  postal  employees. 

861.3    DEFINITIONS 

For  purposes  of  these  regulations,  the  following  terms  are  hereby  defined : 

a.  "Mail  cover"  is  the  process  by  which  a  record  is  made  of  any  data  appear- 
ing on  the  outside  cover  of  any  class  of  mail  matter,  including  checking  the 
contents  of  any  second-,  third-  or  fourth-class  mail  matter  as  now  sanctioned 
by  law,  in  order  to  obtain  information  in  the  interest  of  (1)  protecting  the 
national  security,  (2)  locating  a  fugitive,  or  (3)  obtaining  evidence  of  commis- 
sion or  attempted  commission  of  a  crime. 

b.  "Fugitive"  is  any  person  who  has  fled  from  the  United  States  or  any 
State,  territory,  the  District  of  Columbia  or  possession  of  the  United  States,  to 
avoid  prosecution  for  a  crime,  to  avoid  punishment  for  a  crime  or  to  avoid 
giving  testimony  in  a  criminal  proceeding. 

c.  "Crime,"  for  purposes  of  these  regulations,  is  any  commission  of  an  act  or 
the  attempted  commission  of  an  act  that  is  punishable  by  law  by  imprisonment 
for  a  term  exceeding  1  year. 

d.  "Law  enforcement  agency"  is  any  authority  of  the  Federal  Government 
or  any  authority  of  a  State  or  local  government  one  of  whose  functions  is  to 
investigate  the  commission  or  attempted  commission  of  acts  constituting  a  crime. 

861.4      authorizations — CHIEF    POSTAL    INSPECTOR 

.41  The  Chief  Postal  Inspector  is  the  principal  officer  of  the  Post  Office  Depart- 
ment in  the  administration  of  all  matters  governing  mail  covers.  He  may  delegate 
by  written  order  any  or  all  authority  in  this  regard  to  not  more  than  four  sub- 
ordinate officials  within  his  Bureau. 

.42  The  Chief  Postal  Inspector,  or  his  designee,  may  order  mail  covers  imder 
the  following  circumstances : 

a.  When  he  has  reason  to  believe  the  subject  or  subjects  of  the  mail  cover  are 
engaged  in  any  activity  violative  of  any  postal  statute. 

b.  When  written  request  is  received  from  any  law  enforcement  agency  wherein 
the  requesting  authority  stipulates  and  specifies  the  reasonable  grounds  that  exist 
which  demonstrate  the  mail  cover  is  necessary  to  (1)  protect  the  national  secu- 
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rity,  (2)  to  locate  a  fugitive,  or  (3)  obtain  information  regarding  the  commission 
or  attempted  commission  of  a  crime. 

c.  Where  time  is  of  the  essence,  the  Chief  Postal  Inspector,  or. his  designeee 
may  act  upon  an  oral  request  to  he  confirmed  by  the  requesting  authority  in 
writing  within  2  business  days.  However,  no  information  shall  be  released  until 
an  appropriate  written  request  is  received. 

861.5      POSTAL    INSPECTORS    IN    CHARGE 

.51  All  Postal  Inspectors  in  Charge,  and  not  more  than  three  designees  pursuant 
to  delegations  in  writing,  may  order  mail  covers  under  the  following  circum- 
stances : 

a.  Where  he  has  reason  to  believe  the  subject  or  subjects  are  engaged  in  an 
activity  violative  of  any  postal  statute. 

b.  Where  written  request  is  received  from  any  law  enforcement  agency  of 
the  Federal,  State,  or  local  governments,  wherein  the  requesting  authority  stipu- 
lates and  specifies  the  reasonable  grounds  that  exist  which  demonstrate  the  mail 
cover  would  aid  in  the  location  of  a  fugitive,  or  that  it  would  assist  in  obtaining 
information  concerning  the  commission  or  attempted  commission  of  a  crime. 
Excepting  fugitive  cases,  any  request  from  a  Federal  agency  for  a  mail  cover  and 
the  determination  made  shall  promptly  be  transmitted  to  the  Chief  Postal  Inspec- 
tor for  review. 

.52  Except  where  mail  covers  are  ordered  by  the  Chief  Postal  Inspector,  or  his 
designee,  request  for  mail  covers  must  be  approved  by  the  Postal  Inspector  in 
Charge,  or  his  designee,  in  each  district  in  which  the  mail  cover  is  to  operate. 

.53  Where  time  is  of  the  essence,  the  Postal  Inspector  in  Charge,  or  his  designee, 
may  act  upon  an  oral  request  to  be  confirmed  by  the  requesting  authority  in 
writing  within  2  business  days.  However,  no  information  shall  be  released  until 
an  appropriate  written  order  is  received. 

861.6      LIMITATIONS 

.61  No  persons  in  the  postal  service,  except  those  employed  for  that  purpose 
in  dead-mail  ofiices,  may  break  or  i)ermit  breaking  of  the  seal  of  any  matter 
mailed  as  first-class  mail  without  a  search  warrant,  even  though  it  may  con- 
tain criminal  or  otherwise  unavailable  matter,  or  furnish  evidence  of  the  com- 
mission of  a  crime. 

.62  No  mail  covers  shall  include  matter  mailed  between  the  mail  cover  subject 
and  his  known  attorney-at-law. 

.63  No  oflScer  or  employee  of  the  postal  service  other  than  the  Chief  Postal 
Inspector,  or  Postal  Inspectors  in  Charge,  and  their  designees,  are  authorized 
to  order  mail  covers. 

.64  Excepting  mail  covers  ordered  upon  subjects  engaged,  or  suspected  to 
be  engaged,  in  any  activity  against  the  national  security,  or  activity  violative 
of  any  postal  law,  no  mail  cover  order  shall  remain  in  force  and  effect  for  more 
than  30  days.  At  the  expiration  of  such  period,  or  prior  thereto,  the  requesting 
authority  may  be  granted  additional  30-day  periods  under  the  same  conditions 
and  procedures  applicable  to  the  original  request. 

.65  No  mail  cover  shall  remain  in  force  longer  than  120  days  unless  personally 
approved  for  further  extension  hy  the  Chief  Postal  Inspector. 

.66  Excepting  fugitive  cases,  no  mail  cover  shall  remain  in  force  when  the 
subject  has  been  indicted  for  any  cause.  If  the  subject  is  under  investigation 
for  further  criminal  violations,  a  new  mail  cover  order  must  be  requested  con- 
sistent with  these  regulations. 

861.7    RECORDS 

.71  All  requests  for  mail  covers,  with  records  of  action  ordered  thereon,  and 
all  reports  is.sued  pursuant  thereto,  shall  be  deemed  within  the  custody  of  the 
Chief  Postal  Inspector.  However,  the  physical  housing  of  this  data  shall  be  at 
the  discretion  of  the  Chief  Postal  Inspector. 

.72  The  Postal  Inspector's  in  Charge  shall  submit  copies  of  all  requests  for  mail 
covers  to  the  Chief  Postal  Inspector,  together  with  reports  of  the  action  ordered 
thereon. 

.73  If  the  Chief  Postal  Inspector  determines  a  mail  cover  was  improperly  ordered 
by  a  Postal  Inspector  in  Charge  or  his  designee  all  data  acquired  while  the  cover 
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was  in  force  shall  be  destroyed,  and  the  requesting  authority  notified  of  the  dis- 
continuance of  the  mail  cover  and  the  reasons  therefor. 

.74  Any  data  concerning  mail  covers  shall  be  made  available  to  any  mail  cover 
subject  in  any  legal  proceeding  through  appropriate  discover^  procedures. 

.75  The  retention  period  for  files  and  records  pertaining  to  mail  covers  shall  be 
8  years. 

861.8    KEPOBTING   TO   REQUESTING    AUTHORITY 

Once  a  mail  cover  has  been  duly  ordered,  authorization  may  be  delegated  to  any 
officer'  in  the  postal  service  to  transmit  mail  cover  reports  directly  to  the  request- 
ing authority.  Where  at  all  possible,  the  transmitting  officer  should  be  a  Postal 
Inspector. 

861.9  REVIEW 

.91  The  Chief  Postal  Inspector,  or  his  designee,  shall  review  all  actions  taken 
by  Postal  Inspectors  in  Charge  or  their  designees  upon  initial  submission  of  a  re- 
port on  a  request  for  mail  cover. 

.92  The  Chief  Postal  Inspector's  determination  in  all  matters  concerning  mail 
covers  shall  be  final  and  conclusive  and  not  subject  to  further  administrative 
review. 

Confidential  Management  Manual 
Section  S — Mail  Covers 

3.1.  AUTHORITY 

Only  the  Chief  Inspector,  Regional  Chief  Inspectors,  Inspectors  in  Charge  or 
their  authorized  designees  may  approve  mail  covers  under  the  provisions  of  233.2, 
PSM,  and  Part  861,  PM.  Implementing  instructions  for  Inspectors  are  contained 
in  [Section  23,  CIPI]^  All  Regional  and  Division  Headquarters  personnel  con- 
cerned must  be  thoroughly  familiar  with  the  instructions. 

3.2.  DESIGNEES 

Each  Regional  Chief  Inspector  and  each  Inspector  in  Charge  will  designate,  in 
writing,  not  more  than  two  persons  who  may  also  act  upon  requests  for  mail 
covers.  In  Division  Headquartei's  such  delegation  shall  be  restricted  to  an  As- 
sistant Inspector  in  Charge.  The  normal  delegation  at  the  Regional  level  will  be 
to  the  Assistant  Regional  Chief  Inspector  for  Security  and  the  Manager,  Security 
Requirements  Branch.  If,  for  some  reason  because  of  local  conditions,  some  other 
delegation  is  desirable,  advance  approval  must  be  obtained  from  Headquarters, 
Office  of  Security. 

3.3.   INSPECTORS 

During  inspections  or  other  visits  to  post  offices.  Inspectors  will  give  attention 
to  the  internal  handling  of  mail  covers  and  submit  reports  if  requests  are  im- 
properly or  carelessly  handled  [23.17,  CIPI].^  Inspectors  cannot  initiate  a  mail 
cover  with  a  Postmaster  under  any  conditions.  Any  system  in  the  Regional  offices 
or  the  Division  Headquarters  for  administering  mail  cover  regulations  should 
not  involve  Inspectors  beyond  that  specifically  covered  in  the  regulations. 

3.4.   REQUESTS 

Requests,  whether  from  an  outside  law  enforcement  agency  or  from  an  Inspec- 
tor, must  stipulate  and  specify  in  writing  the  reasonable  grounds  that  exist 
which  demonstrate  the  mail  cover  is  necessary  to  (1)  protect  the  national  security, 
(2)  locate  a  fugitive,  or  (3)  obtain  information  regarding  the  commission  or  at- 
tempted commission  of  a  crime.  The  request,  except  in  cases  involving  the  national 
security,  must  also  cite  the  statute,  and,  in  the  case  of  requests  from  outside  agen- 
cies, the  possible  penalty  involved.  All  requests  must  indicate  whether  the  subject 
has  been  indicted  or  has  an  attorney.  If  there  is  a  known  attorney,  his  name  and 
address  must  be  stated.  (For  emergency  situations,  see  861.42.C,  PM.) 

1  Now  IV-4-3,  Confidential  Field  Manual. 
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3.5.    JUSTIFICATION 

The  suflSciency  of  a  request  for  a  mail  cover"  is  the  heart  of  the  mail  cover  regu- 
lations. While  it  is  understandal)le  that  law  enforcement  agencies  will  want  to 
keep  their  requests  brief  and  disclose  as  little  as  possible,  since  the  requests  are 
subject  to  disclosure  under  appropriate  discovery  procedures  in  any  legal  pro- 
ceeding, it  is  the  Postal  Service,  and  in  particular  the  Chief  Inspector,  who  bears 
all  responsibility  as  to  whether  approved  requests  are  in  keeping  with  the  regu- 
lations. The  grounds  upon  which  the  need  for  a  mail  cover  is  based  need  not  be 
verbosely  stated,  but  they  must  meet  the  es.sential  requirements.  In  addition  to 
other  features,  verify  the  cited  statute  to  determine  if  it  is  appropriate  to  the 
crime  involved  and  whether  it  contains  a  i)enal  provision  of  more  than  one  year. 

3.6.    NATIONAL    SECUKITY 

Requests  for  mail  covers  or  extensions  of  mail  covers  in  connection  with 
protection  of  national  security  may  be  approved  only  by  the  Chief  Inspector  or 
his  designee.  When  such  requests  are  received,  promptly  forward  th'em  to 
Headquarters,  Attention :  OflBce  of  Security,  for  consideration.  In  mailing,  ob- 
serve security  regulations  outlined  in  IV^-3.25.  If  approved  at  Headquarters, 
two  copi'es  of  the  request,  signed  by  the  Chief  Inspector,  will  be  forwarded  to 
the  Regional  Chief  Inspector  for  implementation  by  the  Inspector  in  Charge 
concerned.  The  Inspector  in  Charge  will  forward  to  the  Regional  Chief  Inspec- 
tor the  original  of  Form  2047,  Mail  Cover  Index,  endorsed  to  show  the  Defense 
Classification,  and  a  copy  of  the  communication  (Form  2008,  Request  for  Infor- 
mation Concerning  Mail  Matter)  sent  to  the  Postmaster.  The  Inspector  in  Charge 
will  also  send  a  duplicate  copy  of  Form  2047  directly  to  Headquarters,  Atten- 
tion :  Office  of  Security. 

3.7.    EETUENS 

Forms  2009,  Information  Concerning  Mail  Matter,  obtain'ed  incident  to  protec- 
tion of  national  security  shall  be  forwarded  to  Division  Headquarters  by  the 
Postmaster.  Division  Headquarters  will  transmit  the  Forms  2009  to  the  agency 
concerned,  preferably  on  a  daily  basis,  using  Form  2006.  Transmittal  Memo- 
randum. Furnish  the  Regional  Chief  Inspector  with  a  copy  of  each  transmittal 
form.  When  all  Forms  2009  have  been  returned  by  the  requesting  agency.  Divi- 
sion Headquarters  will  forward  them  through  the  Regional  Chief  Inspector  to 
Headquarters,  Attention :  Office  of  Security,  for  the  required  retention  period. 

3.8.    POST   OFFICES   IN    OTHER   DIVISIONS 

Requests  for  mail  covers  bearing  upon  a  post  office  located  in  the  territory  of 
another  Division  Headquarters  must  be  forwarded  to  that  Inspector  in  Charge 
for  consideration  and  processing.  Where  a  legal  citation  in  a  request  refers  to 
a  state  or  local  law  having  application  within  your  Division,  the  citation  must 
be  verified  and  the  request  appropriately  endorsed  before  forwarding  to  another 
Division.  The  Inspector  in  Charge  authorizing  the  mail  covers  must  maintain 
the  files  ( I  V-4-3.15-.22 ) . 

3.9.    AUTHORIZATION 

If  a  requested  mail  cover  in  a  criminal  or  fugitive  case  is  approved  by  an 
Inspector  in  Charge,  Division  Headquarters  will  prepare  Form  2008,  Request 
for  Information  Concerning  Mail  Matter,  in  quadruplicate.  Show  the  ZIP  Code 
number  of  the  address  b'eing  covered  in  the  space  designated  "Our  Ref :".  (This 
also  applies  to  mail  covers  in  postal  investigations  since  showing  the  case  number 
may  make  the  entire  case  file  subject  to  disclosure  under  appropriate  discovery 
procedures  in  any  legal  proceeding. )  Specify  whether  returns  are  to  be  made 
to  Division  Headquarters  (23.13,  GIPI).^  Send  original  of  Form  2008  to  th'e 
Postmaster  concerned,  together  with  sufficient  copies  of  Form  2009  for  use  in 
furnishing  the  requested  data.  NOTE :  Except  in  extreme  emergencies,  do  not 
authorize  mail  covers  during  the  period  of  December  4-25. 


1  Now  CFM,  IV-4-3.13. 
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3.10.    TERRITORY   INSPECTOR 

On  all  mail  cover  requests  approved  by  the  Inspector  in  Charge,  Division 
Headquarters  will  send  a  copy  of  Form  2008  to  the  appropriate  territory  Inspec- 
tor in  order  that  he  will  be  awar'e  of  the  matter  and  can  give  attention  during 
inspections  or  other  visits  to  the  post  office  to  the  internal  handling  of  mail  covers 
(23.17  and  58.22,  CIPI,  73.29.h,  CIDH)." 

o.ll.     REGIONAL     REVIEW 

Regional  Chief  Inspectors  shall  review  and  approve  or  disapprove  all  actions 
taken  by  Inspectors  in  Charge  on  requests  for  mail  covers,  including  extensions 
thereof,  in  criminal  and  fugitive  cases.  In  connection  with  all  mail  cover  requests 
approved  by  an  Inspector  in  Charge,  Division  Headquarters  will  send  a  copy  of 
Form  2008,  together  with  a  copy  of  the  request,  to  the  Regional  Chief  Inspector. 
This  copy  of  Form  2008  will  be  endorsed  to  show  that  a  copy  was  furnished  the 
territory  Inspector.  Division  Headquarters'  file  copy  of  Form  2008  will  be 
endorsed  to  show  distribution  to  the  territory  Inspector  and  the  Regional  Chief 
Insp'ector.  In  the  event  the  Regional  Chief  Inspector  subsequently  orders  the 
mail  cover  cancelled,  Division  Headquarter.s,  in  notifying  the  Po.stmaster,  will 
request  return  of  the  notification,  together  with  the  original  of  Form  2008  and 
all  Forms  2009.  Furnish  a  copy  of  the  cancellation  communication  to  the  terri- 
tory Inspector  and  to  the  Regional  Chief  Inspector. 

3.12.    ACKNOWLEDGEMENT 

Generally,  acknowledgment  of  the  receipt  of  mail  cover  requests  which  are 
approved  is  not  required  as  the  r'equestor  will  soon  begin  receiving  the  returns 

(IV-4r^.l9). 

3.13.    DECLINATIONS 

If  a  mail  cover  request  is  declined  by  an  Inspector  in  Charge,  Division  Head- 
quarters will  furnish  a  copy  of  the  letter  addressed  to  the  requestor,  together 
with  a  copy  of  the  request  to  the  Regional  Chief  Inspector.  Division  Headquarters 
will  file  papers  separately  from  approved  mail  cov'er  requests,  but  will  retain 
for  the  same  retention  period.  If  subsequent  substantiating  data  is  furnished 
by  the  requesting  authority,  associate  it  with  the  original  papers  and  follow 
prescribed  procedures  for  initiating  the  cover,  including  sending  copies  to  the 
Regional  Chief  Inspector. 

3.14.    RECORDING   DATA 

Data  obtained  as  a  result  of  a  mail  cover  shall  be  recorded  on  Forms  2009. 
Photostatic  copies  of  the  face  envelopes  or  other  photographs  of  mail  matter  are 
not  permitted  unless  specifically  authorized  by  the  Chief  Inspector.  Requests 
for  such  authorization  must  detail  the  necessity  for  such  procedure. 

3.15.    FILES 

Maintain  files  neatly  and  accurately  to  facilitate  administration  of  all  aspects 
of  the  mail  cover  regulations  and  so  that : 

a.  The  number  of  mail  covers  placed  into  effect  during  any  given  period  for 
the  various  Federal,  state  or  local  law  enforcement  agencies,  as  well  as  those 
in  postal  investigations,  can  readily  be  determined. 

b.  Necessary  follow-up  on  out.standing  Forms  2009  can  be  maintained. 

c.  Files  will  be  retained  for  the  required  retention  period. 

d.  Timely  response  can  be  made  to  any  subpoena  duces  tecum  for  mail  cover 
records. 

e.  Any  other  necessary  data  can  be  readily  compiled. 

3.16.    FORM    2047 

To  permit  ready  identification  of  persons  who  are  the  subject  of  a  mail  cover, 
in  the  event  of  a  subpoena,  and  for  other  purposes,  Division  Headquarters  will 


s  Now  CFM,  IV-4-3.17  ;  CFM  III-1-9.16J  ;  and  CMM  III-5-1.18  c(6). 
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prepare  an  index  card,  Form  2047,  and  file  alphabetically  by  name  of  person  or 
firm  whose  mail  is  being  recorded,  behind  a  guide  card  labeled  "Open  Mail 
Covers".  A  separate  index  card  will  be  prepared  for  each  name  covered,  except 
that  several  first  names  of  persons  bearing  the  same  surname  at  the  same 
address  will  be  listed  on  the  same  Form  2047  when  practicable.  Known  aliases 
will  be  listed  on  the  index  card  prepared  for  the  true  name  of  the  subject 
When  the  request  indicates  a  fictitious  name  is  suspected  but  uncertain,  a 
.separate  Form  2047  will  be  prepared  for  each  name  involved  with  cross-reference 
indicating  the  su.spected  relationship.  Defense  Classification  should  be  shown 
in  the  top  margin  of  Form  2047,  if  applicable.  When  a  mail  cover  is  terminated, 
remove  tJie  index  card  from  the  "open"  file  and  place  alphabetically  in  a 
"closed"  file. 

3.17.   KEGIONAX   INDEX   RECORD 

For  mail  covers  relating  to  criminal  and  fugitive  cases.  Division  Headquarters 
will  send  the  original  of  Form  2047  to  the  Regional  Chief  Inspector.  No  copy  of 
Form  2047  in  these  cases  will  be  sent  to  Headquarters,  Office  of  Security. 

3.18.    OPEN    FILE 

Division  Headquarters  will  place  the  original  of  the  mail  cover  request  and 
file  copy  of  Form  2008  in  an  "open"  file.  If  numerous  mail  covers  are  involved, 
guide  cards  should  be  used  to  separate  by  agency  or  case  category  in  postal 
investigations. 

3.19.    FORWARDING  DATA 

As  returns  on  Forms  2009  are  received,  Division  Headquarters  will  forward 
the  data,  preferably  on  a  daily  basis,  to  the  requesting  authority,  using  Form 
2006.  Attach  a  copy  of  each  Form  2006  to  the  mail  cover  request  in  the  "open"  file. 

3.20.    FOIXOWUP 

Upon  expiration  of  the  mail  cover  period  specified,  unless  sooner  terminated. 
Division  Headquarters  will  remove  papers  from  the  "open"  file  and  place  behind 
a  guide  card  labeled  "Forms  2009  NOT  Returned".  Maintain  follow-up  to  insure 
that  the  requesting  authority  returns  all  Forms  2009  within  60  days  after 
termination  of  the  mail  cover.  If  a  mail  cover  is  extended,  each  extension  con- 
stitutes a  new  mail  cover  period.  (For  postal  investigations,  see  [23.7,  CIPI.] ) 

3.21.    CLOSED   FILES 

When  all  Forms  2009  have  been  returned  by  the  requesting  authority  (IV-43.7 
for  national  security  cases),  as  well  as  the  original  of  Form  2008  by  the  Post- 
master concerned,  associate  these  with  the  original  request,  together  with  copies 
of  all  actions  taken  uixm  the  mail  cover.  Place  the  data  in  a  "closed"  file,  be- 
hind guide  cards  labeled  to  show  the  agency  or  case  series  involved,  in  chrono- 
logical data  order  (beginning  of  the  mail  cover  period). 

3.22.    RETENTION   PERIOD 

Closed  mail  cover  files,  including  index  cards,  shall  be  retained  for  8  years. 
To  facilitate  disposal,  start  a  new  file  as  of  July  1  each  year. 

3.23.    CUSTODY 

While  the  physical  housing  of  mail  cover  data  is  at  the  discretion  of  the 
Chief  Inspector,'  all  requests  for  mail  covers,  with  records  of  action  ordered 
thereon,  and  all  reports  issued  pursuant  thereto,  shall  be  deemed  within  the 
custody  of  the  Chief  Inspector. 

3.24.    SAFEKEEPING 

Mail  cover  data  must  be  stored  in  locked  cabinets  or  in  a  safe.  Classified  mail 
cover  material  and  any  mail  cover  matter  which  involves  national  security  must 
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be  stored  in  a  safe  or  in  metal  file  cabinets  equipped  with  either  steel  lockbar,  hasp 
and  staple,  or  locking  device  and  an  approved  three  or  more  combination  dial-type 
padlock  from  which  the  manufacturer's  identification  numbers  have  been 
obliterated. 

3.2  5.    MAILING 

Mail  cover  material  must  be  mailed  double-enveloped.  The  outside  of  the  inner 
envelope  should  bear  the  appropriate  Defense  Classification  or  be  marked  "Limited 
Official  Use",  if  such  enclosed  material  i.s  not  classified.  All  classified  material 
must  be  mailed  registered  and  accompanied  with  Form  1266,  Receipt  for  Classified 
Communication. 

3.26.    CLASSIFIED   ENDORSEMENTS   ON    FORMS 

Normally,  Forms  2006,  2008,  2009,  and  1266  will  not  contain  classified  informa- 
tion. The  names  and  addresses  of  subjects  are  considered  "Limited  Official  Use". 

3.27.    STATISTICAL   DATA 

Within  five  working  days  following  the  close  of  each  calendar  quarter,  each 
Regional  Chief  Inspector  will  compile  and  forward  to  Headquarters,  Attention : 
Office  of  Security,  separate  reports  showing  the  number  of  mail  covers  approved 
and  disapproved  in  his  region  during  the  past  quarter.  The  data  should  be  shown 
by  Divisions  and  under  the  heading  "Postal  Inspector  Requests",  indicate  the 
type  of  offense  involved ;  and  under  the  heading  "Other  Agency  Requests",  the 
name  of  the  agency  and  number  of  requests  involved  will  be  shown.  Also  include 
in  the  quarterly  report  the  number  of  mail  covers  in  efi:ect  on  the  last  day  of  the 
quarter. 

3.28.    INQUIRIES 

Occasionally  inquiries  are  received  in  the  field  wanting  to  know  whether  they 
are  or  have  been  the  subjects  of  mail  covers.  For  uniformity  as  to  content  of 
replies,  and  to  afford  a  centralized  depository  for  filing  the  correspondence,  such 
inquiries  shall  be  forwarded  without  acknowledgment  to  Headquarters,  Attention  : 
Office  of  Security.  Available  information  bearing  on  the  individuals  making 
inquiry  should  accompany  the  correspondence. 

Supplement  To  Confidential  Management  Manual 

3.2  7.    statistical   DATA 

Some  quarterly  statistical  reports  on  mail  cover  data  under  "Other  Agency 
Requests"  show  "State",  "Local",  or  "Other"  instead  of  the  name  of  the  agency  as 
required  by  existing  instructions.  It  is  satisfactory  to  .show  "Police",  "Sheriff", 
"U.S.  Attorney",  "District  Attorney",  and  "State's  Attorney",  without  further 
identification,  but  if  some  other  Federal,  state,  or  local  law  enforcement  agency  is 
involved,  the  name  of  the  agency  and  division  thereof,  when  applicable,  must 
be  shown.  If  it  is  not  evident  that  the  requesting  agency  has  authority  to  in- 
vestigate criminal  offenses  under  appropriate  statutes,  a  footnote  should  indicate 
that  its  law  enforcement  status  and  authority  have  been  verified  prior  to  approval 
of  the  cover. 

Confidential  Field  Manual 

3.1.  regulations 

All  personnel  must  be  thoroughly  familiar  with  the  provisions  of  233.2,  PSM, 
and  Part  861,  PM.  In  applying  the  definition  of  a  fugitive  to  mail  cover  requests, 
the  word  "State"  refers  to  legal  jurisdiction  and  not  necessarily  one  of  the  50 
States.  If  the  subject  cannot  be  located  at  his  last  known  address  and  otherwise 
falls  within  the  definition,  a  mail  cover  could  be  requested. 

3.2.  PROHIBITION 

Inspectors  are  not  authorized  to  initiate  a  mail  cover  with  a  Postmaster  under 
any  condition. 
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Postal  Investigations 

3.3.  GENERAL 

Avoid  indiscriminate  use  of  this  important  investigative  technique.  Mail  covers 
should  not,  ordinarily,  be  used  as  the  initial  step  in  an  investigation,  except  where 
there  is  evidence  a  "fly  by  night"  scheme  is  in  operation.  They  are  considered  more 
as  an  adjunct  to  an  investigation  already  under  way.  Usually  there  should  be  some 
showing  tliat  attention,  other  than  the  request  for  a  mail  cover,  has  been  given  to 
the  investigation. 

3.4.  BEQUEST 

Restrict  requests  to  those  cases  wherein  a  mail  cover  is  essential  to  obtain 
necessary  evidence  or  leads.  Submit  request  in  triplicate  to  your  Inspector  in 
Charge  on  USPS  memorandum  letterhead,  observing  the  following : 

a.  In  subject  sliow  only  "Mail  Cover". 

b.  Do  not  refer  to  the  case  number,  its  subject,  or  to  other  investigative 
reports  or  cases,  as  to  do  so  may  make  the  reports  and  case  tiles  subject  to  review 
by  the  mail  cover  subject  in  any  legal  proceeding  through  appropriate  discovery 
procedures.  The  request  should  be  complete  in  itself  so  that  it  will  be  unneces- 
sary to  refer  to  otlier  files  in  determining  justification  for  the  mail  cover. 

c.  Fully  identify  eacli  individual  or  business  firm  to  be  covered,  giving  name, 
address,  and  ZIP  Code  number. 

d.  Malie  a  definite  statement  that  you  are  conducting  an  official  investigation 
of  a  possible  violation  of  the  postal  laws  (fraud,  obscenity,  or  other  offense)  and 
cite  the  applicable  section  of  the  United  States  Code. 

e.  Stipulate  and  specify  the  reasonable  grounds  which  demonstrate  the  neces- 
sity for  the  requested  mail  cover.  While  the  grounds  need  not  be  stated  verbosely, 
they  should  be  specific  in  order  to  permit  a  determination  that  the  essential 
refiuirement  is  met.  Mail  covers  cannot  be  authorized  for  exploratory  purposes. 

f.  When  applicable,  explain  the  meaning  of  words  or  jargon  peculiar  to  a  par- 
ticular "way  of  life"  or  occupation  when  such  words  are  pertinent  to  a  mail 
cover  request. 

g.  Bear  in  mind  that  the  request  will  become  a  permanent  part  of  the  mail 
cover  file  whicli  must  be  made  available,  tlirougli  appropriate  discovery  pro- 
cedures in  any  legal  action.  Make  no  unsupportable  statements  in  it.  Reference 
to  otlier  agencies  whicli  might  furnish  information  on  a  confidential  basis  should 
not  appear  in  the  request. 

li.  Give  name  of  any  known  attorney  at  law  for  the  mail  cover  subject,  or  make 
a  definite  statement  that  the  subject's  attorney,  if  any,  is  not  known.  In  fugitive 
cases,  the  names  of  known  attorneys  or  a  statement  that  the  attorneys  are  not 
known,  must  be  furnished  for  both  the  fugitive  and  the  person  on  whom  the  mail 
cover  is  desired. 

i.  Include  a  statement  as  to  whether  the  subject  is  or  is  not  under  indictment 
in  connection  with  the  matter  under  investigation.  Except  in  fugitive  cases,  no 
mail  cover  shall  be  effected  or  remain  in  force  when  the  subject  is  under  indict- 
ment involving  the  matter  for  which  the  cover  is  requested.  If  the  subject  is 
indicted  during  tlie  mail  cover  period  for  the  matter  under  investigation,  notify 
the  Inspector  in  Charge  in  order  that  tlie  cover  can  be  terminated.  Any  returns 
obtained  after  the  date  of  the  indictment  must  be  destroyed.  If  the  subject  is 
under  investigation  for  other  criminal  violations,  a  new  mail  cover  order  may  be 
requested. 

j.  In  cases  wliere  the  investigation  of  possible  postal  violations  requires  a 
cover  on  mail  addresse<l  to  the  known  occupant  of  a  particular  residence  and 
any  fictitious  names  that  may  be  used  by  the  occupant,  in  addition  to  the  other 

required  information,  the  following  must  be  included  in  the  request : 

(J)    *  *  * 

^2)    *   *   * 

(3)  A  statement  that  all  mail  received  for  delivery  at  tlie  address  is  intended 
for  the  subject  of  the  mail  cover.  If  persons  other  than  the  subject  of  the  investi- 
gation reside  at  the  address,  a  list  of  their  names  must  be  furnished,  and  all 
mail  addressed  to  them  is  to  be  excluded  from  the  cover. 

k.  Indicate  desired  cover  period  (IV-4-3.5). 
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3.5.    COVER   PEBIOD 

Regulations  do  not  specifically  limit  the  number  of  days  a  mail  cover  may  re- 
main in  effect  in  connection  with  an  activity  violative  of  any  postal  law,  other 
than  specifying  that  any  cover  beyond  120  days  must  be  i^ersonally  approve<l 
by  the  Regional  Chief  Inspector.  To  keep  the  number  of  mail  covers  "in  effect  at 
any  one  time  to  an  absolute  minimum,  confine  requests  to  a  30-day  period  or  less. 
In  "E"  cases,  confine  requests  to  15  days.  In  exceptional  cases,  iif  circumstances 
indicate  a  longer  period  is  essential,  explain  the  necessity  to  the  Inspector  in 
Charge. 

3.6.    ACTION    ON    REQUEST 

If  approved,  a  copy  of  the  authorization  to  the  Postmaster  will  be  furnished  you 
by  Division  Headquarters.  The  communication  to  the  Postmaster  mil  specify 
that  returns  on  Forms  2009  be  furnished  directly  to  you  or  through  Division 
Headquarters.  If  disapproved,  the  Inspector  in  Charge  will  inform  you  of  the 
reason (s)  for  declining  the  request. 

3.7.    FILES 

Forms  2009  may  be  retained  in  the  case  file  until  their  purpose  is  served. 
They  must  then  be  withdrawn  and  forwarded  under  separate  cover  to  Division 
Headquarters.  Use  exhibit  envelopes.  Form  2017,  sealed  and  labeled  to  show 
name  of  the  mail  cover  subject  and  inclusive  dates  of  the  cover  period.  Include 
a  statement  in  final  report  concerning  disposition  of  Forms  2009. 

3.8.    EMERGENCY   REQUESTS 

Where  time  is  of  the  essence,  an  oral  request  may  be  made  to  the  Inspector 
in  Charge.  The  request  must  be  confirmed  in  writing  within  two  business  days. 
Xo  information  obtained  pursuant  to  the  cover  shall  be  released  until  written 
request  has  been  reeeive<l  and  approved  by  the  Inspector  in  Charge. 

3.9.    USE   AS    EVIDENCE 

Insofar  as  possible,  avoid  reference  in  interviews,  hearings,  presentation  letters 
to  United  States  Attorneys  or  legal  proceedings  to  the  use  of  mail  covers. 

3.10.    *    *    * 
3.11.    RESTRICTIONS 

In  addition  to  restrictions  and  limitations  outlined  in  Part  861,PM,  a  mail 
cover  will  not  be  authorized  if  request  involves  : 

a.  *     *     * 

b.  The  period  between  December  4  and  25,  unless  exceptional  circumstances 
obtain. 

c.  Routine  security  type  investigations  for  clearance  of  an  individual. 

Outside  Agencies 

3.12.    REQUESTS 

Refer  all  requests  from  outside  agencies,  whether  Federal,  State  or  local,  to 
the  Inspector  in  Charge  for  appropriate  action.  If  a  verbal  request  is  received, 
inform  the  agent  that  the  request  must  be  submitted  in  writing  to  the  Inspector 
in  Charge  of  the  area  in  which  the  mail  cover  subject  resides.  (Exception:  Re- 
quests related  to  the  protection  of  the  national  security  should  be  addressed  to  the 
Assistant  Postmaster  General,  Inspection  Service.)  Advise  the  agent  that  the 
request  must  stipulate  and  specify  the  reasonable  grounds  that  exist  which 
demonstrate  the  mail  cover  is  necessary  to  (a)  protect  the  national  security  ;  (b) 
locate  a  fugitive,  or  (c)  obtain  information  regarding  the  commission  or  attempted 
commission  of  a  crime.  It  must  also  cite  the  statute  and  possible  penalty  involved 
and  indicate  whether  the  subject  has  been  indicted.  A  statement  must  also  be 
made  as  to  whether  the  subject  has  an  attorney,  and,  if  he  has,  the  name  and 
address  of  the  attorney  must  be  given.  For  emergency  situations,  see  861.42c, 
P.M.  The  requirements  of  IV-4-3.4h  must  be  followed  in  requests  concerning  fugi-' 
tives.  Follow  requirements  in  IV-4-3.4J  for  requests  concerning  mail  addressed 
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to  a  known  occupant  of  a  particular  address  who  is  believed  to  be  using  fictitious 
names. 

3.13.    BETUKNS 

In  some  situations  such  as  where  an  Inspector  and  an  outside  agency,  which 
requested  the  mail  cover,  are  located  in  the  same  city  as  that  recording  the  mail 
cover  particulars,  and  it  is  known  that  the  Inspector  will  not  be  away  from  his 
domicile  for  an  extended  period,  the  Inspector  in  Clharge  may  request  the  Post- 
master to  send  Forms  2009  to  an  Inspector.  In  such  a  case,  the  returns  on  Forms 
2009  will  be  transmitted  by  the  Inspector  to  the  outside  agency,  using  Form 
2006.  Prepare  Form  2006  in  triplicate.  Send  one  copy  to  Division  Headquarters 
and  retain  the  other  in  a  follow-up  file  to  insure  the  return  of  all  Forms  2009 
within  60  days  after  termination  of  the  mail  cover.  Upon  receipt,  transmit  to 
Division  Headquarters.  Where  extended  absences  preclude  necessary  follow-up, 
notify  your  Inspector  in  Charge  in  order  that  he  can  make  appropriate  arrange- 
ments. 

3.14.    COOPERATION 

It  is  important  that  agents  of  outside  agencies  fully  understand  that  mail 
cover  information  is  restrictive,  must  be  treated  confidentially,  and  is  furnished 
only  as  an  investigative  lead  to  assist  them  on  matters  outlined  in  IV-4t-3.12. 
Such  information  is  not  to  be  used  as  evidence  in  court,  and  references  to  the 
use  of  mail  covers  in  criminal  or  administrative  actions  must  be  avoided. 

3.15. 

Individual  agents  of  other  enforcement  agencies  may  sometimes  attempt  to 
obtain  information  through  improper  channels  because  of  a  lack  of  awareness  of 
Postal  Service  policy.  These  instances  should  be  corrected  by  Inspectors.  Inform 
postal  personnel  and  those  for  whom  mail  covers  are  honored  to  treat  information 
from  mail  covers  most  confidentially. 

3.16.  CONTRABAND 

Unless  a  search  and  seizure  order  has  been  obtained,  treat  request  for  the 
identification  of  mail  suspected  of  containing  contraband  as  a  request  for  a  mail 
cover  (IV-4-3.12).  Avoid  taking  such  mail  out  of  normal  postal  channels  to 
preclude  delay  to  mail  matter. 

3.17.  INSPECTIONS 

Territory  Inspectors  will  be  furnished  with  a  copy  of  all  letters  to  Post- 
masters, initiating  a  mail  cover,  in  order  that  the  Inspector  will  be  aware  of  the 
matter  and  can  give  attention  during  inspections  or  other  visits  to  these  offices 
to  the  internal  handling  of  mail  covers.  Submit  narrative  reports  if  requests  are 
improperly  or  carelessly  handled  or  abuses  are  disclosed.  Indicate  in  the  report 
an  explanation  of  the  corrective  action  taken  by  the  Postmaster  [58.7k,GIPI] ). 

United  States  Postal  Sbievice 

Subject :  Information  Concerning  Mail  Matter. 

In  accordance  with  your  request  of  ,  for  a      -day  mail  cover  on 

there  are  attached    Forms  2009  for  mail  received  during  the  period  to 

These  documents  are  the  property  of  the  U.S.  Postal  Service.  They  are  loaned 
to  you  with  the  understanding  they  will  be  treated  confidentially.  The  information 
is  furnished  only  as  an  investigative  lead  to  assist  you  in  protecting  the  national 
security,  locating  a  fugitive,  or  obtaining  evidence  of  commission  or  attempted 
commission  of  a  crime.  Generally,  such  information  is  not  to  be  used  as  evidence 
in  court  and  reference  to  the  use  of  mail  covers  in  criminal  or  administrative 
actions  should  be  avoided  insofar  as  possible. 

If  the  desired  information  is  received  prior  to  the  expiration  of  the  period 
authorized,  please  advise  in  order  that  the  cover  may  be  terminated. 

If  the  subject  is  indicted,  notify  me  immediately  so  the  mail  cover  may  be 
discontinued.  Please  furnish  the  date  of  the  indictment  as  no  mail  cover  infor- 
mation applying  to  mail  received  by  the  subject  on  or  after  that  date  can  be 
furnished. 
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All  attached  Forms  2000  must  be  returned  to  this  oflBce  within  60  days. 
(Postal  Inspector  in  Charge) 


(Address) 


Enclosure  (s). 

United  States  Postal  Service 

Subject :  Request  for  Information  Concerning  Mail  Matter. 

1.  For  a  period  of    days,  please  furnish 

daily  on  Form  2009,  copies  enclosed,  information  concerning 

class  mail  received  for  delivery  to  the  person  (s)  below  : 

2.  Retain  Forms  2008  and  2CK)9  in  your  custody,  preferably  in  a  locked  drawer. 
Knowledge  of  mail  cover  requests  is  restricted  to  you  or  your  designated  super- 
visor. 

3.  *  *  * 

4    *  *  * 

5.  No  independent  record  is  to  be  made  of  the  results  of  the  cover  under  any 
circumstances. 

6.  If  inexperienced  substitutes  are  assigned  on  the  route,  give  particular 
attention  to  assure  that  there  is  strict  compliance  with  these  instructions. 

LIMITED    OFFICIAL   USE 

7.  Do  not  take  any  action  on  these  forms,  but  return  with  an  explanation  if : 

(a)  *  *  * 

(b)  It  is  known  that  the  subject  of  the  mail  cover  is  under  indictment  for 
a  criminal  offense.  If  you  subsequently  learn  of  an  indictment,  discontinue  the 
mail  cover  and  notify  me  immediately. 

(c)  You  are  doubtful  about  furnishing  this  information  because  of  other 
good  reasons. 

8.  If  you  deem  it  necessary  to  contact  me  immediately  on  any  matter  that 
might  arise  in  connection  with  this  request,  my  telephone  number  is 

If  you  are  unableto  reach  me  personally,  please  ask  to  .speak  to 

9.  The  instructions  indicated  by  a  check  mark  also  apply  : 

(  )  Do  not  record  on  Forms  2009  information  as  to  mail  of  any  class  that 
the  subject  receives  from 

(  )  If,  to  your  personal  knowledge,  the  subject  has  a  known  attomey-at-law 
do  not  record  on  Form  2009  information  as  to  mail  of  any  cla.ss  that  the  subject 
receives  from  this  attorney.  If  you  have  no  personal  knowledge  of  such  an  attor- 
ney, do  not  make  any  personal  inq.\iiry  to  determine  this. 

(      )  The  subject (s)  of  this  request  may  receive  communications  from 
who  is  a  fugitive  from  justice.  Should  such  a  communication  be  received,  record 
the  information  on  Form  2009  but  immediately  contact  me  by  telephone  as 
indicated  above. 

10.  Under  no  circumstances  should  the  addressee  or  any  unauthorized  person 
be  permitted  to  become  aware  of  this  action.  Do  NOT  delay  delivery  of  mail  to 
obtain  this  information. 

11.  If  no  mail  is  received,  please  so  advise  by  endorsement  on  this  form  at 
end  of  period  specified.  Return  this  form  and  any  surplus  Forms  2009  in  all  cases. 

12.  In  mailing  mail  cover  information,  the  material  must  be  double-enclosed 
in  opaque  envelopes  (not  window  envelopes)  and  the  inner  envelope  marked 
"LIMITED  OFFICIAL  USE". 


(Postal  Inspector  in  Charge) 
(Address) 
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LIMITED  OFFICIAL  USE 


U.S.    POSTAL    SERVICE 

INFORMATION  CONCERNING  MAIL  MATTER 

YOUR   FILE  NO. 

DATE 

TO    (Name  ol  Pomtal  Inspector) 

FROM                                                                            1 

POST  OFFICE 

DATE 

ADDRESS   (Clly,  Stale  and  ZIP  Code) 

P«ltv*r]r  of  moil  wo»  not  delayed  while  obtaining  this  infoimotion. 

PniTUit.TFP 

1 

THE  FOLLOWING  INFORMATION  IS  FURNISHED  IN  COMPLIANCE  WITH  YOUR  REQUEST                                                     | 

ADDRESSEE 

SENDER 

RETURN  ADDRESS 

PLACE   AND  DATE 
OF   POSTMARK 

CLASS  OF  MAIL 

- 

NOTE:    IN  MAILING,  FORM  MUST  BE  DOUBLE-ENVELOPED  IN  OPAQUE  ENVELOPES  (NOT  WINDOW 
ENVELOPES)   AND  THE  INNER  ENVELOPE  MARKED  "LIMITED  OFFICIAL  USE". 

PS  F.im     2009 

I'rr.     IO:j 


LIMITED  OFFICIAL  USE 
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N  AMI-     f  /-0*f-^  if  s  t-Middlf) 

I                                                                                                                                                     .          

DATE    INITIATED 

jSTi^rKT.    P.O.    BOX    OR   OTHER    ADDRESS 

^  CITY.   STATE    AND   ZIP   CODE 

PERIOD  (Days) 

!  K£out:sTOR 

J 

1 

:   fu^POSE    (h'ii;:ilivr.   .\/ifionn/  Security  or  Crime.  II  crime   is   irtvolved  stale  nature  end  cite  nftpli- 
I  cable  nialute) 

\ 

i 


ol/Vsn    2047  (Regional  Chief  Inspector)  MAIL  COVER  INDEX 

Rules  and  Regulations 

(3)  The  recorded  post  office  box  address  of  a  customer  whose  mail  is  redi- 
rected to  a  post  office  box  will  be  furnished  to  any  person  upon  payment  of  the 
fee  prescribed  in  paragraph  (d)  (3)  of  §  265.8. 

(4)  The  business  name  and  address  of  the  holder  of  a  post  office  box  being  used 
for  the  purpose  of  doing  or  soliciting  business  with  the  public,  and  any  person 
applying  for  a  box  in  behalf  of  a  holder,  will  be  furnished  to  any  person  without 
charge.  The  postmaster  may  furnish  this  information  when  he  is  satisfied  from 
the  entries  appearing  on  Form  1093,  Application  for  Post  Office  Box,  or  from 
evidence  furnished  by  the  requestor,  such  as  an  advertising  circular,  that  a  box 
is  being  used  for  such  a  bu.siness  purpose.  When  the  postmaster  is  unable  to 
determine  whether  a  business  use  is  involved,  he  shall  refer  the  request  to 
Regional  Counsel  for  advice. 

(5)  Except  as  provided  in  (d)  (4)  above,  the  name  or  address  of  the  box- 
holder  will  be  furnished  only  to  : 

(i)  A  Federal.  State,  or  local  government  agency  upon  prior  written  certifi- 
cation that  the  information  is  required  for  the  performance  of  its  duties, 

(ii)  A  person  empowered  by  law  to  serve  legal  process  upon  prior  written 
certification  that  the  information  is  required  to  effect  service,  or 

(iii)   In  compliance  with  a  subpoena  or  other  court  order. 

(6)  The  mailing  address  of  any  customer  sought  in  connection  with  jury 
service,  if  known,  will  be  furnished  without  charge  upon  prior  written  request 
to  a  court  official,  such  as  a  judge,  court  clerk,  or  jury  commissioner. 

(7)  If  the  location  of  a  residence  or  a  place  of  business  is  known  to  a  Postal 
Service  employee,  whether  as  a  result  of  his  official  duties  or  otherwise,  he  may. 
but  need  not,  disclose  the  location  or  give  directions  to  it.  Xo  fee  shall  be  charged 
for  such  information. 

(e)  Information  not  available  for  public  disclosure.  (1)  The  Postal  Service 
and  its  officers  and  employees  shall  not  make  available  to  the  public  by  any  means 
or  for  any  piirpose  any  mailing  list  or  other  list  of  names  or  addresses  (past  or 
present)  of  postal  patrons  or  other  persons. 

(2)  Records  or  other  documents  which  are  classified  or  otherwise  specifically 
authorized  by  Executive  Order  to  be  kept  secret  in  the  interest  of  the  national 
defense  or  foreign  policy  are  not  subject  to  disclosure  pursuant  to  this  part. 

(3)  Records  consisting  of  trade  secrets  or  confidential  financial  data,  the  dis- 
closure of  which  is  prohibited  by  section  1905  of  Title  18,  United  States  Code, 
are  not  subject  to  disclosure  pursuant  to  this  part. 

(4)  Other  records,  the  disclosure  of  which  is  prohibited  by  statute,  are  not 
subject  to  disclosure  pursuant  to  this  part. 
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(f )  Protection  of  the  right  of  privacy.  If  any  record  required  or  permitted  by 
this  part  to  be  disclosed  contains  the  name  of,  or  other  identifying  details  con- 
cerning, any  person,  including  an  employee  of  the  Postal  Service,  the  disclosure 
of  which  would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy, 
the  name  or  other  identifying  details  shall  be  deleted  before  the  record  is  dis- 
closed. A  notice  such  as,  "The  names  of  individuals  and  other  identifying  details 
have  been  deleted  to  prevent  an  unwarranted  invasion  of  the  personal  privacy 
of  the  individuals  involved"'  shall  be  placed  on  any  record  from  which  this 
material  has  been  deleted. 

(g)  Disclosure  in  part  of  otherwise  exempt  record.  Any  reasonably  segrega- 
ble  portion  of  a  record  shall  be  provided  after  deleting  the  information  which  is 
neither  subject  to  mandatory  disclosure  nor  available  as  a  matter  of  discretion. 

§  265.7     Procedure  for  inspection  and  copying  of  records. 

(a)  Submission  of  requests.  (1)  Form  and  content  of  request.  To  permit  ex- 
peditious handling  and  timely  response  in  accordance  with  the  provisions  of  this 
part,  a  request  to  inspect  or  to  obtain  a  copy  of  an  identifiable  Postal  Sen'ice 
record  shall  be  in  writing  and  bear  the  caption  "Freedom  of  Information  Act 
Request"  or  otherwise  be  clearly  and  prominently  identified  as  a  request  for 
records  pursuant  to  the  Freedom  of  Information  Act.  Form  1478  Freedom  of 
Information  Request  may  be  used  for  this  purpose.  If  submitted  by  mail  or 
otherwise  submitted  in  an  envelope  or  other  cover,  a  request  shall  be  clearly  and 
prominently  identified  as  such  on  the  envelope  or  other  cover.  Other  requests  for 
information  will  be  considered  informal  requests  and  will  be  handled  as  expe- 
ditiously as  practicable  but  not  necessarily  within  the  time  limitations  set  forth 
in  §  265.7(b).  An  informal  requests  will  be  granted  or  denied  according  to  the 
substantive  rules  in  §  265.6,  if  found  to  be  a  request  for  a  record.  A  Freedom  of 
Information  Act  request  shall  identify  the  record  sought  as  completely  as  pos- 
sible, by  name,  description,  or  subject  matter,  and  be  sufficient  to  permit  the 
custodian  to  locate  it  with  a  reasonable  amount  of  effort.  The  request  may  state 
the  maximum  amount  of  fees  for  which  the  requester  is  willing  to  accept  liability 
without  prior  notice.  See  paragraph  (e)  (2)  §265.8.  If  no  amount  is  stated  the 
requester  will  be  deemed  willing  to  accept  liability  for  fees  not  to  exceed  $10.00. 

(2)  To  whom  sithmitted.  A  request  shall  be  submitted  to  the  custodian  of  the 
requested  record.  If  the  location  of  the  record  is  not  known,  inquiry  should  be 
directed  to  the  Records  Oflicer,  Management  Information  Systems  Department. 
United  States  Postal  Service,  Washington,  D.C.  20260.  telephone  (202)  245-4000. 
If  a  request  is  submitted  to  a  facility  other  than  that  at  which  the  record  is 
maintained,  it  shall  be  promptly  transmitted  to  the  appropriate  custodian  with 
a  copy  of  the  transmittal  furnished  to  the  requester.  A  request  which  is  not 
initially  submitted  to  the  appropriate  custodian  shall  be  deemed  to  have  been 
received  by  the  Postal  Service  for  purposes  of  computing  the  time  for  response 
in  accordance  with  §  265.7(b)  at  the  time  that  it  is  actually  received  by  the 
appropriate  custodian.  If  a  request  seeks  records  maintained  at  two  or  more 
facilities,  the  custodian  shall  l)e  deemed  to  he  the  next  senior  common  supervisor 
of  the  heads  of  the  facilities,  e.g.,  sectional  center  manager,  district  manager, 
Regional  Postmaster  General. 

(3)  Reasons  for  request.  In  view  of  the  possibility  that  some  or  all  of  the 
records  may  be  exempt  from  mandatory  disclosure,  the  requestor  may  state  any 
reasons  why  the  record  shoiUd  nevertheless  be  made  available  to  him  even  if 
exempt. 

(4)  Request  for  waiver  of  fees.  The  requestor  may  ask  that  fees,  the  advance 
payment  of  fees,  or  the  advance  deposit  of  estimated  fees  be  waived  in  whole  or 
in  part  and  may  state  any  reasons  in  support  thereof.  See  §  265.8(e)  (6). 

(5)  Categorical  requests.  A  request  for  all  or  substantially  all  of  the  records 
within  a  specific  category  will  be  deemed  a  reasonable  description  of  those  records 
only  if  it  is  possible,  without  further  information,  to  determine  which  particular 
records  are  sought.  See  para,  (b)  (3)  of  §  265.7  concerning  the  providing  of  addi- 
tional information. 

(6)  Request  for  records  located  at  numerous  facilities.  A  request  for  records 
which  are,  or  may  be,  located  at  all  or  a  substantial  number  of  post  oflSces  or 
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other  postal  facilities  will  be  deemed  to  be  a  reasonable  description  only  of  such 
of  those  records  as  are  maintained  at  the  post  office  or  other  facility  to  which  the 
request  is  submitted,  and  of  those  records  maintained  at  any  other  post  offices 
or  facilities  specihcally  identified  in  the  request.  See  paragraph  (a)  (2)  of  this 
section  concerning  the  custodian  of  records  of  two  or  more  facilities. 

(b)  Responsibilities  of  the  custodian.  (1)  Tlie  custodian  of  the  requested 
record  is  the  person  responsible  for  determining  whether  to  comply  with  or  to 
deny  the  request.  A  custodian  who  is  not  an  Officer  as  defined  in  §  221.7,  however, 
should  not  deny  a  request,  until  he  has  obtained  the  advice  of  Regional  Cimn- 
sel.  If  denial  of  a  request  appears  necessary  the  custodian  should  seek  advice  as 
soon  as  possible  after  receipt  of  the  request  so  as  to  provide  adequate  time  for 
legal  review. 

(2)  The  custodian  shall  make  his  determination  within  ten  working  days,  i.e., 
exclusive  of  Saturdays,  Sundays,  and  holidays,  of  receiving  the  request,  and 
more  rapidly  if  feasible.  The  custodian  and  the  requester  may,  by  mutual  agree- 
ment, preferably  in  writing  establish  a  different  response  period  from  those 
provided  in  paragraph  (a)  of  this  section. 

(3)  If  a  requested  record  cannot  be  located  from  the  information  supplied, 
the  requester  should  be  given  an  opportunity  to  supply  additional  information 
and,  if  feasible,  to  confer  with  the  custodian  or  his  representative,  in  an 
attempt  to  provide  a  reasonable  description  of  the  records  sought. 

Appendix  14 

Statement  and  Information   on   FBI   Security  Index 

Statement  of  Hon.  Robert  W.  Kastenmeier,  Chairman,  Subcommittee  on 
Courts,  Civil  Liberties,  and  the  Administration  of  Justice,  October  22, 
1975 

house  committee  on  the  judiciary 

On  behalf  of  the  House  Judiciary  Subcommittee  on  Courts,  Civil  Liberties  and 
the  Administration  of  Justice,  I  am  today  releasing  information  supplied  to 
me  by  the  Attorney  General  regarding  the  maintenance  by  tlie  Department  of 
Justice  of  a  list  of  Americans  designated  for  incarceration  without  due  process 
in  the  event  of  a  national  emergency.  The  possible  existence  of  this  list  was 
revealed  in  a  New  York  Times  article  on  August  2,  of  this  year.  Given  the  grave 
implications  of  the  maintenance  of  this  list,  known  as  National  Security  Index, 
I  requested,  on  August  6,  that  the  Attorney  General  supply  me  with  a  complete 
accounting,  including  whether  such  a  list  did,  in  fact,  exist  and  a  statement 
of  the  history  and  policy  underlying  the  maintenance  of  the  list. 

In  1971  my  subcommittee  initiated  legislation,  which  later  became  law,  pro- 
hibiting the  establishment  of  emergency  detention  camps  and  preventing  the 
President  from  detaining  Americans  without  due  process  of  law.  As  a  co-sponsor 
of  this  legislation  and  as  chairman  of  the  House  Subcommittee  on  Civil  Liberties, 
I  have  a  special  interest  in  seeing  that  the  Executive  branch  complies  with  the 
spirit  of  the  1971  law.  Although  the  Executive  Branch  does  not  now  assert  the 
authority  to  suspend  the  Bill  of  Rights  and  incarcerate  Americans  at  its  discre- 
tion, the  fact  that  it  continues  to  actively  maintain  a  list  which  had  its  genesis 
in  a  plan  to  systematically  imprison  thousands  of  political  dissenters  in  the 
early  days  of  the  "cold  war",  is  fact  which  demands  thorough  Congressional 
scrutiny  and  public  discussion. 

It  is  an  unfortunate  comment  on  the  mentality  of  our  "national  security" 
establishment  that  it  has  taken  nearly  30  years  for  the  existence  of  the  national 
security  index  to  be  publicly  disclosed.  Questions  of  public  policy  such  as  the 
decision  to  maintain  this  list,  with  its  attendant  blueprint  for  the  su.spension  of 
the  Bill  of  Rights,  are  precisely  the  type  of  governmental  decisions  which,  in  a 
democracy,  should  be  made  in  the  open  after  public  debate  rather  tlian  made 
clandestinely  and  discussed  in  whispers  only  by  those  who  satisfy  the  artificial 
"need  to  know"  criteria  of  a  top-secret  classification. 

I  commend  the  Attorney  General  for  declassifying  these  materials  and  making 
them  available  to  the  Congress,  and  I  would  urge  him  to  take  similar  action  with 
respect  to  any  other  information  in  the  possession  of  his  department  concerning 
any  misguided  plans  or  activities  of  the  national  intelligence  apparatus  which 
are  unconstitutional  and  contradictory  to  our  democratic  process. 
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Office  of  the  Attorney  General, 
Washington,  B.C.,  October  15, 1915. 
Hon.  Robert  W.  Kastenmeier, 

Chairman,  Subcommittee  on  Courts,  Civil  Liberties  and  the  Administration  of 
Justice,  Committee  on  the  Judiciary,  House  of  Representatives,  Washing- 
ton, B.C. 

Dear  Mr.  Chairman  :  This  is  in  response  to  your  letter  requesting  information 
pertaining  to  the  Security  Index  and  the  FBI  mail  opening  program. 

The  attached  memorandum  from  Director  Kelley  of  the  FBI  contains  mueli 
of  the  information  which  you  requested  on  the  Security  Index.  Included  with 
this  memorandum  are  several  documents  pertinent  to  the  subject.  Those  docu- 
ments which  were  previously  classified  have  now  been  declassified  by  the 
Department. 

As  you  are  aware,  the  Criminal  Division  is  presently  looking  into  the  alleged 
improprieties  of  the  FBI  in  their  mail  opening  program.  Until  that  investigation 
is  complete,  it  would  be  inappropriate  for  me  to  di.s<'uss  the  program.  However, 
I  am  enclosing  copies  of  the  FBI  testimony  on  this  subject  before  the  House 
Subcommittee  on  Postal  Facilities.  One  portion  of  the  testimony,  marked  Top 
Secret,  was  given  to  the  Subcommittee  in  executive  session.  I  request  that  you 
treat  the  classified  portion  of  the  testimony  with  the  same  confidentiality  that 
it  would  have  been  afforded  had  it  been  given  to  your  Subcommittee  in  executive 
session. 

Sincerely, 

Edward  H.  Levi,  Attorney  General. 


U.S.  Department  of  Justice, 
Federal  BuRHLi.u  of  Investigation, 

Washington,  B.C. 
Subcommittee  on  Courts,  Civil  Liberties  and  the  Administration  of  Justice 
OF  THE  House  Committee  on  the  Judiciary 

Reference  is  made  to  a  letter  dated  August  6,  1D75,  to  the  Attorney  General 
from  the  Chairman  of  captioned  subcommittee  requesting  information  relating 
to  the  Federal  Bureau  of  Investigation  (FBI)  maintaining  a  Security  Index 
(SI). 

The  SI  actually  predated  the  passage  of  the  Internal  Security  Act  of  1950. 
During  1939  and  1940,  a  custodial  detention  list  was  compiled  by  the  FBI  con- 
sisting of  the  identity  of  those  individuals  whose  presence  at  liberty  in  the 
United  States  in  time  of  war  or  national  emergency  would  be  dangerous  to  the 
public  i>eace  and  safety  of  the  United  States  Government.  On  June  26.  1940,  the 
Attoi-ney  General  was  advised  of  such  a  list  and  on  March  18,  1941,  information 
pertaining  to  the  identity  and  tendencies  of  individuals  on  this  list  w^as  forwarded 
to  the  Department  of  Justice.  The  use  of  the  term  custodial  detention  list  was 
discontinued  on  August  14,  1943.  and  the  list  then  became  known  as  the  SI. 
During  1945  the  SI  w^as  cancelled  except  for  those  iwrtions  relating  to  com- 
munists, Russians,  and  individuals  whose  nationalistic  tendencies  resulted  from 
an  ideological  or  organizational  affiliation  with  Marxist  groups.  On  March  8, 
1946.  the  FBI  advised  the  Attorney  General  a  list  was  being  prepared  of  all 
members  of  the  Communist  Party  and  any  others  who  would  be  dangerous  or 
potentially  dangerous  in  the  event  of  a  break  in  diplomatic  relationsi  with  the 
Soviet  Union,  or  other  serious  crisis,  involving  the  United  States  and  the  USSR. 
This  list  was  to  be  prepared  as  a  result  of  developments  in  the  international 
situation  during  that  time  i>eriod  and  in  light  of  Soviet  espionage  investigations 
then  being  conducted  by  the  FBI.  Tlie  Attorney  General  was  apprised  of  this 
list  so  the  Attorney  General  could  advise  whether  such  action  met  with  his 
approval.  As  far  back  as  September  20,  1946,  the  Department  of  Justice  advised 
the  FBI  that  a  program  was  under  consideration  for  the  detention  of  com- 
munists in  the  event  of  a  national  emergency  or  ho.stilities  between  the  United 
States  and  the  USSR  through  Presidential  Directive  which  w^ould  empower 
the  Secretary  of  War  to  define  a  military  exclusion  area  and  would  provide  for 
the  detention  of  persons  by  the  Bureau  of  Prisons.  During  August,  1948,  the 
Department  provided  the  FBI  with  a  Departmental  Portfolio  entitled.  "Program 
For  Apprehension  and  Detention  of  Persons  Considered  Potentially  Dangerous 
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to  the  National  Defense  and  Public  Safety  of  the  United  States."  This  program 
established  guidelines  for  the  ap'prehension  by  the  FBI  of  individuals  con- 
sidered dangerous  to  tlie  national  defense  of  the  United  States  during  times  of 
emergency.  In  time  of  an  emergency  a  Presidential  Proclamation  would  be  issued 
and  brought  before  Congress  for  ratification. 

On  September  23,  1950,  the  Internal  Security  Act  of  1950  became  a  law  and 
with  it  the  passage  of  Title  II  concerning  the  Emergency  Detention  Act  (EDA). 
Title  II  of  the  Internal  Security  Act  declared  that  when  a  state  of  internal  secu- 
rity emergency  is  proclaimed  by  the  President,  he,  through  the  Attorney  General, 
would  direct  the  apprehension  and  detention  of  each  person  as  to  whom  there 
were  reasonable  grounds  to  believe  that  such  i>erson  probably  would  engage  in, 
or  probably  conspire  with  others  to  engage  in  acts  of  espionage  or  sabotage. 
The  list,  or  SI,  being  maintained  by  the  FBI  of  those  persons  who  should  be 
considered  dangerous  during  times  of  an  emergency  was  to  be  utilized  to  aid  in 
the  apprehension  and  detention  of  individuals  under  the  auspices  of  the  EDA. 
During  1951,  a  list  of  names  which  were  maintained  on  the  SI  was  prepared 
and  furnished  the  Department.  Criteria  for  inclusion  on  the  SI  were  furnished 
the  Department  and  on  October  8,  1952,  the  Attorney  General  approved  the 
standards  used  by  the  FBI. 

The  SI  consisted  of  5  x  8  cards  which  contained  background  information, 
nationalistic  tendency,  file  numbers,  and  organizational  afl31iation  of  the  individ- 
uals included  thereon.  Additions  to  and  deletions  from  the  SI  were  reviewed  for 
approval  or  rejection  at  FBI  Headquarters  (FBIHQ)  and  final  approval  was 
furnished  by  the  Department  except  for  a  period  during  1955  when  the  Depart- 
ment had  neither  funds  nor  manpower  for  the  review. 

The  SI  program  was  reviewed  on  a  continuous  basis  at  FBIHQ  and  whenever 
revisions  of  policy  or  criteria  were  made  in  the  program,  such  revisions  were  sub- 
mitted to  the  Attorney  General  for  approval.  The  authority  of  the  FBI  in  every 
phase  of  the  SI  program  prior  and  subsequent  to  the  ijassage  of  the  Internal 
Security  Act  of  1950  has  emanated  from  the  Attorney  General.  Individuals  were 
never  investigated  for  the  purpose  of  placing  them  on  the  SI ;  however,  if  an 
investigation  of  an  individual  disclosed  potential  dangerousness  to  the  internal 
security  of  the  United  States  in  the  event  of  a  national  emergency,  then  inclu- 
sion on  the  SI  was  considered. 

On  September  25.  1971.  thp  EDA  was  repealed  by  Congress  and  the  SI  was 
discontinued  as  well  as  all  plans  for  the  apprehension  of  those  listed  on  the  SI. 

Following  repeal  of  t'  e  E  »A  during  September,  1971.  the  Attorney  General  was 
requested  to  advise  whether  repeal  of  the  EDA  limited  the  authority  of  the 
FBI  to  conduct  se<-urity  investigations  or  maintain  an  administrative  index  of 
security  subjects.  The  Attorney  General  advised  on  October  22.  1971,  that  the 
investigative  authority  of  the  FBI  was  not  affected  and  the  FBI  was  not  pro- 
hibited from  maintaining  an  index  of  security  subjects.  As  a  result  of  the  At- 
torney General's  notification  the  FBI  instituted  an  index  for  u.se  as  an  ad- 
ministrative aid  to  maintain  a  readily  available  and  up-to-date  list  of  individuals 
deemed  dangerous  to  the  internal  security  and  who  would  be  afforded  priority 
investigative  coverage  in  the  event  of  a  national  emergency.  Individuals  are 
not  included  on  this  index  merely  because  of  opposition  to  Government  policies 
or  because  they  exercise  their  constitutional  rights  of  protest  or  dissent.  Mem- 
bership in  a  subversive  organization  is  not  sufficient  to  warrant  inclusion  on  this 
index.  Individuals  who  are  included  are  those  who  have  exhibited  a  willingness 
or  capability  of  engaging  in  treason,  rebellion,  sedition,  sabotage,  espionage. . 
assassination  of  Government  officials,  terrorism,  guerrilla  warfare,  or  other 
acts  which  would  result  in  interference  with  or  a  threat  to  the  survival  and 
effective  operation  of  national,  state,  or  local  government.  During  1972  the  opera- 
tion of  this  index  was  evaluated  and  revised  to  include  only  those  individuals 
who  pose  a  realistic,  direct  and  current  danger  to  the  national  security. 

This  index  is  printed  on  5  x  8  cards  which  are  maintained  at  FBIHQ  in  the 
Intelligence  Division.  N^nip.  bi'^k£:round  information,  file  niunbers.  and  type  of 
activity  in  which  the  individual  is  engaged  are  placed  on  the  cards.  Tliis  index 
is  reviewed  continuously  and  on  a  monthly  basis  is  brought  up  to  date  with 
names  being  added  and  deleted.  Once  deletions  are  made,  former  lists  cannot  be 
reconstructed.  The  index  on  January  15.  1975,  contained  the  names  of  1,537  in- 
dividuals and  as  of  August  15,  1975.  there  were  1.294  names  on  the  index. 

As  an  administrative  aid  the  index  currently  utilized  by  the  FBI  enables  the 
FBI  to  remain  alert  to  individuals  who  have  exhibited  a  propensity  to  conduct 
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acts  inimical  to  the  national  security  and  affords  the  FBI  a  record  of  individuals 
who  would  merit  close  investigative  attention  pending  legal  steps  by  the  Pres- 
ident to  take  further  action.  It  also  serves  as  an  extremelv  valuable  list  of 
individuals  who  pose  a  threat  to  the  safety  of  the  President  of 'the  United  States, 
thereby  enabling  the  FBI  to  provide  current  data  to  the  United  States  Secret 
Service  concerning  these  individuals. 

As  noted  above,  the  past  lists  cannot  be  reconstructed  and  the  index  contains 
only  the  names  and  background  information  which  would  identify  individuals 
listed  thereon.  For  reasons  of  privacy  and  inasmuch  as  release  of  information 
on  this  Lndex  could  adversely  affect  current  operations  and  investigations  being 
conducted  by  the  FBI,  information  contained  on  the  index  is  not  being  furnished. 

U.S.  Dej>abtment  of  Justice, 

October  22  1971 
Memorandum  to  :  Director,  Federal  Bureau  of  Investigation. 
From  :  The  Attorney  General. 
Subject :  Emergency  detention  program. 

This  will  acknowledge  your  memorandum  of  September  30,  1971  regarding 
the  effect  that  the  repeal  of  Title  II  of  the  Internal  Security  Act  of  1950,  as 
amended,  has  on  the  FBI's  authority  "to  investigate  subversive  activities  and 
related  matters." 

With  respect  to  your  initial  inquiry,  I  wish  to  advise  you  that  the  FBI's  author- 
ity to  investigate  violations  of  the  espionage,  sabotage.  Smith  Act,  Atomic  Energy 
Act  and  related  statutes,  as  well  as  subversive  activities  and  related  matters  in 
accordance  with  its  statutory  responsibilities  and  the  Presidential  directives,  cited 
in  your  memorandum,  remains  unaffected  by  the  repeal  of  the  Emergency  Deten- 
tion Act. 

Furthermore,  the  repeal  of  the  aforementioned  Act  does  not  alter  or  limit  the 
FBI's  authority  and  responsibility  to  record,  file  and  index  information  secured 
pursuant  to  its  statutory  and  Presidential  authority.  An  FBI  administrative 
index  compiled  and  maintained  to  assist  the  Bureau  in  making  readily  retrievable 
and  available  the  results  of  its  investigations  into  subversive  activities  and 
related  matters  is  not  prohibited  by  the  repeal  of  the  Emergency  Detention  Act. 

While  the  Department  does  not  desire  a  copy  of  any  lists  that  you  may  compile 
on  the  basis  of  such  records  or  indices,  the  Internal  Security  Division  should  be 
furnished  a  monthly  memorandum  reflecting  the  identity  of  government  em- 
ployees who  by  significant  acts  or  membership  in  subversive  organizations,  have 
demonstrated  a  propensity  to  commit  acts  inimical  to  our  national  security. 

With  regard  to  Department  instructions  to  the  United  States  Attorneys  and 
Marshals  and  related  materials  maintained  in  sealed  envelopes  in  each  of  the 
Bureau's  field  offices,  it  is  noted  that  such  emergency  documents  were  prepared  on 
the  basis  of  authority  other  than  the  Emergency  Detention  Act.  A  study  is  being 
undertaken  within  the  Department  as  to  the  disposition  to  be  made  of  those  pre- 
positioned  sealed  instructions.  When  stich  a  review  has  been  completed  you  will  be 
appropriately  advised. 

In  view  of  the  fact  the  President  has  signed  the  Act  repealing  Title  II  of  the 
Internal  Security  Act  of  1950,  which  was  commonly  referred  to  as  the  Emergency 
Detention  Act  of  1950,  your  views  are  being  solicited  concerning  FBI  authority 
to  continue  investigations  of  subversive  activity  covered,  in  part,  by  this  Act . 

We  have  discontinued  all  planning  for  emergency  apprehension  and  detention 
of  those  subjects  listed  in  the  Security  Index,  which  is  a  list  of  individuals  whose 
histories  show  they  might  engage  in  or  conspire  to  engage  in  acts  of  espionage  or 
sabotage  during  a  national  emergency.  Wo  have  likewise  discontinued  operation 
of  the  Seciirity  Index,  which  was  an  integral  part  of  implementation  of  emergency 
apprehension. 

In  addition  to  statutory  authority  provided  in  the  Smith  Act  of  1940,  Title  I 
of  the  Internal  Security  Act  of  1950,  the  Communist  Control  Act  of  1954,  and 
statutes  relating  to  espionage,  sabotage,  rebellion  and  insurrection,  sedition  and 
seditious  conspiracy,  we  feel  that  authority  for  the  FBI  to  conduct  investigations 
of  subversive  activity  and  related  activity  is  clearly  set  forth  in  certain  Presi- 
dential Directives.  For  example,  on  June  26,  1939,  the  President  issued  a  con- 
fidential Directive  to  the  heads  of  varioiis  Government  Departments  which  stated  : 
"It  is  my  desire  that  the  investii^  ition  of  all  espionage,  and  sabotage  matters  be 
contr-illed  and  handled  by  the  F-deral  Bureau  of  Investigation  of  the  Depart- 
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ment  of  Justice.  .  .  ."  On  September  6,  1939,  the  President  issued  a  Directive  as 
follows  :  -The  Attorney  General  has  been  requested  by  nie  to  instruct  the  Federal 
Bureau  of  Investigation  of  the  Department  of  Justice  to  take  charge  of  investiga- 
tive matters  relating  to  espionage,  sabotage,  subversive  activities  and  violations 
of  neutrality  regulations."  This  Directive  also  pointed  out  that  "'the  investiga- 
tions" (by  the  FBI )  "must  be  conducted  in  a  comprehensive  and  effective  manner, 
on  a  national  basis,  and  all  information  carefully  sifted  out  and  correlated  in 
oi-der  to  avoid  confusion  and  irresponsibility.  ' 

On  January  8,  1943,  the  Fresment  issued  a  Directive  reiterating  his  previous 
Directive  of  September  6,  1939,  and  subsequently  on  July  24,  1950,  the  President 
issued  a  third  Directive,  reiterating  previous  Directives  of  September  (>,  1939, 
and  January  8, 1943,  and  broadened  the  scope  of  investigative  activity  by  the  FBI 
to  include  "subversive  activities  and  related  matters"  as  well  as  the  specific 
matters  involving  espionage  and  sabotage.  On  December  15,  1953,  the  President 
issued  a  statement  in  which  he  set  forth  the  language  contained  in  the  combined 
Presidential  Directives  dated  September  6,  1939,  January  8,  1943,  and  July  24, 
1950,  concerning  the  investigative  responsibility  of  the  FBI  in  matters  relating 
to  "espionage,  sabotage,  subversive  activities  and  related  matters."  The  state- 
ment then  pointed  out  the  FBI  is  also  charged  with  investigating  all  violations 
of  the  Atomic  Energy  Act  and  requested  cooperation  of  all  enforcement  officers, 
as  in  the  previous  Directives,  in  reporting  all  information  relating  to  violations 
of  the  Atomic  Energy  Act  to  the  nearest  representative  of  the  FBI. 

Based  on  interpretation  of  existing  statutes  and  the  language  set  forth  in 
the  various  Presidential  Directives  cited  above,  we  feel  that  the  repeal  of  the 
Emergency  Detention  Act  of  1950  has  not  eroded  the  FBI's  authority  and  respon- 
sibility to  conduct  investigation  of  subversive  activities  and  related  matters. 
Likewise,  we  feel  that  the  repeal  of  this  Act  does  not  limit  the  FBI's  authority 
and  responsibility  to  keep  and  maintain  administrative  records,  including  vari- 
ous indices,  which  may  be  necessary  in  fulfilling  such  responsibility  and  authority. 

I  strongly  feel  that  irrespective  of  the  rei>eal  of  the  p]mergency  Detention  Act, 
the  Federal  Government  must  take  whatever  steps  are  necessary,  within  the 
law,  to  protect  itself  from  all  hostile  forces  bent  on  its  destruction.  We  there- 
fore, feel  that  it  is  absolutely  incumbent  upon  the.  FBI  to  continue  investigations 
of  those  who  pose  a  threat  to  the  internal  security  of  the  country  and  to  main- 
tain an  administrative  index  of  such  individuals  as  an  essential  part  of  our 
investigative  responsibility.  Such  an  index  not  only  enables  the  FBI  to  pin- 
point individuals  who  have  exhibited  a  propensity  to  conduct  acts  inimical  to 
national  security,  but  also  serves  as  an  extremely  valuable  list  of  individuals 
who  pose  a  continuing  threat  to  the  safety  of  the  President  and  thereby  enables 
us  to  provide  current  data  to  U.  iS.  Secret  Service  concerning  backgrounds  and 
whereabouts  of  such  individuals. 

You  are  therefore  requested  to  advise  whether  you  concur  in  our  opinion  that 
the  FBI's  authority  and  responsibility  to  investigate  subversive  activities  and 
related  matters  has  not  been  eroded  by  repeal  of  the  Emergency  Detention  Act. 
You  are  further  requested  to  advise  if  you  concur  in  our  opinion  that  the  repeal 
of  the  Emergency  Detention  Act  does  not  prohibit  or  limit  the  FBI's  authority 
and  responsibility  to  keep  and  maintain  administrative  records,  including  an 
administrative  index  of  individuals  under  investigation  in  connection  with  sub- 
versive activities  and  related  matters,  which  are  necessary  in  fulfilling  our  in- 
vestigative authority  and  responsibility. 

In  the  past  we  have  furnished  the  Internal  Security  Division  on  a  monthly 
basis  a  current  list  of  individuals  listed  on  the  Security  Index.  This  has  been 
discontinued.  However,  in  the  event  you  approve  of  our  maintaining  an  admin- 
istrative index,  as  described  above,  please  advise  whether  the  Internal  Security 
Division  desires  a  copy  of  any  current  list  we  might  prepare  in  this  regard. 

You  are  also  requested  to  advise  what  disposition  should  be  made  of  warrants, 
sealed  envelopes  captioned  "Department  of  Justice  Instructions  to  United 
States  Attorneys"  and  "Department  of  Justice  Instructions  to  United  States 
Marshals"  which  have  been  maintained  in  each  of  our  field  offices  in  connection 
with  the  Emergency  Detention  Program. 

In  view  of  the  urgency  of  the  matter  and  the  critical  need  to  continue  an 
uninterrupted  program  of  investigating  subversive  activities  and  related  mat- 
ters, you  are  requested  to  furnish  a  reply  to  the  foregoing  questions  at  the 
earliest  possible  time. 


984 

To  :  The  Attorney  General. 

From  :  Director,  FBI,  August  5,  1946. 

Subject :  Detention  of  Communists  in  the  event  of  sudden  diflSculty  with  Russia. 

Reference  is  made  to  your  memorandum  of  July  18,  1946,  which  forwarded  a 
memorandum  to  you  dated  July  11,  1946,  from  Mr.  Theron  L.  Caudle,  Assistant 
Attorney  General,  Criminal  Division. 

Mr.  Caudle's  memorandum  was  a  reply  to  my  memorandum  to  you  of  March 
8,  1946,  in  which  it  was  pointed  out  that  very  nearly  all  of  the  members  of  thte 
Communist  Party  in  this  country  are  citizens  of  the  United  States,  either  natural- 
ized or  native-bom,  and  that  most,  if  not  all,  of  those  individuals  would  un- 
doubtedly adhere  to  the  Soviet  Union  in  the  event  of  a  serious  crisis  involving 
the  United  States  and  that  country. 

It  was  suggested  that  you  might  desire  to  initiate  a  study  to  determine 
what  legislation  is  available  or  should  be  sought  to  authorize  effective  action 
of  a  general  and  precautionary  nature  in  the  event  of  a  serious  emergency. 

With  regard  to  the  adequacy  of  legislation,  with  which  Mr.  Caudle's  memo- 
randum is  primarily  concerned,  it  is  noted  that  except  for  the  possibility  of 
a  declaration  of  martial  law  which  might  have  to  extend  over  the  entire  United 
States,  there  is  no  existing  legislation  which  could  be  invoked  with  the  excep- 
tion of  a  possible  application  of  18  U.S.C.  Code,  Section  97a  or  the  suspension 
of  the  writ  of  habeas  corpus. 

It  would,  of  course,  be  dangerous  to  the  security  of  this  country  should  we 
have  to  wait  until  paratroop  divisions  were  landing  in  our  industrial  areas 
or  until  armed  rebellion  of  Communist  elements  occurred  before  we  could  take 
action  under  any  suspension  of  the  writ.  Acts  of  sabotage  by  Communists  must 
be  prevented  by  prompt  measures  against  them  in  an  emergency.  We  cannot 
afford  to  wait  until  their  acts  of  sabotage  are  carried  out  before  proceeding 
against  them. 

With  regard  to  the  application  of  Section  97a  in  its  present  form,  it  would 
be  necessary  in  order  to  take  action  against  Communist  Party  members  to  declare 
the  greater  part  of  the  United  States  a  military  area  and  to  set  up  a  relocation 
procedure  under  Executive  Order. 

As  Mr.  Caudle  pointed  out  in  his  memorandum,  nothing  could  be  done  at  the 
time  of  its  writing  looking  toward  new  legislation  until  1947  although  he  points 
out  that  if  sudden  trouble  develops  during  the  adjournment  of  Congress,  Sec- 
tion 97a  could  be  utilized  until  a  special  session  of  Congress  could  be  convened. 

I  agree  with  Mr.  Caudle  that  the  next  war  will  dwarf  all  previous  conflicts 
and  bring  into  utilization  new  weapons  and  bombing  techniques. 

The  lack  of  effective  legislation  under  which  Federal  authorities  and  par- 
ticularly the  Federal  Bureau  of  Investigation  could  swing  into  action  against 
adherents  of  the  Soviet  Union  in  all  parts  of  the  United  States  at  a  moment's 
notice  might  seriously  jeopardize  this  country's  recovery  from  the  first  offensive 
blow  launched  by  the  Soviet  Union  which  logically  and  militarily  might  be  di- 
rected at  the  Seat  of  Government  in  Washington. 

The  confusion  and  disruption  caused  by  bomb  or  rocket  attack  upon  Wash- 
ington with  the  two  possible  attendant  casualties  among  the  administrative  heads 
of  the  Government  seems  to  point  to  the  necessity  for  a  definite  prearranged  pro- 
gram of  procedure  throughout  the  United  States. 

I  strongly  recommend,  first,  that  you  consider  the  issuance  of  definite  and 
specific  instructions  as  to  procedure  which  shall  be  followed  in  the  event  of  an 
emergency  involving  the  United  States  and  the  Soviet  Union  and  that  those 
individuals  responsible  for  the  carrying  out  of  such  procedure  be  appropriately 
instructed  without  delay.  Secondly,  I  strongly  recommend  that  appropriate  lesn's- 
lation  to  correct  the  present  lack  of  stautory  backing  for  detention  of  persons 
dangerous  to  the  security  of  the  United  States  be  immediately  prepared  for 
submission  either  to  a  special  session  of  Congress  which  might  be  called  in  the 
event  of  such  an  emergency  or  to  the  next  regular  session  which  will  convene  in 
January,  1947. 

Mr.  Caudle's  memorandum  is  returned  herewith. 

To :  The  Attorney  General. 

From  :  John  Edgar  Hoover.  Director,  Federal  Bureau  of  Investigation,  March  8, 
1946. 
As  a  result  of  recent  developments  internationally  and  In  the  Canadian  and 
other  Russian  espionage  cases,   the  FBI  has  found  it  necessary  to  intensify 
its  investigation  of  Communist  Party  activities  and  Soviet  espionage  cases. 
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The  Bureau  is  now  taking  steps  to  list  all  members  of  the  Communist  Party 
and  any  others  who  would  be  dangerous  or  potentially  dangerous  in  the  event  of 
a  break  in  diplomatic  relations  with  the  Soviet  Union,  or  other  serious  crisis, 
involving  the  United  States  and  the  U.S.S.R.  I  wanted  you  to  know  this  so  that 
you  can  advise  me  whether  such  action  meets  with  your  approval. 

Very  few  of  the  members  of  the  Communist  Party  are  aliens,  and  of  the  small 
number  who  are  aliens  not  all  are  of  Russian  nationality.  Very  nearly  all  of 
the  members  are  citizens,  either  naturalized  or  native  born.  Since  most,  if  not 
all,  of  the  members  of  the  Communist  Party  would  undoubtedly  adhere  to  the 
Soviet  Union  and  would  constitute  a  very  serious  threat  to  the  security  and 
interests  of  this  country  in  the  event  of  a  crisis,  a  situation  may  conceivably 
arise  wherein  it  will  be  necessary  to  the  existence  and  safety  of  this  country  to 
immediately  detain  a  large  number  of  American  citizens. 

In  view  of  this  situation,  you  may  desire  to  initiate  a  study  to  determine  what 
legislation  is  available  or  should  be  sought  to  authorize  effective  action  of  a 
general  and  precautionary  nature  in  the  event  of  a  serious  emergency. 

No.  336.  Series  1943.  August  14,  1943. 

To :  SAC. 

Re  Dangerousness  classification,  change  of  character,  custodial  detention. 

Effective  immediately,  the  character  of  investigations  of  individuals  (other 
than  alien  enemies)  who  may  be  dangerous  or  potentially  dangerous  to  the 
public  safety  or  internal  security  of  the  United  States  shall  be  "Security  Matter" 
and  not  "Custoflial  Detention."  The  phraseology,  "Custodial  Detention,"  shall 
no  longer  be  used  to  designate  the  character  of  any  investigation,  nor  shall  it  be 
used  for  any  purjiose  in  reports  or  other  communications.  Investigations  involving 
organizations  or  "key  figures"  in  the  Communist  Party  will  continue  to  bear  the 
character,  "Internal  Security,"  as  in  the  past,  but  the  dual  character  of  "Cus- 
todial Detention"  will  be  eliminated. 

Henceforth,  the  cards  previously  known  as  Custodial  Detention  Cards  will 
be  known  and  referred  to  as  Security  Index  Cards,  and  the  list  composed  of 
such  cards  will  be  known  as  the  Security  Index. 

For  your  information,  the  Attorney  General,  on  July  16,  1943,  ordered  that 
the  dangerousness  classifications  previously  made  by  the  Special  Defense  Unit 
and  its  successor,  the  Special  War  Policies  Unit,  be  not  used  in  the  future  for 
any  purpose  whatsoever. 

The  Bureau  will  continue  to  investigate  dangerous  and  potentially  dangerous 
individuals  other  than  alien  enemies  imder  the  characters  of  Security  Matter  and 
Internal  Security.  It  will  also  continue  to  prepare  and  maintain  Security  Index 
Cards.  The  fact  that  the  Security  Index  and  Security  Index  Cards  are  prepared 
and  maintained  should  be  considered  as  strictly  confidential,  and  should  at  no 
time  be  mentioned  or  alluded  to  in  investigative  reports,  or  di.scussed  with  agen- 
cies or  individuals  outside  the  Bureau  otlier  than  duly  qualified  representatives 
of  the  Office  of  Naval  Intelligence  and  the  Military  Intelligence  Service,  and 
then  only  on  a  strictly  confidential  basis. 

A   revised   Section  of  the  National   Defense  Manual  to  replace  the  current 
Section  16  is  being  prepared  and  will  be  available  in  the  immediate  future.  It 
is  desired  that  you  discuss  the  contents  of  this  letter  with  all  investigative 
personnel  under  your  supervision. 
Very  truly  yours, 

John  Edgar  Hoover,  Director. 
To  :  Communications  section,  June  5, 1940. 
Transmit  the  following  message  to :  All  SACs  except  Juneau,  Alaska ;  Honolulu. 

Personal  attention.  Furnish  Bureau  as  soon  as  possible  by  air  mail  special 
delivery  letter  a  list  of  the  names  and  present  addresses  of  those  persons  in  your 
district  who  should  be  considered  for  custodial  detention  pending  investigation 
in  the  event  of  a  national  emergency. 

Indicate  in  furnishing  information  whether  the  individual  according  to  best 
available  data  is  or  is  not  a  citizen  of  the  United  States.  Information  should  be 
furnished  indicating  whether  these  persons  possess  Communistic,  Fascist,  Nazi 
or  other  nationalistic  background.  Ample  information  with  source  should  be  fur- 
nished to  justify  consideration  of  each  individual  in  this  group  including  siiecfic 
acts  and  statements. 

Hoover. 
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To:  SAC. 
December  6,  1939. 
Re :  Internal  Securty. 

Dear  Sir:  The  Bureau  is  at  the  present  time,  preparing  a  list  of  individuals, 
both  aliens  and  citizens  of  the  United  States,  on  whom  there  is  information 
available  to  indicate  that  their  presence  at  liberty  in  this  country  in  time  of  war 
or  national  emergency  would  be  dangerous  to  the  public  peace  and  the  safety  of 
the  United  States  Government.  The  information  now  available  relative  to  those 
individuals  is,  however,  incomplete  in  most  instances  and  it  will  be  necessary  to 
obtain  additional  information  relative  to  the  affiliations,  business  interests,  activi- 
ties, present  address,  age,  and  citizenship  status  of  each. 

The  Bureau  will,  therefore,  in  the  near  future  commence  referring  cases  to  you 
by  letter,  requesting  an  appropriate  confidential  investigation  to  develop  from 
confidential  sources  and  in  a  direct  manner  the  necessary  information  to  enable 
the  rendering  of  a  decision  as  to  the  action  to  be  taken  relative  to  the  individuals 
concerned  in  the  event  of  the  outbreak  of  hostilities  between  the  United  States 
Government  and  any  other  nation  or  nations. 

It  will  be  incumbent  upon  you  to  initiate  the  appropriate  investigation  im- 
mediately upon  receipt  of  the  letters  referred  to,  and  to  issue  appropriate  instruc- 
tions to  the  employees  assigned  to  your  Field  Division  to  make  certain  the  fact 
that  the  Bureau  is  making  such  investigation  does  not  become  known  to  individ- 
uals outside  of  the  Bureau. 

You  are  advised  that  it  will  be  necessary,  in  all  instances,  to  definitely  deter- 
mine whether  the  individual  about  whom  inquiry  is  being  made  is  a  citizen  of 
the  United  States  or  an  alien  and,  if  an  alien,  it  should  be  determined,  if  possible, 
whether  he  has  taken  out  his  first  papers  unless  the  letter  from  the  Bureau 
clearly  reflects  that  his  citizen.ship  status  is  known.  This  information  is  essential 
in  each  case  because  in  time  of  war  alien  enemies  are  placed  in  a  status  differing 
entirely  from  that  of  citizens  of  the  United  States,  and  the  cases  would  be  handled 
differently. 

With  reference  to  the  investigtaion  to  be  conducted,  as  previously  stated,  the 
purpose  should  be  entirely  confidential  and  it  should  be  handled  in  the  same  man- 
ner as  any  investigation  for  the  purpose  of  determining  if  the  individual  involved 
has  violated  the  Registration  Act  or  is  engaged  in  subversive  activities.  The  color 
of  authority  iinder  which  these  matters  are  handled  is,  of  course,  the  Registra- 
tion Act  and,  if  necessary,  inquiries  as  to  the  reason  for  the  investigation  should 
be  answered  in  reference  to  the  Registration  Act  requiring  agents  of  foreign 
principals  to  register  with  the  State  Department.  It  is  pointed  out,  however,  that 
the  classification  "Registration  Act"  still  exists  and  investigations  conducted 
under  that  classification  should  not  be  confused  with  those  conducted  under  the 
classification  "Internal  Security." 

It  is  believed  that  most  of  the  information  necessary  about  each  individual 
may  be  obtained  from  sources  already  known  to  the  Bureau,  such  as  public  and 
private  records,  confidential  sources  of  information,  confidential  informants, 
newspaper  morgues,  public  libraries,  employment  records,  school  records,  et 
cetera,  but  in  cases  where  these  sources  are  unavailing,  the  investigation  must 
be  complete  but  confidential.  It  will  be  necessary  for  you  to  supervise  the  investi- 
gation of  these  cases  very  carefully  to  make  certain  that  complete  information  is 
obtained  because,  obviously,  a  decision  cannot  be  rendered  as  to  the  action  to  be 
taken  in  each  case  unless  full  and  complete  information,  upon  which  a  decision 
can  be  ba.sed,  is  made  available. 

You  should  ascertain  the  present  home  and  business  address  of  the  subject  and 
all  information  which  would  indicate  the  advisability  of  including  him  on  the  list 
referred  to,  such  as  current  or  past  activities,  affiliation  with  organizations  en- 
gaged in  activities  in  behalf  of  a  foreign  nation,  participation  in  dangerous  sub- 
versive movements,  advocacy  of  the  overthrow  of  Government  by  force  and 
violence,  et  cetera.  It  is  deemed  inadvisable  to  set  forth  specific  rules  as  to  the  in- 
vestigation to  be  conducted  in  all  of  these  cases  because  the  facts  will  differ  in 
each  case,  but  if  you  will  bear  in  mind  the  purpose  for  which  these  investigations 
are  being  conducted,  it  is  believed  that  little  difficulty  should  be  experienced  in 
determining  what  investigation  is  to  be  made  in  each  case. 

The  title  of  the  case  should  reflect  the  name  of  the  subject  and  all  aliases,  and 
when  it  has  been  definitely  determined  that  he  is  an  alien,  the  word  "alien"  should 
follow  the  name.  Example — John  Doe — Alien.  When  the  status  of  the  subject  is 
determined  at  a  time  subsequent  to  the  initial  report,  the  title  should  be  marked 
"changed"  and  the  word  "alien"  added.  If  the  subject  becomes  a  citizen  subse- 
quent to  the  initial  report,  the  title  of  the  next  report  submitted  should  be  marked 
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"changed"  to  show  the  dropping  of  the  word  "alien"  therefrom.  The  character  of 
the  case  is,  in  all  instances,  as  previously  indicated,  "Internal  Security  " 

For  your  information,  in  cases  where  it  is  indicated  that  the  individual  may  be 
an  alien,  a  check  wilLbe  made  with  the  Bureau  of  Immigration  and  Naturalization 
to  determine  if  naturalization  papers  have  been  issued  l)efore  the  ease  is  referred 
to  the  Field  for  investigation.  If.  however,  information  is  developed  during  the 
course  of  the  investigation  which  indicates  the  possibility  of  the  subiect  bein<- 
an  alien  and  a  cheek  has  not  been  made  by  the  Bureau,  a  lead  mav  be  directed  to 
and  SaSzTtiom  ^'^  '^®''  ''  '^'''^  "'"  '^'''^'  "^  "'"  Bureau  of  Immigration 

These  cases  have  been  assigned  Classification  No.  100. 
Very  truly  yours, 

John  Edgar  Hoover, 

Director. 


Hon.  Edward  H.  Levi,  ^^^^"^  ^'  ^^^5- 

Attorney  General  of  the  United  States, 
Department  of  Justice, 
Washington,  D.C. 

My  DE.4R  Mr.  Attorney  General  :  On  August  2,  1975  the  New  York  Times  pub- 
lished an  article  by  John  M.  Crewdson  stating  that  the  Federal  Bureau  of  Investi- 
gation has  maintained  a  secret  list,  known  as  the  national  security  index,  since 
the  early  nineteen  fifties.  This  list,  containing  at  one  time  up  to  15,000  names, 
allegedly  was  kept  for  the  pui-pose  of  identifying  individuals  who  would  be  in- 
carcerated without  due  process  in  the  event  of  a  national  emergencv.  On  behalf  of 
the  bubcommittee  on  Courts,  Civil  Liberties  and  the  Administration  of  Justice 
1  would  appreciate  your  supplying  me  with  the  following  information  • 

1.  A  copy  of  such  list  as  of  January  1, 1975  ; 

2.  All  names  appearing  on  such  list  since  its  inception  and  the  dates  on  which 
these  names  were  added  to  or  removed  from  the  list ; 

3.  The  exact  date  on  which  the  list  was  initiated,  the  identity  of  the  official 
responsible  for  its  initiation,  and  a  copy  of  the  directive  ordering  its  initiation  • 

_  4.  A  statement  of  the  legal  and  policy  justifications  for  the  maintenance  of  the 
hst,  both  before  and  after  the  repeal  of  the  Subversive  Activities  Control  Act  • 

5.  The  identity  of  the  official  responsible  for  the  maintenance  of  the  list  as  of 
January  1,  1975. 

I  would  appreciate  a  response  at  your  earliest  convenience.  Should  some  of  the 
information  require  an  excessive  amount  of  time  to  gather,  I  would  appreciate 
your  supplying  me  with  whatever  portion  of  the  information  is  immediately 
available. 

Sincerely  yours, 

Robert  W.  Kastenmeiee, 
Chairman,  Subcommittee  on  Courts, 
Civil  Liberties  and  the  Administration  of  Justice. 

Appendix  15 
Correspondence  Witpi   tke  Commissioner  of  Police,   Baltimore,  Md. 

„  ^  „  Baltimore,  Md.,  J/orcTi- i7,  i575. 

Bruce  Lehman,  Esq. 

Counsel  to  House  Judiciary  Committee,  Subcommittee  on  Courts,  Civil  Liberties 
and  the  Administration  of  Justice,  Rayburn  House  Office  BuUding,  Washing- 
ton, D.C. 

Dear  Mr.  Lehman  :  In  response  to  your  letter  dated  March  6,  1975.  addressed 
to  the  Commissioner  of  Police  of  Baltimore  City,  The  Honorable  Donald  D.  Pomer- 
leau,  the  follo\^ing  information  is  supplied. 

On  June  1,  1971,  Army  Intelligence  ceased  to  be  included  in  dissemination  of 
memorandums  of  the  Inspectional  Services  Division  of  the  Baltimore  Police  De- 
partment, at  the  Army's  request.  They  informed  us  orally  that  they  were  no  longer 
permitted  to  gather  data  on  civilians  in  subversive  investigations'.  Verbal  instruc- 
tions went  out  to  our  personnel  at  this  time  to  exclude  Armv  Intelligence  from 
receiving  copies  of  our  reports  ;  however,  the  dissemination  list  of  I.S.D.  was  not 
changed  at  this  time.  A  new  dissemination  list  was  prepared  approximately 
January,  1972,  which  is  attached,  and  will  be  seen  to  have  excluded  Army  Intelli- 
gence from  any  of  its  distributions. 
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You  may  contact  me  to  make  arrangements  to  inspect  reports  in  the  possession 
of  the  Baltimore  Police  Department  which  relate  to  intelligence  information  to 
the  F.B.I,  or  any  agent  of  the  armed  forces.  I  understand  that  your  request  does 
not  cover  the  organized  crime  area. 

If  anything  further  is  needed,  please  do  not  hesitate  to  contact  me. 
Very  truly  yours, 

Geoege  L.  Russell,  Jr., 

Attorney  at  Law. 
Attachment. 

Appendix  16 

Additional  Infobmation  on  Telephone  Company  Monitoring 

(Itemized  in  Index) 

The  Library  of  Congress, 
Congressional  Research  Service, 

Washington,  B.C.,  March  3, 1975. 
To  :  House  Judiciary  Committee 

Attention :  Bruce  Lehman. 
From  :  American  Law  Division. 

Subject :  The  Legality  of  Telephone  Company  Monitoring  for  Anti-Fraud  Pur- 
poses under  18  U.S.C.  §  2511(2)  (a)  (i). 

This  memorandum  is  in  response  to  your  request  and  our  subsequent  telephone 
conversation  wherein  you  requested  a  legal  memorandum  discussing  the  legality 
of  telephone  company  monitoring  for  anti-fraud  purposes  as  disclosed  by  a  St 
Louis  Post-Dispatch  article  of  February  2, 1975. 

A.  the  telephone  company's  monitoring 

According  to  the  newspaper  article  and  testimony  of  Mr.  H.  W.  William 
Gaming,  attorney  for  American  Telephone  and  Telegraph  Company,  before  the 
Subcommittee  on  Courts,  Civil  Liberties  and  the  Administration  of  Justice  on 
February  18,  1975,  the  telephone  comi)any  monitored  nearly  thirty  million  long- 
distance phone  calls  during  the  six  year  period  from  1964  to  1970.  During  this 
period  of  time  the  phone  company  monitored  only  outgoing,  direct  distance  dialed 
calls  in  five  cities.  In  each  of  these  locations  several  trunk  lines  were  selected  out 
of  a  large  number.  Scanners  would  then  pick  up  a  call  and  look  at  it  with  logic 
equipment  in  order  to  determine  if  the  call  had  the  proper  direc't  current  super- 
visory signals. 

This  sui)ervisory  signal  goes  to  and  activates  the  company's  billing  equipment, 
and  if  there  is  a  voice  conversation  without  this  signal  there  is  a  strong  indica- 
tion of  a  possible  fraudulent  long-distance  call.  The  phone  company  attorney 
stated  that  these  calls  were  selected  by  the  equipment  randomly.  The  scanning 
was  done  at  random,  "but  it  was  specific  selection  on  designated  logic  principles 
of  the  particular  call."  When  there  was  a  preliminary  indication  to  the  mechan- 
ical equipment  that  there  was  an  illegally  placed  call,  the  call  would  be  trans- 
ferred to  a  tape-recorder. 

As  rei>orted  in  the  newspaper,  the  recorder  would  record  a  segment  or  the  en- 
tire content  of  the  call.  Approximately  1.5  million  of  these  calls  were  recorded 
and  sent  to  a  central  location  to  be  analyzed  by  listening  to  the  conversation. 
However,  fewer  than  25,jD00  of  these  calls  were  considered  to  be  indicative  of 
fraud,  and  during  the  first  four  years  of  this  activity  about  500  calls  were  con- 
firmed as  fraudulent.  Thus  it  seems  that  a  large  number  of  nonfraudulent  calls 
were  monitored  and  recorded  over  a  long  period  of  time  by  the  phone  company. 

B.  THE  law 

During  the  period  that  the  phone  company  was  conducting  its  monitoring  opera- 
tion, two  federal  statutes  governed  mretapping  and  electronic  surveillance.  Sec- 
tion 605  of  title  47  was  passed  by  Congress  in  1934  and  read  as  follows  prior  to 
June,  1968: 

No  person  receiving  or  assisting  in  receiving,  or  transmitting,  or  assisting  in 
transmitting,  any  interstate  or  foreign  communication  by  wire  or  radio  shall 
divulge  or  publish  the  existence,  contents,  substance,  purport,  effect,  or  meaning 
thereof,  except  through  authorized  channels  of  transmission  or  reception,  to  any 
I>erson  other  than  the  addressee,  his  agent,  or  attorney,  or  to  a  i)erson  employed 
or  authorized  to  forward  such  communication  to  its  destination,  or  to  proper  ac- 
counting or  distributing  officers  of  the  various  communicating  centers  over  which 
the  communication  may  be  passed,  or  to  the  master  of  a  ship  under  whom  he  is 
serving,  or  in  response  to  a  subpena  issued  by  a  court  of  competent  jurisdiction, 
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or  on  demand  of  other  lawful  authority ;  and  no  person  not  being  authorized  by 

the  sender  shall  intercept  any  communication  and  divulge  or  publish  the  exist- 
ence, contents,  substance,  purport,  effect,  or  meaning  of  such  intercepted  com- 
munication to  any  person ;  and  no  person  not  being  entitled  thereto  shall  receive 
or  assist  in  receiving  any  interstate  or  foreign  communication  by  wire  or  radio 
and  use  the  same  or  any  information  therein  contained  for  his  own  benefit  or  for 
the  benefit  of  another  not  entitled  thereto ;  and  no  person  having  received  such 
intercepted  communication  or  having  become  acquainted  with  the  contents  sub- 
stance, purport,  effect,  or  meaning  of  the  same  or  any  part  thereof,  knowing  that 
such  information  was  so  obtained,  shall  divulge  or  publish  the  existence  con- 
tents, substance,  purport,  effect,  or  meaning  of  the  same  or  any  part  thereof 
or  use  the  same  or  any  information  therein  contained  for  his  ovra  benefit  or  for 
the  benefit  of  another  not  entitled  thereto :  Provided,  That  this  section  shall  not 
apply  to  the  receiving,  divulging,  publishing,  or  utilizing  the  contents  of  any 
radio  communication  broadcast,  or  transmitted  by  amateurs  or  others  for  the 
use  of  the  general  public,  or  relating  to  sliips  in  distress. 

In  June,  1968,  Congress  passed  the  Omnibus  Crime  Control  and  Safe  Streets 
Act  of  1968,  82  Stat.  197  (1968).  Title  III  of  that  Act,  18  U.S.C.  §§  2510-2520  gen- 
erally made  it  a  federal  crime  to  intercept  or  attempt  to  intercept  any  wire  or 
oral  communication  or  to  disclose  or  attempt  to  disclose  or  use  information 
obtained  by  an  unlawful  interception.  Several  exceptions  to  this  prohibition  were 
given  in  the  statute  including  one  that  allows  law  enforcement  oflacials  to  secure 
a  court  order  approving  interceptions.  Another  exception  is  found  in  18  U  S  C 
§  2511(2)  (a)  which  states:  "It  shall  not  be  unlawful  under  this  chapter  for  an 
operator  of  a  switchboard,  or  an  oflScer,  employee,  or  agent  of  any  communication 
common  earner,  whose  facilities  are  used  in  the  transmission  of  a  wire  commu- 
nication, to  intercept,  disclose,  or  use  that  communication  in  the  normal  course 
of  his  employment  while  engaged  in  any  activity  which  is  a  necessary  incident  to 
the  rendition  of  his  service  or  to  the  protection  of  the  rights  or  property  of  the 
carrier  of  such  communication:  Provided,  That  said  communication  common 
carriers  shall  not  utilize  service  observing  or  random  monitoring  except  for  me- 
chanical or  service  quality  control  checks." 

Title  III  also  amended  Section  605  so  that  the  prohibition  of  that  section  became 
subject  to  18  U.S.O.  §§  2510-2520. 

The  statutory  language  in  section  605  does  not  grant  an  exception  for  commu- 
nication carriers  or  their  employees.  However,  such  an  exception  has  been  created 
by  judicial  interpretation.  One  of  the  most  significant  cases  on  this  point  is  United 
States  V.  Suffden,  226  F.2d  281  (9th  Cir.  1955),  aff'd  per  curiam,  351  U.S.  916 
(1956).  In  Sugden,  the  defendant  was  indicted  for  coAspiracy  to  violate  the  im- 
migration laws.  Part  of  the  evidence  was  obtained  by  a  Federal  Communications' 
Commission  employee,  who  intercepted  radio  communications  broadcast  over  a 
licensed  radio  station  by  unlicensed  operators.  The  defendant  moved  to  suppress 
the  evidence,  and  the  trial  court  was  of  the  opinion  that  the  evidence  was  obtained 
m  violation  of  Section  605  and  granted  the  motion  to  suppress. 

On  appeal  the  United  States  Court  of  Appeals  reversed.  The  appellate  opinion 
starts  by  making  an  interesting  distinction :  "The  government  must  concede  that 
if  the  facts  were  the  same  save  that  [the  government  agent]  had  tapped  the  Sug- 
den's  telephone  line  and  obtained  the  same  information  without  the  Sugdens' 
consent  as  he  did  by  monitoring  the  air  waves,  then  the  trial  court's  rulines  were 
correct."  226  F.2d  at  284. 

The  court  went  on  to  say  that  the  purpose  of  Section  605  was  to  protect  the 
means  of  communication,  and  the  court  held  that  this  purpose  would  not  support 
an  application  of  that  section  to  an  unlicensed  operator.  It  seemed  implicit  in  the 
Act,  the  court  said,  that  agents  of  the  F.C.C.  could  make  interceptions  in  order  to 
enforce  the  Federal  Communication  Act. 

"Therefore,  we  hold  that  as  to  private  radio  communications,  *  *  *  the  voice 
must  be  legally  on  the  air;  otherwise  one  who  hears,  .  .  .  may  make  full  dis- 
closure. Giving  the  one  who  broadcasts  without  authority  any  protection  under 
Section  605  could  not  tend  to  protect  the  means  of  communications."  226  F  2d 
at  285. 

The  Sugden  case  was  aflSrmed  per  curiam  by  the  United  States  Supreme  Court 
with  3  Justices  dissenting.  However,  the  distinction  made  by  tJbe  Ninth  Circuit 
between  the  protection  given  to  a  licensed  operator  and  the"  protection  given  to 
an  unlicensed  operator  by  Section  605  has  been  criticized.  Note,  44  California 
L.  Rev.  603,  606  (1956)  ;  Note,  42  Virginia  L.  Rev.  400,  401  (1956).  Also,  the 
Sugden  court  seemed  to  ignore  the  language  in  Nardone  v.  United  States,  302  U.S. 
379,  382  (1937),  that  "*  *  *  the  plain  words  of  §  605  forbid  anyone,  unless  au- 
thorized by  the  sender,  to  intercept  a  telephone  message,  and  direct  in  equally 
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clear  language  that  "tto  person"  shall  divulge  or  publisti  the  message  *  *  *  to 
''any  person." 

The  Supreme  Court  in  Nardone  interpreted  the  phrase  "no  person"  to  include 
federal  oflScers,  and  the  Court  went  on  to  say  that  "Congress  may  have  thought 
it  less  important  that  some  offenders  should  go  unwhipped  of  justice  than  that 
oflScers  should  resort  to  methods  .  .  .  destructive  of  personal  liberty."  379  U.S. 
at  383.  If  Section  605  applies  to  federal  law  enforcement  oflBcers  it  would  also 
seem  to  apply  to  communications  carriers,  although  the  Nardone  court  did  not 
discuss  this  point.  Since  the  Supreme  Court  did  not  issue  an  opinion  when  it 
aflBrmed  Sugden  the  law  is  not  clear. 

Three  federal  courts  of  appeal  have  given  the  telephone  company  an  exception 
to  Section  605,  however.  Nolan  v.  United  States,  423  F.2d  1031  (7th  Cir.  1969), 
cert,  denied,  400  U.S.  848  (1970)  ;  Hanna  v.  United  States,  404  F.2d  405  (5th  Cir. 
1968),  cert,  denied,  394  U.S.  1015  (1969)  ;  Brandon  v.  United  States,  382  F.2d  607 
(10th  Cir.  1967)  ;  BuMs  v.  United  States,  384  F.2d  643  (9th  Cir.  1967).  In  BuM^, 
the  telephone  company  was  investigating  a  situation  in  which  a  device  was  being 
used  to  enable  the  caller  to  circumvent  the  company's  record-keeping  equipment 
so  as  to  avoid  long  distance  charges.  As  a  result  of  information  obtained  by  keeping 
a  record  of  the  member  and  duration  of  telephone  calls  made,  the  phone  company 
connected  automatic  monitoring  equipment  to  Bubis'  telephone  line.  This  equip- 
ment monitored  all  of  his  incoming  and  outgoing  telephone  calls  over  a  three- 
month  period  and  tape-recorded  tlie  conversations  of  all  such  calls.  The  company 
notified  the  government  that  some  of  the  recorded  conversations  revealed  gambling 
information  and  the  tapes  were  subpoenaed.  Bubis  was  convicted  and  appealed 
on  the  grounds  that  the  district  court  erred  in  denying  his  motion  to  suppress  the 
evidence  obtained  through  the  recordings. 

The  Ninth  Circuit  Court  of  Appeals  said  that : 

"To  apply  the  literal  language  [of  §  605]  to  the  foregoing  circumstances,  would, 
in  our  view,  reach  an  absurd  result,  contrary  to  common  sense  and  reasonable 
business  practices, ....  It  would  mean  that  communications  systems  are  power- 
less to  take  reasonable  measures  to  protect  themselves  and  their  properties 
against  the  improper  and  illegal  use  of  their  facilities.  We  do  not  believe  that  in 
the  enactment  of  Section  605,  or  in  any  of  the  provisions  of  Title  47,  Congres,s 
intended  to  deprive  communications  systems  of  their  fundamental  right  to  take 
reasonable  measures  to  protect  themselves  and  their  properties  against  the 
illegal  acts  of  a  trespasser. 

"When  a  subscriber  of  a  telephone  system  uses  the  system's  faclities  in  a 
manner  which  reasonably  justifies  the  telephone  company's  belief  that  he  is 
violating  his  subscription  rights,  then  he  must  be  deemed  to  have  consented  to 
the  company's  monitoring  of  his  calls  to  an  extent  reasonably  necessary  for 
the  company's  investigation."  384  F.  2d  at  647. 

A  similar  interpretation  of  Section  605  is  found  in  Brandon  v.  United  States, 
supra,  and  United  States  v.  Beckley,  259  F.  Supp.  567  (N.D.  Ga.  1965).  The 
Buhis  court  went  on  to  hold  that  the  monitoring  and  tape-recording  in  the  instant 
case  had  continued  for  such  a  length  of  time,  after  ample  evidence  of  illegal  use 
had  been  secured,  that  it  was  unreasonable  and  unnecessary.  "To  sanction  such 
practices  on  the  part  of  the  telephone  company  would  tend  to  emasculate  the 
protection  of  privacy  Section  (>05  was  intended  to  protect."  384  F.  2d  at  648. 

The  Hanna  decision  is  a  curious  one.  Hanna  was  charged  with  violation  of 
the  federal  wire  fraud  statute  and  the  interstate  gambling  laws.  Most  of  the 
evidence  consisted  of  tape  recordings  which  resulted  from  the  monitoring  of 
Hanna's  telephone  lines  by  the  telephone  company.  The  company  had  detected  an 
unusual  condition  on  a  certain  telephone  line  in  Miami,  and  this  condition  was 
such  as  to  indicate  that  a  device  was  used  to  circumvent  the  company's  toll  equip- 
ment. The  suspected  telephone  number  was  subscribed  to  by  Hanna.  A  phone 
company  engineer  confirmed  the  use  of  a  "blue  box"  on  Hanna's  line,  and  a 
company  employee  attached  a  tape  recorder  to  the  line  in  order  to  record  the 
electronic  signals  emanating  from  the  "blue  box."  The  recorder  operated  only 
during  the  first  35—45  seconds*  of  all  telephone  calls  placed  with  the  "blue  box" 
during  a  3  week  period. 

The  defendant  asked  the  trial  court  to  suppress  the  evidence  This  court  re- 
fused, reading  into  Section  605  "an  implied  right  to  monitor  under  certain 
conditions."  360  F.  Supp.  430.  433  (S.D.  Fla.  1966).  On  appeal,  the  United  States 
Court  of  Appeals  for  the  Fifth  Circuit  reversed  the  lower  court  in  its  first  opinion 
published  at  393  F.2d  700.  The  majority  relied  primarily  on  Nardone,  supra,  and 
BuMs.  supra,  for  the  proposition  that  Section  (>05  did  not  imply  a  right  to  monitor 
by  the  phone  company.  The  court  also  rejected  the  suggestion  that,  by  his  illegal 
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use  of  the  telephone  company  facilities,  Hanna  impliedly  authorized  the  inter- 
ception of  any  communication. 

After  rehearing  the  case,  the  Fifth  Circuit  issued  its  second  opinion  reported 
at  404  F.  2d  405.  This  later  opinion  affirmed  the  lower  court  and  was  necessary 
the  court  explained,  because  the  original  opinion  was  in  error  as  to  the  facts  and 
the  law.  In  its  second  opinion,  the  court  found  that  recording  limited  parts  of 
telephone  conversations  was  necessary  for  the  telephone  company  to  comply  with 
the  duties  imposed  by  47  U.S.C.  §  220  and  26  U.S.C.  §  4251.  The  Fifth  Circuit  also 
felt  bound  by  the  Sugden  case.  "It  must,  therefore,  be  conceded  tliat  when  the 
use  of  the  communication  facility  itself  is  illegal,  section  605  has  no  application 
at  least  msofar  as  concerns  the  person  guilty  of  such  illegal  users  Fsic    uses! ' 

ISf  Jf.r!n«'.^^*  otherwise  think,  this  Court  is  bound  by  the  Sugden  decision." 
404  1 .  2d  at  408  (emphasis  added) . 

However,  the  court  failed  to  distinguish  Ifardone,  the  case  relied  on  by  the 
court  in  the  first  Hanna  opinion.  ^ 

The  Hanna  decision  was  appealed  to  the  United  States  Supreme  Court  but 
S'T^l"^^'  ^T}1^-  ^^  ^^•^-  1^1^  (1^9).  Justices  Fortas  and  Douglas  dis- 
sented. They  would  have  granted  certiorari  to  resolve  the  area  of  conflict  between 
BubisanA  Hamia.  By  this  time  Congress  had  pas.sed  Section  2511(2)  (a)  of  Title 
18  and  Justice  Fortas  wrote  that  it  ".  .  .  is  by  no  means  clear  that  the  new  statute 
Tt  1017  n"2  ^'""^  ""^  conduct  if  a  similar  case  occurred  today."  394  U.S. 

r.w/''/T'  t''^''"'  ^^^  d^fe^<ia°t  attempted  to  suppress  tape  recordings  obtained 
by  the  telephone  company  as  part  of  an  investigaton  of  illegal  use  of  its  long 
distance  lines.  The  Tenth  Circuit  held  that  the  evidence  was  obtained  legauf 
S^tlnn^R?.'^^  ^^'-  ^'  to  the  senders  of  illegal  calls,  the  Nolan  coSVaid  «!S 
feection  605  .  .  was  not  intended  as  a  refuge  for  the  wrongdoer  who  uses  the 
telephone  in  a  scheme  to  violate  the  wire  fraud  statute."  423  F.2d  at  1031  (citins 
Brandon  and  Sugden).  With  regard  to  the  recipients  of  illegal  calls,  the  court 
rehed  on  Hanna  for  the  argument  that  the  telephone  companv  h-as  the  right  to 
monitor  its  lines  in  order  to  fulfill  its  statutory  duty  to  detect  toll  fraud  The 
court  also  pointed  out  an  alternative  theory  that  there  was  an  implied  exception 

Z^AT^'^^l^''^^''^  ^f  "^^  ^^^-  ^^  ^'^"^«^'  t^^  f^ct  that  the  Supreme  Court 
thS  decision^  certorari  in  Nolan  does  not  mean  that  the  C<)urt  approved 

It  should  be  noted  that  in  Hanna,  Brandon,  Beckley,  and  Nolan  the  defendants 
w?.'iT"^i  .^  telephone  illegally,  and  the  telephone  company  made  tape  record- 
ings only  of  the  illegal  calls.  None  of  these  courts  had  to  consider  whether  the 
taping  of  an  innocent  phone  call  would  be  legal  under  Section  605,  although 
the  BuMs  opinion  seems  to  say  that  it  would  not.  In  each  of  these  cases  the 
phone  company  ha'd  evidence  that  a  specific  phone  line  was  the  source  of  fradu- 
lent  calls  prior  to  any  tape-recordings.  Also,  none  of  these  cases  had  to  discuss 
the  legality  of  random  monitoring  by  the  phone  company.  Thus  it  does  not  seem 
clear  that  under  Section  605  the  phone  company  had  the  legal  right  to  randomly 
monitor  all  outgoing  calls,  tape-record  all  those  calls  that  appeared  to  be  fraudu- 
lent, including  the  entire  conversation,  and  then  listen  to  the  conversations  to 
determine  if  they  were  indeed  fraudulent. 

In  1968  Congress  passed  Section  2511(2)  (a).  This  section  declared  that  it 
would  not  be  unlawful  for  a  communication  common  carrier  employee  to  inter- 
cept a  communication  in  the  normal  course  of  his  employment  while  engaged 
in  an  activity  necessary  for  the  protection  of  the  rights  or  property  of  the  carrier 
However,  the  statute  also  provides  that  the  carriers  shall  not  utilize  "service 
observing  or  random  monitoring"  except  for  mechanical  or  service  control  checks 
The  legislative  history  of  this  section  does  little  to  explain  what  is  meant  by 
random  monitoring.  There  is  no  House  Report  and  the  Senate  Report  says  • 

Paragraph  (2)  (a)  provides  that  it  shall  not  be  unlawful  for  any  operator 
of  a  switchboard  or  employees  of  a  common  carrier  to  intercept,  disclose  or  use 
wire  communications  in  the  normal  course  of  their  employment  while  engaged 
in  any  activity  which  is  a  necessary  incident  to  the  rendition  of  his  service  or  the 
protection  of  the  rights  or  property  of  the  carrier.  It  is  intended  to  reflect  existinq 
^^ J^^n^i^JJtdtes  v.  Beckley,  259  F.  Supp.  567  (D.C.  Ga.  1965)).  Paragraph 
U)(a)  turther  provides  that  communication  common  carriers  shall  not  utilize 
service  observing  or  random  monitoring  except  for  mechanical  or  service  quality 
controls  checks.  Service  (Observing  is  the  principal  quality  control  procedure 
used  by  these  earners  for  maintaining  and  improving  the  quality  of  telephone 
service.  Such  observing  is  done  by  employees  known  as  service  observers,  and 
tnis  provision  was  inserted  to  insure  that  service  observing  will  not  be  used  for 
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any  purpose  other  than  mechanical  and  service  quality  control."  S.  Rept.  No.  1097 
at  93,  90th  Cong.  2d  Sess.  (1968)  (emphasis  added). 

Beckley  was  not  a  "blue  box"  or  "black  box"  case.  It  involved  a  conspiracy  to 
defraud  the  telephone  company  by  an  employee  of  the  company  and  others. 
The  court  simply  said,  without  citing  any  authortiy,  that,  "Section  605  does  not 
prohibit  the  telephone  company  from  monitoring  its  own  lines."  259  F.  Supp. 
at  571. 

One  author  has  interpreted  Section  2511(2)  (a)  to  mean  that  the  monitoring 
must  be  random  and  it  must  be  done  to  determine  mechanical  or  service  quality 
in  the  case  of  a  communication  common  carrier.  "No  monitoring  for  criminal 
misuse  as  such  would  be  acceptable  under  this  provision."  J.  George,  Constitutional 
Limitations  on  Evidence  in  Crim.inal  Cases  158  (1973  ed.) . 

After  diligent  research  no  reported  federal  appellate  court  cases  that  interpret 
Section  2511(2)  (a)  could  be  found.  Three  federal  district  court  cases  involving 
this  section  have  been  reported.  In  United  States  v.  Deleeuw.  368  F.  Supp.  426 
(E.D.  Wise.  1974),  the  telephone  company  connected  a  dialed  number  recorder 
to  the  defendant's  telephone  line.  In  addition,  the  company  recorded  a  one 
minute  conversation  of  the  defendant  whenever  the  mechanism  was  activated 
by  a  "blue  box"  frequency.  The  defendant  was  indicted  for  fraud,  and  on  his 
motion  to  suppress  the  evidence  the  court  held  that  ".  .  .  the  action  taken  by 
the  .  .  .  company  in  attaching  a  .  .  .  detector  to  the  defendant  subscriber's 
line,  which  device  recorded  .  .  .  the  conversations  had  on  such  line  in  only  those 
instances  where  a  hlue  box  frequency  was  actually  applied  thereto,  constituted 
the  type  of  nonrandom  monitoring  for  the  protection  of  property  which  is  sanc- 
tioned by  18  U.S.C.  §2511(2)  (a)  (i)."  368  F.  Supp.  at  428  (emphasis  added). 

On  the  basis  of  an  analysis  of  a  computer  printout  it  was  suspected  the  defend- 
ant Shah  may  have  been  using  a  "blue  box."  The  phone  company  monitored 
Shah's  line  and  recorded  the  beginning  portion  of  any  conversation  when  the 
"blue  box"  was  used.  Shah  was  charged  with  violating  the  wire  fraud  statute, 
and  on  his  motion  to  dismiss  the  court  held  that  the  phone  company  had  done 
nothing  that  was  not  within  the  exception  of  2511(2)  (a).  United  States  v.  Shah, 
371  F.  Supp.  1170  (W.D.  Pa.  1974). 

In  United  States  v.  Freeman,  373  F.  Supp.  50  (S.D.  Ind.  1974),  the  phone  com- 
pany, after  receiving  information  from  another  phone  company,  installed  a  tape- 
recorder  on  defendant's  ex-wife's  telephone  line.  The  monitor  recorded  the  use  of 
a  "blue  box"  on  several  occasions.  The  defendant  made  a  motion  to  dismiss,  but 
the  court  denied  the  motion.  The  trial  judge  said  that  the  action  taken  by  the 
phone  company  was  "the  type  of  non-random  and  non-service  control  monitoring 
for  the  protection  of  the  utility's  property  which  is  contemplated  by  18  U.S.C. 
§2511(2)  (a)  (i),  *  *  *"  373  F.  Supp.  at  52. 

Obviously,  none  of  these  cases  have  sanctioned  the  widespread  use  of  random 
monitoring  by  the  phone  company.  Like  the  cases  decided  under  Section  605,  each 
of  these  recent  cases  involved  the  monitoring  of  a  specific  telephone  line.  The 
question  as  to  whether  the  random  monitoring  as  reported  in  the  newspaper  was 
in  violation  of  Section  2511  remains  unanswered. 

Section  2511(2)  (a)  (i)  specifically  states  that  the  telephone  company  shall  not 
utilize  .  .  .  random  monitoring  except  for  mechanical  or  service  quality  control 
checks."  It  would  seem  that  the  random  monitoring  conducted  by  the  company 
after  the  Omnibus  Crime  Control  and  Safe  Streets  Act  took  effect  was  within  the 
proviso  of  Section  2511(2)  (a)  (i).  The  term  random  monitoring  is  not  defined  by 
the  Act.  Although  the  phone  company  has  argued  that  "random  monitoring"  has 
a  technical  meaning,  it  is  a  general  rule  that  a  statute  must  be  interpreted  by  is 
plain  and  common  meaning.  See,  Rathbun  v.  United  States,  355  U.S.  107,  109 
(1957).  As  the  Supreme  Court  has  said,  in  .speaking  of  Section  (505,  "distinctions 
designed  to  defeat  the  plain  meaning  of  the  statute  will  not  be  countenanced." 
Benanti  v.  United  States,  355,  U.S.  96, 100(1957) . 

Even  if  the  random  monitoring  is  within  the  proviso  of  Section  2511(2)  (a) 
(i)  it  would  appear  tbat  no  violation  of  that  section  has  occurred.  Section  2511 
prohibits  the  willful  interception  of  any  wire  or  oral  communication  or  the  use  of 
any  device  to  intercept  any  oral  communication.  Section  2510(4)  of  Title  18 
defines  intercept  to  mean  "the  aural  acquisition  of  the  contents  of  any  wire  or 
oral  communication  through  the  use  of  any  .  .  .  device."  The  term  device  is 
defined  so  as  to  exclude  any  apparatus  being  used  by  a  communications  carrier  in 
the  ordinary  course  of  its  busine.ss.  18  U.S.C.  §2510(5).  Only  equipment  being 
used  by  the  carrier  in  the  ordinary  course  of  its  business  would  be  excluded. 
8.  Rept.  No.  1097,  supra,  at  90. 

Arguably  the  random  monitoring  by  the  electronic  scanner  was  not  the  aural 
acquisition  of  the  contents  of  the  communication  and  therefore  not  an  intercep- 
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tion  of  the  conversation.  The  words  "aural  acquisition"  as  used  in  18  U.S.C. 
§2510(4)  mean  to  come  into  possession  tlirough  the  sense  of  hearing.  Smith  v. 
Wunker,  356  F.  Supp.  44  (S.D.  Ohio  1972).  The  mechanical  monitoring  of  tele- 
phone conversations  to  detect  the  use  of  a  "blue  box"  a  "black  box"  would  not  be 
an  "aural  acquisition"  of  the  conversation. 

The  tape  recording  of  the  conversations  would  be  an  interception,  but  such  an 
interception  would  seem  to  be  legal  by  the  exception  given  the  phone  company 
in  Section  2511(2)  (a)  (i).  However,  if  the  company  recorded  the  entire  conversa- 
tion or  if  the  company  recorded  more  calls  than  were  necessary  to  prove  illegality, 
then  the  company  may  have  exceeded  the  authority  given  to  it  by  Section  2511. 
See,  Bubis  v.  United  States,  supra.  If  the  scanning  and  the  recording  is  viewed  as 
a  one-stage  process,  then  what  the  phone  company  did  was  the  aural  acquisiting 
of  the  contents  of  a  communication.  This  one-stage  process  would  only  be  illegal 
if  the  device  was  not  being  used  in  the  ordinary  course  of  the  company's  business. 

One  other  possible  argument  that  the  phone  company's  monitoring  was  illegal 
is  that  it  violated  the  Fourth  Amendment  rights  of  the  company's  subscribers. 
Generally  there  is  no  invasion  of  the  security  afforded  by  the  Fourth  Amendment 
against  unreasonable  search  and  seizure  when  evidence  is  acquired  illegally  by 
private  parties.  Burdeau  v.  McDoicell,  256  U.S.  465(1921) .  The  argument  has  been 
made,  however,  that  when  the  searcher  has  a  strong  interest  in  obtaining  convic- 
tions and  has  committed  searches  and  seizures  regularly  then  the  Fourth  Amend- 
ment should  apply  even  though  the  search  was  not  done  by  a  government  oflScial. 
Note,  19  Stanford  L.  Rev.  608,  615  (1967).  Thus,  there  is  the  basis  for  any  argu- 
ment, albeit  a  weak  one,  that  the  phone  company  violated  the  Fourth  Amendment 
by  recording  telephone  conversations  in  order  to  prosecute  illegal  users. 

C.   CONCLUSION 

It  is  not  certain  that  the  telephone  company  violated  any  federal  laws  by  the 
random  monitoring  of  telephone  conversations  during  the  period  from  1964  to 
1970.  This  uncertainty  exists  because  the  Congressional  intent  in  passing  Sec- 
tion 2511(2)  (a)  (i)  is  not  clear,  and  case  law  has  not  clearly  explained  the  per- 
missible scope  of  monitoring  by  the  company.  Under  existing  law  it  seems  that  the 
only  way  the  telephone  company  can  violate  Section  2511  is  if  it  randomly  moni- 
tors telephone  conversation  with  a  device  not  used  in  the  ordinary  course  of  its 
business  so  as  to  aurally  acquire  the  conversation.  One  obvious  remedy  would 
be  for  Congress  to  amend  Section  2511  so  as  to  make  clear  the  extent  of  the 
monitoring  to  be  allowed. 

Ibwin  Mandelkern, 
Legislative  Attorney. 

Speech  by  Zane  E.  Barnes,  President,  Southwestern  Bexl  TEa^EPHONE  Co., 
Deij\tered  to  THE  KiwANis  Club  OF  San  Antonio,  Tex.,  on  DEcEMBBaj,  19,  1974 

Truth  Is  Our  Defense 

I  want  to  thank  the  Kiwanis  Club  of  San  Antonio  for  allowing  me  to  speak 
to  you  today.  It  is  a  real  privilege  to  be  here. 

Just  over  14  months  ago,  I  spent  one  of  the  most  enjoyable  times  of  my  life 
here  in  San  Antonio. 

It  was  during  the  week  of  October  16,  1973 — my  first  week  as  an  employee  of 
Southwestern  Bell. 

I  was  the  newly  elected  president  of  the  company  and  had  come  to  San  An- 
tonio for  our  Annual  Conference  of  top  management  people. 

I  was  delighted  that  such  a  beautiful  and  friendly  city  had  been  selected  for 
our  meetings. 

I  was  enthusiastic  about  joining  a  company  with  a  reputation  as  one  of  the 
very  best  in  the  telecommunications  business. 

I  was  greeted  most  cordially  here  and  was  honored  to  be  the  subject  of  some 
fine  interviews  Math  tlie  San  Antonio  news  media. 

It  was  a  genuinely  pleasant  experience. 

If  you  will  forgive  me  for  the  personal  references,  I  find  to  my  dismay  a  sharp 
contrast  between  that  wonderful  period  and  today.  Just  over  a  year  later,  every- 
thing seems  to  have  changed. 

Everything  that  yesterday  was  right  seems  today  to  be  wrong. 

Southwestern  Bell  in  Texas  seems  to  be  operating  under  a  cloud. 

Employes  of  my  company  have  been  embarrassed  and  mistreated. 

Almost  every  day  new  accusations  come  to  the  fore  against  my  company. 
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I  know — and  I  am  confident  many  of  you  know — that  there  is  not  justifica- 
tion for  any  loss  of  confidence  in  Southwestern  Bell. 

Today,  I  want  to  show  you  that  the  charges  leveled  at  us  are  false,  that  we 
still  have  fine  employees,  that  we  place  our  highest  priorities  on  good  service 
at  reasonable  rates.  In  other  words,  nothing  really  has  changed. 

Ma  Bell  has  not  turned  into  Ma  Barker. 

We  take  great  pride  in  the  job  we  do  and  the  contribution  we  make — as  a 
supplier  of  an  essential  service  and  as  a  responsible  corporate  citizen. 

If  we  prize  anything  above  all  else,  it  is  our  integrity — and  that  integrity 
has  been  challenged  in  recent  weeks  in  San  Antonio  and  for  that  matter, 
throughout  a  great  portion  of  Texas. 

I  submit  that  a  company  that  has  been  a  good  citizen  for  over  half  a  century 
will  not  become  a  blot  on  any  community  overnight.  Chet  Todd  and  his  people 
have  an  outstanding  record  of  good  citizenship  here  in  San  Antonio.  A  recent 
example  was  the  United  Way  Campaign  in  which  the  combined  giving  by  South- 
western Bell  and  employees  was  $351,000  or  $87.15  per  employee.  In  addition  to 
this,  Chet  did  an  outstanding  job  in  heading  up  this  year's  U.S.  Savings  Bond 
drive.  He  is  serving  now  in  several  leadership  positions  in  the  United  Way, 
the  Chamber  of  Commerce  and  others. 

Our  employees  in  San  Antonio  live  up  to  the  standards  that  the  people  of 
San  Antonio  set  for  themselves.  Telephone  people  occupy  the  church  pews  on 
Sunday,  they  lead  Scout  troops,  serve  on  school  boards  and  committees,  pay 
their  bills  and  taxes  and  generally  are  models  of  respectability. 

We  are  proud  of  our  employees — and  the  damaging  of  their  reputations  is 
perhaps  the  greatest  tragedy  associated  with  this  apparent  campaign  of  vilifica- 
tion that  is  being  waged  against  Southwestern  Bell. 

I  am  aware  of  cases  where  innocent  Southwestern  Bell  employees  have  been 
publicly  ridiculed,  because  they  work  for  a  company  that  has  been  falsely 
accused  of  wrongdoing. 

I  don't  believe  for  a  minute  that  this  is  typical  of  San  Antonio,  and  I  am 
not  blaming  the  citizens  of  San  Antonio.  Their  behavior  is  natural  in  the  light 
of  the  controversies  that  have  been  stirred  up. 

One  of  my  concerns  is  that  the  atmosphere  in  a  community  can  affect  the 
ability  of  people  to  perform  at  a  high  level.  In  our  business,  that  is  especially 
important. 

In  discussing  what  has  happened  here  in  an  apparent  effort  to  change  South- 
western Bell's  image.  I  will  confine  my  remarks  primarily  to  allegations  that 
have  been  made  publicly. 

Our  internal  investigation  actually  got  under  way  in  our  company  because 
of  reports  received  at  general  headquarters.  We  initiated  this  investigation 
without  any  urging,  pressure  or  assistance  from  the  outside  to  see  if  any  house 
cleaning  was  needed. 

During  the  investigation,  our  top  executive  in  Texas  died  under  circumstances 
which  caused  his  death  to  be  ruled  a  suicide. 

Because  a  lawsuit  has  been  brought  against  the  company,  I  will  not  make 
any  further  comments  here  about  that  investigation.  I  am  sure  that  all  the 
facts  will  come  out  in  the  courtroom. 

But  there  is  something  tliat  concerns  me  now  and  should  be  of  concern  to 
every  thinking  person.  Widespread  attempts  have  been  and  are  being  made  to 
bring  into  disrepute  a  number  of  our  operations  in  Texas  that  have  passed 
the  test  of  time  for  effectiveness  and  for  fairness  to  the  public. 

I  would  like  to  discuss  three  manor  charges  made  against  us : 

1.  That  we  make  excessive  profits  through  maintaining  two  sets  of  books 

2.  That  we  engage  in  illegal  wiretapping 

3.  That  we  make  illegal  political  contributions 

Nearly  everyone  has  heard  the  charge  that  we  maintain  two  sets  of  books — 
one  for  our  ovni  auditors  and  the  other  for  rate  making  purposes. 

The  facts  concerning  this  charge  are  these  : 

Our  accounting  records  are  maintained  as  prescribed  by  the  Federal  Com- 
munications Commission.  All  other  materials — including  those  sometimes  re- 
ferred to  as  a  so-called  "second  set  of  Books" — are  simply  derivatives  of  this 
one  set  of  books. 

Texas  takes  into  account  that  inflation  has  decreased  the  value  of  the  dollar, 
and  thus,  has  increased  the  value  of  a  piece  of  property  in  terms  of  current 
dollars. 

Texas  law  states  that  utilities  will  be  i)ermitted  to  make  a  fair  return  on  the 
fair  value  of  their  property.  Texas  is  one  of  many  so-called  "Fair  VaTufe"  states. 
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The  use  of  fair  value  is  not  a  matter  of  convenience,  but  a  matter  of  com- 
pliance with  the  law. 

The  other  principal  approach  to  rate  making  is  called  "Net  Book,"  which 
means  the  original  cost  of  plant  less  the  depreciation.  Net  book  alone  has  no 
legal  status  in  Texas,  as  far  as  rate  making  is  concerned. 

In  addition,  the  net  book  approach  can  be  badly  misleading  since,  by  its  very 
nature,  net  book  requires  a  much  higher  rate  of  return  to  achieve  the  same  finan- 
cial effect  as  the  fair  value  approach. 

You  may  have  heard  reports  of  a  so-called  secret  memorandvun  by  a  South- 
western Bell  rate  expert  in  St.  Louis.  Boiled  down  to  simple  terms,  this  memo- 
randum says  just  what  I  said:  original  cost  requires  a  higher  rate  of  return 
than  fair  value. 

City  officials  are  not  fooled  by  the  phony  charges  concerning  our  rate  negotia- 
tions. The  financial  director  of  the  City  of  Fort  Worth  was  quoted  in  the  Fort 
Worth  Star-Telegram  as  saying  that  statements  circulated  about  our  rate  making 
procedures  are  a  "fabrication,"  and  those  about  the  St.  Louis  memorandum  are 
a  "complete  misrepresentation  of  the  intent  of  the  document." 

The  problem  for  utilities  and  regulators  alike  is  determining  fair  value  Most 
people  would  say  that  the  value  of  property  is  what  it  is  worth  today.  Un- 
fortunately, this  is  rather  difficult  to  establish  in  the  case  of  utility  properties 
which  are  seldom  sold.  Texas  courts  have  ruled  that  the  rate  base  should  be  a 
reasonable  balance  between  what  it  would  cost  to  replace  the  plant  and  equip- 
ment at  today's  prices  (less  an  adjustment  for  deterioration)  and  the  net  book 
value. 

The  word  reasonable  causes  the  problem.  Actually,  there  are  about  as  many  ap- 
proaches to  fair  value  as  there  are  utility  companies  and  "rate  experts." 

Recent  public  statements  imply  that  the  fact  that  rates  of  return  can  be  com- 
puted in  different  ways  was  a  secret  withheld  from  the  public.  The  average 
citizen,  I  submit,  does  not  know  the  details  of  utility  rate  making  any  more  than 
he  knows  the  formulas  by  which  professional  men  set  their  fees  or  retailers  fig- 
ure the  markups  that  they  must  have.  On  the  other  hand,  ratemakers  and  regula- 
tors have  long  known  of  Southwestern  Bell's  approach  to  rate  making.  So  there  is 
no  secret  about  it. 

We  look  at  earnings  several  different  ways,  because  we  know  that  those  who 
review  our  data  for  the  cities  will  do  the  same.  We  furnish  net  book  data  as 
well  as  fair  value  information  to  city  staffs  so  they  can  look  at  our  proposed 
rates  in  any  way  they  wish.  Establishing  the  proper  rate  base  and  setting  rates 
are  judgment  matters  which  are  decided  upon  by  honest  and  capable  city  officials. 

Representatives  of  the  cities  can,  and  do,  review  our  detailed  records  which 
are  maintained  for  Texas  in  Dallas.  These  data,  incidentally  are  examined  by 
the  Internal  Revenue  Service,  Federal  Communications  Commission  and  outside 
accounting  firms  as  well  as  our  own  internal  auditors. 

Finally,  Southwestern  Bell  asks  to  be  judged  on  performance— not  unsubstan- 
tiated allegations  made  in  the  press  and  in  lawsuits. 

We  are  furnishing  unsurpassed  service  at  local  rates  that  year-by-year  are 
a  smaller  part  of  the  average  family's  budget.  If  we  thought  only  of  maximizing 
our  short  term  profits  and  had  taken  the  irresponsible  approach  to  rate  making 
as  alleged  by  some,  we  could  have  asked  for  many  more  rate  increases  than  we 
have  over  the  past  decades. 

Anything  as  complicated  as  rate  making  can  be  twisted  and  can  be  distorted 
to  make  it  seem  the  company  is  trying  to  milk  the  citizens  of  their  money.  It 
sounds  very  sinister  when  someone  says  that  Southwestern  Bell  uses  a  special 
set  of  "Blue  Books"  in  presenting  its  rate  eases  to  city  official  in  Texas. 

This  audience  is  going  to  have  the  rare  privilege  of  seeing  one  of  these  mysteri- 
ous "Blue  Books."  Here  is  one  of  them. 

These  books  show  our  investment,  revenues,  expenses  and  rate  of  return  for  a 
particular  exchange— in  this  case,  San  Antonio. 

Some  years  ago,  this  information  was  presented  just  as  sheets  of  typewritten 
material.  Then,  one  day,  one  of  our  people  wanted  to  get  a  little  bit  showy,  I 
guess,  so  he  put  a  blue  cover  on  the  sheets.  Ever  since,  they  have  been  called 
"Blue  Books." 

All  right.  After  all  these  explanations,  how  is  the  Texas  rate  payer  really 
faring  at  the  hands  of  Southwestern  Bell? 

Several  comparisons  can  give  us  that  answer— straight  and  clear— with  no 
gimmicks. 

First,  Texas  local  rates  compare  favorably  with  those  in  other  states.  Some 
cities  have  higher  rates,  some  lower.  Texas  cities  are  certainly  not  the  leaders. 
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A  number  of  cities  have  higher  residential  rates  than  San  Antonio,  Dallas  and 
Fort  Worth — cities  such  as  Cincinnati,  Seattle,  Columbus,  Phoenix,  Birmingham 
and  others. 

In  Houston,  the  largest  city  in  Texas,  residential  rates  are  lower  than  in  sev- 
eral cities  with  similar  numbers  of  telephones — Boston,  Cleveland,  Atlanta  and 
Miami. 

Furthermore,  Houston  rates  are  lower  than  those  in  cities  with  much  smaller 
calling  scopes,  such  as  New  Orleans,  Indianapolis  and  Buffalo. 

A  second  comparison  involves  Texas  earnings,  which  have  been  erroneously 
described  as  the  highest  in  the  United  States. 

Here  is  a  fact :  Texas  currently  ranks  16th  among  the  48  states  served  by  the 
Bell  System  in  rate  of  return  on  net  plant. 

Texas  ranks  fifth  among  the  six  states  presently  served  by  Southwestern  Bell. 

There  is  a  third  comparison  that  points  to  the  reasonableness  of  our  rates  in 
Texas.  Between  1967  and  September,  1974,  the  Consumer  Price  Index  in  this 
country  increased  52  per  cent.  During  the  same  period,  residential  telephone 
service  increased  in  cost  an  average  of  only  22  per  cent. 

These  are  nationwide  figures. 

Comparable  detailed  figures  are  not  available  for  all  the  major  cities  in  Texas, 
but  Consumer  Price  Index  increases  in  Texas  are  in  about  the  same  range  as 
national  increases  and  so  are  the  increases  in  Texas  residential  telephone  rates. 

Let  me  make  a  point,  though,  about  two-party  service,  which  we  offer  primarily 
ror  low  income  families  or  customers  needing  service  for  emergencies.  Cost  of 
this  service  increased  only  about  5  per  cent  during  this  period. 

Somewhat  related  to  the  way  we  set  our  rates  is  the  way  we  pay  our  property 
laxes.  I  can  say  without  fear  of  contradiction  that  we  pay  our  fair  share  of 
property  taxes — on  the  same  basis  as  other  businesses  and  other  taxpayers. 

We  believe  the  taxes  we  pay  are  at  or  above  the  average  for  businesses  in 
Texas. 

Recently,  charges  have  been  made  that  we  show  a  high  property  value  for  rate 
purposes  and  a  low  property  value  for  tax  purposes. 

One  reason  for  this  apparent  discrepancy  is — as  I  explained  earlier — that 
Texas  law  specifies  a  rate  base  made  up  of  a  blending  of  original  cost  and  repro- 
duction cost. 

Valuation  for  tax  purposes  is  made  on  the  basis  of  original  cost,  with  con- 
sideration given  to  improvements,  depreciation  and  obsolescence  and  general 
market  value. 

We  make  studies  of  sales  and  transfers  of  property  and  other  indicators  to 
help  determine  what  our  fair  share  of  the  tax  burden  sliould  be. 

There  is  another  reason  it  is  not  easy  to  make  comparisons  between  tax  and 
rate  bases.  Our  property  records  for  rate  purposes  may  or  may  not  cover  exactly 
the  same  geographic  areas  as  the  taxing  jurisdiction.  For  the  most  part,  they 
do  not  match. 

Much  significance  has  been  attache  dto  a  reassessment  and  an  increase  in  the 
property  taxes  on  our  Houston  holdings. 

This  charge  has  been  presented  as  if  we  were  caught  cheating  on  our  Houston 
taxes. 

Such  is  not  the  case.  Our  1974  city  and  school  property  tax  bill  in  Houston 
was  some  $2  million  higher  than  1973.  Here  are  the  reasons : 

Our  investment  increased. 

The  tax  rate  increased. 

And,  our  property  was  reappraised  as  part  of  a  4-year  reappraisal  program. 

I  repeat.  We  have  only  one  objective  with  regard  to  our  property  taxes :  We 
want  to  pay  our  fair  share.  That  isn't  Page  One  news,  but  it  is  the  truth. 

To  move  on  to  another  subject.  Southwestern  Bell  has  been  accused  of  illegal 
wiretapping. 

I  submit  that  this  allegation  is  preposterous.  There  is  no  more  relentless 
opponent  of  wiretapping  than  the  Bell  System. 

We  strongly  oppose  any  invasion  of  the  privacy  of  communications  by  wire- 
tapping and  accordingly  welcome  Federal  and  State  legislation  which  would 
strengthen  such  privacy. 

We  strive  to  provide  telephone  service  that  is  as  useful  and  pleasing  as 
possible.  Any  wiretapping — or  even  false  rumors  of  wiretapping — detract  from 
the  customer's  ability  to  use  his  telephone  without  fear  that  his  conversation 
will  not  be  private. 

Distorted  statements  about  alleged  wiretapping  seem  to  have  started  a  wave 
of  near-hysteria  in  some  parts  of  Texas. 
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Let  me  assure  you  that  we  have  taken  ample  precautions  to  assure  the 
pnvacy  of  communication  our  customers  want  and  thev  deserve 

Our  company  regulations  against  violation  of  the  customer's  right  to  privacy 
are  drilled  into  our  employees  beginning  with  their  first  dav  on  the  job 

\\e  have  a  booklet  containing  our  code  of  ethics  and  our  code  of  conduct 
Employees  are  required  to  read  this  booklet  and  sign  it.  Anvone  c-aught  violating 
the  secrecy  portion  of  this  statement  is  s-ubject  to  dismissal,  and  under  the 
provisions  of  the  Communications  Act,  is  subject  to  a  fine  and  jail  sentenc-e 

^\  hat,  then,  is  all  the  fuss  about  ? 

Let  me  retrace  some  of  the  events. 

Under  existing  statutes,  federal  law  enforcement  officials  investigating  certain 
specified  major  crimes  may  wiretap  only  under  federal  court  or  Presidential 
order. 

These  orders  may  require  Southwestern  Bell  to  furnish  information  and  facili- 
ties to  a  properly  authorized  law  enforcement  agency  making  wiretap  connections. 

THE   TELEPHONE    COMPANY    DOES    NOT    PLACE   ANY    WIBETAPS 

Accusations  about  Southwestern  Bell's  wiretapping  have  been  made  bv  an  em- 
ployee we  dismissed.  These  were  followed  by  further  unfair  and  untrue  charges 
made  by  people  with  questionable  motives  who  for  one  reason  or  another  ap- 
parently wanted  to  undermine  confidence  in  our  companv  and  the  service  we 
provide. 

For  example,  a  San  Antonio  police  official,  who  has  never  revealed  his  name 
was  quoted  by  the  Associated  Press  on  November  16  as  saving  that  "Federal  state 
and  city  law  enforcement  officers,  working  hand  in  glove  with  Southwestern  Bell 
Telephone  Company,  have  conducted  illegal  wiretaps  on  an  almost  routine  basis 
for  years." 

If  this  man  has  any  information  about  illegal  wiretaps,  he  should  come  forward 
with  it  so  that  it  can  be  dealt  with  and  properly  investigated. 

The  police  chiefs  in  a  number  of  our  largest  cities,  including  San  Antonio,  have 
said  they  have  authorized  no  wiretaps. 

Very  recently,  we  have  heard  allegations  that  Southwestern  Bell  has  a  piece  of 
equipment — called  a  "mini-frame" — which  can  be  used  to  monitor  calls  illegally. 

I  am  not  sure  what  is  meant  by  the  term  "mini-frame."  However,  we  do  have 
special  equipment  used  only  in  connection  with  suspected  electronic  long  distance 
fraud  and  obscene  and  harassing  calls  and  only  as  authorized  under  both  the 
Communications   Act  and   the   Omnibus   Crime   Control  and   Safe   Streets  Act. 

Two  years  ago,  we  used  this  equipment  to  apprehend  a  ring  of  manufacturers 
and  users  of  illegal  devices  called  "Blue  Boxes"  which  are  used  to  make 
fraudulent  long  distance  calls  at  the  expense  of  the  telephone  company  and  its 
customers. 

A  few  years  ago  we  undertook  to  stop  the  upsurge  in  obscene  and  threatening 
telephone  calls.  Our  electronic  equipment  played  a  major  part  in  bringing  this 
activity  under  control.  As  I  said  earlier,  this  equipment  was  used  only  as  author- 
ized under  the  law. 

Our  security  people  are  responsible  and  they  are  ethical  and  they  are  the  ones 
who  use  this  equipment. 

Our  security  force  is  not  a  large  one  'but  it  has  been  very  effective  in  investi- 
gating coin  telephone  robberies,  various  kinds  of  long  distance  fraud  and  obscene 
and  threatening  telephone  calls.  We  have  44  investigative  people  in  Southwestern 
Bell  and  about  20  in  the  state  of  Texas. 

The  losses  we  sustain  through  coin  telephone  larceny  and  long  distance  fraud 
are  substantial.  They  are  a  business  expense  which  ultimately  become  part  of  the 
price  the  customer  pays  for  his  service.  So  our  security  forces  perform  a  real 
service  for  the  customer  by  holding  down  these  kinds  of  losses. 

The  third  major  charge  against  Southwestern  Bell  is  that  it  makes  contribu- 
tions of  corporate  funds  to  political  candidates  and  maintains  a  fund  of  company 
money  for  political  contributions. 

I  believe  some  accounts  have  alleged  that  employees  make  contributions  and 
recover  the  money  through  expen.se  vouchers.  This  is  clearly  and  directly  contrary 
to  comi)any  i>olicy  and  anyone  doing  it  would  have  to  reimburse  the  company  and 
be  subject  to  discipline. 

As  a  good  corporate  citizen,  however,  Southwestern  Bell  does  encourage  its  top 
management  employees  to  make  personal  contributions  to  candidates  for  political 
office. 

We  expect  our  management  people  to  take  the  lead  in  local  activities  that  will 
improve  the  community. 
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Our  management  people  are  paid  salaries  that  are  competitive  with  salaries  for 
similar  job  responsibilities  in  comparable  industries.  We  conduct  periodic  salary 
surveys  in  our  territory  to  update  our  salary  information. 

We  think  the  management  salaries  we  pay  should  enable  our  people  to  assume 
responsible  roles  in  the  communities  they  live  in.  I  certainly  hope  our  people  do 
I^articipate  with  their  time  and  their  money  in  church,  charities,  civic  clubs — 
and  politics. 

It's  up  to  the  individual  to  decide  what  his  or  her  involvement  will  be  and  it  is 
by  no  means  a  condition  of  employment. 

And  in  supi>orting  political  candidates,  I  would  exi>ect  their  decisions  as  to 
whom  to  support  would  be  as  varied  as  the  whole  field  of  aspirants. 

The  charge  that  we  try  to  influence  government  officials  with  these  contribu- 
tions is  ridiculous.  Reporters  combed  the  records  to  And  contributions  by  South- 
western Bell  people  and  came  up  with  the  startling  news  that  some  of  our  execu- 
tives had  contributed  such  sums  as  $25,  $50  and  $100. 

One  reporter  commented  to  some  of  our  people  that  we  wouldn't  influence  a  dog 
catcher  with  these  contributions. 

I  want  to  stress  that  no  authorized  corporate  funds  are  involved  in  con- 
tributions by  our  management  people.  However,  the  way  these  contributions 
reach  the  candidates  has  been  under  suspicion  in  some  quarters. 

Many  personal  contributions  are  made  directly  to  the  candidates. 

Because  they  are  active  in  the  community  and  interested  in  encouraging  good 
candidates,  our  management  people  talk  together  about  such  matters  and  it  is 
natural  they  should  do  so. 

They  also  consult  our  public  affairs  people  for  background  on  such  things  as 
candidates'  positions  on  issues. 

Occasionally,  our  public  affairs  people  are  contacted  by  candidates  in  need 
of  financial  support.  Some  of  our  executives  respond  to  these  requests  by  sending 
a  personal  check  to  the  candidate. 

I  see  nothing  wrong  with  this — either  ethically  or  legally.  In  fact,  I  would 
suggest  that  it  is  only  through  support  of  this  kind  that  our  uniquely  American 
form  of  political  process  will  survive.  For  all  the  buffeting  it  has  taken  recently, 
our  system  is  far  superior  to  any  other  I  know  about,  and  I  am  not  ashamed  to 
stand  here  and  say  so — even  if  it  sounds  a  bit  of  old-fashioned. 

What  disturbs  me,  however,  is  that  irresponsible  charges  such  as  those  leveled 
against  Southwestern  Bell  may  very  well  dry  up  these  legitimate  sources  of 
contributions  for  political  candidates. 

In  summary,  we  have  been  accused  of  maintaining  two  sets  of  books,  of  illegal 
wiretapping  and  of  making  illegal  political  contributions. 

It  would  be  unrealistic  for  me  to  stand  here  and  tell  you  we  have  never 
done  anything  wrong.  But  the  fact  that  we  have  dismissed  a  management 
employee  for  misconduct  provides  evidence  that  we  will  seek  out  and  discipline 
wrongdoers. 

What  I  can  tell  you  is  what  our  policies  are : 

We  do  not  maintain  two  sets  of  books. 

We  do  not  engage  in  or  condone  illegal  wiretapping. 

We  do  not  authorize  or  condone  illegal  political  contributions. 

When  we  find  that  an  employee  has  violated  one  of  our  policies  we  discipline 
that  person. 

I  have  talked  long,  but  there  was  much  to  be  said. 

Truly,  I  do  want  to  return  to  the  kind  of  atmosphere  I  experienced  in  my 
first  visit  here.  I  pledge  to  you  that  I  will  do  everything  in  my  power  to  prove — 
by  our  actions — that  Southwestern  Bell  desen^es  the  kind  of  confidence  we  once 
had  here. 

One  bad  apple — or  a  few,  if  that  many  are  found — does  not  ruin  the  whole 
barrel.  One  man  fired  for  misconduct  should  not  reflect  on  the  other  40,000 
employees  in  Texas  who  have  had  exemplary  conduct. 

I  am  completely  confident  that  the  spirit  of  service  that  has  been  the  trade- 
mark of  Southwestern  Bell  employees  is  still  intact,  while  it  may  be  temporarily 
obscured  by  the  reaction  of  some  segments  of  the  community  to  the  false  charges 
that  have  been  made. 

I  am  equally  confident  of  the  ultimate  fairness  of  our  customers,  who.  after 
all,  are  the  final  arbiters  as  to  right  and  wrong.  I  am  sure  they  will  vindicate 
us  in  the  end. 

Thank  you. 
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May,  1972 

TO   ALL   EMPLOYEES: 

>UR  COMPANY'S  GOOD  REPUTATION  has  been 
built  on  the  integrity  of  its  enfiployees,  as  well  as 
their  competence  and  efficiency.  This  good  repu- 
tation is  fundamental  to  the  well-being  of  the  busi- 
ness and  to  its  future  growth  and  progress.  In  an 
era  when  we  are  so  often  called  upon  to  adapt  to 
rapid  change  in  our  work  together,  this  is  one  as- 
pect of  our  jobs  that  never  changes. 

Every  employee  has  a  personal  responsibility  to 
maintain  the  Company's  good  name.  We  expect 
from  each  other  the  highest  degree  of  honesty  and 
integrity,  and  we  require  that  our  business  be  con- 
ducted in  that  manner.  I'm  sure  you  want  it  that 
way,  too. 

This  booklet  covers  some  of  the  rules,  principles, 
and  laws  we  must  live  by  in  maintaining  secrecy  of 
communications,  in  safeguarding  Company  property 
and  funds,  in  preparing  and  handling  Company  rec- 
ords, and  in  carrying  out  certain  related  responsibil- 
ities. I  ask  and  expect  you  to  read  this  booklet 
carefully  and  to  follow  the  rules  and  principles  in 
any  way  they  may  apply  to  your  job.  It  Is  your  re- 
sponsibility to  know  its  contents.  Violations  can 
lead  to  disciplinary  action,  including  dismissal,  and 
also  to  arrest  and  conviction  under  Federal  and 
State  laws. 

Naturally,  no  booklet  can  cover  ail  the  laws,  de- 
tailed rules  and  practices,  and  specific  Company 
policies  that  relate  to  honesty  and  integrity  as  they 
apply  to  every  aspect  of  every  job  in  the  Company. 
The  basic  principle  is  personal  integrity.  This  must 
be  our  standard  in  everything  we  do. 


President 
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Maintaining  the  secrecy  of  communications  is  a 
fundamental  policy  and  an  absolute  requirement  of 
the  Company.  A  telephone  or  teletypewriter  con- 
nection between  customers,  or  such  a  connection 
involving  any  other  equipment  is  for  the  exclusive 
and  confidential  use  of  the  parties  to  the  connec- 
tion. Should  the  contents  or  nature  of  any  com- 
munication come  to  the  attention  of  an  employee, 
this  information  must  not  be  divulged  by  the  em- 
ployee to  anyone  else  except  to  a  supervisor  in 
those  instances  where  it  is  absolutely  necessary  for 
handling  emergencies,  for  preventing  illegal  use  of 
service,  or  for  other  similar  situations. 

Federal  law  makes  it  a  criminal  offense  to  violate 
the  secrecy  of  communications.  An  offense  is 
severely  punishable  by  fine  or  imprisonment,  or 
both. 

Some  examples  of  your  obligations  to  assure 
secrecy  of  communications,  on  or  off  the  job,  are: 

You  must  not  listen  in  to  any  call  or  any  portion 
of  a  call  between  customers  except  as  required 
for  the  proper  handling  of  the  call. 

"  Not  only  should  you  never  repeat  any  part  of  a 
communication,  but  even  the  fact  there  has  been 
a  call  from  one  telephone,  teletypewriter,  or  other 
station  to  another  is  not  to  be  divulged  except  to 
properly  authorized  persons. 

•  You  must  never  use  any  information  regarding 
any  communication  for  your  own  benefit  or  for 
the  benefit  of  any  other  person  not  entitled  to  it. 

•  You  must  never  permit  any  person,  other  than  the 
parties  to  the  communication,  to  hear,  record  or 
otherwise  intercept  any  communication,  except  as 
required  for  proper  handling  of  the  call. 

•  You  must  not  disclose  information  regarding  the 
location  of  any  equipment,  including  trunks,  cir- 
cuits or  cables,  or  regarding  records  of  calls, 
except  to  other  employees  as  required  in  the 
operation  of  the  busiress. 
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•  You  must  not  permit  anyone  to  tamper  with  com- 
munication facilities  of  the  Company  or  to  have 
unauthorized  access  to  Company  premises. 

•  You  must  not  discuss  any  communication  ar- 
rangements provided  for  our  customers  except  as 
required  in  the  operation  of  the  business  or  as 
specifically  authorized  by  the  customer. 


Such  rules  are,  of  course,  not  intended  to  pre- 
vent access  to  information  and  communications  by 
Company  employees  whose  duties  require  it  or  by 
law  enforcement  officials  acting  with  proper  authori- 
zation. An  employee  may,  however,  at  some  time  be 
approached  by  someone  who  is  not  an  authorized 
employee  desiring  access  to  our  equipment  or  to 
information  about  communications  or  wishing  to 
hear,  record  or  otherwise  intercept,  or  learn  about 
a  communication.  Under  no  circumstances  should 
you  undertake  to  comply  with  any  such  request. 
This  rule  applies  even  if  the  request  comes  from 
someone  claiming  to  exercise  authority,  such  as  a 
police  officer  or  other  government  representative. 
You,  as  an  individual,  should  not  take  the  re- 
sponsibility of  complying  with  that  request.  Any 
such  request  must  be  referred  immediately  to  your 
Staff  Supervisor — Security  through  normal  lines  of 
organization.  It  is  the  responsibility  of  the  Staff 
Supervisor — Security  to  obtain  a  decision,  with  the 
advice  of  the  Company's  Legal  Department,  as  to 
what  action  shall  be  taken. 


•  For  example,  a  police  officer  might  show  you  a 
court  order  authorizing  interception  of  a  particu- 
lar telephone  line,  and  he  might  ask  you  for 
information  regarding  that  line.  You  should  tell 
the  officer  that  the  proper  person  to  handle  the 
request  is  the  Staff  Supervisor — Security  and  you 
should  tell  him  how  to  get  in  touch  with  him,  but 
you  should  not  give  any  other  information.  You 
should  also  immediately  report  any  such  request 
to  your  Staff  Supervisor — Security  through  normal 
lines  of  organization. 
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SAFEGUARDING 

COMPANY 

INFORMATION 


Our  records,  plans  and  other  data  contain  in- 
formation of  value  to  outside  firms  and  individuals. 
This  includes  unlisted  telephone  numbers,  non- 
published  numbers,  the  daily  information  adden- 
dum, toll  tickets,  details  of  the  physical  telephone 
network,  and  information  of  or  about  cable  pairs, 
terminals,  line  assignments,  credit  records,  billing, 
payrolls,  personnel  records,  correspondence  and 
other  similar  data.  Information  of  this  type  must 
not  be  used  for  any  purpose  other  than  in  the  con- 
duct of  Company  business,  even  after  it  becomes 
obsolete  for  current  Company  use. 

•  Treat  all  such  information  confidentially.  Do  not 
discuss  it  except  with  authorized  Company  em- 
ployees. Do  not  use  it  except  as  authorized  by 
the  Company. 


SABOTAGE   AND    ESPIONAGE 

Continuous  vigilance  is  necessary  to  prevent  the 
disclosure  of  Company  information  which  could  be 
of  value  to  espionage  agents  or  saboteurs.  Such 
information  includes  security  procedures,  circuit 
layout  information,  emergency  rerouting  and  res- 
toration data  and  all  classified  defense  information. 

•  You  must  not  divulge  any  such  information  to 
any  unauthorized  person.  Report  any  attempt  to 
obtain  such  information  by  unauthorized  or  sus- 
pected persons  to  your  supervisor. 

The  Federal  Criminal  Code  specifically  provides 
punishment  for  injuring,  destroying,  or  interfering 
with  communications  facilities  and  for  various  acts 
of  obtaining  or  communicating  information  about 
telecommunications,  facilities  related  to  national  de- 
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fense,  to  be  used  to  the  injury  of  the  United  States 
or  to  the  advantage  of  any  foreign  nation. 

Access  to  classified  defense  information  involv- 
ing national  security  will  be  granted  to  employees 
who  are  properly  cleared,  but  only  on  a  "need-to- 
know"  basis. 

•  You  must  not  discuss  classified  defense  informa- 
tion with  or  in  the  presence  or  hearing  of  any 
person  not  authorized  to  have  knowledge  of  it. 

Employees  who  either  willfully  or  negligently  fail 
to  safeguard  classified  defense  information  are 
liable  to  severe  penalties  under  the  Espionage  Act. 
Even  the  disclosure  of  certain  unclassified  technical 
information  to  foreign  nationals,  including  dis- 
closure by  means  of  visual  access  to  Company 
facilities,  is  regulated  by  law  and  prohibited  by 
Company  policy. 

•  You  must  obtain  approval  through  lines  of 
authority  from  the  Staff  Supervisor — Security  be- 
fore disclosing  any  technical  information  to 
foreign  nationals  or  before  permitting  them  to 
view  Company  facilities. 


HANDLING    COMPANY    FUNDS 

Any  employee  who  handles  or  has  access  to 
Company  money — whether  it  be  coin  telephone  de- 
posits, overflow  coins  from  coin  boxes,  payments, 
cash  advances,  or  funds  in  any  other  form — is  ex- 
pected to  know  and  follow  Company  procedures  and 
instructions  in  each  case. 

Toll  or  message  tickets,  AMA  tapes,  service 
orders,  or  similar  material  are  sources  of  revenue. 
They  are  the  same  as  money.  Removing,  destroy- 
ing, or  otherwise  misappropriating  them,  or  failing 
to  prepare  required  tickets,  service  orders  or  similar 
records  is  as  serious  as  misappropriating  funds  or 
property. 

Employees  who  are  required  to  make  adjust- 
ments on  bills,  spend  Company  funds,  or  incur 
personal  expenses  that  will  be  reimbursed  by  the 
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Company,  have  the  responsibility  to  use  good 
judgment  on  the  Company's  behalf  and  to  see  that 
the  Company  gets  value  received  for  the  money 
expended. 

•  You  must  not  use  Company  advance  funds  for 
any  purpose  except  in  the  conduct  of  the  Com- 
pany's business,  and  you  must  protect  such 
funds  at  all  times. 

•  When  money  is  owed  to  the  Company,  as  in  re- 
funds for  transportation,  you  must  take  action  to 
insure  that  remuneration  is  made  to  the  Com- 
pany. 

Certification  as  to  the  correctness  of  vouchers 

and  bills  never  should  be  made  without  knowledge 

that  the  expenditures  and  amounts  were  made  and 

have    been    listed    correctly.    Vouchers    and    bills 

should  be  approved  by  supervisors  only  when  they 

are  reasonably  certain  that  the  expenditures  have 

been    incurred    and    after    determining    that    the 

amounts  were  appropriate  to  the  circumstances. 


SAFEGUARDING    AND    USING 
COMPANY    PROPERTY 
AND    FACILITIES 


Each  employee  is  responsible  for  all  Company 
property  entrusted  to  him.  Even  if  it  is  not  specifi- 
cally entrusted  to  him,  each  employee  has  the  re- 
sponsibility to  be  alert  to  its  possible  theft  or 
misuse. 

•  Return  all  tools,  supplies,  or  equipment  to  the 
proper  supply  area,  truck,  or  desk  when  not  in 
use.  Store  them  in  such  a  manner  that  they  are 
protected  against  loss,  damage,  destruction,  and 
theft. 

•  if  you  drive  a  Company  vehicle,  lock  it  and  its 
material  compartments  every  time  you  leave  it  in 
a  public  place. 

•  Be  sure  that  only  authorized  persons  have  access 
to  Company  property  and  that  unattended  Com- 
pany buildings  or  storage  areas  are  locked  before 
you  leave. 

•  You  must  always  advise  your  supervisor  promptly 
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of  any  theft  or  misuse  of  Company  property  or 
records,  and  also  notify  him  promptly  of  any 
situations  that  come  to  your  attention  where  you 
suspect  possible  theft  or  misuse. 

All  equipment,  tools,  materials,  and  supplies  pur- 
chased with  Company  funds  are  Company  property 
and  must  not  be  taken  for  the  personal  benefit  of 
an  employee.  Employees  shall  not  use  Company 
property  for  personal  purposes  unless  authorized. 
Telephone  equipment  must  not  be  installed,  re- 
arranged, or  removed  unless  it  is  covered  by  an 
authorized  order,  or  is  followed  up  immediately  by 
a  report  of  a  change  in  the  order  or  by  a  request 
that  an  order  be  issued.  This  rule  also  applies  to 
equipment  installed  in  connection  with  telephone 
service  for  employees. 

•  Without  specific  authorization,  you  may  not  take, 
sell,  lend,  or  give  away  Company  property,  regard- 
less of  its  condition.  Neither  do  you  have  the 
right  to  receive  or  give  away  service  or  use  equip- 
ment or  facilities  without  authorization. 

It  is  the  Company's  policy  that  service  which  is 

to  be  used  for  illegal  purposes  will  not  be  furnished. 

Equipment  which  is  used  for  illegal  purposes  will 

be  removed. 

•  If  service  appears  to  be  used  for  illegal  purposes, 
report  it  to  your  supervisor  immediately. 

Coin  telephone  keys,  both  to  coinbox  compart- 
ments and  to  upper  housing  units,  require  most 
careful  protection.  They  are  not  to  be  used  to  gain 
access  to  coin  telephones  except  for  legitimate 
business  under  an  authorized  collection  order, 
either  written  or  verbal,  or  for  carrying  out 
authorized  maintenance  or  service  order  work. 

•  If  you  have  an  upper  housing  key,  you  must  pro- 
tect it  and  use  it  in  strict  accordance  with  the 
receipt  you  signed  upon  receiving  it. 

Unauthorized  use  of  local  and  long  distance  serv- 
ice is  not  permitted.  Employee  discount  telephone 
service  privileges  apply  only  to  normal  and  au- 
thorized usage  by  the  employee  and  his  immediate 
family.  Official  telephones  and  other  Company  com- 
munications facilities  may  be  used  for  personal 
purposes  only  as  specifically  authorized  and,  in  no 
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case,  may  such  usage  be  permitted  to  interfere  in 
any  way  with  the  conduct  of  Company  business. 

•  Use  only  those  office  telephones  as  designated  by 
your  suF>ervisor  to  make  authorized  personal  calls 
from  Company  premises.  It  is  strictly  forbidden  to 
make  personal  calls  at  any  time  from  any  other 
equipment  provided  for  the  business — such  as 
testboards,  switchboards,  terminals,  or  similar 
equipment. 


PREPARING    AND    HANDLING 
COMPANY    RECORDS 

Accurate,  reliable  records  of  many  kinds  are 
necessary  to  meet  our  legal  and  financial  obliga- 
tions and  to  manage  the  affairs  of  the  business. 

Vouchers,  bills,  time  reports,  payroll  and  service 
records,  equipment  and  supplies  records,  work 
measurements,  performance  data,  and  all  other  re- 
ports and  necessary  information  must  be  factual 
and  accurate.  No  excuse  will  be  accepted  for  a 
deliberately  false  or  misleading  report  or  record. 
Willful  falsification  of  data  entered  on  any  report, 
record  or  memorandum  constitutes  an  act  of  dis- 
honesty and  also  may  be  a  violation  of  the  Federal 
and  State  laws. 

•  Be  sure  to  account  for  time,  materials,  tools, 
vehicles,  Company  funds,  expenses,  and  any  other 
Company  property  in  accordance  with  prescribed 
practices. 

•  Toll  tickets,  AMA  tapes,  and  service  orders  are  as 
important  as  money.  You  must  always  prepare 
such  records  of  service  when  required,  and  you 
must  never  destroy  or  withdraw  them  except 
when  properly  authorized. 

Our  accounts  are  maintained  in  accordance  with 
the  Uniform  System  of  Accounts  prescribed  for 
telephone  companies  by  the  Federal  Communica- 
tions Commission.  The  rules  contained  in  the  Uni- 
form System  of  Accounts  must  be  followed. 

•  If  your  work  involves  using  accounting  classifica- 
tions and  procedures,  you  must  follow  correct 
procedures.  If  in  doubt,  ask  your  supervisor. 

The  FCC  and  other  governmental  agencies  also 

require  that  many  of  our  records  and  documents  be 
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retained  for  specific  periods  of  time.  Such  records 
are  not  to  be  destroyed  or  discarded  except  in 
accordance  with  instructions  or  with  proper 
authorization. 


CONFLICT    OF    INTEREST 

Our  Company  buys  many  goods  and  services 
from  others.  A  large  number  of  C&P  employees  are 
involved  in  the  selection  of  suppliers  or  in  pur- 
chasing goods  and  services.  Our  policy  is  to  award 
business  solely  on  the  basis  of  merit,  without 
favoritism  and,  wherever  practicable,  on  a  competi- 
tive basis. 

This  policy  requires  that  employees  must  have  no 
relationship  or  engage  in  any  activities  that  might 
impair  their  independence  of  judgment.  They  and 
their  families  must  have  no  personal  financial  in- 
terest in  suppliers  of  property,  goods  or  services 
that  might  affect  their  decisions  or  actions.  Em- 
ployees must  not  accept  gifts,  benefits  or  unusual 
hospitality  that  might  tend  in  any  way  to  influence 
them  in  carrying  out  their  responsibilities. 

•  You  must  not  accept,  either  directly  or  indirectly, 
tips  or  any  other  form  of  gratuity  for  services 
rendered  as  a  telephone  employee. 

Our  Company  interconnects  its  communications 
services  and  facilities  with  those  owned  and  main- 
tained by  others.  In  many  cases,  these  services  are 
directly  competitive  with  those  provided  by  C&P. 
Any  employee  who  is  employed  by  or  performs 
services  for  a  competitor  violates  his  duty  of  loyalty 
to  C&P  and  is  involved  in  a  conflict  of  interest. 

•  You  must  not  engage  in  any  activities  which  pro- 
mote or  assist  in  the  design,  sale,  repair,  con- 
struction or  installation  of  communications  equip- 
ment or  systems  competitive  with  services 
provided  by  C&P  Telephone. 

•  If  there  is  ever  any  question  as  to  the  possibility 
of  a  conflict  of  interest,  you  must  disclose  the 
facts  to  your  supervisor  who  will  determine 
whether  a  conflict  exists  and,  if  so,  what  course 
of  action  should  be  taken. 


1009 


EMPLOYEE    BOND 

Every  employee  is  covered  by  a  Bell  System 
Fidelity  Bond.  While  this  bond  protects  the  Com- 
pany against  losses  of  money  or  property  due  to 
fraud  or  dishonest  acts,  it  does  not  free  the  em- 
ployee from  liability  to  the  Company  for  any  such 
losses,  from  Company  discipline,  and  from  punish- 
ment under  the  law  for  any  dishonest  act,  including 
willful  falsification  of  any  Company  record  or  report. 
An  employee's  bond  coverage  is  automatically  can- 
celed upon  discovery  by  the  Company  of  a  dishonest 
act  committed  by  the  employee  either  on  or  off  the 
job.  Cases  of  dishonesty  must  be  reported  to  the 
bondin  3  company  even  though  no  loss  is  Involved 
or  no  claim  is  made. 


REPRESENTING    THE    COMPANY 
TO   TmE    PUBLiC 

The  public  knows  the  Telephone  Company 
through  its  employees.  People  reason,  and  rightly 
so,  that  a  company  is  no  better  than  the  people  who 
work  for  it.  No  matter  where  you  find  yourself — in 
a  business  office,  in  a  manhole,  at  a  switchboard — 
to  customers,  friends,  neighbors  and  outside  busi- 
ness acquaintances,  you  are  the  Telephone  Com- 
pany. The  responsibility  rests  with  all  of  us  always 
to  conduct  ourselves  with  highest  integrity.  Nothing 
less  is  acceptable. 

-  Never  enter  a  customer's  premises  without  au- 
thorization. Be  prepared  and  willing  to  show  your 
Company  identification  if  there  is  the  slightest 
indication  that  the  customer  has  any  doubt  as  to 
who  you  are. 

•  When  you  enter  a  customer's  premises,  you  have 
a  responsibility  to  respect  his  property  and  to  do 
no  harm  or  damage  to  it. 

•  Be  sure  that  your  personal  conduct  on  customers' 
premises  is  beyond  reproach. 

•  Be  sure  that  your  telephone  contacts  are  always 
courteous  and  respectful. 
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TO   SUM    UP  .  .  . 

Personal  integrity  is  basic  to  tlie  performance  of 
our  job. 

•  You  must  always  maintain  the  secrecy  of  com- 
munications and  safeguard  Company  records, 
property,  information  and  services. 

•  You  must  always  behave  with  complete  honesty 
in  dealing  with  the  Company's  property,  records, 
funds,  and  services  and  in  your  relationships  with 
other  employees,  customers,  and  the  general 
public. 

•  You  must  always  act  in  strict  observance  of  Com- 
pany regulations  in  such  matters,  as  well  as 
Federal  and  State  laws  that  apply  to  our  business. 

•  Don't  be  influenced  by  a  mistaken  belief  that 
deviations  from  Company  policy  are  all  right  be- 
cause they  appear  to  be  to  the  advantage  of  the 
Company. 

•  You  should  always  keep  in  mind  that  violations  of 
the  rules  and  regulations  referred  to  in  this 
booklet  can  lead  to  disciplinary  action,  including 
dismissal,  as  well  as  to  possible  arrest  and 
conviction. 


If  you  have  any  questions  about  any  part  of  this 
booklet,  please  discuss  them  with  your  supervisor. 
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EXCERPTS  FROM 
FEDERAL  LAWS 


Secrecy  of  Communications 

A7  Ki.S.  Code  §  605.  Unauthorized  Publication  or  Use 
of  Comniiunications. 

Except  as  authorized  by  chapter  119,  title  18,  United  States 
Code,  no  person  receiving,  assisting  in  receiving,  transmitting, 
or  assisting  in  transmitting,  any  interstate  or  foreign  com- 
munication by  wire  or  radio  shall  divulge  or  publish  the 
existence,  contents,  substance,  purport,  effect,  or  meaning 
thereof,  except  through  authorized  channels  of  transmission 
or  reception,  (1)  to  any  person  other  than  the  addressee,  his 
agent,  or  attorney,  (2)  to  a  person  employed  or  authorized  to 
forward  such  communication  to  its  destination,  (3)  to  proper 
accounting  or  distributing  officers  of  the  various  communicat- 
ing centers  over  which  the  communication  may  be  passed, 
(4)  to  the  master  of  a  ship  under  whom  he  is  serving,  (5)  in 
response  to  a  subpena  issued  by  a  court  of  competent  juris- 
diction, or  (6)  on  demand  of  other  lawful  authority.  No  person 
not  being  authorized  by  the  sender  shall  Intercept  any  radio 
communication  and  divulge  or  publish  the  existence,  con- 
tents, substance,  purport,  effect,  or  meaning  of  such  Inter- 
cepted communication  to  any  person.  No  person  not  being 
entitled  thereto  shall  receive  or  assist  in  receiving  any  Inter- 
state or  foreign  communication  by  radio  and  use  such  com- 
munication (or  any  information  therein  contained)  for  his  own 
benefit  or  for  the  benefit  of  another  not  entitled  thereto.  No 
person  having  received  any  intercepted  radio  communication 
or  having  become  acquainted  with  the  contents,  substance, 
purport,  effect,  or  meaning  of  such  communication  (or  any 
part  thereof)  knowing  that  such  communication  was  inter- 
cepted, shall  divulge  or  publish  the  existence,  contents,  sub- 
stance, purport,  effect,  or  meaning  of  such  communication 
(or  any  part  thereof)  or  use  such  communication  (or  any 
information  therein  contained)  for  his  own  benefit  or  for  the 
benefit  of  another  not  entitled  thereto.  This  section  shall  not 
apply  to  the  receiving,  divulging,  publishing,  or  utilizing  the 
contents  of  any  radio  communication  which  is  broadcast  or 
transmitted  by  amateurs  or  others  for  the  use  of  the  general 
public,  or  which  relates  to  ships  in  distress. 


47  U.S.  Code  §  501.  General  Penalty. 

Any  person  who  willfully  and  knowingly  does  or  causes  or 
suffers  to  be  done  any  act,  matter,  or  thing.  In  this  chapter 
prohibited  or  declared  to  be  unlawful,  or  who  willfully  and 
knowingly  omits  or  fails  to  do  any  act,  matter,  or  thing  In 
this  chapter  required  to  be  done,  or  willfully  and  knowingly 
causes  or  suffers  such  omission  or  failure,  shall,  upon  con- 
viction thereof,  be  punished  for  such  offense,  for  which  no 
penalty  (other  than  a  forfeiture)  is  provided  in  this  chapter, 
by  a  fine  of  not  more  than  $10,000  or  by  imprisonment  for 
a  term  not  exceeding  one  year,  or  both;  except  that  any 
person,  having  been  once  convicted  of  an  offense  punishable 
under  this  section,  who  Is  subsequently  convicted  of  violating 
any  provision  of  this  chapter  punishable  under  this  section, 
shall  be  punished  by  a  fine  of  not  more  than  $10,000  or  by 
imprisonment  for  a  term  not  exceeding  two  years,  or  both. 
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Sabotage 

18  U.S.  Code  §  1362.  Communication  Lines, 
Stations  or  Systems. 

Whoever  willfully  or  maliciously  injures  or  destroys  any  of 
the  works,  property,  or  material  of  any  radio,  telegraph, 
telephone  or  cable,  line,  station,  or  system,  or  other  means 
of  communication,  operated  or  controlled  by  the  United  States, 
or  used  or  intended  to  be  used  for  military  or  civil  defense 
functions  of  the  United  States,  whether  constructed  or  in 
process  of  construction,  or  willfully  or  maliciously  interferes 
in  any  way  with  the  working  or  use  of  any  such  line,  or  system, 
or  willfully  or  maliciously  obstructs,  hinders,  or  delays  the 
transmission  of  any  communication  over  any  such  line,  or 
system,  shall  be  fined  not  more  than  $10,000  or  imprisoned 
not  more  than  ten  years,  or  both. 

In  the  case  of  any  works,  property,  or  material,  not 
operated  or  controlled  by  the  United  States,  this  section  shall 
not  apply  to  any  lawful  strike  activity,  or  other  lawful  con- 
certed activities  for  the  purposes  of  collective  bargaining  or 
other  mutual  aid  and  protection  which  do  not  injure  or 
destroy  any  line  or  system  used  or  intended  to  be  used  for 
the  military  or  civil   defense  functions  of  the   United   States. 


Espionage 

18  U.S.  Code  §  793.  Gathering,  Transmitting, 
or  Losing  Defense  Information. 

(a)  Whoever,  for  the  purpose  of  obtaining  information  re- 
specting the  national  defense  with  intent  or  reason  to  believe 
that  the  information  is  to  be  used  to  the  injury  of  the  United 
States,  or  to  the  advantage  of  any  foreign  nation,  goes  upon, 
enters,  flies  over,  or  otherwise  obtains  information  concerning 
any  vessel,  aircraft,  work  of  defense,  navy  yard,  naval 
station,  submarine  base,  fueling  station,  fort,  battery,  tor- 
pedo station,  dockyard,  canal,  railroad,  arsenal,  camp,  fac- 
tory, mine,  telegraph,  telephone,  wireless,  or  signal  station, 
building,  office,  research  laboratory  or  station  or  other  place 
connected  with '  the  national  defense  owned  or  constructed, 
or  in  progress  of  construction  by  the  United  States  or  under 
the  control  of  the  United  States,  or  of  any  of  its  officers, 
departments,  or  agencies,  or  within  the  exclusive  jurisdiction 
of  the  United  States,  or  any  place  in  which  any  vessel,  air- 
craft, arms,  munitions,  or  other  materials  or  instruments  for 
use  in  time  of  war  are  being  made,  prepared,  repaired, 
stored,  or  are  the  subject  of  research  or  development,  under 
any  contract  or  agreement  with  the  United  States,  or  any 
department  or  agency  thereof,  or  with  any  person  on  behalf 
of  the  United  States,  or  otherwise  on  behalf  of  the  United 
States,  or  any  prohibited  place  so  designated  by  the  President 
by  proclamation  in  time  of  war  or  in  case  of  national 
emergency  in  which  anything  for  the  use  of  the  Army,  Navy, 
or  Air  Force  is  being  prepared  or  constructed  or  stored, 
information  as  to  which  prohibited  place  the  President  has 
determined   would   be  prejudicial   to  the   national   defense;   or 

(b)  Whoever,  for  the  purpose  aforesaid,  and  with  like  in- 
tent or  reason  to  believe,  copies,  takes,  makes,  or  obtains, 
or    attempts    to    copy,    take,    make,    or    obtain,    any    sketch, 
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photograph,  photographic  negative,  blueprint,  plan,  map, 
model,  instrument,  appliance,  document,  writing,  or  note  of 
anything  connected   with   the   national   defense;   or 

(c)  Whoever  for  the  purpose  aforesaid,  receives  or  obtains 
or  agrees  or  attempts  to  receive  or  obtain  from  any  person, 
or  from  any  source  whatever,  any  document,  writing,  code 
book,  signal  book,  sketch,  photograph,  photographic  negative, 
blueprint,  plan,  map,  model,  instrument,  appliance,  or  note,  of 
anything  connected  with  the  national  defense,  knowing  or 
having  reason  to  believe,  at  the  time  he  receives  or  obtains, 
or  agrees  or  attempts  to  receive  or  obtain  it,  that  it  has  been 
or  will  be  obtained,  taken,  made,  or  disposed  of  by  any 
person  contrary  to  the  provisions  of  this  chapter;  or 

(d)  Whoever,  lawfully  having  p>ossession  of,  access  to,  con- 
trol over,  or  being  entrusted  with  any  document,  writing, 
code  book,  signal  boon,  sketch,  photograph,  photographic 
negative,  blueprint,  plan,  map,  model,  instrument,  appliance, 
or  note  relating  to  the  national  defense,  or  information  relat- 
ing to  the  national  defense  which  information  the  possessor 
has  reason  to  believe  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation,  will- 
fully communicates,  delivers,  transmits  or  causes  to  be  com- 
municated, delivered,  or  transmitted  or  attempts  to  com- 
municate, deliver,  transmit  or  cause  to  be  communicated, 
delivered  or  transmitted  the  same  to  any  person  not  entitled 
to  receive  it,  or  willfully  retains  the  same  and  fails  to  deliver 
it  on  demand  to  the  officer  or  employee  of  the  United  States 
entitled  to  receive  it;  or 

(e)  Whoever  having  unauthorized  possession  of,  access  to, 
or  control  over  any  document,  writing,  code  book,  signal 
book,  sketch,  photograph,  photographic  negative,  blueprint, 
plan,  map,  model,  instrument,  appliance,  or  note  relating  to 
the  national  defense,  or  information  relating  to  the  national 
defense  which  information  the  possessor  has  reason  to  believe 
could  be  used  to  the  injury  of  the  United  States  or  to  the 
advantage  of  any  foreign  nation,  willfully  communicates, 
delivers,  transmits  or  causes  to  be  communicated,  delivered, 
or  transmitted,  or  attempts  to  communicate,  deliver,  trans- 
mit or  cause  to  be  communicated,  delivered,  or  transmitted 
the  same  to  any  person  not  entitled  to  receive  it,  or  will- 
fully retains  the  same  and  fails  to  deliver  it  to  the  officer  or 
employee  of  the  United   States  entitled  to   receive   it;  or 

(f)  Whoever,  being  entrusted  with  or  having  lawful  posses- 
sion or  control  of  any  document,  writing,  code  book,  signal 
book,  sketch,  photograph,  photographic  negative,  blueprint, 
plan,  map,  model,  instrument,  appliance,  note,  or  information, 
relating  to  the  national  defense,  (1)  through  gross  negligence 
permits  the  same  to  be  removed  from  its  proper  place  of 
custody  or  delivered  to  anyone  in  violation  of  this  trust,  or 
to  be  lost,  stolen,  abstracted,  or  destroyed,  or  (2)  having 
knowledge  that  the  same  has  been  illegally  removed  from  its 
proper  place  of  custody  or  delivered  to  anyone  in  violation  of 
his  trust,  or  lost,  or  stolen,  abstracted,  or  destroyed,  and 
fails  to  make  prompt  report  of  such  loss,  theft,  abstraction, 
or  destruction  to  his  superior  officer — 

Shall  be  fined  not  more  than  $10,000  or  imprisoned  not 
more  than  ten  years,  or  both. 

(g)  If  two  or  more  persons  conspire  to  violate  any  of  the 
foregoing  provisions  of  this  section,  and  one  or  more  of  such 
persons  do  any  act  to  effect  the  object  of  the  conspiracy, 
each  of  the  parties  to  such  conspiracy  shall  be  subject  to 
the  punishment  provided  for  the  offense  which  Is  the  object 
of  such  conspiracy. 
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18  U.S.  Code  §  798.  Disclosure  of 
Classified  Information. 

(a)  Whoever  knowingly  and  willfully  connmunicates.  fur- 
nishes, transmits,  or  otherwise  makes  available  to  an  un- 
authorized person,  or  publishes,  or  uses  m  any  manner  prej- 
udcia  to  the  safety  or  interest  of  the  United  States  or  for 
the  benefit  of  any  foreign  government  to  the  detriment  of 
the  United  States  any  classified  information — 

(1)  concerning  the  nature,  preparation,  or  use  of  any 
code,  cipher,  or  cryptographic  system  of  the  United 
States  or  any  foreign  government;  or 

(2)  concerning  the  design,  construction,  use,  main- 
tenance, or  repair  of  any  device,  apparatus,  or 
appliance  used  or  prepared  or  planned  for  use  by  the 
United  States  or  any  foreign  government  for  crypto- 
graphic  or  communication    intelligence   purposes;   or 

(3)  concerning  the  communication  intelligence  activi- 
ties of  the  United  States  or  any  foreign  government;  or 

(4)  obtained  by  the  processes  of  communication  intelli- 
gince  from  the  communications  of  any  f°'-«'8"  govern- 
ment, knowing  the  same  to  have  been  obtained  by 
such  processes — 

Shall    be   fined    not    more   than    $10,000    or    imprisoned    not 
more  than  ten  years,  or  both. 

(b)   As   used   in  subsection   (a)   of  this  section— 
The  term  "classified  information"  means  information  which 
=.t  the  time   of  a  violation   of  this  section,    is,  for  reasons  of 
natonal  Tecurty     specifically   designated    by   a    United   States 
Government  A;e'ncy'for  limited  or  restricted  dissemination  or 
distribution; 

The  terms  "code,"  "cipher,"  and  "cryptographic  system" 
include  in  their  meanings,  in  addition  to  their  "S^^'  ";«^"'"!^; 
any  method  of  secret  writing  and  any  mechanical  or  electrical 
devicT  or  method  used  for  the  purpose  of  disguising  or  con- 
cealing the  contents,  significance,  or  meanings  of  communica- 
tions; 

The  term  "foreign  government"  includes  in  its  meaning 
any  person  or  persons  acting  or  purporting  to  act  for  or  on 
behalf  of  any  faction,  party,  department,  agency,  bureau,  or 
military  force  of  or  within  a  foreign  country,  or  for  or  on 
behalf  of  any  government  or  any  person  or  persons  Purporting 
to  act  as  a  government  within  a  foreign  country  whether  or 
not  such  government  is  recognized  by  the  United  States; 

The  term  "communication  intelligence"  means  all  pro- 
cedures and  methods  used  in  the  interception  of  communica- 
tions and  the  obtaining  of  information  from  such  communica- 
tions by  other  than  the   intended   recipients; 

The  term  "unauthorized  person"  means  any  person  who, 
or  agency  which,  is  not  authorized  to  receive  information  of 
?he  categorTes  set  forth  in  subsection  (a)  of  this  section,  by 
the  Pres^ent,  or  by  the  head  of  a  department  o^  agency  of 
the  United  States  Government  which  is  expressly  designated 
by  the  President  to  engage  in  communication  intelligence 
activities  for  the  United  States. 

(c)  Nothing  in  this  section  shall  prohibit  the  furnishing, 
upon  lawful  demand,  of  information  to  any  regularly  con- 
stituted committee  of  the  Senate  or  House  of  Representafves 
of  the   United   States  of  America,   or  joint  committee  thereof. 
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News  Media  Accounts  of  Alleged  Monitoring  Practices  of  American  Tele- 
phone AND  Telegraph  Company 

[From  the  St.  Louis  Post-Dispatch,  Feb.  21,  1975] 

Bell  Secretly  Monitored  Millions  of  Toll  Calls 

(By  Louia  J.  Rose) 

The  Bell  Telehone  System  monitored  in  random  fashion  millions  of  long-dis- 
tance calls  originating  in  six  cities,  including  St.  Louis,  and  secretly  tape-re- 
corded parts  of  at  least  1,500,000  calls  for  analysis  in  New  York. 

The  Post-Dispatch  has  learned  that  the  highly  secretive  program  was  designed 
to  help  combat  electronic  toll  call  frauds,  but  only  a  tiny  fraction  of  the  calls 
listened  to  and  recorded  were  ever  confirmed  by  the  company  as  being  fraudulent. 

Other  cities  besides  St.  Louis  where  calls  were  monitored  were  New  York, 
Detroit,  Miami,  Los  Angeles  and  Newark,  N.J. 

The  monitoring  program  covered  a  six-year  period  and  ended  in  the  spring  of 
1970,  when  those  Bell  executives  involved  were  warned  to  purge  their  files  of  any 
reference  to  the  program  and  to  destroy  any  materials  relating  to  it. 

A  source  with  knowledge  of  the  internal  operations  of  the  Bell  system  said  that 
Bell  executives  who  ran  the  monitoring  program  believed  the  company  was  with- 
in its  legal  rights,  but  were  afraid  Bell's  image  might  be  damaged  if  word  leaked 
to  the  public. 

"From  the  beginning  they  analyzed  this  very  carefully,"  the  source  told  the 
Post-Dispatch,  "and  decided  that  if  it  ever  were  necessary  to  reveal  the  existence 
of  this  equipment  in  order  to  prosecute  a  toll  fraud  case,  they  would  simply  de- 
cline to  prosecute." 

A  good  percentage  of  the  tape  recordings  involved  segments  of  from  30  sec- 
onds to  90  seconds  from  the  time  a  call  was  first  dialed,  but  in  several  hundred 
thousand  instances  entire  conversations  were  recorded. 

The  monitoring  equipment  frequently  misread  calls  as  having  indications  of 
electronic  toll  fraud.  Certain  frequency  components  in  human  speech,  for  ex- 
ample, could  have  caused  the  equipment  to  be  activated  as  if  fraud  were  in- 
volved,with  the  result  that  the  entire  conversation  might  be  taped,  it  was  said. 

The  program  was  unknovm  to  many  high-ranking  Bell  executives  even  in  areas 
where  it  was  in  effect. 

More  than  30,000,000  long-distance  calls  were  monitored  during  the  first  four 
years  of  the  program  by  sophisticated  equipment  that  scanned  trunk-line  calls.  The 
equipment  looked  for  electronic  indications  that  an  attempt  was  being  made  to 
bypass  the  system's  toll  charge  mechanism. 

Of  the  more  than  1,500,000  long-distance  calls  that  were  at  least  partly  recorded 
during  the  first  four  years  of  the  program,  with  the  tapes  being  sent  to  New  York 
for  anaysis,  fewer  than  25,000  were  considered  by  those  doing  the  analysis  to  be 
indicative  of  fraud. 

Fewer  than  500  of  the  calls  in  this  category  during  the  first  four  years  were 
confirmed  as  fraudulent. 

Initially,  the  program  went  into  effect  in  late  1964  vrith  six  units,  each  capable 
of  monitoring  100  trunk  lines.  Each  unit  could  handle  about  five  calls  at  any 
given  moment.  The  program  began  with  two  units  each  in  New  York  and  Los 
Angeles  and  single  units  in  Miami  and  Detroit. 

Early  in  1967,  the  Detroit  unit  was  transferred  to  St.  Louis.  It  was  installed 
here  at  the  Southwestern  Bell  facility  at  2651  Olive  Street,  remaining  there  until 
the  spring  of  1970.  It  was  about  then  that  the  entire  program  was  ended. 

Several  factors,  including  fear  of  public  exposure,  figures  in  the  decision  to  end 
the  program.  Other  factors,  included  concern  over  the  condition  of  the  moni- 
toring units  and  whether  the  whole  approach  was  eflScient  and  comprehensive 
enough. 

Joseph  F.  Doherty,  who  is  now  director  of  corporate  security  at  the  New  York 
headquarters  of  American  Telephone  &  Telegraph  Co.,  played  an  important  role 
in  the  program  and  was  among  those  involved  in  the  orders  that  files  relating 
to  it  should  be  purged  and  destroyed. 

Doherty,  when  asked  for  comment,  suggested  that  a  reporter  channel  his  ques- 
tions through  public  relations  personnel  at  Southwestern  Bell  Telephone  Co. 
here,  one  of  22  AT&T  companies. 
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Later  Friday,  William  Mullane,  press  relations  director  for  AT&T  confinned 
most  of  the  detkils  known  to  the  Post-Dispatch.  Mullane  said  the  program  large- 
iv  wn«  an  pxoerimental  or  trial  project  and  was  ended  May  1,  iy<u.  ,  ,  ^  ^  ., 
^He  sa?d  he  did  not  know  how  many  calls  had  been  tape  recorded,  but  said 
he  believed  the  recordings  ran  between  60  and  90  seconds.  The  Bell  system  con- 
tinues to  Track  down  on  electronic  toll  fraud,  but  its  present  approach  does  not 

^"itYottVrrglnTusMTuring  the  old  program  were  designed  by  Bell  Lab- 
oratoriSto  detect  electronic  toll  cheaters,  particularly  those  persons  who  utilized 

'"TA^X^e'^r  ;?i'fevice  inT^^^^^  the  user  to  place  longdistance  caUs 

that  dodJe  the  Bell  system's  hilling  equipment.  A  black  box  is  a  device  that 
enables  pirsons  to  call  the  box's  owner  long  distances  without  paying  for  the  call.) 

Thp  monitorine  units  worked  this  way  : 

Once  the  unS  locked  onto  a  call,  It  would  record  on  a  temporary  recorder  the 
initial  Phase  of  each  call.  If  it  found  nothing  indicating  electronic  fraud,  the 
temSJraS^  recording  was  erased  and  the  equipment  prepared  to  handle  a  new 

""^vinf  if  the  initial  phase  appeared  to  indicate,  for  example,  that  a  blue  box 
was  bei4  used  the  equipment  activated  a  master  tape  recorder  that  would  record 
Tse^ent  or  the  entire  content  of  the  call.  The  master  tape  subsequently  was 

'"MullanrsIrnVh^t'e'l^S^  precautions  were  taken  to  assure  that^the  tapes 
were  s?i"died  only  by  a  small  group  of  trained  security  personnel  m  New  York. 
"Thev  could  not  be  listened  to  locally,"  he  said. 

He  conceded  the  program  had  been  kept  highly  secretive.      ^     ^  ^     .    .  „,  ,    ., 
^Thefewlr  people  that  know  anything  you  are  doing  to  detect  fraud,  the 
better  off  you  are,"  he  commented. 

[From  the  Washington  Post,  Jan.  15, 1975] 

Telephone  Police  Wire  In 

no  limit  to  taps  they  make 

HoTTSTON  (AP)— They  don't  wear  guns  or  badges  and  they  can't  make  arrests, 
buftSfBell  Telephone^  Co.  security  force  is  one  of  the  most  powerful  private 

''"FSerTSwVllowTB^^^^^  to  conduct  wiretaps  for  its  own  use  under 

ceSlincondmons  There  is  no  limit  to  the  number  of  taps  provided  the  condi- 
tfois  are  met  Se  company  does  not  have  to  go  through  a  court  to  run  such 
taps  nor  report  them  to  any  government  agency. 

The  Bell  security  organization  conducts  such  taps  i^,  "^^^^f^^^^™  i^Bell 
nation  where  Bell  is  "the  only  phone  company  in  town."  The  law  permits  Beii, 
nroomZnies   like  it    to  monitor  anv  telephone  conversation  on  lines  where 
?LyhTvereLon  to  believe  telephone  fraud  against  the  company  may  be  taking 

^^  This  leeal  eavesdropping  in  the  Bell  System  is  done  by  the  small  tightly 
orJanLlSoup  5  6^  security  agents.  They  control  when,  where  and  how  it 
fJdfTne   At  least  76  members  of  that  force  are  former  FBI  agents. 

A  snokesman  for  American  Telephone  and  Telegraph  Co.,  parent  company 
of  the^Bell  svstem'  sIm  that  company  policy  dictates  that^such  Yretai>s  ^re 
onlv  us^  to  invStigate  cases  of  "electronic  tool"  fraud.  The  spokesman  said 
ml  mSns  us^of  a  'mie  blue  box"  mechanical  device  to  make  free  phone  calls 

Th?Talesman  attorney  H.  W.  William  Gaming,  in  charge  of  egal  matters 
in^lviS  SdustSafsecurfty  for  AT&T,  said  in  rare  cases  the  wiretap  law  is 
n«iiH  fn  investigate  other  kinds  of  fraud  against  the  company. 

T^eSIlsSrity  group  is  the  key  link  for  law  enforcement  agencies  which 
wa^t  to  estabSsh  a  ifgal  wiretap  of  their  own.  Under  Bell  company  Pf  ey^  the 
Tecuritv  agents  verifv  all  court  orders  which  permit  law  enforcement  officers 
to  S^retap  Bell  officials  here  said  the  security  agents  are  usually  the  only  ones 

""  CaSngVaiSln'^New  York  that  company  policy  requires  the  agent  to  nm  the 
order  Sfough  the  phone  company's  legal  department  for  verification^  Gaming 
sl?d  in  S?f  cases  ^he  agent  might  skip  the  legal  department  procedure,  but 
does  so  at  the  risk  of  his  job. 
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Misuse  of  this  system  ig  prevented,  according  to  one  agent,  only  by  "my  in- 
tegrity and  the  integrity  of  those  \\ith  whom  I  work."  Strength  of  that  integrity 
is  currently  being  questioned  on  two  fronts. 

A  federal  grand  jury  here  is  conducting  an  investigation  into  illegal  wire- 
tapping by  police  officers.  Houston  Police  Chief  Carrol  M.  Lynn  says  that  "so- 
phisticated wiretaps"  have  been  used  with  the  aid  and  support  of  Bell  Telephone 
Co.  employees. 

Bell  has  denied  the  charges.  Five  telephone  company  agents  have  testified 
before  the  grand  jury. 

In  San  Antonio,  a  former  Bell  executive,  James  H.  Ashley,  and  the  family  of 
a  deceased  phone  oflScial,  T.  O.  Gravitt,  have  filed  a  $29.2  million  lawsuit  against 
Bell.  Among  the  charges  they  make  are  that  the  company  used  illegal  wiretaps. 

The  Gravitt  family  also  claims  that  an  investigation  by  the  security  force 
hounded  Gravitt  to  his  death. 

Gravitt,  who  was  a  vice  president  in  charge  of  the  Bell  sy.stem  in  Texas,  died 
of  carbon  monoxide  poisoning  in  the  garage  of  his  Dallas  home  in  October.  He 
left  behind  a  suicide  note  and  some  memoranda  charging  misconduct  by  Bell 
in  ratesetting,  slush  funding  and  influence-buying. 

And  Ashley  has  charged  that  the  Bell  security  force  serves  an  imi>ortant  role 
in  these  activities. 

Houston,  the  largest  city  in  the  Southwestern  Bell  Telephone  Co.  area,  has 
a  security  force  typical  of  those  throughout  the  Bell  system. 

Jerry  Slaughter,  a  sharp,  precise,  clean-cut  man  who  usually  wears  dark, 
conservative  suits,  is  chief  of  Bell  security  here.  He  operates  out  of  a  sparsely 
decorated  oflSce  atop  the  12-story  Bell  building  here.  On  his  office  wall  is  an 
autographed  photo  of  J.  Edgar  Hoover,  the  late  FBI  director.  Slaughter  served 
five  years  \\ith  the  FBI.  Two  of  the  five  agents  under  him  are  also  FBI  veterans. 

Former  "bureau  men"  are  prominent  throughout  the  Southwestern  Bell  sys- 
tem. Of  44  security  agents  in  the  company.  15  are  former  FBI  agents. 

Down  the  hall  from  Slaughter's  ofBce,  in  a  room  not  much  bigger  than  a 
closet,  is  the  major  investigative  tool  of  the  security  force. 

The  small  room  is  equipped  with  devices  for  monitoring  conversations  on  se- 
lected telephone  lines.  Agents  can  call  a  switching  station  and  be  plugged  into 
any  Houston  telephone.  Officials  here  described  the  procedure  as  a  relatively 
simple  one,  but  Gaming  of  AT&T  said  it  was  an  elaborate  one  which  takes  some 
time. 

The  equipment  can  record  on  paper  tape  the  numbers  called  from  the  selected 
line.  With  the  addition  of  a  tape  recorder,  the  instrument  can  also  record  con- 
versations. And  it's  all  legal. 

"There's  nothing  clandestine  about  this."  said  Jim  Russell,  a  security  agent 
who  gave  a  tour  of  the  room  to  reporters  after  Bell  officials  earlier  denied  th" 
room's  existence. 

According  to  James  W.  Shatto,  a  Bell  attorney,  the  product  of  this  monitor- 
ing is  carefully  guarded  and  surrendered  to  the  FBI  only  by  subpoena.  This, 
says  Shatto,  is  company  policy. 

Yet,  one  attorney  said  that  "several  scores"  of  persons  have  been  tried  and 
convicted  on  information  Bell  agents  voluntarily  surrendered  to  the  FBI. 

Several  cases  cited  in  federal  court  records  show  individuals  were  convicted 
of  gambling,  possession  of  weapons  and  other  charges  unrelated  to  fraud  as 
the  result  of  information  from  phone  company  wiretap  volunteered  by  company 
security  agents. 

In  Houston.  Michael  Clegg,  a  32-year-old  man  from  Marble  Falls,  Tex.,  was 
convicted  la.st  March  of  defrauding  the  phone  company  after  his  line  was  tapped 
by  Bell  agents  for  four  months. 

As  a  result  of  the  Clegg  wiretap,  taps  were  established  at  several  other  towns 
around  the  country.  In  Memphis,  for  example,  a  listening  post  on  the  phone  of 
one  suspect  was  set  up  in  the  garage  of  a  neighbor  who  hapi>ened  to  be  a  Bell 
employee. 

After  several  months,  the  FBI  arrested  men  in  four  cities  in  what  one  attorney 
called  "a  nationwide,  coordinated  bust." 

The  attorney  said  the  FBI  was  given  details  gleaned  from  company  wiretaps. 
The  notes  even  included,  in  one  case,  names  of  stocks  and  bonds  a  suspect  dis- 
cussed on  his  phone. 

Another  attorney  said  that  the  Bell  security  force  and  law  enforcement  agen- 
cies have  a  very  close  "sweetheart"  relationship  in  other  areas. 
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Bell,  for  example,  hires  about  70  Houston  policemen  who  work  as  security 
guards  at  telephone  company  buildings  during  off  hours. 

Additionally,  eight  Bell  oflScials  in  Texas,  including  Slaughter  and  his  counter- 
parts in  Dallas  and  San  Antonio,  hold  special  Texas  Ranger  commissions.  By 
law,  this  gives  them  virtually  the  same  powers  as  regular  police,  including  the 
right  to  carry  guns.  In  practice,  the  si)ecial  ranger  appointments  are  mostly 
honorary. 

This  close  relationship  has  advantages  for  both  Bell  and  for  police. 

It  provides  for  Bell  an  avenue  to  get  information  that  would  not  be  available 
otherwise. 

For  the  police,  the  relationship  helps  cut  through  red  tape  in  establishing 
wiretaps  which  are  legal  with  a  court  order.  The  Bell  security  force  is  the  gate 
keeper  for  setting  up  these  legal  taps. 

Slaughter,  in  an  interview,  said  the  mechanics  of  a  government  wiretap  go 
like  this :  the  police  bring  a  court  order  to  Slaughter.  He,  and  usually  he  alone, 
judges  the  validity  of  the  order.  Then  he  calls  a  supervisor  in  the  telephone  ex- 
change involved  and  gets  the  needed  information  to  pinpoint  the  wiretap  loca- 
tion. Exchange  ofl3ce  supervisors,  said  Slaughter,  give  him  the  information 
essential  to  establish  a  wiretap  solely  upon  his  word  that  court  order  exists. 

The  supervisors,  said  Slaughter,  never  see  the  order.  There  is  no  system  for 
double-checking. 

The  primary  puri)Ose  of  the  security  force,  said  Slaughter,  is  to  catch  persons 
defrauding  the  telephone  company,  by  one  means  or  another,  through  making 
unpaid  long-distance  calls.  Such  frauds  in  Houston,  said  Slaughter,  costs  Bell 
"in  the  neighborhood  of  $100,000  a  year,"  a  figure  considerably  lower  than  the 
salary  paid  the  Bell  security  oflScers. 


For :  National  Broadcasting  Co. 
Program:   "The  Today  Show." 


Radio  TV  Reports,  Inc., 
Washington,  B.C.,  February  Jf,  1915. 


An  Intekview  With  the  Special  Counsel  for  A.T.  &  T. 

Jim  Hartz.  Over  the  weekend,  the  American  Telephone  &  Telegraph  Company, 
A.T.  &  T.,  admitted  monitoring  and  recording  millions  of  long  distance  telephone 
calls  between  196.5  and  1970  to  catch  people  cheating  on  toll  charges.  The  calls 
originated  in  six  major  cities — New  York,  Los  Angeles,  Detroit.  St.  Louis,  Miami, 
and  Newark,  New  Jersey.  A.T.  &  T.  said  it  had  been  plagued  by  people  trying  to 
make  free  long  distance  calls  by  using  a  device  called  the  blue  box  to  bypass  the 
phone  company's  billing  system.  A  spokesman  justified  the  practice  of  monitoring 
the  calls  by  referring  to  telephone  calls  as  "our  property." 

With  us  this  morning  is  Mr.  H.  W.  William  Caming  (?).  an  attorney  who  has 
been  with  A.T.  &  T.  for  twenty  years  as  special  counsel  in  security  matters. 

First,  Mr.  Caming,  could  you  tell  us  what  that  means,  that  A.T.  &  T.  owns 
the  calls? 

H.  W.  William  Caming.  Good  morning,  Mr.  Hartz. 

Hartz.  Good  morning. 

Caming.  I  think  what  was  meant  by  that  was  that  it  is  our  property  in  the 
sense  that  telephone  calls  are  the  property  of  the  people  of  our  country,  and 
losses  that  are  incurred  are  incurred  by  our  honest  customers.  And  if  there  is 
thievery,  stealing  of  calls,  the  losses  must  ultimately  be  borne  by  the  honest  rate 
payer. 

Hartz.  Uh-huh. 

Caming.  And  I  think  that  was  the  sense  in  which  we  speak  of  our  property  as 
we  speak  of  our  country. 

Hartz.  Well,  the  spokesman  wasn't  misquoted.  He  did  say  that  the  calls 
were.  .  .  . 

Caming.  Yes. 

Hartz.  .  .  .  the  telephone  company's  only  [sic]  property— is  that  correct? — 
and  that  we  have  a  right  to  intercept  them. 

Caming.  That  is.  .  .  . 

Hartz.  Is  that  a  correct  quote? 

Caming.  That  is  correct,  as  far  as  I  understand  it.  But  knovnng  the  gentle- 
man quite  well,  I  knew  the  context  in  which  he  meant  it. 
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Hartz.  How  did  you  decide  which  telephone  calls  to  monitor? 

Gaming.  I  think,  Jim.  if  we  look  at  the  .situation  in  per.spective,  starting  in 
1964  and  1965,  we  may  get  an  insight  into  what  required  the  institution  of  this 
project.  In  about  1964  or  so,  two  electronic  toll  fraud  devices  burst  upon  the 
.scene,  the  so-called  blue  box  and  the  so-called  black  box,  named  after  the  original 
boxes  in  which  they  were  contained. 

The  threat  to  the  telephone  industry  as  a  whole  from  such  devices  was  of  stag- 
gering proportions.  We  were  able  to  readily  estimate  that  if  vmchecked,  free 
calls  could  be  made,  that  is  if  our  service  could  be  stolen  at  will,  that  the  losses 
would  aggregate  in  the  hundreds  of  millions  of  dollars,  which  would  directly  af- 
fect our  rates. 

Hartz.  What  were  the  actual  losses?  Do  you  know? 

Gaming.  The  actual  losses  were  diflBcult  to  ascertain  because  of  clandestine 
nature.  It  was  well  in  excess,  at  the  inception,  in  our  estimation,  of  a  million 
dollars  a  year.  But  this  was  only  the  start. 

To  give  one  of  the  statistics  we  were  able  to  obtain — and  one  of  the  major 
purposes  of  in.stituting  this  project  was  to  determine  the  magnitude  of  the  theft, 
because  it  would  possibly  require  the  expenditure  of  more  than  a  billion  dollars 
to  modify  the  network  unless  this  type  of  theft  could  be  checked. 

Hartz.  How  many — how  many  did  you  catch  ? 

Gaming.  Well,  we  have.  I  believe,  had  over  two  hundred  and  fifty  convictions, 
many  of  major  proportions. 

Hartz.  And  how  many  telephone  calls  were  monitored? 

Gaming.  There  again  .  .  . 

[Gonfusion  of  voices.] 

Habtz.  .  .  .  said  thirty  million.  .  .  . 

Gaming.  Yes.  Well.  .  .  . 

Hartz.  Is  that  correct  ? 

Gaming.  No.  The  telephone  calls  that  were  recorded  for  analysis  were  in  the 
neighborhood  of  a  million  five  plus.  What  happened,  if  I  may  for  a  moment  just 
give  you  some  background  and  to  advert  to  an  earlier  question,  we  had  estimated 
in  1966  that  there  were  over  three  hundred  and  fifty  thousand  cases  of  toll  fraud 
of  this  nature,  many  involving  innumerable  calls.  Therefore,  some  device  to  meas- 
ure the  extent  of  the  fraud  to  determine  whether  the  telephone  system  had  to  be 
modified  and  to  attempt  to  find  means  of  prosecuting  those  who  were  stealing 
had  to  be  introduced.  And  we  introduced,  through  Bell  Laboratories,  six  ex- 
perimental units  in  the  cities  that  you  named.  These  units  were  scanning  devices 
which  scanned  calls  at  random.  We  put  each  unit  on  a  hundred  trunks. 

Now,  each  trunk  has  a  stream  of  calls  fiowing  through  it.  And  we  would  dip 
into  the  stream,  you  might  say,  and  pull  out  a  fish  and  examine  it  to  see  whether 
it  was  a  lawful  call.  And  if  so,  it  was  immediately  put  back  in  the  stream. 

Hartz.  How  could  you  tell  whether  it  was  lawful  or  illegal? 

Gaming.  In  our  system,  particularly  since  we're  talking  only  of  outgoing  long 
distance  calls,  there  are  special  signals — answering  signals,  supervisory  signals — 
that  permit  us  to  know  whether  a  call  is  completed,  the  duration  of  the  call  for 
billing  and  transmission  purposes.  So  that  the  equipment  was  electronic  equip- 
ment designed  to  identify  the  call. 

Hartz.  Then  why  did  you  have  to  record  the  conversation? 

Gaming.  One  of  the  necessities  was  to  attempt  to  determine,  if  it  was  a  prelimi- 
nary indication  of  an  illegal  call,  where  the  call  was  coming  from  or  where  it 
was  going.  A  black  box,  I  might  say.  is  the  device  which  is  used  at  the  receiving 
end.  For  example,  if  you  were  a  well-known  gambler  and  I  wanted  to  place  a 
bet  from  Tennessee  with  you,  I  would  call  you  in  New  York.  You  would  activate 
your  device,  and  therefore  my  bet  would  be  placed  without  any  telephone  charge 
to  me. 

Hartz.  When  you  recorded  these  conversations — 'and  you  say  that  there  were 
at  least  a  million  five  surveyed  one  way  or  another — did  you  put  that  little 
beep  on  the  wire  to  let  people  know  they  were  beimg  recorded? 

Gaming.  No.  The  million  five  or  so  were  recorded  and  placed  on  a  recorder. 
And  I  might  say  that  this  recording  was  not  done  by  human  ear  listening.  And 
these  were  done  in  very  safely  guarded,  locked  cabinets,  and  automatically  done. 
And  .... 

Haktz.  Dom't  your  tolls  require  you  to  put  that  beep  on  there,  your  tariffs? 

Gaming.  No,  they  do  not  when  the  call  is  illegally  placed.  And  we  had — it 
would  be  like  .... 
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Hartz.  But  you  were  monitoring  some  calls  that  weren't  illegally  placed,  were 
you  not? 

Caming.  No.  None  of  the  calls,  Jim,  at  the  time  in  question  appeared  lawful 
to  the  equipment.  There  were  preliminary  indications  of  illegality. 

Hartz.  I'm  out  of  time.  We've  got  to  stop  for  a  station  break.  Mr.  Caming,  thank 
you  very  much. 

Gaming.  You're  quite  welcome. 

Appendix  17 

Immunities,  Rights,  and  Privileges  Accorded  Foreign  Governments  and 
Their  Representatives  in  the  United   States 

(Prepared  by  the  Office  of  the  Chief  of  Protocol,  Department  of  State,  May  1970) 

This  memorandum  gives  a  detailed  account  of  some  of  the  more  important 
immunities,  rights,  privileges,  and  exemptions  accorded  foreign  governments 
and  foreign  diplomatic  and  consular  personnel  in  the  United  States.  It  is  not 
intended  to  be  an  exhaustive  treatment  of  the  subject,  and  further  information 
may  be  obtained  by  writing  or  telephoning  the  Office  of  the  Chief  of  Protocol 
of  the  Department  of  State. 

/.  Immunity  From,  Judicial  Process;  Offenses  Against  Foreign  Diplomatic  and 
Consular  Offices,   Officers,  and  Property 

The  following  pertinent  statutory  provisions  of  the  United  States  Code,  1964 
Edition,  are  quoted  verbatim  : 

§  252,  Title  22.  Suits  against  ministers  and  their  domestics  prohibited. — When- 
ever any  writ  or  process  is  sued  out  or  prosecuted  by  any  person  in  any  court 
of  the  United  States,  or  of  a  State,  or  by  any  judge  or  justice,  whereby  the 
person  of  any  ambassador  or  public  minister  of  amy  foreign  prince  or  State, 
authorized  and  received  as  such  by  the  President,  or  any  domestic  or  domestic 
servant  of  any  such  minister,  is  arrested  or  imprisoned,  or  his  goods  or  chattels 
are  distrained,  seized,  or  attached,  such  writ  or  process  shall  be  deemed  void. 

§  253,  Title  22.  Penalty  for  wrongful  suit. — Whenever  any  writ  or  process  is 
sued  out  in  violation  of  section  252  of  this  title,  every  person  by  whom  the  same 
is  obtaiined  or  prosecuted,  whether  as  party  or  as  attorney  or  solicitor,  and  every 
officer  concerned  in  executing  it,  shall  be  deemed  a  violator  of  the  laws  of  nations 
and  a  disturber  of  the  public  repose,  and  shall  be  imprisoned  for  not  more  than 
three  years,  and  fined  at  the  discretion  of  the  court.   (R.S.  §  4064.) 

§  254,  Title  22.  Exceptions  as  to  suits  against  servants,  etc.,  of  minister;  listing 
servants. — Sections  252  and  253  of  this  title  shall  not  apply  to  any  case  where 
the  person  against  whom  the  process  is  issued  is  a  citizen  or  inhabitant  of  the 
United  States  in  the  service  of  an  ambassador  or  a  public  minister  and  the 
process  is  founded  upon  a  debt  contracted  before  he  entered  upon  such  service ; 
nor  shall  section  253  of  this  title  apply  to  any  case  where  the  person  against 
whom  the  process  is  issued  is  a  domestic  servant  of  an  ambassador  or  a  public 
minister,  unless  the  name  of  the  servant  has,  before  the  issuing  thereof,  been 
registered  in  the  Department  of  State  and  transmitted  by  the  Secretary  of  State 
to  the  marshal  of  the  District  of  Columbia,  who  shall  upon  receipt  thereof  post 
the  same  in  some  public  place  in  his  office.  All  persons  shall  have  resort  to  the 
list  of  names  so  posted  in  the  marshal's  office  and  may  take  copies  without  fee. 
(R.S.  §§4065,  4066.) 

§  112,  Title  18.  Assaulting  certain  foreign  diplomatic  and  other  official  per- 
sonnel.— Whoever  assaults,  strikes,  wounds,  imprisons,  or  offers  violence  to  the 
person  of  a  head  of  foreign  state  or  foreign  government,  foreign  minister,  am- 
bassador or  other  public  minister,  in  violation  of  the  law  of  nations,  shall  be 
fined  not  more  than  $5,000,  or  imprisoned  not  more  than  three  years,  or  both. 

Whoever,  in  the  commission  of  any  such  acts,  uses  a  deadly  or  dangerous 
weapon,  shall  be  fined  not  more  than  $10,000,  or  imprisoned  not  more  than  ten 
years,  or  both.  (June  25,  1948,  Ch.  645,  62  Stat.  688;  Aug.  27,  1964,  Pub.  L. 
88-493,  §1,  78  Stat,  610.) 

These  provisions  of  statutes  drawn  from  the  District  of  Columbia  Code,  1967, 
Edition,  are  also  pertinent : 

§  22-1115.  Interference  with  foreign  diplomatic  and  consular  offices,  officers, 
and  property. — It  shall  be  unlawful  to  display  any  flag,  banner,  placard,  or  device 
designed  or  adapted  to  intimidate,  coerce,  or  bring  into  public  odium  any  foreign 
government,  party,  or  organization,  or  any  officer  or  officers  thereof,  or  to  bring 


1021 

into  public  disrepute  political,  social,  or  economic  acts,  views  or  purposes  of  any 
foreign  government,  party,  or  organization,  or  to  intimidate,  coerce,  harass,  or 
bring  into  public  disrepute  any  officer  or  officers  or  diplomatic  or  consular  rep- 
resentatives of  any  foreign  government,  or  to  interfere  with  the  free  and  safe 
pursuit  of  the  duties  of  any  diplomatic  or  consular  representatives  of  any  for- 
eign government,  within  five  hundred  feet  of  any  ibuilding  or  premises  within  or 
its  representative  or  representatives  as  an  embassy,  legation,  consulate,  or  for 
other  official  purposes,  except  by,  and  in  accordance  with  a  permit  issued  by 
the  superintendent  of  police  of  the  said  District ;  or  to  congregate  within  five 
hundred  feet  of  any  such  building  or  premises,  and  refuse  to  disperse  after 
having  been  ordered  so  to  do  by  the  police  authorities  of  the  said  District.  (Feb. 
15,  1938.  52  Stat.  30,  ch.  29,  §  1. ) 

§  22-1116.  Penalties  for  interference  with  foreign  diplom-atic  and  consular 
offices,  officers,  and,  property. — The  District  of  Columbia  Court  of  General  Ses- 
sions shall  have  jurisdiction  of  offenses  committed  in  violation  of  section  22- 
1115,  and  any  person  convicted  by  a  fine  not  exceeding  $100  or  by  imprisonment 
not  exceeding  sixty  days,  or  both  :  Provided,  however,  That  nothing  contained 
in  said  section  shall  be  construed  to  prohibit  picketing,  as  a  result  of  bona  fide 
labor  disputes  regarding  the  alteration,  repair,  or  construction  of  either  build- 
ings or  premises  occupied,  for  business  purposes,  wholly  or  in  part,  by  repre- 
sentatives of  foreign  governments.  (Feb.  15,  1938,  52  Stat.  30,  ch.  29,  §2;  Apr.  1, 
1942,  56  Stat.  190,  ch.  207,  §  1 ;  July  8,  1963,  77  Stat.  77,  Pub.  L.  88-60,  §  1.) 


Members  of  households  of  administrative  and  technical  staffs  of  diplomatic 
missions  enjoy  immunity  in  accordance  with  the  provisions  of  Article  37  of  the 
Vienna  Convention  on  Diplomatic  Relations. 

//.  Exemption  From  Customs  Duties  and  Taxes  Im,posed  Upon  or  by  Reason 

of  Iniparation  of  Merchandise 

The  United  States  customs  regidations  provide  for  the  extension  of  customs 
courtesies  and  free  entry  privileges  to  diplomatic  and  consular  personnel  of 
foreign  countries  and  for  the  free  entry  of  official  government  shipments  and 
outline  the  procedure  to  be  followed  in  requesting  such  courtesies  and  privileges. 
The  pertinent  portions  of  these  regulations  are  set  forth  below : 

DIPLOMATIO   AND    CONSULAB   OFFICERS 

10.29  Baggage 

(a)  Upon  application  to  the  Department  of  State  and  appropriate  instruc- 
tions from  the  Treausry  Department  in  each  instance,  the  privilege  of  admis- 
sion free  of  duty  without  entry  shall  be  extended  to  the  baggage  and  effects  of 
the  following  representatives  of  foreign  governments  and  their  families,  suits, 
and  servants,  provided  the  governments  which  they  represent  grant  reciprocal 
privileges  to  American  officials  of  like  grade  accredited  thereto  or  en  route  to 
or  from  other  countries  to  which  accredited. 

( 1 )  Ambassadors,  ministers,  and  charges  d'affaires  ;  secretaries,  counselors  and 
naval,  military,  and  other  attaches  of  embassies  and  legations ;  high  commis- 
sioners, consular  officers,  and  trade  representatives ;  all  the  foregoing  who  are 
accredited  to  this  Government  or  are  en  route  to  or  from  other  countries  to 
which  accredited ;  and 

(2)  Other  high  officials  of  foreign  governments  and  such  distinguished  for- 
eign visitors  as  may  be  designated  by  the  Department  of  State. 

(b)  In  the  absence  of  special  authorization  therefor  from  the  Department 
prior  to  the  arrival  of  representatives  of  foreign  governments  enumerated  in 
paragraph  (a)(1)  of  this  section,  the  privilege  may  be  extended  to  their  baggage 
and  effects  upon  presentation  of  their  credentials  or  other  proof  of  their  identity. 

(c)  Foreign  ambassadors,  ministers,  charges  d'affaires  ;  secretaries,  counselors, 
and  naval,  military  and  other  attaches  of  foreign  embassies  and  legations  shall 
not  be  detained  or  inconvenienced,  and  their  baggage  and  effects  shall  remain 
inviolate.  Every  proper  means  shall  be  afforded  them  to  facilitate  their  passage 
through  ports  of  the  United  States. 
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(e)  If  by  accident  or  unavoidable  delay  in  shipment  the  baggage  or  other 
effects  of  a  person  of  any  class  mentioned  in  this  section  shall  arrive  after  him, 
such  baggage  or  effects  may  be  passed  free  of  duty,  under  the  conditions  speci- 
fied above,  upon  satisfactory  proof  of  ownership. 

10.30  Importations  for  resident  representatives  of  foreign  governments 

(a)  Costumes,  regalia,  and  other  articles,  including  office  supplies  and  equip- 
ment, for  official  use  of  members  and  attaches  of  foreign  embassies  and  lega- 
tions, consular  officers,  and  other  representatives  of  foreign  governments,  may  be 
admitted  free  of  duty,  provided  the  country  which  any  such  person  represents 
accords  like  privileges  to  corresponding  officials  of  the  United  States.  Articles 
for  the  official  use  of  representatives  of  foreign  governments  not  listed  in  a 
Treasury  decision  shall  be  admitted  free  of  duty  only  upon  the  receipt  of  in- 
structions from  the  Department  of  the  Treasury,  which  will  be  issued  only  when 
application  therefor  is  made  through  the  Department  of  State. 

(b)  Packages  bearing  the  official  ;seal  of  a  foreign  government  with  which  the 
United  States  has  diplomatic  relations,  accompanied  by  certificates  under  such 
seal,  to  the  effect  that  they  contain  only  official  communications  or  documents, 
may  be  admitted  free  of  duty  without  customs  examination. 

(c)  The  privilege  of  importing  free  of  duty  articles  for  their  i)ersonal  or 
family  use  may  be  granted  to  (1)  members  and  attaches  of  foreign  embassies 
and  legations  and  (2)  other  representatives  and  employees  of  foreign  govern- 
ments to  whom  the  privilege  is  accorded  under  special  agreements  between  the 
United  States  and  the  countries  which  they  represent,  but  in  either  case  the 
privilege  may  be  granted  only  upon  the  Treasury  Department's  instructions  in 
each  instance,  which  will  be  issued  only  upon  the  request  of  the  Department 
of  State. 

(d)  No  entry  is  required  for  shipments  admitted  free  of  duty  under  this 
section. 

The  statutory  authority  for  the  extension  of  the  aforementioned  free  entry 
privileges  is  contained  in  the  United  States  Tariff  Schedules  Annotated  (1965), 
and  the  applicable  items  are  cited  below  : 

Schedule  8,  Part  2,  Subpart  C : 

"Baggage  and  effects  of  the  following  persons  who  are  aliens  : 

Item  820.10. — Upon  the  reque.st  of  the  Department  of  State,  ambassadors,  min- 
isters, charges  d'affaires,  secretaries,  counselors,  attaches,  and  other  representa- 
tives, officers  and  employees  of  foreign  governments,  accredited  to  the  United 
States  or  en  route  to  or  from  other  countries  to  which  accredited,  and  their 
immediate  families,  suites,  and  servants. 

Item  820.50. — Upon  the  request  of  the  Department  of  State,  persons  designated 
by  the  Department  of  State  as  high  officials  of  foreign  governments  or  distin- 
guished foreign  visitors,  and  their  immediate  families. 

Item  820.60. — Upon  the  request  of  the  Department  of  State,  persons  designated 
pursuant  to  statute  or  pursuant  to  treaties  r.itified  by  the  United  States  Senate. 

"Articles  entered  for  the  personal  or  family  use  of  the  following  persons  who 
are  aliens  on  duty  in  the  United  States. 

Item  822.10. — LFpon  the  request  of  the  Department  of  State,  ambassadors,  minis- 
ters, charges  d'affaires,  secretaries,  counselors,  and  attaches  of  foreign  embassies 
and  legations. 

Item  822.30. — Upon  the  request  of  the  Department  of  State,  other  representa- 
tives, officers,  and  employees  of  foreign  governments. 

Item  822.40. — Upon  the  request  of  the  Department  of  State,  persons  designated 
pursuant  to  statute  or  pursuant  to  treaties  ratified  by  the  United  Sates." 

Schedule  8,  Par  3,  Subpart  B  : 

"Articles  for  foreign  governments  on  a  reciprocal  basis,  and  for  public  interna- 
tional organizations : 

Item  8^1.10. — Upon  the  request  of  the  Department  of  State,  office  supplies  and 
equipment  and  other  articles  for  the  official  use  of  representatives  of  foreign 
governments,  or  of  personnel  of  public  international  organizations,  on  duty  in 
the  United  States. 

"Upon  the  request  of  the  Department  of  State,  articles  which  are  the  property 
of  a  foreign  government  or  of  a  public  international  organization  : 

Item  842.10. — Articles  which,  while  in  the  United  States,  will  remain  the 
property  of  such  government  or  of  such  organization  and  will  be  used  only  in 
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connection  with  noncommercial  functions  of  such  government  or  of  such  organiza- 
tion, including  exhibitions  which  are  sponsored  by  or  participated  in  by  such 
government  or  such  organization  and  which  are  not  commercial  in  character  or 
connected  with  commercial  undertakings. 

Item  842.40. — Articles  for  presentation  as  gifts  to  the  United  States  Govern- 
ment, to  any  State  or  local  government,  or  to  any  public  institution  organized  in 
the  United  States. 

Item  842.50. — Printed  matter,  not  containing  advertising  matter,  for  free 
distribution." 

The  free  entry  privilege  accorded  by  the  United  States  Government  includes 
the  importation  of  all  articles  not  prohibited  by  law.  Under  present  policy,  diplo- 
matic officers  and  employees  ^  are  limited  to  the  duty-free  importation  of  two 
new  automobiles  per  family  during  a  three-year  period.  It  should  be  noted  that 
employees  who  do  not  enjoy  free  importation  privileges  would  be  liable  for  the 
payment  of  the  customs  duty  on  an  imported  car.  The  restriction  does  not  apply 
to  automobiles  purchased  for  the  personal  use  of  Chiefs  of  Mission  or  for  the 
official  use  of  the  diplomatic  missions.  Consular  personnel  who  have  continuing 
free  importation  privileges  may  import  two  cars  duty-free  during  a  three-yeaJ 
period.  The  excise  tax  on  automobiles  was  repealed  in  August  1971. 

With  regard  to  material  imported  by  a  foreign  government  for  exhibition,  the 
following  general  rules  may  prove  useful  to  the  diplomatic  mission  in  consider- 
ing whether  or  not  to  send  a  request  to  the  Department  for  possible  free  entry : 

(1)  If  the  articles  are  intended  for  sale,  they  are  dutiable  regardless  of  the 
fact  that  they  may  be  the  property  of  the  foreign  government. 

(2)  If  the  articles  are  not  intended  for  sale  but  are  intended  for  other  com- 
mercial use,  such  as  exhibition  with  a  view  to  interesting  prospective  American 
buyers,  they  are  subject  to  duty  unless  i^ermanently  exhibited  on  the  premises  of 
a  diplomatic  mission,  consular  office,  or  a  foreign  government  agency. 

(3)  Where  articles  are  not  intended  for  commercial  use  but  are  exhibited  on 
commercial  premises  such  as  a  department  store  or  other  private  business  firm, 
which  exhibit  promotes  the  private  firm's  trade,  they  will  be  subject  to  duty. 

(4)  Where  articles  are  imported  for  no  commercial  purpose  and  are  exhibited 
on  noncommercial  premises  with  the  sole  view  of  acquainting  residents  of  the 
United  States  with  the  art,  customs,  or  products  of  the  importing  country,  they 
are  generally  accorded  free  entry  under  the  usages  of  international  courtesy. 

Since  the  United  States  Department  of  the  Treasury  carefully  scrutinizes  all 
requests  for  the  admission  of  exhibit  materials  free  of  duty,  diplomatic  missions, 
when  requesting  free  entry  for  imported  articles  intended  for  display,  should 
give  full  details  of  the  imi>ortation  including  the  place  or  places  of  exhibit, 
the  purpose  of  the  exhibition,  the  ownership  of  the  property,  and  a  list  of  the 
articles  to  be  showm. 

Requests  for  the  clearance  of  shipments,  whether  for  the  personal  use  of  a 
privileged  individual  or  for  official  use,  should  be  submitted  to  the  Protocol 
Office  of  the  Department  of  State  on  the  form  entitled  "Customs  Clearance  of 
Merchandise  Intended  for  Foreign  Personnel  Entitled  to  Special  Privileges  and 
Exemptions"  (Form  DS-1504),  supplied  by  the  Department  of  State.  The  request 
should  contain  a  description  of  the  merchandise;  the  number  of  cases  or  con- 
tainers comprising  the  shipment ;  the  consignee ;  the  carrier ;  a  bill  of  lading 
or  airway  bill  number  and  a  manifest  or  immediate  transportation  number,  if 
applicable,  or  mail  entry  number,  and  the  purpose  for  which  the  merchandise 
is  intended. 

Requests  for  the  extension  of  customs  courtesies  to  persons  arriving  in  the 
United  States  should  be  submitted  by  diplomatic  note  to  the  Department  of 
State. 

///.  Exemption  From  Internal  Taxation 

A.    REAL   PROPERTY   TAXES 

1.  By  Public  Law  846,  77th  Congress,  approved  December  24.  1942,  property 
in  the  District  of  Columbia  owned  by  foreign  governments  and  used  for  official 
chancery  purposes  or  as  the  residence  of  the  Chief  of  Diplomatic  Mission  is 
exempt  from  general  taxes  and  .special  taxes  or  assessments.  The  payment  of 
water  rent  is  required  in  all  cases,  as  this  is  not  regarded  as  a  tax  but  the  sale 


^  Who  enjoy  continuing  free  importation  privileges. 
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of  a  commodity.  The  property  must  actually  be  put  in  use  as  a  diplomatic 
building  in  order  to  gain  the  exemption  and  not  merely  held  as  a  vacant  lot. 
Real  property  in  the  District  of  Columbia  is  assessed  on  July  1  of  each  fiscal 
year,  and  taxes  which  have  been  assessed  on  that  date  cannot  be  remitted  for 
any  portion  of  the  fiscal  year.  Accordingly,  before  purchasing  any  property  in 
the  District  of  Columbia,  arrangements  should  be  made  by  the  embassy  or  lega- 
tion with  the  seller  of  the  property  for  the  payment  of  taxes,  since  no  exemption 
or  remittance  may  be  made  on  taxes  due  for  the  fiscal  year  ending  on  the  fol- 
lowing June  30  even  though  such  property  is  used  for  embassy  or  legation 
purposes.  Pertinent  provisions  of  treaties  ^  in  force  between  the  United  States 
and  other  countries  are.  of  course,  applicable  with  regard  to  exemption  from 
real  estate  taxation  in  the  District  of  Columbia. 

2.  The  taxation  of  real  property  owned  by  foreign  governments  and  used  for 
consular  purposes  in  the  various  states  is  a  local  matter,  and  each  case  requires 
separate  consideration.  Some  localities  may  accord  exemption  to  property  owned 
by  a  foreign  government  on  the  basis  of  reciprocity,  while  others  accord  exemp- 
tion only  on  the  basis  of  specific  treaty  provisions  to  that  effect.  The  Vienna 
Convention  on  Consular  Relations,  which  entered  into  force  for  the  United 
States  December  24, 1969.  provides  in  Article  32  as  follows  : 

"Exemption  from  taxation  of  consular  premises 

1.  Consular  premises  and  the  residence  of  the  career  head  of  consular  post 
of  which  the  sending  State  or  any  person  acting  on  its  behalf  is  the  owner  or 
lessee  shall  be  exempt  from  all  national,  regional  or  municipal  dues  and  taxes 
whatsoever,  other  than  such  as  represent  payment  for  specific  services  rendered. 

2.  The  exemption  from  taxation  referred  to  in  paragraph  1  of  this  Article 
shall  not  apply  to  such  dues  and  taxes  if,  under  the  law  of  the  receiving  State, 
they  are  payable  by  the  person  who  contracted  with  the  sending  State  or  with 
the  person  acting  on  its  behalf." 

The  personally-owned  real  property  of  a  foreign  diplomatic  or  consular  ofiicer 
or  employee,  whether  used  for  official  purposes  or  for  residence,  would  not  be 
exempt  from  taxation,  nor  would  a  house  rented  by  these  officials  be  exempt,  since 
the  tax  on  real  property  is  imposed  on  the  owner  of  the  property  and  not  upon 
the  tenant. 

B.    PERSONAL   PROPERTY    TAXES 

1.  At  the  present  time  the  only  personal  property  tax  in  the  District  of  Co- 
lumbia is  that  which  is  levied  upon  individuals  or  firms  engaged  in  business.  There 
is  no  tax  as.sessed  against  the  personal  or  household  effects  of  the  ordinary 
householder.  However,  should  a  property  owner  rent  out  furnished  premises, 
he  would  be  liable  for  the  furnishings  thereof,  since  this  would  constitute  being 
"engaged  in  business"  within  the  scope  of  the  present  District  of  Columbia 
Revenue  Act.  Should  a  diplomatic  officer  or  employee  lease  furnished  premises 
to  another  individual,  he  would  be  subject  to  the  tax  on  the  furnishings  of 
the  leased  property,  since  it  is  the  view  of  the  District  of  Columlna  Government 
that  exemption  from  taxation  ceases  when  the  privileged  individual  engages 
in  business. 

2.  The  revenue  laws  of  the  State  of  Maryland  regarding  personal  property 
taxes  appear  to  be  approximately  the  same  in  effect  as  those  in  the  District  of 
Columbia,  i.e.,  no  tax  is  due  on  ordinary  personal  and  household  effects  unless 
the  owner  thereof  is  engaged  in  business  which  requires  the  use  of  certain 
personal  property.  Should  a  member  of  the  diplomatic  mission  be  engaged  in 
an  outside  business  venture,  he  would  not  be  exempt  from  the  payment  of  the 
tax  levied  on  the  personal  property. 

3.  The  Department  of  Taxation  of  the  State  of  Virginia  is  inclined  to  take 
the  view  that  foreign  diplomatic  officers  and  alien  nondiplomatic  members  of  the 
foreign  embassies  and  legations  are  entitled  to  exemption  from  the  State  and 
local  taxes  on  personal  property,  despite  the  absence  of  a  specific  statutory 
exemption.  In  Virginia  at  the  present  time  the  personal  property  tax  is  levied 
only  on  automobiles,  boats,  and  trailers,  and  exemption  therefrom  extends  to 
the  cited  personnel. 


*  Vienna  Convention  on  Diplomatic  Relations  entered  Into  force  for  U.S.  December  13, 
1972. 
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C.    FEDERAL   EXCISE    TAXES 

Revenue  Ruling  296.  dated  December  21,  1953,  of  the  Internal  Revenue  Service, 
which  sets  forth  the  exemptions  from  Federal  excise  taxes  accorded  diplomatic, 
consular,  and  other  officials  and  agencies  of  foreign  governments,  remains  in 
effect.  The  Ruling,  with  pertinent  changes  applied,  reads  : 

Ambassadors,  ministers,  and  other  duly  accredited  diplomatic  representatives 
of  foreign  governments,  together  with  the  members  of  their  families  living  with 
them,  and  members  of  their  households,  including  attaches,  secretaries,  and  clerks 
(but  not  servants),  who  are  not  citizens  of  the  United  States,  nor  permanent  resi- 
dents of  the  United  States  in  an  immigrant  status,  and  who  are  nationals  of  the 
country  of  the  diplomatic  mission  where  employed,  (1)  are  not  required  to  pay 
Federal  excise  taxes,  the  legal  incidence  of  which  w^ould  otherwise  fall  upon  them, 
and  (2)  if  any  such  person  purchases  from  the  manufacturer  thereof  an  article 
otherwise  subject  to  a  Federal  excise  tax  on  sales  by  manufacturers,  the  transac- 
tion will  not  be  taxed.  (Federal  retailers'  excise  tax  was  repealed  (except  on 
diesel  fuel )  July  1, 1965. ) 

The  first  classification,  that  is.  Federal  excise  taxes  the  legal  incidence  of  which 
would  otherwise  fall  upon  the  diplomatic  representatives,  includes  :  The  tax  with 
respect  to  telephone  facilities ;  and  the  documentary  stamp  taxes  relating  to  cer- 
tain foreign  insurance  policies.  (The  other  taxes  previously  included  in  this 
Revenue  Ruling  have  since  been  repealed. ) 

The  second  classification  includes  the  manufacturers'  excise  taxes  and  the  tax 
on  the  sale  or  use  of  diesel  fuel.  (The  Federal  excise  tax  levied  on  gasoline  is  one 
of  the  manufacturers'  excise  taxes. ) 

Consular  officers  of  foreign  governments,  and  other  officers  (other  than 
diplomatic  representatives),  as  well  as  agencies  and  commissions  of  foreign 
governments  (this  terminology  includes  embassies  and  consular  offices,  per  se) 
are  not  required  to  pay  Federal  Excise  taxes  the  legal  incidence  of  which  would 
otherwise  fall  upon  them  (the  first  classification  above),  in  respect  of  transactions 
arising  in  the  performance  of  their  official  functions  for  which  payment  is  made 
by  the  foreign  government.  However,  it  is  to  be  noted  that  the  privileges  of  this 
group  do  not  extend  to  the  manufacturers'  and  diesel  fuel  excise  taxes  (the  second 
classification  above). 

The  foregoing  privileges  are  not  dependent  upon  treaty  provisions  and  apply 
irrespective  of  whether  there  is  a  treaty  in  force  between  the  United  States  and 
the  foreign  government  relative  to  its  consular  officers  or  other  officers,  agencies, 
or  commissions. 

There  are  in  force  a  number  of  treaties  between  the  United  States  and  foreign 
governments  which  confer  tax  exemptions  upon  consular  officers.  In  general, 
consular  officers  are  exempted  by  those  treaties  from  Federal  excise  taxes,  the 
legal  incidence  of  which  would  otherwise  fall  upon  them  (the  first  classification 
above),  without  regard  to  whether  the  transaction  is  official  or  personal,  but 
subject  to  the  conditions  that  the  consular  officers  are  not  citizens  of  the  United 
States  and  are  not  engaged  in  professional  business,  trade,  manufacture,  or  com- 
merce within  the  United  States.  It  is  to  be  noted  that  under  the  privileges 
specified  in  the  preceding  paragraphs,  consular  officers  are  not  required  to  pay 
the  excise  taxes  included  in  the  first  classification  above  in  respect  of  official 
transactions,  regardless  of  their  citizenship  or  their  professional  or  business 
activities,  whereas,  by  virtue  of  the  treaty  exemptions,  certain  consular  officers 
who  comply  with  the  conditions  as  to  citizenship  and  as  to  professional  or  busi- 
ness activities  are,  unless  otherwise  hereinafter  noted,  also  exempt  in  respect  of 
personal  transactions  from  the  excise  taxes  included  in  the  first  classification 
above.  (End  of  revenue  ruling) 

Manufacturers'  excise  taxes  are  impo.sed  on  sales  by  the  manufacturer  of  many 
articles,  including  firearms,  tires  and  tubes,  ga.soline  and  lubricating  oil,  and 
fishing  equipment. 

In  order  to  obtain  exemption  from  the  Federal  manufacturers'  excise  tax, 
the  purcha.se  mu?t  be  made  from  the  manufacturer  or  a  factory  branch  and  not 
from  a  retail  dealer.  If  a  purchase  is  made  from  a  retail  dealer,  no  request  for 
a  refund  of  the  tax  paid  will  be  entertained  by  the  United  States  Internal 
Revenue  Service. 

It  will  be  noted  from  the  foregoing  that  only  personnel  of  the  diplomatic 
missions  are  entitled  to  exemption  from  the  Federal  manufacturers'  tax.  The 
granting  of  this  indirect  tax  exemption  privilege  to  such  personnel  is  not  based 
on  either  United  States  or  international  law,  but  is  accorded  by  the  United  States 
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Government  as  an  act  of  international  courtesy.  Consular  oflBcers  are  not  so 
entitled  even  under  treaty  provisions,  since  it  has  been  held  by  the  United  States 
Department  of  the  Treasury  that  tax  exemption  provisions  in  treaties  apply 
only  where  the  incidence  of  the  tax  falls  directly  upon  the  consular  officer  and 
does  not  apply  where  the  tax  is  on  a  third  person  and  is  merely  passed  on  to  the 
consular  official. 

The  tax  on  diesel  fuel  for  use  in  diesel-powered  highway  vehicles  is  a  retailers' 
excise  tax.  Only  personnel  of  the  diplomatic  missions  are  entitled  to  exemption 
from  the  indirect  diesel  fuel  excise  tax,  as  in  the  case  of  the  manufacturers' 
excise  tax  discussed  in  the  preceding  paragraph.  In  this  connection,  it  should  be 
pointed  out  that  the  blue  District  of  Columbia  sales  tax  exemption  card  may  be 
used  as  evidence  of  exemption  of  the  person  whose  photograph  and  signature 
appear  thereon  from  the  Federal  excise  taxes  as  well  as  the  District  of  Columbia 
sales  and  use  tax.  This  card  is,  however,  valid  only  in  the  District  of  Columbia, 
since  it  is  primarily  issued  for  the  purpose  of  gaining  exemption  from  the  District 
of  Columbia  sales  and  use  tax.  Where  purchases  subject  to  Federal  excise  tax 
are  made  in  cities  other  than  Washington,  D.C.,  the  diplomatic  identification 
card,  or  other  proof  of  diplomatic  officer  or  employee  status,  should  be  furnished, 
in  conjunction  with  citation  of  Revenue  Ruling  296. 

D.  SALES  TAXES 

There  is  no  Federal  sales  tax,  although  many  of  the  States  and  cities  in  the 
United  States  impose  a  tax  on  the  retail  and/or  wholesale  sale  of  commodities 
and  services. 

Section  704  of  the  District  of  Columbia  Sales  and  Use  Tax  regulations  reads 
as  follows : 

"Where  the  purchaser  of  tangible  personal  property  is  a  member  of  a  foreign 
diplomatic  corps  and  personally  presents  an  identification  card  issued  to  such 
purchaser  by  the  State  Department  exempting  such  person  from  excise  taxes, 
such  card  shall  be  authority  for  the  vendor  not  to  add  reimbursement  for  the 
sales  tax  to  the  sales  price  of  the  property.  However,  the  vendor  must  show  on 
the  record  of  each  sale,  the  name  of  the  purchaser,  the  date  of  sale,  the  amount 
thereof,  and  the  State  Department  identification  card  number." 

District  of  Columbia  sales  tax  exemption  cards  are  issued  at  the  request  of 
the  diplomatic  mission  to  all  diplomatic  officers  and  employees  of  diplomatic 
missions  (excepting  servants),  who  are  not  engaged  in  any  other  occupation 
for  gain  in  the  United  States,  are  not  citizens  or  permanent  residents  of  the 
United  States,  and  who  are  nationals  of  the  diplomatic  mission  where  employed. 
In  order  for  this  card  to  be  valid  for  the  purposes  for  which  it  is  issued,  it  is 
necessary  that  it  bear  a  personal  photograph  of  the  recipient,  and  be  counter- 
signed with  his  personal  signature.  These  cards  are  not  transferable  and  may 
only  be  used  by  the  person  whose  signature  and  photograph  appear  thereon.  Such 
cards  may  not  be  photostated  or  otherwise  reproduced  for  any  purpose.  Cards 
should  be  returned  immediately  to  the  Department  of  State  upon  the  termination 
of  the  services  of  all  individuals  holding  them. 

These  cards  are  also  issued  to  the  diplomatic  officer  personnel  of  the  foreign 
delegations  to  the  Organization  of  American  States. 

In  order  to  obtain  exemption  from  the  District  of  Columbia  Sales  and  Use  Tax 
on  electricity,  gas,  and  telephone  charges,  it  is  necessary  to  file  with  the  Potomac 
Electric  Power  Company,  the  Washington  Gas  Light  Company,  and  the  Chesa- 
peake and  Potomac  Telephone  Company  an  "Application  for  Specific  Exemption" 
citing  thereon  the  number  of  the  tax  exemption  cards.  These  applications  may 
be  obtained  from  the  companies.  The  filing  of  such  forms  will  eliminate  the 
inclusion  of  the  tax  on  the  bill. 

Foreign  government  agencies  are  exempted  from  the  payment  of  the  District 
of  Columbia  Sales  and  Use  Tax  in  connection  with  the  purchase  of  official  sup- 
plies. Applications  for  certificates  of  exemption  to  be  issued  to  such  agencies 
should  be  forwarded  by  the  diplomatic  missions  to  the  Protocol  Staff  of  the 
Department  of  State,  together  with  a  statement  concerning  the  basis  on  which 
the  agencies  are  considered  to  be  integral  parts  of  the  foreign  governments.  The 
embassies,  per  se,  are  also  issued  exemption  certificates. 

International  organizations  are  entitled  to  exemption  from  the  payment  of 
the  District  of  Columbia  Sales  and  Use  Tax  on  the  purchase  of  official  supplies. 

The  State  of  Maryland  imposes  a  Sales  and  Use  Tax  on  commodities  and 
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services.  The  following  exemption  provision  is  applicable  to  foreign  consular  per- 
sonnel, as  well  as  to  diplomatic  personnel  covered  by  treaties '  in  force  between 
the  United  States  and  certain  foreign  countries  : 

"(f. )  Sales  which  are  not  within  the  taxing  power  of  this  State  under  the 
Constitution  of  the  United  States." 

Foreign  diplomatic  officers  of  countries  with  which  there  is  no  treaty  in  force 
are  exempt  from  the  Maryland  State  sales  and  use  tax  under  international 
courtesy  usage.  Letters  of  exemption  are  issued  to  all  privileged  personnel  cited, 
regardless  of  absence  of  residence  in  the  State  of  Maryland.  The  purchaser  must 
exhibit  such  letter  to  his  vendor  or  furnish  such  vendor  with  a  copy  thereof.  The 
Maryland  State  Sales  and  Use  Tax  is  directly  levied  on  the  purchaser. 

New  York  State  Sales  Tax  exemption  cards  are  issued  to  foreign  diplomatic 
■officers  upon  application  made  on  the  letterhead  of  the  embassy  or  legation  by 
the  proper  official,  stating  the  following  as  to  each  individual  for  whom  applica- 
tion is  made:  (1)  that  he  is  properly  accredited  to  this  country  ;  (2)  that  he  is 
the  holder  of  a  Department  of  State  "Exemption  Card,"  giving  the  number  of 
such  card ;  and  (3)  name  of  spouse  if  such  additional  card  is  requested.  Applica- 
tion should  be  addressed  to  the  New  York  State  Sales  Tax  Bureau,  State  Campus, 
Albany,  New  York  12226.  (Cards  may  be  obtained  through  the  Protocol  Office  of 
the  Department  of  State,  if  desired).  The  card,  which  grants  exemption  from 
New  York  motor  fuel  tax  as  well  as  State  Sales  and  User  Tax,  must  be  used  in 
conjunction  with  the  filing  of  a  certificate  (ST-126),  obtainal)le  from  the  vendor 
at  time  of  purchase.  New  York  State  regulations  provide  that  foreign  consular 
personnel  and  other  foreign  government  officials  will  be  issued  exemption  cards 
on  a  treaty  basis  only. 

No  exemption  cards  are  issued  to  embassies  and  legations  as  such.  They,  as  well 
as  consular  offices,  are  to  file  as  exempt  organizations  on  Form  121.1.  which  may 
be  obtained  from  the  State  Sales  Tax  Bureau,  and  are  issued  Exempt  Organiza- 
tion Certificates. 

The  State  of  Virginia  in  September  1966  put  into  force  a  Retail  Sales  Tax,  the 
legal  incidence  of  which  falls  upon  the  merchants  or  other  vendors  making  sales. 
Exemption  from  the  tax  is.  therefore,  not  provided  by  treaty.  However,  under 
international  courtesy  the  State  accords  exemption  to  foreign  diplomatic  officers 
who  reside  in  the  State  of  Virginia.  Employees  of  the  diplomatic  missions  are  not 
granted  th«^  exemption. 

The  State  Sales  Tax  in  California  is  imposed  upon  the  retailer  and  exemption 
is  not  accorded  foreign  diplomatic  and  consular  personnel.  The  State  Use  Tax, 
however,  falls  directly  on  the  individual  concerned,  and  exemption  is  provided 
on  a  treaty  basis. 

In  other  States  of  the  Union,  the  principle  is  the  same — exemption  from  those 
taxes  which  fall  directly  on  the  purchaser  is  granted  on  a  treaty  basis. 

E.     INCOME    TAXES 

The  provision  regarding  exemption  from  Federal  income  tax  for  alien  em- 
ployees of  foreign  governments  and  public  international  organizations  is  set  forth 
below : 

TJ.S.  Internal  Revenue  Code  of  1954 

Section  893— Compensation  of  Employees  of  Foreign  Governments  or  Interna- 
tional Organizations. 

(a)  Rule  for  Exclusion. — Wages,  fees,  or  salary  of  any  employee  of  a  foreign 
government  or  of  an  international  organization  (including  a  consular  or  other 
officer,  or  a  nondiplomatic  representative),  received  as  compensation  for  official 
services  to  such  government  or  international  organization  shall  not  be  included 
in  gross  income  and  shall  be  exempt  from  taxation  under  this  subtitle  if— 

(1)  such  employee  is  not  a  citizen  of  the  United  States,  *  *  ♦  ;  and 

(2)  in  the  case  of  an  employee  of  a  foreign  government,  the  services  are  of  a 
character  similar  to  those  performed  by  employees  of  the  Government  of  the 
United  States  in  foreign  countries ;  and 

(3)  in  the  case  of  an  employee  of  a  foreign  government,  the  foreign  government 
grants  an  equivalent  exemption  to  employees  of  the  Government  of  the  United 
States  performing  similar  services  in  such  foreign  country. 


3  Exemption  from  the  Mar.vland  "direct"  Sales  and  Use  Tax  accorded  on  basis  of  pro- 
visions of  Vienna  Convention  on  Diplomatic  Relations. 
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Aliens  who  have  been  admitted  into  the  United  States  as  permanent  residents 
and  who  have  filed  a  waiver  of  all  rights,  privileges,  exemptions,  and  immun- 
ities under  section  247(b)  of  the  Immigration  and  Nationality  Act  are  not 
entitled  to  the  above  exemption  from  income  tax  unless  their  right  to  tax 
exemption  is  derived  from  a  treaty  or  an  agreement  which  is  not  dependent 
upon  the  provisions  of  the  internal  revenue  laws.  Section  247(b)  reads  as 
follows : 

"(b)  The  adjustment  of  status  required  by  subsection  (a)  (of  section  247  of 
the  Immigration  and  Nationality  Act)  shall  not  be  applicable  in  the  case  of 
any  alien  who  requests  that  he  be  permitted  to  retain  his  status  as  an  immi- 
grant and  who,  in  such  form  as  the  Attorney  General  may  require,  executes 
and  files  with  the  Attorney  General  a  written  waiver  of  all  rights,  privileges, 
exemptions,  and  immunities  under  any  law  or  any  executive  order  which  would 
otherwise  accrue  to  him  because  of  the  acquisition  of  an  occupational  status 
entitling  him  to  a  nonimmigrant  status  under  paragraph  (15)  (A),  (15)  (E), 
or  (15)  (G)  of  section  101(a)." 

The  Department  takes  this  opportunity  to  emphasize  that  the  exemption 
provided  for  in  the  afore-mentioned  section  of  the  Internal  Revenue  Code  is 
only  applicable  to  "wages,  fees,  or  salary  *  *  *  received  as  compensation  for 
oflBcial  services."  Accordingly,  any  compensation  received  by  alien  oflicials,  in- 
cluding diplomatic  ofiicers,  from  other  sources  for  services  performed  in  the 
United  States  or  from  investments  in  this  country  is  taxable.  Departing  aliens 
are  required  by  law  to  appear  in  person  before  a  Director  of  Internal  Revenue, 
or  if  in  the  New  York  area,  before  the  Alien  Income  Tax  Branch  of  the  Internal 
Revenue  Service,  to  obtain  certificates  that  they  have  complied  with  all  the 
obligations  imposed  upon  them  by  the  income  tax  laws.  The  only  exception  to 
this  requirement  concerns  aliens  holding  diplomatic  passports,  who  are  j>eT- 
mitted  to  leave  the  United  States  without  the  necessity  of  first  obtaining  such 
certificates. 

In  order  for  foreign  government  officials  not  holding  diplomatic  passports 
to  obtain  a  certificate  of  compliance,  it  is  necessary  that  the  diplomatic  mission 
advise  the  Protocol  Staff  of  the  Department  of  State  of  the  date  the  foreign 
government  official  is  leaving  the  United  States,  the  city  at  which  he  wishes 
to  obtain  the  certificate,  and  the  conditions  under  which  he  was  compensated 
while  serving  in  the  United  States.  The  Department  will  request  the  Internal 
Revenue  Service  to  exempt  all  bona  fide  foreign  government  officials  from 
the  payment  of  the  United  States  income  tax  in  connection  with  the  comi)en- 
sation  received  from  the  foreign  government  and  to  issue  a  certificate  of  com- 
pliance, usually  referred  to  as  a  "sailing  permit".  Where  comi)ensation  has  been 
r€K;eived  from  sources  other  than  the  foreign  government  for  services  performed 
in  the  United  States  or  from  investments  in  this  country,  the  requisite  tax  on 
that  portion  of  the  remuneration  must  be  paid  before  the  sailing  permit  can 
be  issued. 

All  adult  members  of  families  of  foreign  government  officials  must  also  appear 
in  person  with  their  passports.  If  the  passport  indicates,  for  example,  that  a 
person  is  the  wife  of  a  foreign  government  official  or  employee,  the  Internal 
Revenue  Service  will  ask  the  routine  question  as  to  whether  or  not  she  has  had 
any  earnings  from  private  sources  in  the  United  States  and.  if  the  answer  is 
in  the  negative,  will  issue  a  certificate  of  compliance  without  further  assurance 
from  the  Embassy  or  from  the  Department  of  State. 

It  is  pertinent  to  mention  that  not  all  organizations  of  foreign  governments 
are  considered  by  the  Internal  Revenue  Service  to  meet  the  requirements  i)erti- 
nent  to  exemption  from  Federal  income  tax  as  integral  agencies  of  foreign 
governments. 

The  test  to  be  applied  in  the  determination  of  qualifications  of  a  given  organ- 
ization under  section  892  of  the  Internal  Revenue  Code  (income  of  foreign 
governments)  is  as  follows: 

"Revenue  Ruling  66-73  ...  an  organization  separate  in  form  and  wholly 
owned  by  a  foreign  government,  and  no  part  of  the  net  earnings  of  which 
inures  to  the  benefit  of  any  private  shareholder  or  individual,  regardless  of 
where  organized  and  whether  with  stock  outstanding,  is  exempt  under  section 
892  of  the  Code,  provided  it  does  not  con.stitute  a  corporation  as  that  term 
is  generally  understood  in  the  United  States  and  as  explained  in  the  following 
paragraph. 
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"Whether  an  organization  constitutes  a  corporation  as  contemplated  by  this 
rule  will  depend  directly  upon  its  purposes,  functions,  and  activities.  Where  its 
purposes,  functions,  and  activities,  taken  as  a  whole,  customarily  are  attributable 
to  and  carried  on  by  private  enterprise  for  profit  in  this  country,  it  will  be 
deemed  to  constitute  a  corporation  separate  from  its  owner  even  though  in 
some  instances  governments  also  are  engaged  in  the  same  or  a  similar  activity 
in  the  United  States.  On  the  other  hand,  where  the  organization  does  not 
have  purposes,  functions,  and  activities  of  the  type  which  are  cu.stomarily 
attributable  to  and  carried  on  by  private  enterprise  for  profit  in  this  country, 
or,  to  the  extent  it  has  such  purposes,  functions,  and  activities,  taken  as  a 
whole  they  are  so  circumscribed  and  limited  that  the  organization  does  not  in 
fact  substantially  resemble  such  a  private  enterprise,  it  will  not  be  deemed  to 
constitute  a  corporation  separate  from  its  owner,  and  hence  will  be  entitled 
to  the  benefits  granted  by  section  892  of  the  Code." 

The  State  of  Virginia  does  not  expressly  provide  any  exemption  from  the  state 
income  tax  for  compensation  received  by  aliens  from  a  foreign  government.  How- 
ever, on  the  basis  of  international  courtesy,  the  Virginia  Department  of  Taxation 
has  decided  to  exempt  such  compensation  when  received  by  alien  oflScers  and  em- 
ployees attached  to  the  diplomatic  missions  in  Washington  who  r'eside  in  Virginia. 
Other  foreign  government  employees,  not  having  diplomatic  immunity,  are  ap- 
parently not  being  accorded  exemption  from  the  state  income  tax  unless  there  is 
in  force  a  treaty  provision  expressly  providing  therefor. 

W^ith  regard  to  the  Maryland  state  income  tax,  the  rule  appears  to  be  very 
similar  to  that  applied  in  Virginia. 

F.    SOCIAL   SECURITY   TAXES 

Alien  employees  of  a  foreign  government  or  of  a  foreign  government  instrumen- 
tality are  not  entitled  to  benefits  of  either  old-age  survivors  insurance  or  unem- 
ployment compensation  if  their  compensation  is  derived  from  the  funds  of  a  for- 
eign government.  American  employees  of  foreign  governments  are  required  to 
participate  in  the  United  States  social  security  system  as  self-employed  persons, 
filing  their  own  returns  and  paying  three-fourths,  r'ather  than  one-half,  of  the  tax. 

American  or  alien  employes  of  a  diplomatic,  consular,  or  other  foreign  govern- 
ment official,  who  are  paid  from  the  personal  funds  of  such  foreign  government 
oflScial  are  entitled  to  the  benefits  of  both  unemployment  compensation  and  old- 
age  survivors  insurance. 

G.    ESTATE   AND   INHERITANCE    TAXES 

The  Federal  Estate  Tax. — Upon  the  death  of  a  foreign  diplomatic  representative 
duly  accredited  to  the  United  States,  who  at  that  time  was  neither  domiciled  in 
nor  a  citizen  of  the  United  States,  the  Federal  estate  tax  is  not  applied  to  personal 
property  used  by  him  in  the  conduct  of  his  official  mission  and  reasonably  required 
for  that  purpose.  This  exemption,  however,  does  not  extend  to  personal  property 
not  so  used  (such  as  bonds,  shares  of  corporate  stock  and  other'  investment  prop- 
erty) or  to  real  property  situated  in  the  United  States,  nor  does  it  extend  to  the 
estates  of  decea.sed  consular  officers. 

The  District  of  Columhia  Inheritance  Tax. — Tlie  District  of  Columbia  holds  that 
there  can  be  no  exemption  from  payment  of  the  local  inheritance  tax  in  view  of 
the  fact  that  this  type  of  tax  is  levied  upon  the  beneficiary  of  the  estate  of  the  de- 
ceased diplomat  and  not  upon  the  diplomat  himself  or  his  estate. 

H.    AUTOMOBILE   LICENSE   PLATES 

In  the  District  of  Columbia  diplomatic  officers  are  granted  diplomatic  license 
plates  without  the  payment  of  any  taxes  or  fees.  The  State  of  Maryland  does  not 
issue  DPL  plates,  but  the  District  of  Columbia  Government  will  issue  D.C.  DPL 
plates  to  diplomatic  officers  residing  in  Maryland  who  may  give  the  address  of  the 
Embassy  when  applying  foi"  license  plates.  In  the  District  of  Columbia  govern- 
ment-owned cars  for  the  use  of  diplomatic  missions  are  entitled  to  free  DPL  plates. 

The  non-diplomatic  personnel  of  the  embassies  and  legations  residing  in  Wash- 
ington must  obtain  and  pay  for  D.C.  license  plates  with  the  exception  of  those 
countries  with  which  the  United  States  has  treaties  exempting  such  personnel 
from  the  payment  of  taxes  and  fes  in  connection  with  the  use  of  a  personally- 
owned  automobile.  The  non-diplomatic  staff  of  the  diplomatic  missions  residing  in 
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Maryland  must  secure  Maryland  license  plates.  These  plates  will  be  issued  free  of 
charge  upon  first  obtaining  a  certificate  of  status  from  the  Protocol  Staff  of  the 
Department  of  State,  addressed  to  the  Maryland  Bureau  of  Motor  Vehicles. 

iNon-diplomatic  personnel  attached  to  the  diplomatic  missions,  who  reside  in 
Virginia,  should  obtain  and  pay  tot  Virginia  license  plates,  unless  exempted  there- 
from by  treaty  provision,  in  which  case  the  Department  of  State  will  request 
exemption  of  the  appropriate  authorities  of  the  State  of  Virginia. 

It  is  the  practice  of  some  of  the  states  to  grant  exemption  from  charges  for 
registration  and  license  plates  to  consular  oflScers  on  the  basis  of  reciprocity.  In- 
formation concerning  all  of  the  states  is  not  available.  However,  the  pertinent 
provisions  of  the  New  York  and  California  traflSc  laws  are  set  forth  below. 

New  York 

Paragraph  b  of  subdivision  6  of  Section  11  of  the  Vehicle  and  Traffic  Law 
provides  that  payment  of  registration  fees  shall  not  apply  to 

"*  *  *  motor  vehicles  owned  by  professional  foreign  consuls-general,  consuls 
and  vice  consuls,  who  are  nationals  of  the  state  appointing  them  and  who  are 
assigned  to  foreign  consulates  in  the  State  of  New  York,  provided  that  American 
professional  consular  officers  of  equal  rank  who  are  citizens  of  the  United  States 
and  who  exercise  their  official  functions  at  American  consulates  in  such  foreign 
country,  are  granted  reciprocal  exemption,  *  *  *". 

California 

Section  9100  of  the  State  Vehicle  Code  of  1965  reads  : 

"The  fees  specified  in  this  code  except  fees  for  duplicate  license  plates,  certifi- 
cates or  cards  need  not  be  paid  for  any  vehicle  of  a  type  subject  to  registration 
under  this  code  owned  by  any  foreign  government  or  by  a  consul  or  other  official 
representative  thereof  duly  recognized  by  the  United  States  Department  of 
State,  such  exemption  to  be  effective  upon  application  for  recognition  made  to 
the  Department  of  State." 

Driving  permits 

Diplomatic  officers  of  the  embassies  and  legations  may  obtain  free  driving 
permits  stamped  "diplomatic"  in  the  District  of  Columbia.  Non-diplomatic  per- 
sonnel attached  to  the  diplomatic  missions  obtain  regular  permits  and  pay  the 
same  fee  as  do  American  citizens.  Since  there  is  no  provision  in  Maryland  for 
the  issuance  of  diplomatic  driving  permits,  it  is  suggested  that  diplomatic 
officers  residing  in  Maryland  obtain  District  of  Columbia  diplomatic  driving 
licenses.  The  non-diplomatic  personnel  should  obtain  ordinary  Maryland  driving 
licenses. 

Miscellaneous 

There  is  no  Federal  installation  or  licensing  tax  levied  on  radio  or  television 
receiving  api>artus  in  the  United  States. 

By  an  order  dated  July  8, 1921,  the  Collector  of  Taxes  of  the  District  of  Columbia 
was  authorized  to  issue  dog  licenses  without  charge  to  foreign  diplomatic  officers. 
This  privilege  is  also  extended  to  the  alien  non-diplomatic  personnel  of  the 
embassies.  In  both  instances  the  applications  for  dog  licenses  are  stamped  appro- 
priately by  the  Department  of  State's  Protocol  Office. 

Hunting  and  fishing  licenses 

The  District  of  Columbia  issues  no  hunting  or  fishing  licenses.  When  fishing 
on  the  banks  of  the  Potomac  River,  persons  must  obtain  permission  from  the 
State  concerned.  The  laws  of  the  State  of  Maryland  make  no  provision  for 
exemption  from  the  State  fees  for  hunting  and  fishing  licenses  issued  to  diplomatic 
or  other  foreign  government  officials.  However,  in  Virginia  if  an  Amliassador 
or  other  responsible  official,  certifies  to  the  Commission  of  Game  and  Inland 
Fisheries  at  Richmond  that  the  person  desiring  a  license  has  diplomatic  immu- 
nity an  actual  license  need  not  be  obtained.  The  Commission  feels  that  a  letter 
should  be  obtained  from  its  office  by  the  applicant  when  there  is  sufficient  time, 
to  the  effect  that  an  actual  license  is  not  necessary.  Hunting  licenses  must  be 
obtained  in  New  York  and  Pennsylvania  and  fees  must  be  paid  by  diplomatic 
personnel. 

Firearms 

The  Gun  Control  Act  of  1968  restricts  the  importation  or  transport  of  firearms 
or  ammunition  by  any  persons  except  those  specifically  licensed  for  this  pur- 
pose. However,  Chiefs  of  diplomatic  missions  and  all  diplomatic  officers  are 
exempt  from  the  provisions  of  the  Act  insofar  as  it  relates  to  the  importation 
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and  transport  of  firearms  or  ammunition  for  their  i)ersonal  use  only.  The  District 
of  Columbia  requires  that  firearms  be  registered  and  a  fee  not  to  exceed  $2.00 
is  charged  from  which  no  exemption  is  granted.  Firearms  ma.v  be  purchased  in 
the  United  States  and  local  hiw  prevails.  In  the  District  of  Columbia  the  applica- 
tion for  the  purchase  must  be  forwarded  by  the  seller  to  the  Police  Department 
for  approval.  The  Ambassador  of  the  country  concerned  is  informed  when  the 
purchaser  is  a  foreign  diplomatic  officer  or  employee. 
Updated  September,  1974. 

Appendix  18 

Newspaper  Editorials  on  Surveillance  Procedures 

[Washington  Post  editorial,  Nov.  17,  1975] 

Ending    Unwabranted    Surveillance 

The  concept  of  national  security  surveillance  has  been  distorted  and  discredited 
recently,  thanks  to  the  plumbers,  the  Cointel  program,  illegal  mail  openings  and 
other  operations  so  offensive  to  the  Bill  of  Rights.  The  Church  committee's  open 
hearings  on  Cointel  this  week  should  provide  more  chilling  examples  of  gross 
abuses  of  official  power.  But  understanding  what  went  wrong  is  just  the  start. 
The  next  step  is  to  rehabilitate  the  concept  of  national  security— not  to  find 
new  rationales  for  snooping  on  domestic  dissidents,  but  rather  to  define  what 
kinds  of  surveillance  should  be  permitted,  and  under  what  controls,  in  cases 
involving  foreign  agents  and  intelligence  vital  to  foreign  policy  and  national  de- 
fense. Those  are  the  areas  in  which  the  real  interests  of  national  security  are 
found — and  in  which  regulation  is  most  difficult. 

One  group  now  wrestling  with  the  subject  is  a  House  Judiciary  subcommittee 
chaired  by  Rep.  Robert  W.  Kastenmeier  (D-Wis.).  The  panel  is  considering  a 
bill,  sponsored  by  Rep.  Charles  A.  Mosher  (R-Ohio)  and  Sen.  Charles  McC. 
Mathias  Jr.  (R-Md.),  which  would  require  federal  agents  to  get  search  war- 
rants for  all  electronic  surveillance,  breaking  and  entering,  mail  covers  and  open- 
ing of  mail,  and  inspection  of  bank,  telephone  and  other  commercial  records. 
The  warrant  requirement  could  only  be  waived  in  cases  of  hot  pursuit,  when  ser- 
ving an  arrest  warrant,  or  when  the  subject  of  the  surveillance  had  given  con- 
sent. The  bill  (H.R.  214)  would  also  impose  strict  rules  for  record-keeping  and 
reports  to  Congress,  and  would  make  federal  agents  personally  liable  for  illegal 
operations. 

The  principles  underlying  H.R.  214 — clear  justification  for  all  surveillance, 
judicial  review  and  full  accountabilit.v — are  very  sound.  With  a  few  refinements, 
the  measure  would  meet  the  needs  of  law  enforcement  while  preventing,  or  at 
least  discouraging,  the  kinds  of  unwarranted  surveillance  that  have  been  so 
troubling.  But  as  written,  the  bill  would  also  outlaw,  for  instance,  wiretapping 
to  get  defense  intelligence,  since  conventional  search  warrants  cannot  be  justi- 
fied for  purposes  of  gathering  information  rather  than  investigating  crime.  The 
challenge  for  the  subcommittee  thus  is  to  devise  precise  exceptions  or  separate 
standards  to  permit  essential  national  security  surveillance  to  go  on — without 
opening  up  the  way  to  serious  violations  of  the  Fourth  Amendment. 

The  subcommittee  could  profit  from  a  close  reading  of  Attorney  General 
Edward  H.  Levi's  recent  dissertation  to  the  Church  committee  on  the  com- 
plexities of  law  and  policy  in  this  field.  Like  Attorneys  General  since  at  least 
1940,  Mr.  Levi  maintains  that  warrantless  wiretaps  and  hugging  to  glean  for- 
eign intelligence  are  not  unlawful.  His  approach  is,  however,  light-years  aw^ay 
from  the  arrogant  claims  of  presidential  autonomy  made  in  the  Nixon  years. 
Mr.  Levi  emphasized,  for  instance,  that  even  in  the  foreign  intelligence  field,  the 
executive  branch  and  Congress  have  the  responsibility  "to  seek  an  accommoda- 
tion between  the  vital  public  and  private  interests  involved,"  and  to  minimize 
intrusions  on  individual  rights. 

The  most  refreshing  aspect  of  the  Attorney  General's  remarks  is  his  acknowl- 
edgment that  national  security  surveillance  policies,  even  in  a  very  narrow 
field,  should  not  be  made  by  the  executive  branch  alone.  Congress  should  be  in- 
volved, especially  since  existing  laws  do  not  deal  adequately  with  the  sophisti- 
cated technology  which  the  National  Security  Agency,  for  one,  is  now  using  to 
intercept  and  analyze  telecommunications.  Moreover,  Mr.  Levi  seems  to  be  more 
and  more  hospitable  to  some  kind  of  judicial  oversight  in  this  area — a  check 
that  the  executive  branch  has  traditionally  opposed.  While  maintaining  that  the 
requirement  of  a  warrant,  even  with  special  standards,  may  not  be  the  best  ap- 
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proach,  Mr.  Levi  did  note  that  such  a  safeguard  would  "serve  the  important  pur- 
pose of  assuring  the  public  that  searches  are  not  conducted  without  the  approval 
of  a  neutral  magistrate  who  could  prevent  abuses  of  the  technique." 

As  we  have  said  before,  judicial  review  is  vital  to  insure  that  all  surveillance 
accords  fully  with  the  Constitution  and  the  laws.  Federal  judges  are  quite  capable 
of  dealin^g  competently^ — and  in  confidence — with  sophisticated  questions  of  tech- 
nology and  national  defense.  Of  course  considerable  weight  must  be  given  to  in- 
formation and  judgments  provided  by  the  executive  branch ;  but  that  makes 
full  accountability  to  the  judiciary  and  Congress  more  important,  not  less.  Mr. 
Levi  may  not  be  ready  to  recommend  specific  legislation  yet,  but  he  has  already 
suggested  several  avenues  for  Congress  to  explore.  By  approaching  the  problem 
with  equal  seriousness,  the  Church  and  Kastenmeier  panels  can  assert  real  lead- 
ership toward  ending  unwarranted  surveillance,  and  establishing  new  policies 
that  promote  both  the  precise  needs  of  national  security  and  the  broad  pro- 
tections of  the  Bill  of  Rights. 

[From  the  New  York  Times,  editorial,  Feb.  13, 1975] 
Checks  on  Snoops 

Although  the  Watergate  irregulars  gave  unregulated  snooping  in  the  name  of 
national  security  a  black  eye,  no  better  safeguards  than  the  unchecked  judgment 
of  the  Attorney  General  and  the  Federal  Bureau  of  Investigation  against  more 
such  abuses  have  yet  been  developed  by  the  Congress.  If  the  case  for  erecting 
tighter  safeguards  needed  additional  support,  it  received  it  last  week  when  a 
House  subcommittee  heard  testimony  about  a  warrantless  wiretap  on  a  person's 
phone  which  was  maintained  for  twenty-five  years.  The  panel  also  was  told  about 
the  tapping  of  forty  conversations  between  a  lawyer  and  his  clients,  presumably 
on  the  ground  that  some  of  those  clients  were  Arab  students,  and  the  interception 
by  Army  agents  overseas  of  a  host  of  conversations  between  lawyers  and  their 
clients. 

Senator  Charles  Mathias  of  Maryland  and  Representative  Charles  Mosher  of 
Ohio  have  introduced  a  bill  that  would  require  all  Federal  agents  to  obtain 
warrants,  even  in  national  security  cases,  before  initiating  electronic  surveil- 
lance, inspection  of  bank  and  credit  records,  opening  of  mail  or  entry  of  dwellings. 

The  proposed  legislation  may  not  contain  all  the  answers  to  improper  govern- 
mental intrusions  on  privacy,  but  the  assertion  of  Congressional  responsibility 
over  all  of  the  executive's  surveillance  authority  is  a  large  step  in  the  right 
direction. 


Restraining  "Wibetappebs 

The  refusal  of  the  Supreme  Court  to  hear  a  case  involving  the  Federal  Govern- 
ment's authority  to  use  wiretaps  without  first  obtaining  judicial  warrants  leaves 
the  whole  matter  just  where  it  was  before  tie  Court  declined  to  act — in  urgent 
need  of  Congressional  scrutiny. 

The  only  protection  cititzens  now  have  against  abuse  of  the  authority  to  tap 
wires  in  matters  which  the  Government  deems  important  to  national  security 
is  the  judgment  and  sense  of  restraint  of  whoever  happens  to  be  Attorney  General 
at  any  given  moment. 

When  Congress  passed  the  Omnibus  Crime  Control  Act  of  1968,  it  did  not 
deal  explicitly  with  Presidential  wiretapping  authority  in  the  national  security 
area.  President  Nixon  and  Attorney  General  Mitchell  took  this  to  mean  that  the 
authority  was  broad  enough  to  permit  the  Government  to  tap  "domestic  sub- 
versives" without  first  obtaining  approval  from  a  Federal  Court. 

The  Supreme  Court  decidr-^d  that  the  Government  did  indeed  have  to  obtain 
warrants  in  cases  of  suspected  domestic  subversion.  It  did  not,  however,  reach 
the  issue  of  warrantless  taps  where  the  Government  alleged  that  the  national 
security  involving  some  foreign  threat  was  concerned.  Thus,  presumably  the 
Government  could  still  in.stall  taps  solely  on  the  Attorney  General's  assertion 
that  national  security  was  involved. 

Senator  Gaylord  Nelson  of  Wisconsin  has  introduced  legislation  to  amend  the 
1968  Crime  Control  Act  in  a  number  of  ways,  including  a  requirement  that  in 
national  security  ca.ses  the  Government  make  a  showing  to  a  Federal  court  and 
obtain  a  warrant  before  installing  a  tap.  Considering  the  growth  of  governmental 
use  of  the  authority  since  President  Roosevelt  first  authorized  it  in  1940,  on  the 
eve  of  World  War  II,  that  is  a  sound  idea.  The  Nelson  bill  merits  approval. 
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Appendix  19 

Excerpt  From  U.S.  News  &  World  Report, 

June  19, 1975 

SPREAD  OF  POLICE  SNOOPI 


Why  the  Spying  Into  the  Lives  of  Bankers,  Politicians, 
Preachers,  Protesters,  "Libbers"  and  School-Board  Leaders 


IN  CITY  AFTER  CITY,  police  are  under 
fire  for  snooping  into  the  private  liv^ 
of  citizens. 

The  kind  of  spying  stirring  this  wide- 
spread criticism  is  not  directed  at  sus- 
pected criminal'!.  The  subjects  may  be 
bank  presidents,  ci\ic  leaders,  politicians 
or  clergymen.  Anyone  who  attends  a 
protest  rally,  a  women's  liberation  meet- 
ing, gets  involved  in  some  kind  of  civic 
actioa,  or  just  opposes  local  political 
leadership  is  likely  to  have  a  dossier  at 
police  headquarters. 

The  information  in  those  files  may 
have  been  obtained  by  illegal  wiretaps, 
or  even  by  breaking  into  homes  and 
offices. 

In  some  cases,  the  files  contain  inti- 
mate details  of  personal  habits  and  sex- 
ual activities. 

And  thii  information  is  made  available 
routinely  to  other  law-enforcement 
agencies.  In  some  cities,  it  is  charged, 
the  files  also  go  to  agencies  not  involved 
in  law  enforcement  and  even  to  private 
businesses  and  friendly  newsmen. 

Rooted  in  the  '60s.  Pohce  snooping 
on  a  large  scale  goes  back  to  the  1960s, 
when  campuses  and  cities  were  troubled 
by  protest  marches,  demonstrations  and 
riots.  But  what  began  as  an  effort  to 
head  off  trouble  seems  to  have  grown 
out  of  control,  in  many  cases.  Says  John 
H.  F.  Shattuck,  staff  counsel,  American 
Cisil  Liberties  Union: 

"\Ve  have  seen  in  the  past  four  years  a 
tremendous  growth  of  the  nirveillance 

32 


apparatus  of  the  pobce  not  connected 
with  law  enforcement  in  any  specific 
way  but  really  just  a  way  of  keeping 
track  of  people's  political  activities  and 
beliefs." 

The  current  uproar  in  cities  and  some 
colleges,  he  says,  grew  out  of  the  revela- 
tions of  political  snooping  and  dirty 
tricks  from  Watergate. 

"People  were  made  aware  of  what 
was  going  on  at  the  national  level  and 
began  to  ask  questions  in  their  home 
town,"  says  Mr.  Shattuck. 

The  result  has  been  lawsuits,  charges 
and  denials,  and  bitter  controversy  in 
many  cities,  large  and  small. 

Eyes  of  Texas.  In  Houston,  Tex., 
when  Fi  jd  Hofheinz  became  mayor,  he 
found  extensive  police  files  on  himself 
and  hundreds  of  his  friends  and  workers 
in  his  1973  campaign  for  mayor.  Some  of 
the  files  concerned  sexual  activities.  He 
annoimced  last  January  that  there  were 
about  1,000  noncriminal  files,  including 
one  on  Democratic  Representative  Bar- 
bara Jordan,  Texas's  first  black  member 
of  Congress. 

The  snooping  probably  began  as  an 
effort  to  anticipate  disorders  and  vio- 
lence, the  mayor  said,  and  "gradually 
evolved  into  political  spying." 

A  lot  of  it  was  just  a  waste  of  time, 
according  to  the  new  police  chief,  Carrol 
Lynn.  In  one  case,  he  says,  six  plain- 
clothes officers  were  assigned  to  cover  a 
women's  liberation  meetoig. 

Chief  L>Tin  told  a  congressional  sub- 


committee on  May  22  that,  before  he 
took  over,  Houston  police  had  engaged 
in  illegal  wiretapping  for  years,  with  the 
co-operation  of  tlie  Federal  Bureau  of 
Investigation  and  the  Southwestern  Bell 
Telephone  Company. 

Nine  Houston  pob'cemen  have  been 
indicted  on  charges  of  having  used  il- 
legal wiretaps. 

Mayor  Hofheinz  has  named  a  three- 
member  panel  to  decide  what  to  do  with 
the  files.  Any  decision,  however,  wiH  be 
delayed  until  settlement  of  a  55-miUion- 
dollar  lawsuit  against  the  city,  former 
Mayor  Louie  Welch  and  two  former  city- 
police  officials. 

In  Chicago,  a  lawsuit  filed  last  Novem- 
ber charged  city  police  with  spying,  in- 
filtrating groups,  harassment,  illegal 
wiretaps  and  break-ins  and  physical  as- 
saults— all  against  individuals  and  groups 
not  guilty  of  criminal  activity. 

Newspaper  accounts  of  those  spied  on 
mentioned  many  critics  of  Mayor  Rich- 
ard Daley.  Some  of  these  were  a  black 
State  senator  who  ran  against  the  mayor, 
a  newspaper  columnist  who  wTOte  a 
book  about  hira,  the  Republican  State's 
attorney  for  Cook  County,  and  the  Rev. 
Jesse  Jackson,  a  black  civil-rights  leader. 
Groups  allegedly  spied  on  included  Mr. 
Jackson's  Operation  PUSH  and  the  Alxo- 
American  Patrolmen's  League. 

In  defense  of  spying.  Mayor  Dalej 
has  not  commented  on  this,  but  Police 
Superintendent  James  M.  Rochford  ad- 
mitted the  sp\ing  has  been  going  on  for 

U  S   new;  fc  WORLD  REOORT,  June  5.  197S 
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Priest-Educator 


Bank  Official 


Congresswoman 


Houston  Mayor 


Protest  Leader 


Theodore  Hesburgh  Gaylord  Freeman  Rep.  Barbara  Jordan  Fred  Hofheinz  Rev.  Jesse  Jackson 

The  persons  pictured  above  are  among  many  who  found  themselves  subjects  of  police  snooping  even  though  not  accused  of  any  crime. 


some  time.  Defending  the  practice,  Mr. 
Rochford  said  Chicago  "is  one  of  the  few 
major  urban  areas  that  has  not  been 
victimized  by  terrorist  activities  such  as 
bombings,  arson  and  riots."  However, 
Mr.  Rochford  added  that  he  now  has 
pared  the  list  of  those  being  watched  to 
about  50  groups  or  individuals. 

But  the  furor  continues  unabated. 
Howard  Eglit,  ACLU  legal  director  for 
Chicago,  explains; 

"People  don't  get  upset  when  spying 
is  upon  the  fringe  groups — the  radical 
groups.  But  the  disclosures  are  showing 
that  many  so-called  normal  community 
groups  have  had  spying  happen  to  them. 
It's  become  a  topic  of  conversation. 
After  all,  people  like  Gaylord  Freeman, 
board  chairman  of  the  First  National 
Bank  in  Chicago,  and  Father  Hesburgh, 
president  of  Notre  Dame,  are  not  exact- 
ly fringe  elements  of  society." 

In  Baltimore,  newspaper  reports  of 
police  snooping  triggered  a  State  senate 
investigation  that  is  still  unfinished. 

City  PoUce  Commissioner  Donald  D. 
Pomerleau  conceded   that  surveillance 


had  gone  on  for  nearly  a  decade  and  that 
files  were  kept  on  many  public  figures 
and  other  individuals  not  suspected  of 
any  crime.  He  said  these  files  were  sent 
routinely  to  the  State  attorney  general, 
the  mayor  and  the  Federal  Bureau  of 
Investigation. 

Watching  "revolutionari^a."  Keep- 
ing tabs  on  alleged  radicals  and  subver- 
sives was  responsible  for  Baltimore  be- 
ing relatively  free  from  violence,  and  it 
still  is  needed  because  "we  still  have 
revolutionary  activity  in  the  city,"  Mr. 
Pomerleau  insisted. 

State  Senator  Edward  T.  Conroy,  who 
heads  the  senate  investigation,  says 
there  is  evidence  Baltimore  police  regu- 
larly spy  on  meetings  of  community  or- 
ganizations, school  boards,  political 
groups,  utility-rate-increase  hearings 
and  meetings  at  schools  and  colleges, 
taking  the  name  of  everyone  in  atten- 
dance and  as  much  information  about 
them  as  possible. 

In  some  cases,  he  says,  there  is  evi- 
dence that  reporters  were  followed, 
their   telephones   tapped.    In   fact,   the 


During  campus  protests,  court  suits  allege,  police  undercover  agents  sat  in  college 
classrooms  and  some  college  officials  planted  spies  inside  groups  of  student  radicals. 

U.S.  NEWS  &  WORLD  REPORT,  Juna  9,  1975 


Maryland  State  senator  adds,  there  is 
evidence  that  a  great  deal  of  illegal 
telephone  wiretapping  went  on.  His 
committee  referred  this  evidence  to  a 
Baltimore  grand  jury  which  reported 
May  9  that  it  had  fovmd  nothing  to 
support  charges  of  criminal  activity  by 
city  police. 

"It  is  easy  to  see  how  the  atmosphere 
developed  for  this  land  of  activity  with 
the  riots  and  demonstrations,"  says  Sena-", 
tor  Conroy.  "But  it  didn't  stop  when  the 
threat  ended." 

In  Washington,  D.C,  police  are  draft- 
ing new  guidelines  after  revelations  that 
files  were  kept  on  the  personal  lives  of 
antiwar  activists  and  protest  leaders. 
Among  them  were  the  District  of  Co- 
lumbia's congressional  Delegate,  Walter 
Fauntroy,  and  five  city  councilmen,  in- 
cluding the  chairman.  Sterling  Tucker. 

Many  of  the  files  were  destroyed  last 
year,  police  say,  because  they  felt  the 
main  threat  of  disttirbance  was  past. 

In  addition  to  keeping  such  files,  D.C. 
police  also  have  worked  with  the  Army 
and  the  Central  Intelligence  Agency  in 
past  efforts  to  control  riots  and  keep 
protest  demonstrations  peaceful. 

In  Philadelphia,  the  furor  began  with 
a  national  telecast  in  1970,  when  Frank 
Rizzo,  then  the  police  commissioner  and 
now  the  mayor,  said  the  department 
kept  files  on  18,000  persons  as  part  of  its 
effort  to  prevent  distiu'bances. 

Several  lawsuits  resulted.  One,  involv- 
ing  persons  and  groups  named  in  the 
telecast,  is  now  before  the  U.S.  Court  of 
.\ppeals  for  the  Third  Circuit.  It  charges 
violations  of  the  rights  of  those  allegedly 
spied  on. 

Inspector  George  Fencl,  who  heads 
the  intelligence  squad,  refused  to  com- 
ment on  the  charges  in  the  lawsuit. 

Pictures  of  the  party.  In  Columbus, 
Ga.,  the  Socialist  Workers  Party  threat- 
ens a  lawsuit  because  the  Muscogee 
County  sherifTs  department  look  pic- 
tures of  persons  attending  a  1972  rally 
for  the  party's  candidate  for  President. 
.\fter  the  rally,  Capt.  F.  R.  Guthrey  told 
reporters;  "We  just  wanted  to  know  lo- 
cally who  followers  of  this  yo-)0  are.  If 
>ou    ha\e    Communists    around    here, 
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In  New  York  Ctty.  police  department's  public-security  files  have  been  weeded  down  from 
1.2  million  entries  to  about  20,000  as  result  of  tough  new  restrictions  on  snooping. 


SPREAD  OF  SNOOPING 

[continued  from  preceding  page] 

wouldn't  you  want  to  know  who  they 
are?" 

Later,  he  said  the  same  procedure 
would  have  been  followed  for  any  partj'. 

TaJdng  pictures  "keeps  trouble  from 
developing  many  times,"  he  said.  "If 
trouble  does  break  out,  we're  able  to 
identify  the  perpetrators." 

A  county  grand  jury  has  been  investi- 
gating charges  of  illegal  wiretapping  by 
Indianapolis  police. 

It  isn't  only  city  and  county  police 
who  are  under  fire.  State  police  have 
their  troubles,  too. 

A  suit  in  Michigan  charges  the  State 
police  worked  with  those  in  Detroit  in  a 
pohtically  motivated  probe  of  a  subur- 
ban Detroit  consumer  group  that  has 
been  critical  of  some  State  lawmakers. 

The  former  State  police  superinten- 
dent says  it  resulted  from  a  "legitimate 
request  from  a  State  legislator"  and  "was 
not  pohtically  motivated  on  my  part" 

The  suit  contends  the  investigation 
was  far  from  routine,  involving  tapped 
telephones  and  electronic  listening  de- 
vices, agents  infiltrating  the  group  and 
harassment  of  the  members. 

A  key  issue  is  a  1950  State  law  which 
directs  the  "subversive  activities  investi- 
gation division"  of  the  State  police  to 
probe  activities  which  may  be  criminal 
and  may  overthrow  the  government. 
The  division  has  accumulated  some 
50,000  microfilmed  files.  Many  State  of- 
ficials feel  this  McCarthy-era  law  is  out- 
dated and  should  be  changed. 

Political  espionage.  Florida  State  po- 
lice are  embroiled  in  a  hassle  over  a 
secret  memo  written  in  1973  which  said 
pobce  intelligence  files  should  include 
"adverse  information  concerning  public 
officials"  The  memo  was  leaked  to  State 
lawmakers  in  April  and  the  furor  began 


State  police  deny  any  political  espionage 
was  involved,  but  admit  there  are  files 
where  this  land  of  material  is  kept. 

After  a  look  at  some  of  the  files,  law- 
makers were  unconvinced  and  planned 
further  investigatioiL 

Even  on  college  campuses,  there  is  a 
fuss  over  spying  by  police. 

Last  March,  the  California  Supreme 
Court  ruled  that  the  exercise  of  free 
speech  by  professors  and  students  is  in- 
hibited by  the  presence  of  police  under- 
cover agents,  taking  notes  in  college 
classrooms  to  be  preserved  in  dossiers. 

Los  Angeles  officials  say  the  decision 
rules  out  intelligence  activities  on  cam- 
pus without  a  specific  criminal  activity 
in  mind,  but  doesn't  necessarily  pre- 
clude criminal  investigations  on  a  cam- 
pus by  undercover  agents. 

Agent  provocateur.  Another  lawsuit 
involves  snooping  by  Kent  State  Univer- 
sity campus  police  in  the  spring  of  1972. 

In  1972,  the  suit  says,  an  undercover 
campus  policeman  joined  a  group  of 
Kent  State  students  who  were  Vietnam 
veterans  working  against  the  war.  When 
the  students  became  suspicious  of  the 
man's  provocative  acts  and  turned  him 
over  to  city  police,  it  was  revealed  he 
was  a  campus  police  officer. 

After  this  incident,  the  veterans  had 
to  disband  and  now  are  suing  the  univer- 
sity. ACLU  Counsel  Shattuck  says  that 
pretrial  information  released  "has  dem- 
onstrated that  there  was  a  very  broad 
use  of  people  similar  to  this  particular 
undercover  agent  for  several  years  onv 
the  campus  at  Kent  State." 

"Other  colleges  were  doing  it  a  lot 
during  that  period — the  early  ■70s,"  ex- 
plains Mr.  Shattuck.  "The  attitude  was 
to  get  as  much  poUce  surveillance  on 
campus  as  you  can  to  keep  the  students 
from  demonstrating." 

Benson  A.  Wolman,  executive  director 
of  the  Ohio  ACLU,  says  "at  lea.'it  a  half 
dozen  other  public  universities  m  Ohio" 


were  accused  of  such  snooping.  But  no 
other  suits  have  been  filed  so  far. 

Revising  guidelines.  Changes  are  be- 
ing made  in  some  cities  as  a  result  of  the 
controversies.  Leading  the  way  are  Los 
Angeles  and  New  York. 

In  February,  1973,  New  York  City 
police  aiuioonced  new  guidelines  limit- 
ing the  types  of  investigations  and  speci- 
fying that  pohtical  beliefs  should  not  be 
a  controlling  factor.  The  guidelines  also 
require  approval  by  top  police  officials 
to  initiate  an  investigation  as  well  as  for 
any  covert  activities.  Files  must  be  re- 
evaluated twice  a  year  with  outdated 
information  purged. 

Under  these  guidelines,  police  say. 
public-security  files  were  trimmed  from 
1.2  million  entries  to  about  20,000. 

Chief  John  L.  Keenan,  who  heads  the 
inspectional  services  section,  says: 

"The  guidelines  limit  us  to  the  investi- 
gation of  people  where  there's  a  poten- 
tial for  violence." 

In  Los  Angeles,  almost  2  million  intel- 
ligence files  gathered  by  the  police  in 
the  past  50  years,  were  destroyed  under 
guidelines  announced  in  April.  The  files 
dealt  with  public  disorders.  Only  about 
2,500  were  retained. 

The  new  guidelines  shift  the  emphasis 
from  organizations  or  individuals  with 
"subversive  ideologies"  to  those  who  are 
actually  committing  or  threatening  to 
commit  acts  "disruptive  of  the  public 
order  in  Los  Angeles." 

The  intelligence  division  is  directed  to 
refrain  from  opening  or  keeping  any  file 
on  an  organization  or  person  "based  on 
political  belief,  race,  creed,  nationality, 
ethnic  background,  sex  or  sexual  orienta- 
tion or  a  person's  position  as  a  pubhc 
official  or  as  a  candidate." 

Also,  the  guidelines  say,  police  intelli- 
gence shall  not  "concern  itself  with  the 
drinking  habits,  sex  lives,  ecological 
preferences  or  any  other  dimension  of 
an  individual's  private  style  of  life." 

Help  for  police.  These  kinds  of  guide- 
lines are  a  step  toward  ending  the  con- 
troversy and  helping  police  to  do  the 
necessary  job  of  preventing  public  disor- 
der, says  Norman  Darwiclc,  director  of 
the  police  management  and  operations 
division.  International  Association  of 
Chiefs  of  Police. 

In  the  past,  he  says,  "there  have  been 
few  guidelines,  either  firom  State  or  local 
goverrunents.  The  poUce  have  had  to 
^^handle  it  as  they  saw  fit." 

But  even  under  these  new  guidelines, 
Mr.  Darwick  maintains,  this  type  of  ac- 
tivity is  essential.  He  explains: 

"Police  must  be  concerned  with  po: 
tential  trouble  sources.  If  information  is 
made  available  to  them  that  trouble  is 
brewing,  they  must  find  out  where  it  is, 
how  dangerous  it  is — so  they  can  protect 
all  citizens '" 
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Appendix  20 

(Slip  Opinion) 

NOTE :  Where  It  Is  deemed  desirable,  a  syllabus  (beadnote)  will 
be  released,  as  Is  being  done  in  connection  with  this  case,  at  the  time 
the  opinion  is  issued.  The  syllabus  constitutes  no  part  of  the  opinion 
of  the  Court  but  has  been  prepared  by  the  Reporter  of  Decisions  for 
the  convenience  of  the  reader.  See  United  States  v.  Detroit  Lumber 
Co.,  200  U.S.  321,  337. 

SUPREME  COURT  OF  THE  UNITED  STATES 


Syllabus 

UNITED  STATES  v.  UNITED  STATES  DISTRICT 

COURT  FOR  THE  EASTERN  DISTRICT  OF 

MICHIGAN  ET  AL. 

CERTIORARI  TO  THE  UNITED  STATES  COURT  OF  APPEALS  FOR 

THE  SIXTH  CIRCUIT 

No.  70-153.    Argued  February  24,  1972— Decided  June  19,  1972 

The   United  States   charged  three  defendants   with   conspiring  to 
destroy,  and  one  of  them  with  destroying.  Government  property. 
In  response  to  the  defendants'  pretrial  motion  for  disclosure  of 
electronic  surveillance  information,  the  Government  filed  an  aflS- 
davit  of  the  Attorney  General  stating  that  he  had  approved  the 
wiretaps  for  the  purpose  of  "gather [ing]  intelligence  information 
deemed  necessary  to  protect  the  nation  from  attempts  of  domestic 
organizations  to  attack  and  subvert  the  existing  structure  of  the 
Government."    On  the  basis  of  the  aflSdavit  and  surveillance  logs 
(filed  in  a  sealed  exhibit),  the  Government  claimed  that  the  sur- 
veillances, though  warrantless,  were  lawful  as  a  reasonable  exer- 
cise of  presidential  power  to  protect  the  national  security.    The 
District  Court,  holding  the  surveillances  violative  of  the  Fourth 
Amendment,  issued  an  order  for  disclosure  of  the  overheard  con- 
versations, which  the  Court  of  Appeals  upheld.    Title  III  of  the 
Omnibus  Crime  Control  and  Safe  Streets  Act,  which  authorizes 
court-approved  electronic  surveillance  for  specified  crimes,  con- 
tains a  provision  in  18  U.  S.  C.  §2511  (3)  that  nothing  in  that 
law  limits  the  President's  constitutional  power  to  protect  against 
the  overthrow  of  the  Government  or  against  "any  other  clear  and 
present  danger  to  the  structure  or  existence  of  the  Government." 
The  Government  rehes  on  §2511  (3)  in  support  of  its  contention 
that  "in  excepting  national  security  surveillances 'from  the  Act's 
warrant  requirement.  Congress  recognized  the  President's  author- 
ity to  conduct  such  surveillances  without  prior  judicial  approval." 
Held: 

1.  Section  2511  (3)  is  merely  a  disclaimer  of  congressional  intent 
to  define  presidential  powers  in  matters  affecting  national  security, 
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Syllabus 

and  is  not  a  prant  of  authority  to  conduct  warrantless  national 
security  surveillances.     Pp.  4-10. 

2.  The  Fourth  Amendment  (which  shields  private  speech  from 
unrea.sonable  surveillance)  requires  prior  judicial  approval  for  the 
type  of  domestic  security  surveillance  involved  in  this  case.  Pp. 
16-23,  25. 

(a)  The  Government's  duty  to  safeguard  domestic  security 
must  be  weighed  against  the  potential  danger  that  unreasonable 
surveillances  pose  to  individual  privacy  and  free  expression.  Pp. 
16-17. 

(b)  The  freedoms  of  the  Fourth  Amendment  cannot  properly 
be  guaranteed  if  domestic  security  surveillances  are  conducted 
solely  within  the  discretion  of  the  executive  branch  without  the 
detached  judgment  of  a  neutral  magistrate.     Pp.  18-20. 

(c)  Resort    to    appropriate    warrant    procedure    would    not 
fru.-^trate  the  legitimate   purposes   of  domestic   security  searches. 
Pp.  20-23. 
444  F.  2d  651,  affirmed. 

PowKLi,,  J.,  delivered  the  opinion  of  the  Court,  in  which  Douglas, 
Bhknnan,  Marshall,  Stkwart,  and  Blackmun,  JJ.,  joined. 
l)(>r(;LAs,  J.,  filed  a  concurring  opinion.  Burc.kk,  C  J.,  concurred 
in  tlic  result.  Whitk,  J.,  filed  an  opinion  concurring  in  the  judg- 
nu'iil  Hkhnquist,  J.,  took  no  part  in  the  consideration  or  decision 
of  the  case. 
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NOTICE  :  This  opinion  Is  subject  to  formal  revision  before  publication 
in  the  preliminary  print  of  the  United  States  Reports.  Readers  are  re- 
quested to  notify  the  Reporter  of  Decisions,  Supreme  Court  of  the 
United  States,  Washington.  D.C.  20543,  of  any  typographical  or  other 
formal  errors,  in  order  that  corrections  may  be  made  before  the  pre- 
liminary print  goes  to  press. 

SUPBEME  COUBT  OF  THE  UNITED  STATES 


No.  70-153 


United  States,  Petitioner, 

V. 

United  States  District  Court 

for  the  Eastern  District 

of  Michigan,  Southern 

Division,  et  al. 


On  Writ  of  Certiorari  to 
the  United  States  Court 
of  Appeals  for  the  Sixth 
Circuit. 


[June  19,  1972] 

Mr.   Justice   Powell   deUvered   the  opinion  of  the 
Court. 

The  issue  before  us  is  an  important  one  for  the 
people  of  our  country  and  their  Government.  It  in- 
volves the  delicate  question  of  the  President's  power, 
acting  through  the  Attorney  General,  to  authorize  elec- 
tronic surveillance  in  internal  security  matters  without 
prior  judicial  approval.  Successive  Presidents  for  more 
than  one-quarter  of  a  century  have  authorized  such  sur- 
veillance in  varying  degrees,^  without  guidance  from  the 
Congress  or  a  definitive  decision  of  this  Court.  This 
case  brings  the  issue  here  for  the  first  time.  Its  resolu- 
tion is  a  matter  of  national  concern,  requiring  sensitivity 
both  to  the  Government's  right  to  protect  itself  from 
unlawful  subversion  and  attack  and  to  the  citizen's 
right  to  be  secure  in  his  privacy  against  unreasonable 
Government  intrusion. 

This  case  arises  from  a  criminal  proceeding  in  the 
United  States  District  Court  for  the  Eastern  District 
of  Michigan,  in  which  the  United  States  charged  three 
defendants  with  conspiracy  to  destroy  Government  prop- 
erty in  violation  of   18  U.  S.  C.   §371.     One  of  the 


^  See  n.  10,  injra. 
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defendants,  Planiondon.  was  charged  with  the  dynamite 
bombing  of  an  office  of  the  Central  Intelligence  Agency 
in  Ann  Arbor.  Michigan.    . 

During  pretrial  proceedings,  the  defendants  moved 
to  compel  the  United  States  to  disclose  certain  electronic 
surveillance  information  and  to  conduct  a  hearing  to 
determine  whether  this  information  "tainted"  the  evi- 
dence on  which  the  indictment  was  based  or  which  the 
Government  intended  to  offer  at  trial.  In  response, 
the  Government  filed  an  affidavit  of  the  Attorney  Gen- 
eral, acknowledging  that  its  agents  had  overheard  con- 
versations in  which  Plamondon  had  participated.  The 
affidavit  also  stated  that  the  Attorney  General  approved 
the  wiretaps  "to  gather  intelligence  information  deemed 
necessary  to  protect  the  nation  from  attempts  of  domes- 
tic organizations  to  attack  and  subvert  the  existing  struc- 
ture of  the  Government."  -  The  affidavit,  together  with 
the  logs  of  the  surveillance,  were  filed  in  a  sealed  exhibit 
for  in  camera  inspection  by  the  District  Court. 

-The  Altornoy  Genorurs  affidavit  reads  as  follows: 
".loHN  N.  Mitchell  boinR  duly  sworn  deposes  and  says: 
"1.  I  am  the  Attorney  General  of  the  United  States. 
"2.  This  affidavit  is  submitted  in  connection  with  the  Govern- 
ments opposition  to  the  disclosure  to  the  defendant  Plamondon  of 
information  concerning  the  overhearing  of  his  conversations  which 
occurred   during   the   course   of   electronic   surveillances   which   the 
Government  contends  were  legal. 

"3.  The  defendant  Plamondon  has  participated  in  conversations 
which  were  overheard  by  Government  agents  who  were  monitoring 
wiretaps  which  were  being  employed  to  gather  intelligence  infor- 
mation deemed  necessary  to  protect  the  nation  from  attempts  of 
domestic  organizations  to  attack  and  subvert  the  existing  structure 
of  the  Government.  The  records  of  the  Department  of  Justice 
reflect  the  installation  of  these  wiretaps  had  been  expressly  ap- 
proved by  the  Attorney  General. 

"4.  Submitted  with  this  affidavit  is  a  sealed  exhibit  containing 
the  records  of  the  intercepted  conversations,  a  description  of  the 
premises  that  were  the  subjects  of  the  surveillances,  and  copies  of 
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On  the  basis  of  the  Attorney  General's  affidavit  and 
the  sealed  exhibit,  the  Government  asserted  that  the 
surveillances  were  lawful,  though  conducted  without 
prior  judicial  approval,  as  a  reasonable  exercise  of  the 
President's  power  (exercised  through  the  Attorney  Gen- 
eral) to  protect  the  national  security.  The  District 
Court  held  that  the  surveillance  violated  the  Fourth 
Amendment,  and  ordered  the  Government  to  make  full 
disclosure  to  Plamondon  of  his  overheard  conversations. 
F.  Supp. . 

The  Government  then  filed  in  the  Court  of  Appeals 
for  the  Sixth  Circuit  a  petition  for  a  writ  of  mandamus 
to  set  aside  the  District  Court  order,  which  was  stayed 
pen(^ing  final  disposition  of  the  case.  After  conclud- 
ing that  it  had  jurisdiction,^  that  court  held  that  the 
surveillances  were  unlawful  and  that  the  District  Court 
had  properly  required  disclosure  of  the  overheard  con- 
versations, 444  F.  2d  651  (1971).  We  granted  certorari, 
403U.  S.  930. 


the  memoranda  reflecting  the  Attorney  General's  express  approval 
of  the  installation  of  the  surveillances. 

"5.  I  certify  that  it  would  prejudice  the  national  interest  to 
disclose  the  particular  facts  concerning  these  surveillances  other  than 
to  the  court  in  camera.  Accordingly,  the  sealed  exhibit  referred 
to  herein  is  being  submitted  solely  for  the  court's  in  camera  inspec- 
tion and  a  copy  of  the  sealed  exhibit  is  not  being  furnished  to  the 
defendants.  I  would  request  the  court,  at  the  conclusion  of  its 
hearing  on  this  matter,  to  place  the  sealed  exhibit  in  a  sealed  envelope 
and  return  it  to  the  Department  of  Justice  where  it  will  be  retained 
under  seal  so  that  it  may  be  submitted  to  any  appellate  court  that 
may  review  this  matter." 

3  Jurisdiction  was  challenged  before  the  Court  of  Appeals  on  the 
ground  that  the  District  Court's  order  was  interlocutory  and  not 
appealable  under  28  U.  S.  C.  §  1291.  On  this  issue,  the  Court  cor- 
rectly held  that  it  did  have  jurisdiction,  relying  upon  the  All  Writs 
Statute,  28  U.  S.  C.  §  1651,  and  cases  cited  in  its  opinion,  444  F.  2d, 
at  655-656.  No  attack  was  made  in  this  Court  as  to  the  appropriate- 
ness of  the  writ  of  mandamus  proocslure. 


1041 


4    UNITED  STATES  v.  UNITED  STATES  DISTRICT  COURT 

I 

Title  III  of  the  Omnibus  Crime  Control  and  Safe 
Streets  Act.  18  V.  S.  C.  §§2510-2520,  authorizes  the 
use  of  electronic  surveillance  foi'  classes  of  crimes  care- 
fully specified  in  18  U.  S.  C.  §  2516.  Such  surveillance 
is  subject  to  prior  court  order.  Section  2518  sets  forth 
the  detailed  and  particularized  application  necessary  to 
obtain  such  an  order  as  well  as  carefully  circumscribed 
conditions  for  its  use.  The  Act  represents  a  compre- 
hensive attempt  by  Congress  to  promote  more  effective 
control  of  crime  while  protecting  the  privacy  of  indi- 
vidual thought  and  expression.  Much  of  Title  III  was 
drawn  to  meet  the  constitutional  requirements  for  elec- 
tronic surveillance  enunciated  by  this  Court  in  Berger 
v.  New  York,  388  U.  S.  41  (1907),  and  Katz  v.  United 
States,  389  U.  S.  347  (1967). 

Together  with  the  elaborate  surveillance  requirements 
in  Title  III,  there  is  the  following  i)roviso,  18  U.  S.  C. 
§2511  (3): 

"Nothing  contained  in  this  chapter  or  in  section 
605  of  the  Communications  Act  of  1934  (48  Stat. 
1103;  47  U.  S.  (\  §605)  shall  limit  the  constitu- 
tional power  of  the  President  to  take  such  measures 
as  he  deems  necessary  to  protect  the  Nation  against 
actual  or  jwtcntial  attack  or  other  hostile  acts  of 
a  foreign  power,  to  obtain  foreign  intelligence  in- 
formation deemed  essential  to  the  security  of 
the  United  States,  or  to  protect  national  security 
information  against  foreign  intelligence  activities. 
A'or  skall  anything  contained  in  this  cliaptcr  be 
deemed  to  limit  the  constitutional  power  of  the 
President  to  take  such  measures  as  fie  deems  neces- 
sary to  protect  the  United  States  against  the  over- 
throw of  the  Government  by  force  or  other  unlawful 
means,  or  against  any  other  clear  and  present 
danger  to  the  structure  or  existence  of  the  Gov- 
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ernment.  The  contents  of  any  wire  or  oral  com- 
munication intercepted  by  authority  of  the 
President  in  the  exercise  of  the  foregoing  powers 
may  be  received  in  evidence  in  any  trial,  hearing, 
or  other  proceeding  only  where  such  interception 
was  reasonable,  and  shall  not  be  otherwise  used  or 
disclosed  except  as  is  necessary  to  implement  that 
power."     (Emphasis  supplied.) 

The  Government  relies  on  §  2511  (3).  It  argues  that 
"in  excepting  national  security  surveillances  from  the 
Act's  warrant  requirement  Congress  recognized  the 
President's  authority  to  conduct  such  surveillances  with- 
out prior  judicial  approval."  Govt.  Brief,  pp.  7,  28. 
The  section  thus  is  viewed  as  a  recognition  or  affirmance 
of  a  constitutional  authority  in  the  President  to  con- 
duct warrantless  domestic  security  surveillance  such  as 
that  involved  in  this  case. 

We  think  the  language  of  §2511  (3),  as  well  as  the 
legislative  history  of  the  statute,  refutes  this  interpreta- 
tion.   The  relevant  language  is  that: 

"Nothing  contained  in  this  chapter  .  .  .  shall  limit 
the  constitutional  power  of  the  President  to  take 
such  measures  as  he  deems  necessary  to  protect  .  .  ." 

against  the  dangers  specified.  At  most,  this  is  an  im- 
plicit recognition  that  the  President  does  have  certain 
powers  in  the  specified  areas.  Few  would  doubt  this, 
as  the  section  refers — among  other  things — to  protec- 
tion "against  actual  or  potential  attack  or  other  hostile 
acts  of  a  foreign  power."  But  so  far  as  the  use  of  the 
President's  electronic  surveillance  power  is  concerned, 
the  language  is  essentially  neutral. 

Section  2511  (3)  certainly  confers  no  power,  as  the 
language  is  wholly  inappropriate  for  such  a  purpose. 
It  merely  provides  that  the  Act  shall  not  be  interpreted 
to  limit  or  disturb  such  power  as  the  President  may  have 
under  the  Constitution.     In  short,  Congress  simply  left 
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presidential  powers  where  it  found  them.  This  view 
is  reinforced  by  the  general  context  of  Title  III.  Sec- 
tion 2511(1)  broadly  prohibits  the  use  of  electronic 
surveillance  "except  as  otherwise  specifically  provided 
in  this  chapter."  Subsection  (2)  thereof  contains  four 
specific  exceptions.  In  each  of  the  specified  exceptions, 
the  statutory  language  is  as  follows: 

"It  shall  not  be  unlawful  ...  to  intercept"  the 
particular  type  of  communication  described.^ 

The  language  of  subsection  (3),  here  involved,  is  to 
be  contrasted  with  the  language  of  the  exceptions  set 
forth  in  the  preceding  subsection.  Rather  than  stating 
that  warrantless  presidential  uses  of  electronic  surveil- 
lance "shall  not  be  unlawful"  and  thus  employing  the 
standard  language  of  exception,  subsection  (3)  merely 
disclaims  any  intention  to  "limit  the  constitutional  power 
of  the  President" 

The  express  grant  of  authority  to  conduct  surveil- 
lances is  found  in  §  2516,  which  authorizes  the  Attorney 
(ienoral  to  make  application  to  a  federal  judge  when 
surveillance  may  provide  evidence  of  certain  offenses. 
Those  offenses  are  described  with  meticulous  care  and 
specificity. 

Where  the  Act  authorizes  surveillance,  the  procedure 
to  be  followed  is  specified  in  §2518.  Subsection  (1) 
thereof  requires  application  to  a  judge  of  competent 
jurisdiction  for  a  prior  order  of  approval,  and  states 
in  detail  the  information  required  in  such  application.^ 


*  These  exreptions  relate  to  certain  activities  of  communication 
common  carriers  and  the  Federal  Communications  Commission,  and 
to  specified  situations  where  a  party  to  the  communication  has 
consented  to  the  interception. 

M8  U.  S.  C.  §2518,  subsection  (1)  reads  as  follows: 
"§2518.  Procedure  for  interception  of  wire  or  oral  communications 

"(1)  Each  application  for  an  order  authorizing  or  approving  the 
interception  of  a  wire  or  oral  communication  shall  be  made  in  writ- 
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Subsection  (3)  prescribes  the  necessary  elements  of  prob- 
able cause  which  the  judge  must  find  before  issuing 
an  order  authorizing  an  interception.  Subsection  (4) 
sets  forth  the  required  contents  of  such  an  order. 
Subsection  (5)  sets  strict  time  limits  on  an  order.     Pro- 


iug  upon  oath  or  affirmation  to  a  judge  of  competent  jurisdiction 
and  shall  state  the  apphcant's  authority  to  make  such  application. 
Each  appliclation  shall  include  the  following  information: 

"(a)  the  identity  of  the  investigative  or  law  enforcement  officer 
making  the  application,  and  the  officer  authorizing  the  application; 

"(b)  a  full  and  complete  statement  of  the  facts  and  circumstances 
reUed  upon  by  the  applicant,  to  justify  his  beHef  that  an  order 
should  be  issued,  including  (i)  details  as  to  the  particular  offense 
that  has  been,  is  being,  or  is  about  to  be  committed,  (ii)  a  par- 
ticular description  of  the  nature  and  location  of  the  facihties  from 
which  or  the  place  where  the  communication  is  to  be  intercepted, 
(iii)  a  particular  description  of  the  type  of  conmiunications  sought 
to  be  intercepted,  (iv)  the  identity  of  the  person,  if  known,  com- 
mitting the  offense  and  whose  communications  are  to  be  intercepted; 

"(c)  a  full  and  complete  statement  as  to  whether  or  not  other 
investigative  procedures  have  been  tried  and  failed  or  why  they 
reasonably  appear  to  be  unlikely  to  succeed  if  tried  or  to  be  too 
dangerous ; 

"(d)  a  statement  of  the  period  of  time  for  which  the  interception 
is  required  to  be  maintained.  If  the  nature  of  the  investigation  is 
such  that  the  authorization  for  interception  should  not  automatically 
terminate  when  the  described  type  of  communication  has  been  first 
obtained,  a  particular  description  of  facts  establishing  probable  cause 
to  believe  that  additional  conamunications  of  the  same  type  will 
occur  thereafter; 

"(e)  a  full  and  complete  statement  of  the  facts  concerning  all 
previous  applications  known  to  the  individual  authorizing  and  mak- 
ing the  application,  made  to  any  judge  for  authorization  to  intercept, 
or  for  approval  of  interceptions  of,  wire  or  oral  communications 
involving  any  of  the  same  persons,  facilities  or  places  specified  in 
the  application,  and  the  action  taken  by  the  judge  on  each  such 
application;  and 

"(f)  where  the  application  is  for  the  extension  of  an  order,  a 
statement  setting  forth  the  results  thus  far  obtained  from  the  inter- 
ception, or  a  reasonable  explanation  of  the  failure  to  obtain  such 
results." 
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vision  is  made  in  subsection  (7)  for  "an  emergency 
situation"  found  to  exist  by  the  Attorney  General  (or 
by  the  principal  prosecuting  attorney  of  a  State)  "with 
respect  to  conspiratorial  activities  threatening  the  na- 
tional security  interest."  In  such  a  situation,  emergency 
surveillance  may  be  conducted  "if  an  application  for 
an  order  approving  the  interception  is  made  .  .  .  within 
48  hours."  If  such  an  order  is  not  obtained,  or  the 
application  therefor  is  denied,  the  interception  is  deemed 
to  be  a  violation  of  the  Act. 

In  view  of  these  and  other  interrelated  provisions 
delineating  permissible  interceptions  of  particular  crim- 
inal activity  iii)on  carefully  specified  conditions,  it 
would  have  been  incongruous  for  Congress  to  have 
legislated  with  respect  to  the  important  and  complex 
area  of  national  security  in  a  single  brief  and  nebulous 
l)aragrai)h.  This  would  not  comport  with  the  sensitivity 
of  the  j)r{)blem  involved  or  with  the  extraordinary  care 
Congrcsy  exercised  in  drafting  other  sections  of  the 
Act.  We  therefore  think  the  conclusion  inescapable  that 
Congress  only  intended  to  make  clear  that  the  Act 
simply  did  !iot  legislate  with  respect  to  national  security 
surveillances.'" 

The  l(>gislative  history  of  §2511(3)  supports  this 
interpretation.  Most  relevant  is  the  colloquy  between 
Senators  Hart,  Holland,  and  McClellan  on  the  Senate 
floor: 

"Mr.  Holland.  .  .  .  The  section  [2511(3)]  from 
which  the  Senator  [Hart]  has  read  does  not  affirma- 
tively give  any  power.  .  .  .     We  are  not  affirmatively 

"Tho  final  sentence  of  §2511  (3)  states  that  the  contents  of  an 
interception  'by  authority  of  the  President  in  the  exercise  of  the 
foregoing  powers  may  be  received  in  evidence  .  .  .  only  where  such 
interception  was  reasonable.  .  .  ."  This  sentence  seems  intended 
to  a.<.-uro  that  when  the  President  conducts  lawful  surveillance — 
pursuant  to  whatever  power  he  may  possess — the  evidence  is 
admissible. 
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conferring  any  power  upon  the  President.  We  are 
simply  saying  that  nothing  herein  shall  limit  such 
power  as  the  President  has  under  the  Constitu- 
tion. .  .  .     We  certainly  do  not  grant  him  a  thing. 

"There  is  nothing  affirmative  in  this  statement. 

"Mr.  McClellan.  Mr.  President,  we  make  it  un- 
derstood that  we  are  not  trying  to  take  anything 
away  from  him. 

"Mr.  Holland.  The  Senator  is  correct. 

"Mr.  Hart.  Mr.  President,  there  is  no  intention 
here  to  expand  by  this  language  a  constitutional 
power.     Clearly  we  could  not  do  so. 

"Mr.  McClellan.  Even  though  we  intended,  we 
could  not  do  so. 

"Mr.  Hart.  .  .  .  However,  we  are  agreed  that 
this  language  should  not  be  regarded  as  intending 
to  grant  any  authority,  including  authority  to  put  a 
bug  on,  that  the  President  does  not  have  now. 

"In  addition,  Mr.  President,  as  I  think  our  ex- 
change makes  clear,  nothing  in  Section  2511  {3) 
even  attempts  to  define  the  limits  of  the  Presi- 
dent's national  security  power  under  present  law, 
which  I  have  always  found  extremely  vague.  .  .  . 
Section  2511(3)  merely  says  that  if  the  President 
has  such  a  power,  then  its  exercise  is  in  no  way 
affected  by  title  III.     (Emphasis  supplied.)  ^ 


^Cong.  Rec.  Vol.  114,  pt.  11,  p.  14751,  May  23,  1968.  Senator 
McClellan  was  the  sponsor  of  the  bill.  The  above  exchange  con- 
stitutes the  only  time  that  §2511  (3)  was  expressly  debated  on  the 
Senate  or  House  floor.  The  Report  of  the  Senate  Judiciary  Com- 
mittee is  not  so  explicit  as  the  exchange  on  the  floor,  but  it  appears 
to  recognize  that  under  §2511  (3)  the  national  security  power  of 
the  President — whatever  it  may  be — "is  not  to  be  deemed  dis- 
turbed." S.  Rep.  No.  1097,  90th  Cong.,  2d  Sess.,  94  (1968).  See 
also  The  "National  Security  Wiretap":  Presidential  Prerogative  or 
Judicial  Responsibility  where  the  author  concludes  that  in  §  2511  (3) 
"Congress  took  what  amounted  to  a  position  of  neutral  noninter- 
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One  could  hardly  except  a  clearer  expression  of  con- 
gressional neutrality.  The  debate  above  explicitly  in- 
dicates that  nothing  in  §2511(3)  was  intended  to 
expand  or  to  contract  or  to  define  whatever  presidential 
surveillance  powers  existed  in  matters  affecting  the  na- 
tional security.  If  we  could  accept  the  Government's 
characterization  of  §2511  (3)  as  a  congressionally  pre- 
scribed exception  to  the  general  requirement  of  a  war- 
rant, it  would  be  necessary  to  consider  the  question  of 
whether  the  surveillance  in  this  case  came  within  the 
exception  and.  if  so.  whether  the  statutory  exception  was 
itself  constitutionally  valid.  But  viewing  §2511  (3)  as 
a  congressional  disclaimer  and  expression  of  neutrality, 
we  hold  that  the  statute  is  not  the  measure  of  the  execu- 
tive authority  asserted  in  this  case.  Rather,  we  must 
look  to  the  constitutional  powers  of  the  President. 

II 

It  is  important  at  the  outset  to  emphasize  the  lim- 
ited nature  of  the  question  before  the  Court.  This  case 
raises  no  constitutional  challenge  to  electronic  surveil- 
lance as  specifically  authorized  by  Title  III  of  the  Omni- 
bus Crime  Control  and  Safe  Streets  Act  of  1968.  Nor 
is  there  any  question  or  doubt  as  to  the  necessity  of 
obtaining  a  warrant  in  the  surveillance  of  crimes  un- 
related to  the  national  security  interest.  Katz  v.  United 
States,  389  U.  S.  347  (1967);  Berger  v.  New  York,  388 
U.  S.  41  (1967).  Further,  the  instant  case  requires 
no  judgment  on  the  scope  of  the  President's  surveillance 
power  with  respect  to  the  activities  of  foreign  powers, 
within  or  without  this  country.  The  Attorney  General's 
affidavit  in  this  case  states  that  the  surveillances  were 
"deemed  necessary  to  protect  the  nation  from  attempts 


ference  on  the  question  of  the  constitutionahty  of  warrantless  national 
security  wiretaps  authorized  by  the  President."  45  S.  Cal.  L.  Rev. 
(1972). 
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of  domestic  organizations  to  attack  and  subvert  the  ex- 
isting structure  of  Government"  (emphasis  supplied). 
There  is  no  evidence  of  any  involvement,  directly  or 
indirectly,  of  a  foreign  power.® 

Our  present  inquiry,  though  important,  is  therefore 
a  narrow  one.  It  addresses  a  question  left  open  by 
Katz,  supra,  p.  358,  n.  23: 

"Whether  safeguards  other  than  prior  authoriza- 
tion by  a  magistrate  would  satisfy  the  Fourth 
Amendment  in  a  situation  involving  the  national 
security  .  .  .  ." 

The  determination  of  this  question  requires  the  essen- 
tial Fourth  Amendment  inquiry  into  the  "reasonable- 
ness" of  the  search  and  seizure  in  question,  and  the  way 
in  which  that  "reasonableness"  derives  content  and  mean- 
ing through  reference  to  the  warrant  clause.  Coolidge  v. 
New  Hampshire,  403  U.  S.  443,  473-484  (1971). 


8  Section  2511(3)  refers  to  "the  constitutional  power  of  the 
President"  in  two  types  of  situations:  (i)  where  necessary  to  pro- 
tect against  attack,  other  hostile  acts  or  intelligence  activities  of  a 
"foreign  power";  or  (ii)  where  necessary  to  protect  against  the 
overthrow  of  the  Government  or  other  clear  and  present  danger 
to  the  structure  or  existence  of  the  Government.  Although  both 
of  the  specified  situations  are  sometimes  referred  to  as  "national 
security"  threats,  the  term  "national  security"  is  used  only  in  the 
first  sentence  of  §2511  (3)  with  respect  to  the  activities  of  foreign 
powers.  This  case  involves  only  the  second  sentence  of  §2511  (3), 
with  the  threat  emanating — according  to  the  Attorney  General's 
affidavit — from  "domestic  organizations."  Although  we  attempt  no 
precise  definition,  we  use  the  term  "domestic  organization"  in  this 
opinion  to  mean  a  group  or  organization  (whether  formally  or  in- 
formally constituted)  composed  of  citizens  of  the  United  States  and 
which  has  no  significant  connection  with  a  foreign  power,  its  agents 
or  agencies.  No  doubt  there  are  cases  where  it  will  be  difficult 
to  distinguish  between  "domestic"  and  "foreign"  unlawful  activities 
directed  against  the  Government  of  the  United  States  where  there 
is  collaboration  in  varying  degrees  between  domestic  groups  or 
organizations  and  agents  or  agencies  of  foreign  powers.  But  this 
is  not  such  a  case. 
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We  begin  the  inquiry  by  noting  that  the  President 
of  the  United  States  has  the  fundamental  duty,  under 
Art.  II,  §  1.  of  the  Constitution,  "to  preserve,  protect, 
and  defend  the  Constitution  of  the  United  States."  Im- 
plicit in  that  duty  is  the  power  to  protect  our  Govern- 
ment against  those  who  would  subvert  or  overthrow- 
it  by  unlawful  means.  In  the  discharge  of  this 
duty,  the  President— through  the  Attorney  General- 
may  find  it  necessary  to  employ  electronic  surveillance 
to  obtain  intelligence  information  on  the  plans  of  those 
who  plot  unlawful  acts  against  the  Government.^  The 
use  of  such  surveillance  in  internal  security  cases  has 
been  sanctioned  more  or  less  continuously  by  various 
Presidents    and    Attorneys    General    since    July    1946.'° 

®  Enactment  of  Title  III  rofloct.s  oonpressional  recognition  of  the 
import.nnce  of  such  surveillance  in  combatting  various  types  of  crime. 
Frank  S.  IIoK.in.  District  Attorney  for  New  York  County  for 
over  25  years,  described  telephonic  interception,  pursuant  to  court 
order,  as  "the  single  most  valuable  weapon  in  law  enforcement's  fight 
against  organized  crime."  Cong.  Uec.  Vol.  117,  S  6476.  May  10,  1971. 
The  "Crime"  Commi.^^sion  appointed  by  IVesident  .Johnson  noted 
that  "the  gre.it  majority  of  law  enforcement  offici.tls  believe  that  the 
evidence  neces.s;iry  to  bring  criminal  sanctions  to  bear  consistently 
on  the  higher  echelons  of  organized  crime  will  not  be  obtained  with- 
out the  aid  of  electronic  surveillance  techniques.  They  maintain 
these  techniques  are  indispen.sable  to  develop  adequate  strategic 
intelligence  concerning  organized  crime,  to  set  up  specific  ingestiga- 
tions,  to  develop  witnesses,  to  corroborate  their  testimony,  and  to 
.serve  a.s  substitutes  for  them — each  a  neces.sary  step  in  the  evidence- 
gathering  process  in  organized  crime  investigations  and  prosecutions." 
Report  by  the  President's  Commission  on  Law  Enforcement  and 
Administration  of  Justice,  The  Challenge  of  Crime  in  a  Free  Society 
p.  201  (1967). 

"  In  that  month  Attorney  General  Tom  Clark  advised  President 
Truman  of  the  necessity  of  using  wiretaps  "in  cases  vitally  afifecting 
the  domestic  security."  In  May  1940  President  Roosevelt  had  au- 
thonzed  Attorney  General  Jackson  to  utilize  wiretapping  in  matters 
"mvolving  the  defense  of  the  nation,"  but  it  is  questionable  whether 
this  language  was  meant  to  apply  to  solely  domestic  subversion. 
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Herbert  Brownell,  Attorney  General  under  President 
Eisenhower,  urged  the  use  of  electronic  surveillance  both 
in  internal  and  international  security  matters  on  the 
grounds  that  those  acting  against  the  Government 

"turn  to  the  telephone  to  carry  on  their  intrigue. 
The  success  of  their  plans  frequently  rests  upon 
piecing  together  shreds  of  information  received  from 
many  sources  and  many  nests.  The  participants 
in  the  conspiracy  are  often  dispersed  and  stationed 
in  various  strategic  positions  in  government  and 
industry   throughout   the   country." " 

Though  the  Government  and  respondents  debate  their 
seriousness  and  magnitude,  threats  and  acts  of  sabotage 
against  the  Government  exist  in  sufficent  number  to 
justify  investigative  powers  with  respect  to  them."  The 
covertness  and  complexity  of  potential  unlawful  con- 
duct against  the  Government  and  the  necessary  depend- 
ency of  many  conspirators  upon  the  telephone  make  elec- 
tronic surveillance  an  effective  investigatory  instrument 

The  nature  and  extent  of  wiretapping  apparently  varied  under  dif- 
ferent administrations  and  Attorneys  General,  but  except  for  the 
sharp  curtailment  under  Attorney  General  Ramsey  Clark  in  the 
latter  years  of  the  Johnson  administration,  electronic  surveillance 
has  been  \ised  both  against  organized  crime  and  in  domestic  security 
cases  at  least  since  the  1946  memorandum  from  Clark  to  Truman. 
Govt.  Brief,  pp.  16-18;  Resp.  Brief,  pp.  51-56;  Cong.  Rec.  Vol. 
117,  S  6476-6477,  May  10,  1971. 

*^  Brownell,  The  Public  Security  and  Wire  Tapping,  39  Cornell 
L.  Q.  195,  202  (1954) .  See  also  Rogers,  The  Case  For  Wire  Tapping, 
63  Yale  L.  J.  792  (1954). 

^2  The  Government  asserts  that  there  were  1,562  bombing  inci- 
dents in  the  United  States  from  January  1,  1971,  to  July  1,  1971, 
most  of  which  involved  Government  related  facilities.  Respondents 
dispute  these  statistics  as  incorporating  many  frivolous  incidents  as 
well  as  bombings  against  nongovernmental  facilities.  The  precise 
level  of  this  activity,  however,  is  not  relevant  to  the  disposition  of 
this  case.  Govt.  Brief,  p.  18;  Resp.  Brief,  p.  26-29;  Govt.  Reply 
Brief,  p.  13. 
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in  certain  circumstances.  The  marked  acceleration  in 
technological  developments  and  sophistication  in  their  use 
have  resulted  in  new  techniques  for  the  planning, 
commission  and  concealment  of  criminal  activities.  It 
would  be  contrary  to  the  public  interest  for  Government 
to  deny  to  itself  the  prudent  and  lawful  employment 
of  those  very  techniques  which  are  employed  against  the 
Government  and  its  law  abiding  citizens. 

It  has  been  said  that  ''the  most  basic  function  of 
any  government  is  to  provide  for  the  security  of  the 
individual  and  of  his  property."  Miranda  v.  Arizona, 
384  U.  S.  436,  539  (1966)  (White,  J.,  dissenting).  And 
unless  Government  safeguards  its  own  capacity  to  func- 
tion and  to  preserve  the  security  of  its  people,  society 
itself  could  become  so  disordered  that  all  rights  and 
liberties  would  be  endangered.  As  Chief  Justice  Hughes 
reminded  us  in  Cox  v.  New  Hampshire,  312  U.  S.  569, 
574  (1940): 

"Civil  liberties,  as  guaranteed  by  the  Constitu- 
tion, nnply  the  existence  of  an  organized  society 
maintaining  public  order  without  which  liberty  itself 
would  be  lost  in  the  excesses  of  unrestrained  abuses." 

But  a  recognition  of  these  elementary  truths  does  not 
make  the  employment  by  Government  of  electronic 
surveillance  a  welcome  development — even  when  em- 
ployed with  restraint  and  under  judicial  supervision. 
There  is,  understandably,  a  deep-seated  uneasiness  and 
appreliension  that  this  capability  will  be  used  to  intrude 
upon  cherished  privacy  of  law-abiding  citizens.^'     We 

''Professor  Alan  Westin  has  written  on  the  likely  course  of 
future  conflict  between  the  value  of  privacy  and  the  "new  tech- 
nology" of  law  enforcement.  Much  of  the  book  details  techniques 
of  physical  and  electronic  surveillance  and  such  possible  threats 
to  personal  privacy  as  psychological  and  personality  testing  and 
electronic  information  storage  and  retrieval.  Not  all  of  the  con- 
temporary threats  to  privacy  emanate  directly  from  the  pressures 
of  crime  control.    A.  Westin,  Privacy  and  Freedom  (1967). 
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look  to  the  Bill  of  Rights  to  safeguard  this  privacy. 
Though  physical  entry  of  the  home  is  the  chief  evil 
against  which  the  wording  of  the  Fourth  Amendment 
is  directed,  its  broader  spirit  now  shields  private  speech 
from  unreasonable  surveillance.  Katz  v.  United  States, 
supra;  Berger  v.  New  York,  supra;  Silverman  v.  United 
States,  365  U.  S.  505  (1961).  Our  decision  in  Katz 
refused  to  lock  the  Fourth  Amendment  into  instances 
of  actual,  physical  trespass.  Rather,  the  Amendment 
governs  "not  only  the  seizure  of  tangible  items,  but 
extends  as  well  to  the  recording  of  oral  statements  'with- 
out any  technical  trespass  under  .  .  .  local  property  law.'  " 
Katz,  supra,  at  353.  That  decision  implicitly  recog- 
nized that  the  broad  and  unsuspected  governmental 
incursions  into  conversational  privacy  which  electronic 
surveillance  entails  ^*  necessitate  the  application  of 
Fourth  Amendment  safeguards. 

National  security  cases,  moreover,  often  reflect  a  con- 
vergence of  First  and  Fourth  Amendment  values  not 
present  in  cases  of  "ordinary"  crime.  Though  the  in- 
vestigative duty  of  the  executive  may  be  stronger  in 
such  cases,  so  also  is  there  greater  jeopardy  to  consti- 
tutionally protected  speech.  "Historically  the  struggle 
for  freedom  of  speech  and  press  in  England  was  bound 
up  with  the  issue  of  the  scope  of  the  search  and  seizure 
power,"  Marcus  v.  Search  Warrant,  367  U.  S.  717,  724 
(1961).  History  abundantly  documents  the  tendency  of 
Government — however  benevolent  and  benign  its  mo- 
tives— to  view  with  suspicion  those  who  most  fervently 
dispute  its  policies.    Fourth  Amendment  protections  be- 


^*  Though  the  total  number  of  intercepts  authorized  by  state 
and  federal  judges  pursuant  to  Tit.  Ill  of  the  1968  Omnibus  Crime 
Control  and  Safe  Streets  Act  was  597  in  1970,  each  surveillance  may 
involve  interception  of  hundreds  of  different  conversations.  The 
average  intercept  in  1970  involved  44  people  and  655  conversations, 
of  which  295  or  45%  were  incriminating.  Cong.  Rec.  Vol.  117, 
S6477,  May  10,  1971. 
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come  tlie  more  necessary  when  the  targets  of  official  sur- 
veillance may  be  those  suspected  of  unorthodoxy  in  their 
political  beliefs.  The  danger  to  political  dissent  is  acute 
where  the  Government  attempts  to  act  under  so  vague 
a  concept  as  the  power  to  protect  ''domestic  security." 
Given  the  difficulty  of  defining  the  domestic  security 
interest,  the  danger  of  abuse  in  acting  to  protect  that 
interest  becomes  apparent.  Senator  Hart  addressed  this 
dilemma  in  the  floor  debate  on  §2511  (3): 

"As  I  read  it — and  this  is  my  fear — we  are  say- 

u\g  that  the  President,  on  his  motion,  could  declare 

name  your  favorite  poison— draft  dodgers,  Black 
Muslims,  the  Ku  Klux  Klan,  or  civil  rights  activists 
to  be  a  clear  and  present  danger  to  the  structure 
or  existence  of  the  Government."  '' 

The  price  of  lawful  public  dissent  must  not  be  a  dread 
of  subjection  to  an  unchecked  surveillance  power.  Nor 
niust  the  fear  of  unauthorized  official  eavesdropping 
deter  vigorous  citizen  di.ssent  and  discussion  of  Govern- 
ment action  in  private  conversation.  For  private  dis- 
sent, no  less  than  oi)en  jiublic  discourse,  is  essential  to 
our  free  society. 

Ill 

As  tije  Fourth  Amendment  is  not  absolute  in  its 
terms,  our  task  is  to  examine  and  balance  the  basic 
values  at  stake  in  this  case:  the  duty  of  Government 
to  protect  the  domestic  security,  and  the  potential  danger 
posed  by  unreasonable  surveillance  to  individual  privacy 
and  free  expression.  If  the  legitimate  need  of  Govern- 
ment to  safeguard  domestic  security  requires  the  use  of 

''^Cone  Ror.  Vol.  114,  pt,  11,  p.  14750  May  23,  ]96,S.  Tho  .sub- 
sequent assuranres,  quoted  in  part  I  of  the  opinion,  that  §2511  (3) 
imphed  no  statutory  grant,  contraction,  or  definition  of  presidential 
power  eased  the  Senator's  misgi\ings. 


57-282   O  -  76  -  pt.  2  -  25 
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electronic  surveillance,  the  question  is  whether  the  needs 
of  citizens  for  privacy  and  free  expression  may  not  be 
better  protected  by  requiring  a  warrant  before  such 
surveillance  is  undertaken.  We  must  also  ask  whether 
a  warrant  requirement  would  unduly  frustrate  the  efforts 
of  Government  to  protect  itself  from  acts  of  subversion 
and  overthrow  directed  against  it. 

Though  the  Fourth  Amendment  speaks  broadly  of 
"unreasonable  searches  and  seizures,"  the  definition  of 
"reasonableness"  turns,  at  least  in  part,  on  the  more 
specific  commands  of  the  warrant  clause.  Some  have 
argued  that  "the  relevant  test  is  not  whether  it  was 
reasonable  to  procure  a  search  warrant,  but  whether 
the  search  was  reasonable,"  United  States  v.  Rabinowitz, 
339  U.  S.  56,  66  (1950).^"  This  view,  however,  over- 
looks the  second  clause  of  the  Amendment.  The  war- 
rant clause  of  the  Fourth  Amendment  is  not  dead 
language.     Rather  it  has  been 

"a  valued  part  of  our  constitutional  law  for  decades, 
and  it  has  determined  the  result  in  scores  and 
scores  of  cases  in  the  courts  all  over  this  country. 
It  is  not  an  inconvenience  to  be  somehow  'weighed' 
against  the  claims  of  police  efficiency.  It  is,  or  should 
be,  an  important  working  part  of  our  machinery 
of  government,  operating  as  a  matter  of  course  to 
check   the   'well-intentioned   but   mistakenly  over- 


^^  This  view  has  not  been  accepted.  In  Chimel  v.  California,  395 
U.  S.  752  (1969),  the  Court  considered  the  Government's  contention 
that  the  search  be  judged  on  a  general  "reasonableness"  standard 
without  reference  to  the  warrant  clause.  The  Court  concluded  that 
argument  was  "founded  on  Httle  more  than  a  subjective  view  regard- 
ing the  acceptability  of  certain  sorts  of  police  conduct,  and  not  on 
considerations  relevant  to  Fourth  Amendment  interests.  Under 
such  an  unconfined  analysis.  Fourth  Amendment  protection  in  this 
area  would  approach  the  evaporation  point."  Chimel,  supra,  at 
764-765. 
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zealous  executive  officers'  who  are  a  part  of  any 
system  of  law  enforcement."  Coolidgc  v.  A'civ  Hamp- 
sliire,  supra,  at  491.    • 

See  also  United  States  v.  Rahiuountz,  339  U.  S.  57,  68 
(1950)  (Frankfurter,  J.,  dissenting);  Davis  v.  United 
States,  328  V.  S.  582,  604  (Frankfurter,  J.,  dissenting). 

Over  two  centuries  ago.  Lord  Mansfield  held  that 
common  law  principles  prohibited  warrants  that  ordered 
the  arrest  of  unnamed  individuals  whom  the  officer  might 
conclude  were  guilty  of  seditious  libel.  "It  is  not  fit," 
said  Mansfield,  "that  the  receiving  or  judging  of  the 
information  ought  to  be  left  to  the  discretion  of  the 
officer.  The  magistrate  ought  to  judge;  and  should 
give  certain  directions  to  the  officer."  Leack  v.  Three 
of  the  King's  Messengers,  How.  St.  Tr.  1001,  1027  (1765). 

Ix)rd  Mansfield's  formulation  touches  the  very  heart 
of  the  Fourth  Amendment  directive:  that  where  prac- 
tical, a  governmental  search  and  seizure  should  repre- 
sent both  the  efforts  of  the  officer  to  gather  evidence 
of  wrongful  acts  and  the  judgment  of  the  magistrate 
that  the  collected  evidence  is  sufficient  to  justify  inva- 
sion of  a  citiz(Mi's  private  i)remises  or  conversation.  In- 
herent in  the  concept  of  a  warrant  is  its  issuance  by  a 
"neutral  and  detached  magistrate."  Coolidge  v.  New 
Hampshire,  supra,  at  453;  Katz  v.  United  States,  supra, 
at  356.  The  further  requirement  of  "probable  cause" 
instructs  the  magistrate  that  baseless  searches  shall  not 
proceed. 

These  Fourth  Amendment  freedoms  cannot  properly 
be  guaranteed  if  domestic  security  surveillances  may 
be  conducted  solely  within  the  discretion  of  the  execu- 
tive branch.  The  Fourth  Amendment  does  not  con- 
template the  executive  officers  of  Government  as  neutral 
and  disinterested  magistrates.  Their  duty  and  responsi- 
bility is  to  enforce  the  laws,  to  investigate  and  to  prose- 
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cute.  Katz  v.  United  States,  supra,  at  359-360 
(Douglas,  J.,  concurring).  But  those  charged  with  this 
investigative  and  prosecutorial  duty  should  not  be  the 
sole  judges  of  when  to  utilize  constitutionally  sensitive 
means  in  pursuing  their  tasks.  The  historical  judgment, 
which  the  Fourth  Amendment  accepts,  is  that  unreviewed 
executive  discretion  may  yield  too  readily  to  pressures 
to  obtain  incriminating  evidence  and  overlook  potential 
invasions  of  privacy  and  protected  speech.^' 

It  may  well  be  that,  in  the  instant  case,  the  Govern- 
ment's surveillance  of  Plamondon's  conversations  was  a 
reasonable  one  which  readily  would  have  gained  prior 
judicial  approval.  But  this  Court  "has  never  sustained 
a  search  upon  the  sole  ground  that  officers  reasonably 
expected  to  find  evidence  of  a  particular  crime  and 
voluntarily  confined  their  activities  to  the  least  intru- 
sive means  consistent  with  that  end."  Katz,  supra, 
at  356-357.  The  Fourth  Amendment  contemplates  a 
prior  judicial  judgment,^^  not  the  risk  that  executive  dis- 
cretion may  be  reasonably  exercised.  This  judicial  role 
accords  with  our  basic  constitutional  doctrine  that  in- 
dividual freedoms  will  best  be  preserved  through  a 
separation  of  powers  and  division  of  functions  among 
the  different  branches  and  levels  of  Government.  John 
M.  Harlan,  Thoughts  at  a  Dedication:  Keeping  the 
Judicial  Function  in  Balance,  49  A.  B.  A.  J.  943-944 
(1963).  The  independent  check  upon  executive  discre- 
tion is  not  satisfied,  as  the  Government  argues,  by 
"extremely  limited"  post-surveillance  judicial  review.^^ 


^"  Lasson,  The  History  and  Development  of  the  Fourth  Amend- 
ment to  the  United  States  Constitution,  79-105  (1937). 

^*  We  use  the  word  "judicial"  to  connote  the  traditional  Fourth 
Amendment  requirement  of  a  neutral  and  detached  magistrate. 

^^  The  Government  argues  that  domestic  security  wiretaps  should 
be  upheld  by  courts  in  post  surveillance  review  "unless  it  appears 
that  the  Attorney  General's  determination  that  the  proposed  sur- 
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Indeed,  post-surveillance  review  would  never  reach  the 
surveillances  which  failed  to  result  in  prosecutions. 
Prior  review  by  a  neutral  and  detached  magistrate  is  the 
time  tested  means  of  effectuating  Fourth  Amendment 
rights.     Beck  v.  Ohio,  379  U.  S.  89,  96  (1964). 

It  is  true  that  there  have  been  some  exceptions  to 
the  warrant  requirement.  Chimel  v.  California,  395  U.  S. 
752  ( 1969) ;  Terry  v.  Ohio,  392  U.  S.  1  (1968) ;  McDon- 
ald V.  United  States,  335  U.  S.  451  (1948);  Carroll  v. 
United  States,  267  U.  S.  132  (1925).  But  those  excep- 
tions are  few  in  number  and  carefully  delineated,  Katz, 
supra,  at  357;  in  general  they  serve  the  legitimate  needs 
of  law  enforcement  officers  to  protect  their  own  well- 
being  and  preserve  evidence  from  destruction.  Even 
while  carving  out  those  exceptions,  the  Court  has  re- 
affirmed the  principle  that  the  "jiolice  must,  whenever 
practicable,  obtain  advance  judicial  approval  of  searches 
and  seizures  through  the  warrant  procedure,"  Terry  v. 
Ohio,  supra,  at  20;  Chimel  v.  California,  supra,  at  762. 

The  (iovernment  argues  that  the  special  circumstances 
ai)plicable  to  domestic  security  surveillances  necessitate 
a  further  excejition  to  the  warrant  requirement.  It  is 
urged  that  the  requirement  of  prior  judicial  review  would 
obstruct  the  President  in  the  discharge  of  his  constitu- 
tional duty  to  protect  domestic  security.  We  are  told 
further  that  these  surveillances  are  directed  primarily 
to  the  collecting  and  maintaining  of  intelligence  with 
respect  to  subversive  forces,  and  are  not  an  attempt 
to  gather  evidence  for  specific  criminal  prosecutions.  It 
is  said  that  this  type  of  surveillance  should  not  be  sub- 
ject   to    traditional    warrant    requirements   which    were 


veillanoe  relates  to  a  national  security  matter  is  arbitrar\'  and  capri- 
cious. I.  e.,  that  it  constitutes  a  clear  abuse  of  the  broad  discretion 
that  the  Attorney  General  has  to  obtain  all  information  that  will  be 
helpful  to  the  President  in  protecting  the  Ooveniment  .  .  ."  against 
the  various  unlawful  acts  in  §2511  (3).    Govt.  Brief,  p.  22. 
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established  to  govern  investigation  of  criminal  activity, 
not  on-going  intelligence  gathering.  Govt.  Brief,  pp. 
15-16,  23-24.     Govt.  Reply  Brief,  pp.  2-3. 

The  Government  further  insists  that  courts  "as  a 
practical  matter  would  have  neither  the  knowledge  nor 
the  techniques  necessary  to  determine  whether  there 
was  probable  cause  to  believe  that  surveillance  was  nec- 
essary to  protect  national  security."  These  security 
problems,  the  Government  contends,  involve  "a  large 
number  of  complex  and  subtle  factors"  beyond  the  com- 
petence of  courts  to  evaluate.     Govt.  Reply  Brief,  p.  4. 

As  a  final  reason  for  exemption  from  a  warrant  re- 
quirement, the  Government  believes  that  disclosure  to 
a  magistrate  of  all  or  even  a  significant  portion  of  the 
information  involved  in  domestic  security  surveillances 
"would  create  serious  potential  dangers  to  the  national 
security  and  to  the  lives  of  informants  and  agents  .... 
Secrecy  is  the  essential  ingredient  in  intelligence  gather- 
ing; requiring  prior  judicial  authorization  would 
create  a  greater  'danger  of  leaks  .  .  .  ,  because  in  addi- 
tion to  the  judge,  you  have  the  clerk,  the  stenographer 
and  some  other  official  like  a  law  assistant  or  bailiff 
who  may  be  apprised  of  the  nature'  of  the  surveillance." 
Govt.  Brief,  pp.  24-25. 

These  contentions  in  behalf  of  a  complete  exemp- 
tion from  the  warrant  requirement,  when  urged  on  behalf 
of  the  President  and  the  national  security  in  its  domestic 
implications,  merit  the  most  careful  consideration.  We 
certainly  do  not  reject  them  lightly,  especially  at  a  time 
of  worldwide  ferment  and  when  civil  disorders  in  this 
country  are  more  prevalent  than  in  the  less  turbulent 
periods  of  our  history.  There  is,  no  doubt,  pragmatic 
force  to  the  Government's  position. 

But  we  do  not  think  a  case  has  been  made  for  the 
requested  departure  from  Fourth  Amendment  standards. 
The   circumstances  described   do   not  justify   complete 
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exemption  of  domestic  security  surveillance  from  prior 
judicial  scrutiny.  Official  surveillance,  whether  its  pur- 
pose be  criminal  investigation  or  on-going  intelligence 
gathering,  risks  infringement  of  constitutionally  pro- 
tected privacy  of  speech.  Security  surveillances  are 
especially  sensitive  because  of  the  inherent  vagueness 
of  the  domestic  security  concept,  the  necessarily  broad 
and  continuing  nature  of  intelligence  gathering,  and  the 
temptation  to  utilize  such  surveillances  to  oversee  polit- 
ical dissent.  We  recognize,  as  we  have  before,  the  con- 
stitutional basis  of  the  Presideiit's  domestic  security 
role,  but  we  think  it  must  be  exercised  in  a  manner 
comi)atible  with  the  Fourth  Amendment.  In  this  case 
we  hold  that  this  requires  an  ajiproi^riate  prior  warrant 
procedure. 

We  cannot  accept  the  Government's  argument  that 
internal  security  matters  are  too  subtle  and  complex 
for  judicial  evaluation.  Courts  regularly  deal  with  the 
most  difficult  issues  of  our  society.  There  is  no  reason 
to  l)elieve  that  federal  ju(lg(^s  will  be  insensitive  to  or 
unc()mi)reiiendijig  of  the  issues  involved  in  domestic 
security  cases.  Certainly  courts  can  recognize  that  do- 
mestic s(»curity  surveillance  involves  different  considera- 
tions from  the  surveillance  of  ordinary  crime.  If  the 
threat  is  too  subtle  or  complex  for  our  senior  law  en- 
forcement officers  to  convey  its  significance  to  a  court, 
one  may  question  whether  there  is  probable  cause  for 
surveillance. 

Xor  do  we  believe  prior  judicial  approval  will  frac- 
ture the  secrecy  essential  to  official  intelligence  gather- 
ing. The  investigation  of  criminal  activity  has  long 
involved  imparting  sensitive  information  to  judicial  of- 
ficers who  have  respected  the  confidentialities  involved. 
Judges  may  be  counted  upon  to  be  especially  conscious 
of  security  requirements  in  national  security  cases.  Title 
III  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act 
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already  has  imposed  this  responsibility  on  the  judiciary 
in  connection  with  such  crimes  as  espionage,  sabotage 
and  treason,  §  2516  (l)(a)(c),  each  of  which  may  in- 
volve domestic  as  well  as  foreign  security  threats.  More- 
over, a  warrant  application  involves  no  public  or 
adversary  proceedings:  it  is  an  ex  parte  request  before  a 
magistrate  or  judge.  Whatever  security  dangers  cler- 
ical and  secretarial  personnel  may  pose  can  be  mini- 
mized by  proper  administrative  measures,  possibly  to  the 
point  of  allowing  the  Government  itself  to  provide  the 
necessary  clerical  assistance. 

Thus,  we  conclude  that  the  Government's  concerns 
do  not  justify  departure  in  this  case  from  the  customary 
Fourth  Amendment  requirement  of  judicial  approval 
prior  to  initiation  of  a  search  or  surveillance.  Although 
some  added  burden  will  be  imposed  upon  the  Attorney 
General,  this  inconvenience  is  justified  in  a  free  society 
to  protect  constitutional  values.  Nor  do  we  think  the 
Government's  domestic  surveillance  powers  will  be  im- 
paired to  any  significant  degree.  A  prior  warrant  estab- 
lishes presumptive  validity  of  the  surveillance  and  will 
minimize  the  burden  of  justification  in  post-surveillance 
judicial  review.  By  no  means  of  least  importance  will 
be  the  reassurance  of  the  public  generally  that  indis- 
criminate wiretapping  and  bugging  of  law-abiding  citizens 
cannot  occur. 

IV 

We  emphasize,  before  concluding  this  opinion,  the 
scope  of  our  decision.  As  stated  at  the  outset,  this 
case  involves  only  the  domestic  aspects  of  national  se- 
curity. We  have  not  addressed,  and  express  no  opinion 
as  to,  the  issues  which  may  be  involved  with  respect 
to  activities  of  foreign  powers  or  their  agents."     Nor 

2°  See  n.  8,  supra.  For  the  view  that  warrantless  surveillance, 
though  impermissible  in  domestic  security  cases,  may  be  constitu- 
tional where  foreign  powers  are  involved,  see  United  States  v.  Smith, 
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does  our  decision  rest  on  the  language  of  §2511(3) 
or  any  other  section  of  Title  III  of  the  Omnibus  Crime 
Control  and  Safe  Streets  Act  of  1968.  That  Act  does 
not  attempt  to  define  or  delineate  the  powers  of  the 
President  to  meet  domestic  threats  to  the  national 
security. 

Moreover,  we  do  not  hold  that  the  same  type  of  stand- 
ards and  procedures  prescribed  by  Title  III  are  necessarily 
applicable  to  this  case.  We  recognize  that  domestic  secur- 
ity surveillance  may  involve  different  policy  and  practical 
considerations  from  the  surveillance  of  "ordinary  crime." 
The  gathering  of  security  intelligence  is  often  long  range 
and  involves  the  interrelation  of  various  sources  and  types 
of  information.  The  exact  targets  of  such  surveillance 
may  be  more  difficult  to  identify  than  in  surveillance 
operations  against  many  types  of  crime  specified  in 
Title  III.  Often,  too,  the  emphasis  of  domestic  intelli- 
gence gathering  is  on  the  prevention  of  unlawful  activity 
or  the  enhancement  of  the  Government's  preparedness 
for  some  possible  future  crisis  or  emergency.  Thus,  the 
focus  of  domestic  surveillance  may  be  less  precise  than 
that  directed  against  more  conventional  types  of  crime. 

(iiven  these  |)otential  distinctions  between  Title  III 
rrimihal  surveillances  and  tiiose  involving  the  domestic 
s(!curity.  Congress  may  wish  to  consider  i)rotective 
standards  for  tlie  latter  which  differ  from  those  already 
j)rescribed  for  sjjecified  crimes  in  Title  III.  Different 
standards  may  be  compatible  with  the  Fourth  Amend- 
ment if  they  are  reasonable  both  in  relation  to  the  legiti- 
mate need  of  CJovernment  for  intelligence  information 
and  the  protected  rights  of  our  citizens.  For  the  warrant 
application  may  vary  according  to  the  governmental  in- 

F.  Supj).  fl971j;   and  Amrriran  Bar  Ais^onation  Criminal 

Justice  Project.  Standards  Relating  to  Electronic  Surveillance.  Feb. 
1971,  pp.  11,  120.  121.  See  also  United  States  v.  Clay.  4.30  F  2d 
165  (1970). 
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terest  to  be  enforced  and  the  nature  of  citizen  rights 
deserving  protection.  As  the  Court  said  in  Camara  v. 
Municipal  Court,  387  U.  S.  523,  534-535  (1967): 

"In  cases  in  which  the  Fourth  Amendment  requires 
that  a  warrant  to  search  be  obtained,  'probable 
cause'  is  the  standard  by  which  a  particular  de- 
cision to  search  is  tested  against  the  constitutional 
mandate  of  reasonableness  ....  In  determining 
whether  a  particular  inspection  is  reasonable — and 
thus  in  determining  whether  there  is  probable  cause 
to  issue  a  warrant  for  that  inspection — the  need  for 
the  inspection  must  be  weighed  in  terms  of  these 
reasonable  goals  of  law  enforcement." 

It  may  be  that  Congress,  for  example,  would  judge  that 
the  application  and  affidavit  showing  probable  cause 
need  not  follow  the  exact  requirements  of  §  2518  but 
should  allege  other  circumstances  more  appropriate  to 
domestic  security  cases;  that  the  request  for  prior  court 
authorization  could,  in  sensitive  cases,  be  made  to  any 
member  of  a  specially  designated  court  (e.  g.,  the  District 
Court  or  Court  of  Appeals  for  the  District  of  Columbia) ; 
and  that  the  time  and  reporting  requirements  need  not 
be  so  strict  as  those  in  §  2518. 

The  above  paragraph  does  not,  of  course,  attempt  to 
guide  the  congressional  judgment  but  rather  to  delineate 
the  present  scope  of  our  own  opinion.  We  do  not  at- 
tempt to  detail  the  precise  standards  for  domestic  secur- 
ity warrants  any  more  than  our  decision  in  Katz  sought 
to  set  the  refined  requirements  for  the  specified  criminal 
surveillances  which  now  constitute  Title  III.  We  do 
hold,  however,  that  prior  judicial  approval  is  required  for 
the  type  of  domestic  security  surveillance  involved  in 
this  case  and  that  such  approval  may  be  made  in  ac- 
cordance with  such  reasonable  standards  as  the  Congress 
may  prescribe. 
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As  the  surveillance  of  Plamondon's  conversations  was 
unlawful,  because  conducted  without  prior  judicial  ap- 
proval, the  courts  below  correctly  held  that  Alderman 
v.  United  States,  394  U.  S.  168  (1969),  is  controlling  and 
that  it  requires  disclosure  to  the  accused  of  his  own  im- 
permissibly intercepted  conversations.  As  stated  in 
Alderman,  "the  trial  court  can  and  should,  where  ap- 
propriate, place  a  defendant  and  his  counsel  under  en- 
forceable orders  against  unwarranted  disclosure  of  the 
materials  which  they  may  be  entitled  to  inspect."  394 
U.  S.  185." 

The  judgment  of  the  Court  of  Appeals  is  hereby 

Affirmed. 
The  Chief  Justice  concurs  in  the  result. 

Mr.  Justice  Rehnquist  took  no  part  in  the  considera- 
tion or  decision  of  this  case. 


*^  We  think  it  unnecessary  at  this  time  and  on  the  facts  of  this 
case  to  consider  the  arguments  advanced  by  the  Government  for  a 
re-examination  of  the  basis  and  8coj)e  of  the  Court's  decision  in 
Alderman. 
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SUPEEME  COURT  OF  THE  UNITED  STATES 


No.  70-153 


United  States,  Petitioner, 

V. 

United  States  District  Court 

for  the  Eastern  District 

of  Michigan,  Southern 

Division,  et  al. 


On  Writ  of  Certiorari  to 
the  United  States  Court 
of  Appeals  for  the  Sixth 
Circuit. 


[June  19,  1972] 

Mr.  Justice  Douglas,  concurring. 

While  I  join  in  the  opinion  of  the  Court,  I  add  these 
words  in  support  of  it. 

This  is  an  important  phase  in  the  campaign  of  the 
police  and  intelhgence  agencies  to  obtain  exemptions 
from  the  Warrant  Clause  of  the  Fourth  Amendment. 
For,  due  to  the  clandestine  nature  of  electronic  eaves- 
dropping, the  need  is  acute  for  placing  on  the  Govern- 
ment the  heavy  burden  to  show  that  "exigencies  of  the 
situation  [make  its]  course  imperative."  ^  Other  abuses 
such  as  the  search  incident  to  arrest,  have  been  partly 
deterred  by  the  threat  of  damage  actions  against  of- 
fending officers,"  the  risk  of  adverse  publicity,  or  the 
possibility  of  reform  through  the  political  process. 
These  latter  safeguards,  however,  are  ineffective  against 
lawless  wiretapping  and  "bugging"  of  which  their  victims 
are  totally  unaware.  Moreover,  even  the  risk  of  ex- 
clusion of  tainted   evidence   would  here  appear  to  be 


^Coolidge  v.  New  Hampshire,  403  U.  S.  443,  455;  McDonald  v. 
United  States,  335  U.  S.  451,  456;  Chimcl  v.  California,  395  U.  S. 
756;   United  States  v.  Jeffers,  342  U.  S.  48,  51. 

2  See  Bivens  v.  Six  Unknown  Agents  of  the  Federal  Bureau  of 
Narcotics,  403  U.  S.  388. 
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of  negligible  deterrent  value  inasmuch  as  the  United 
States  frankly  concedes  that  the  primary  purpose  of 
these  searches  is  to  fortify  its  intelligence  collage  rather 
than  to  accumulate  evidence  to  support  indictments 
and  convictions.  If  the  Warrant  Clause  were  held  in- 
applicable here,  then  the  federal  intelligence  machine 
would  literally  enjoy  unchecked  discretion. 

Here  federal  agents  wish  to  rummage  for  months  on 
end  through  every  conversation,  no  matter  how  intimate 
or  personal,  carried  over  selected  telephone  lines  simply 
to  seize  those  few  utterances  which  may  add  to  their 
sense  of  the  pulse  of  a  domestic  underground. 

We  are  told  that  one  national  security  wiretap  lasted 
for  14  months  and  monitored  over  900  conversations. 
Senator  Edward  Kennedy  found  recently  that  "war- 
rantless devices  accounted  for  an  average  of  78  to  209 
days  of  listening  per  device,  as  compared  with  a  13-day 
per  device  average  for  those  devices  installed  under 
court  order."  ^  He  concluded  that  the  Government's 
revelations  posed  "the  frightening  possibility  that  the 
conversations  of  untold  thousands  of  citizens  of  this 
country  are  being  monitored  on  secret  devices  which  no 
judge  has  authorized  and  which  may  remain  in  opera- 
tion for  months  and  perhaps  years  at  a  time."  *     Even 


'  Letter  from  Senator  Edward  Kennedy  to  Members  of  the  Sub- 
committee on  Administrative  Procedure  and  Practice  of  the  Senate 
Judiciary  Committee,  Dec.  17,  1971,  p.  2.  Senator  Kennedy  included 
in  his  letter  a  chart  comparing  court -ordered  and  department-ordered 
wiretapping  and  bugging  by  federal  agencies.  This  chart  is  repro- 
duced in  the  Appendix  to  this  opinion.  For  a  statistical  breakdowTi 
by  duration,  location,  and  implementing  agency,  of  the  1,042  wire- 
tap orders  issued  in  1971  by  state  and  federal  judges,  see  Adminis- 
trative Office  of  the  United  States  Courts,  Report  on  Applications 
for  Orders  Authorizing  or  Approving  the  Interception  of  Wire  or 
Oral  Communications  (1972);  The  Washington  Post,  May  14,  1972, 
at  A29,  col.  8. 

"  Kennedy,  o-p.  cit.,  2-3.  See  also  H.  Schwartz,  A  Report  on  the 
Costs  and  Benefits  of  Electronic  Surveillance  (1971);  Schwartz,  The 
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the  most  innocent  and  random  caller  who  uses  or 
telephones  into  a  tapped  line  can  become  a  flagged 
number  in  the  Government's  data  bank.  See  Laird  v. 
Tatum,  1971  Term,  No.  71-288. 

Such  gross  invasions  of  privacy  epitomize  the  very 
evil  to  which  the  Warrant  Clause  was  directed.  This 
Court  has  been  the  unfortunate  witness  of  the  hazards 
of  police  intrusions  which  did  not  receive  prior  sanc- 
tion by  independent  magistrates.  For  example,  in  Weeks 
V.  United  States,  supra;  Mapp  v.  Ohio,  367  U.  S.  643; 
and  Chimel  v.  Calijornia,  supra,  entire  homes  were  ran- 
sacked pursuant  to  warrantless  searches.  Indeed,  in 
Kremen  v.  United  States,  353  U.  S.  346,  the  entire  con- 
tents of  a  cabin,  totalling  more  than  800  items  (such  as 
"1  Dish  Rag")  ^  were  seized  incident  to  an  arrest  of 
its  occupant  and  were  taken  to  San  Francisco  for  study 
by  FBI  agents.  In  a  similar  case,  Von  Cleef  v.  New 
Jersey,  395  U.  S.  814,  police,  without  a  warrant,  searched 
an  arrestee's  house  for  three  hours,  eventually  seizing 
"several  thousand  articles,  including  books,  magazines, 
catalogues,  mailing  lists,  private  correspondence  (both 
open  and  unopened),  photographs,  drawings,  and  film." 
Id.,  815.  In  Silvertliorne  Lumber  Co.  v.  United  States, 
251  U.  S.  385,  federal  agents  "without  a  shadow  of  au- 
thority" raided  the  offices  of  one  of  the  petitioners  (the 
proprietors  of  which  had  earlier  been  jailed)  and  "made 
a  clean  sweep  of  all  the  books,  papers,  and  documents 
found  there."  Justice  Holmes,  for  the  Court,  termed 
this  tactic  an  "outrage."  Id.,  385,  390,  391.  In  Stan- 
ford V.  Texas,  379  U.  S.  476,  state  police  seized  more 
than  2,000  items  of  literature,  including  the  writings  of 
Mr.  Justice  Black,  pursuant  to  a  general  search  warrant 
issued  to  inspect  an  alleged  subversive's  home. 


Legitimation  of  Electronic  Eavesdropping:  The  Politics  of  "Law  and 
Order,"  67  Mich.  L.  Rev.  455  (1969). 

5  For  a  complete  itemization  of  the  objects  seized,  see  the  Appendix 
to  Kremen  v.  United  States,  353  U.  S.  346,  349. 
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That  "domestic  security"  is  said  to  be  involved  here 
does  not  draw  this  case  outside  the  mainstream  of  Fourth 
Amendment  law.     Rather,  the  recurring  desire  of  reigning 
officials  to  employ  dragnet  techniques  to  intimidate  their 
critics  lies  at  the  core  of  that  prohibition.     For  it  was 
such  excesses  as  the  use  of  general  warrants  and  the 
writs  of  assistance  that  led  to  the  ratification  of  the 
Fourth  Amendment.     In  Entick  v.  Carrington,  19  How. 
St.  Tr.  1029,  decided  in  1765,  one  finds  a  striking  parallel 
to  the  executive  warrants  utilized  here.     The  Secretary 
of  State  had  issued  general  executive  warrants  to  his 
messengers  authorizing  them  to  roam  about  and  to  seize 
libel  and  libellants  of  the  sovereign.     Entick,  a  critic  of 
the  Crown,  was  the  victim  of  one  such  general  search  dur- 
ing which  his  seditious  publications  were  impounded.    He 
brought  a  successful  damage  action  for  trespass  against 
the  messengers.     The  verdict  was  sustained  on  appeal. 
Lord  Camden  wrote  that  if  such  sweeping  tactics  were 
validated  then  "the  secret  cabinets  and  bureaus  of  every 
subject  in  this  kingdom  will  be  thrown  open  to  the 
search  and  inspection  of  a  messenger,  whenever  the  sec- 
retary of  state  shall  think  fit  to  charge,  or  even  to  suspect, 
a  person  to  be  the  author,  printer,  or  publisher  of  a 
seditious    libel."     Id.,    1063.     In    a   related   and   sim- 
ilar proceeding,  Wilkes  v.  Wood,  9  How.  St.  Tr.  1153, 
1167,  a  false  imprisonment  suit,  the  same  judge  who 
presided  over  Entick's  appeal  held  for  another  victim 
of  the  same  despotic  practice,  saying  "to  enter  a  man's 
house  by  virtue  of  a  nameless  warrant,  in  order  to  pro- 
cure evidence,  is  worse  than  the  Spanish  Inquisition.  .  .  ." 
As  early  as  Boyd  v.  United  States,  116  U.  S.  616,  626, 
and  as  recently  as  Stanford  v.  Texas,  supra,  at  485-486; 
Berger  v.  New  York,  388  U.  S.  41,  50;  and  Coolidge  v. 
A^ew  Hampshire,  supra,   at  455,   n.   9,   the   tyrannical 
invasions  described  and  assailed  in  Entick  and  Wilkes, 
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practices  which  also  were  endured  by  the  colonists,^  have 
been  recognized  as  the  primary  abuses  which  ensured  the 
Warrant  Clauec  a  prominent  place  in  our  Bill  of  Rights. 
See  J.  Landynski,  Search  and  Seizure  and  the  Supreme 
Court  28-i8  (1966).  N.  Lasson,  The  History  And  De- 
velopment Of  The  Fourth  Amendment  To  The  United 
States  Constitution  43-78  (1937);  Note,  Warrantless 
Searches  In  Light  of  Chimel:  A  Return  To  The  Original 
Understanding,  11  Ariz.  L.  Rev.  455,  460-476  (1969). 

As  illustrated  by  a  flood  of  cases  before  us  this  Term, 
fi.  g.,  Laird  v.  Tatum,  No.  71-288;  Geibard  v.  United 
States,  No.  71-110;  United  States  v.  Egan,  No.  71-263; 
United  States  v.  Caldwell,  No.  70-57;  United  States  v. 
Gravel,  No.  71-1026;  Kleindienst  v.  Mandel,  No.  71-16; 


®  "On  this  side  of  the  Atlantic,  the  validity  of  general  searoh  war- 
rants centered  around  the  writs  of  assistance  which  were  used  by 
customs  officers  for  the  detection  of  smugpled  goods."  N.  Lasson,  The 
History  And  Development  Of  The  Fourth  Amendment  To  The 
United  States  Constitution  51  (1937).  In  February  1761,  all  writs 
expired  six  months  after  the  death  of  George  II  and  Boston  mer- 
chants petitioned  the  Superior  Court  in  opposition  to  the  granting 
of  any  new  writs.  The  merchants  were  represented  by  James  Otis, 
Jr.,  who  later  became  a  leader  in  the  movement  for  independence. 

"Otis  completely  electrified  the  large  audience  in  the  court  room 
with  his  denunciation  of  England's  whole  ])olicy  toward  the  Colonies 
and  with  his  argument  against  general  warrants.  John  Adams,  then 
a  young  man  less  than  twenty-six  years  of  age  and  not  yet  ad- 
mitted to  the  bar,  was  a  spectator,  and  many  years  later  described  the 
.^cene  in  these  of  (quoted  words:  'I  do  say  in  the  most  solemn  manner, 
that  Mr.  Otis's  oration  against  the  Writs  of  Assistance  breathed  into 
this  nation  the  breath  of  life.'  He  'was  a  flame  of  fire!  Every  man 
of  a  crowded  audience  appeared  to  me  to  go  away,  as  I  did,  ready 
to  take  arms  against  Writs  of  Assistance.  Then  and  there  was  the 
first  scene  of  opposition  to  the  arbitrary  claims  of  Great  Britain. 
Then  and  there  the  child  Independence  was  born.  In  15  years, 
namely  in  1776,  he  grew  to  manhood,  and  declared  himself  free.' " 
N.  Lasson,  supra,  5S-59. 
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we  are  currently  in  the  throes  of  another  national  seizure 
of  paranoia,  resembling  the  hysteria  which  surrounded 
the  Alien  and  Sedition  Acts,  the  Palmer  Raids,  and  the 
McCarthy  era.  Those  who  register  dissent  or  who  peti- 
tion their  governments  for  redress  are  subjected  to  scru- 
tiny by  grand  juries,'  by  the  FBI,^  or  even  by  the  mili- 
tary.® Their  associates  are  interrogated.  Their  homes  are 
bugged  and  their  telephones  are  wiretapped.  They  are 
befriended  by  secret  government  informers.^"    Their  pa- 


^  See  Donnor  &  Cerruti,  The  Grand  Jury  Network:  How  the 
Nixon  Administration  Has  Secretly  Perverted  A  Traditional  Safe- 
guard Of  Individual  Rights,  214  The  Nation  5  (1972).  See  also 
I'mted  States  v.  Caldwell,  1971  Term.  No.  70-57;  United  States  v. 
Gravel,  1971  Term,  No.  71-1026;  Parnas  v.  United  States,  and 
United  States  v.  Egan.  1971  Term,  Nos.  71-110  and  71-263.  And 
see  N.  Y.  Time^:.  July  15.  1971,  at  6,  col.  1  (grand  jury  investi- 
gation of  N.  Y.  Times  staff  who  published  the  Pentagon  Papers). 

^E.  g.,  N.  Y.  Times,  April  12,  1970,  at  1,  col.  1  ("U.  S.  To 
Tighten  Surveillance  of  Radicals");  N.  Y.  Times,  Dec.  14,  1969, 
at  1,  col.  1  ("F.  B.  I.'s  Informants  and  Bugs  Collect  Data  On  Black 
Panthers");  The  Washington  Post,  May  12,  1972,  at  D21,  col.  5 
("When  the  FBI  Calls,  Everybody  Talks") ;  The  Washington  Post, 
May  16,  1972,  at  B15,  col.  5  ("Black  Activists  Are  FBI  Targets") ; 
The  Washington  Post,  May  17,  1972,  at  B13,  col.  5  ("Bedroom 
Peeking  Sharpens  FBI  Files").  And,  concerning  an  FBI  investiga- 
tion of  Daniel  Schorr,  a  television  correspondent  critical  of  the  Gov- 
ernment, see  N.  Y.  Times,  Nov.  11,  1971,  at  95,  col.  4;  and  N.  Y. 
Times,  Nov.  12,  1971,  at  13,  col.  1.  For  the  wiretapping  and  bugging 
of  Dr.  Martin  Luther  King  by  the  FBI,  See  V.  Navesky,  Kennedy 
Justice  135-155  (1971).  For  the  wiretapping  of  Mrs.  Eleanor 
Roosevelt  and  John  L.  Lewis  by  the  FBI  see  Theoharis  &  Meyer, 
The  "National  Security"  Justification  For  Electronic  Eavesdropping: 
An  Elusive  Exception,  14  Wayne  L.  Rev.  749,  760-761  (1968). 

«See  Laird  v.  Tatum.  1971  Term,  No.  71-288;  See  also  Federal 
Data  Banks,  Computers  and  the  Bill  of  Rights,  Hearings  before  the 
Subcontunittee  on  Constitutional  Rights  of  the  Senate  Judiciary  Com- 
mittee, 92d  Cong.,  1st  Sess.  (1971);  N.  Y.  Times,  Feb.  29,  1972, 
at  1,  col.  4. 

'"  "Informers  have  been  used  for  national  security  reasons  through- 
out the  twentieth  century.  They  were  deployed  to  combat  what 
were  perceived  to  be  an  internal  threat  from  radicals  during  the 


57-282   O  -  76  -  pt.  2  -  26 
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triotism  and  loyalty  are  questioned."  Senator  Sam  Ervin, 
who  has  chaired  hearings  on  mihtary  surveillance  of  civil- 
ian dissidents,  warns  that  "it  is  not  an  exaggeration  to  talk 

early   1920's.     When  fears  began  to  focus  on  Communism,  groups 
thought  to  have  some  connection  with  the  Communist  Party  were 
heavily  infiltrated.     Infiltration  of  the  Party  itself  was  so  intense 
that  one  former  FBI  agent  estimated  a  ratio  of  one  informant  for 
every  5.7  members  in   1962.     More  recently,  attention  has  shifted 
to  militant   antiwar  and   civil   rights  groups.     In   part   because  of 
support  for  such  groups  among  university  students  throughout  the 
country,   informers  seem   to   have  become  ubiquitous   on   campus. 
Some  insight  into  the  scope  of  the  current  use  of  informers  was 
])rovided   by   the   Media   Papers,   FBI   documents   stolen   in   early 
1971  from  a  Bureau  office  in  Media,  Penn.sylvania.    The  papers  dis- 
do.se  FBI   attempts  to  infiltrate  a  conference  of  war  resisters  at 
Haverford  College  in  August  1969,  and  a  convention  of  the  National 
Association  of  Black  Students  in  June  1970.    They  also  reveal  FBI 
endeavors  'to  recruit  informers,  ranging  from  bill  collectors  to  apart- 
ment janitors,  in  an  effort  to  develop  constant  surveillance  in  black 
communities  and  New  Left  organizations'   [N.  Y.  Times,  April  8, 
1971,  at  22,   col.   1].     In   Philadelphia's  black  community,   for  in- 
stance, a  whole  range  of  buildings  'inchiding  offices  of  the  Congress 
of  Racial  Equality,  the  Southern  Christian  Leadership  Conference 
jaiul]  the  Black  Coalition'  \ihid.'\  was  singled  out  for  surveillance 
by  building  employees  and  other  similar  informers  working  for  the 
FBI."    Note,  Developments   In  The  Law — The  National  Security 
Interest    and   Civil    Liberties,   85   Harv.   L.   Rev.    ll.W.    1272-1273 
(1972).     For  accounts  of  the  impersonation  of  journalists  by  police, 
FBI  agents  and  soldiers  in  order  to  gain  the  confidences  of  dissidents, 
see  I'ress  Freedoms  Under  Pressure,  Report  of  the  Twentieth  Cen- 
tury Fund  Task  Force  on  the  Government  and  the  Press  29-34, 
86-97   (1972).    For  the  revelation  of  Army  infiltration  of  political 
organizations  and  spying  on  Senators,  Governors  and  Congressmen, 
see  Federal  Data  Banks,  Computers  and  the  Bill  of  Rights,  Hear- 
ings before  the  Subcom.   on   Constitutional   Rights  of  the  Senate 
Comm.  on  the  Judiciary,  92d  Cong,,  1st  Sess.  (1971)    (discussed  in 
my  dissent   from  the  denial  of  certiorari  in  Williamson  v.  United 

States,  405  U.  S. ).    Among  the  Media  Papers  was  the  suggestion 

by  the  F.  B.  I.  that  investigation  of  dissidents  be  stepped  up  in 
order  to  "enhance  the  paranoia  endemic  in  these  circles  and  [to] 
further  serve  to  get  the  point  across  that  there  is  an  FBI  agent 
behind  every  mailbox."  N.  Y.  Times,  March  25,  1971,  at  33,  col.  1. 
"£.  g.,  N.  Y.  Times,  Feb.  8,  1972,  at  1,  col.  8  (Senate  peace 
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in  terms  of  hundreds  of  thousands  of  .  .  .  dossiers."  '- 
Senator  Kennedy,  as  mentioned  supra,  found  "the  fright- 
ening possibility  that  the  conversations  of  untold  thou- 
sands are  being  monitored  on  secret  devices."  More 
than  our  privacy  is  implicated.  Also  at  stake  is  the 
reach  of  the  Govermnent's  power  to  intimidate  its  critics. 
When  the  Executive  attempts  to  excuse  these  tactics  as 
essential  to  its  defense  against  internal  subversion,  we 
are  obliged  to  remind  it,  without  apology,  of  this  Court's 
long  commitment  to  the  preservation  of  the  Bill  of  Rights 
from  the  corrosive  environment  of  precisely  such  expedi- 
ents." As  Justice  Brandeis  said,  concurring  in  Whitney 
V.  California,  "those  who  won  our  independence  by 
revolution  were  not  cowards.  They  did  not  fear  political 
change.  They  did  not  exalt  order  at  the  cost  of  liberty." 
Chief  Justice  Warren  put  it  this  way  in  United  States 
v.  Robel,  389  U.  S.  258,  264:  "[T]he  concept  of  'national 
defense'  cannot  be  deemed  an  end  in  itself,  justifying 
any  .  .  .  power  designed  to  protect  such  a  goal.  Implicit 
in  the  term  'national  defense'  is  the  notion  of  defending 
those  values  and  ideas  which  set  this  nation  apart.  .  .  . 
It  would  be  indeed  ironic  if,  in  the  name  of  national 
defense,  we  would  sanction  the  subversion  of  .  .  .  those 

advocates  said,  by  presidential  adviser,  to  be  aiding  and  abetting 
the  enemy). 

'-  Amicus  curiae  brief  submitted  by  Senator  Sam  Ervin  in  Laird 
V.  Tatum,  1971  Term,  No.  71-288,  at  8. 

^■'E.  g.,  Neiv  York  Times  Co.  v.  United  States,  403  U.  S.  713; 
Powell  V.  McCormick,  395  U.  S.  486;  United  States  v.  Robel,  389 
U.  S.  258,  264;  Aptheker  v.  Secretary  of  State,  378  U.  S.  500;  Bag- 
gett  V.  Bullitt,  377  U.  S.  372;  Youngstown  Sheet  &  Tube  Co.  v. 
Sawyer,  343  U.  S.  579;  Duncan  v.  Kahnamoku,  327  U.  S.  304; 
White  v.  Steer,  327  U.  S.  304;  De  Jonge  v.  Oregon,  299  U.  S.  353, 
365;  Ex  parte  Milligan,  4  Wall.  2;  Mitchell  v.  Harmony,  13  How' 
115.  Note,  The  "National  Security  Wiretap":  Presidential  Preroga- 
tive or  Judicial  ResponsibiHtv,  45  So.  Cnl.  L.  Rev.  888  907-912 
(1972). 
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liberties  .   .   .   which  make  the  defense  of  the  Nation 
worthwhile." 

The  Warrant  Clause  has  stood  as  a  barrier  against  in- 
trusions by  officialdom  into  the  privacies  of  life.     But 
if  that  barrier  were  lowered  now  to  permit  suspected  sub- 
versives' most  intimate  conversations  to  be  pillaged  then 
why  could  not  their  abodes  or  mail  be  secretly  searched 
by  the  same  authority?    To  defeat  so  terrifying  a  claim 
of  inherent  power  we  need  only  stand  by  the  enduring 
values  served  by  the  Fourth  Amendment".     As  we  stated 
last  Term  in  Coolidge  v.  New  Hampshire,  403  U.  S.  443, 
455:   "In  times  of  unrest,  whether  caused  by  crime  or 
racial  conflict  or  fear  of  internal  subversion,  this  basic 
law  and  values  that  it  represents  may  appear  unrealistic 
or  'extravagant'  to  some.     But  the  values  were  those  of 
the  authors  of  our  fundamental  constitutional  concepts. 
In  times  not  altogether  unlike  our  own  they  won  ...  a 
right    of    personal    security    against    arbitrary    intru- 
sions ....     If  times  have  changed,  reducing  every  man's 
scope  to  do  as  he  pleases  in  an  urban  and  industrial 
world,  the  changes  have  made  the  values  served  by  the 
Fourth   Amendment  more,   not  less,   important."     We 
have  as  much  or  more  to  fear  from  the  erosion  of  our 
sense  of  privacy  and  independence  by  the  omnipresent 
electronic  ear  of  the  Government  as  we  do  from  the 
likelihood    that    fomenters   of   domestic    upheaval   will 
modify  our  form  of  governing.^* 


^*  I  continue  in  my  belief  that  it  would  be  extremely  difficult 
to  write  a  search  warrant  specifically  naming  the  particular  con- 
versations to  be  seized  and  therefore  any  such  attempt  would 
amount  to  a  general  warrant,  the  very  abuse  condemned  by  the 
Fourth  Amendment.  As  I  said  in  Osborn  v.  United  States,  385 
U.  S.  323,  353:  "Such  devices  lay  down  a  dragnet  which  indiscrimi- 
nately sweeps  in  all  conversations  within  its  scope,  without  regard 
to  the  nature  of  the  conversations,  or  the  participants.  A  warrant 
authorizing  such  devices  is  no  different  from  the  general  warrants 
the  Fourth  Amendment  was  mtended  to  prohibit." 
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APPENDIX  TO  OPINION  OF  DOUGLAS,  J. 


FEDERAL  WIRETAPPING  AND  BUGGING  1969-1970 


Court  Ordered 

Executive  Ordered 

Devices 

Devices 

Days  in  Use 

Days  in 

Minimum      Maximum 

Year 

Number        Use 

Number  (Rounded)    (Rounded) 

1969 

30            462 

94         8,100         20,800 

1970 

180         2,363 

113         8,100         22,600 

Ratio  of  Days  Used 

Average  Days  in  Use 

Executive  Ordered: 

Per  Device 

Court  Ordered 

Court          Executive  Ordered 
Ordered                 Devices 

Year 

Minimum     Maximum 

Devices       Minimum   Maximum 

1969 

17.5*           45.0* 

15.4          86.2          221.3 

1970 

3.4              9.6 

13.1          71.7          200.0 

*Ratios  for  1969  are  less  meaningful  than  those  for  1970,  since 
court-ordered  surveillance  program  was  in  its  initial  stage  in  1969. 

Source: 

(1)  Letter  from  Assistant  Attorney  General  Robert  Mardian  to 
Senator  Edward  M.  Kennedy,  March  1,  1971.  Source  figures  with- 
held at  request  of  Justice  Department. 

(2)  1969  and  1970  Reports  of  Administrative  Office  of  U.  S. 
Courts. 
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SUPBEME  COUBT  OF  THE  UNITED  STATES 


No.  70-153 


United  States,  Petitioner, 

V. 

United  States  District  Court 

for  the  Eastern  District 

of  Michigan,  Southern 

Division,  et  al. 


On  Writ  of  Certiorari  to 
the  United  States  Court 
of  Appeals  for  the  Sixth 
Circuit. 


[June  19,  1972] 

Mr.  Justice  White,  concurring  in  the  judgnnent. 

This  case  arises  out  of  a  two-count  indictment  charging 
conspiracy  to  injure  and  injury  to  Government  property. 
Count  I  charged  Robert  Plamondon  and  two  codefend- 
ants  with  conspiring  with  a  fourth  person  to  injure 
Government  property  with  dynamite.  Count  II  charged 
Plamondon  alone  with  dynamiting  and  injuring  Govern- 
ment property  in  Ann  Arbor,  Michigan.  The  defendants 
moved  to  compel  the  United  States  to  disclose,  among 
other  things,  any  logs  and  records  of  electronic  surveil- 
lance directed  at  them,  at  unindicted  coconspirators,  or 
at  any  premises  of  the  defendants  or  coconspirators. 
They  also  moved  for  a  hearing  to  determine  whether  any 
electronic  surveillance  disclosed  had  tainted  the  evidence 
on  which  the  grand  jury  indictment  was  based  and  which 
the  Government  intended  to  use  at  trial.  They  asked 
for  dismissal  of  the  indictment  if  such  taint  were  de- 
termined to  exist.  Opposing  the  motion,  the  United 
States  submitted  an  affidavit  of  the  Attorney  General 
of  the  United  States  disclosing  that  "[t]he  defendant  Pla- 
mondon had  participated  in  conversations  which  were 
overheard  by  Government  agents  who  were  monitoring 


1075 


2    UNITED  STATES  v.  UNITED  STATES  DISTRICT  COURT 

wiretaps  which  were  being  employed  to  gather  intelli- 
gence information  deemed  necessary  to  protect  the  Na- 
tion from  attempts  of  domestic  organizations  to  attack 
and  subvert  the  existing  structure  of  the  Government," 
the  wiretaps  having  been  expressly  approved  by  the 
Attorney  General.  The  records  of  the  intercepted  con- 
versations and  copies  of  the  memorandum  reflecting  the 
Attorney  General's  approval  were  submitted  under  seal 
and  solely  for  the  Court's  in  camera  inspection.^ 

As  characterized  by  the  District  Court,  the  position  of 
the  United  States  was  that  the  electronic  monitoring  of 
Plamondon's  conversations  without  judicial  warrant  was 
a  lawful  exercise  of  the  power  of  the  President  to  safe- 
guard the  national  security.  The  District  Court  granted 
the  motion  of  defendants,  holding  that  the  President  had 
no  constitutional  power  to  employ  electronic  surveillance 
without  warrant  to  gather  information  about  domestic 
organizations.  Absent  probable  cause  and  judicial  au- 
thorization, the  challenged  wiretap  infringed  Plamondon's 
Fourth  Amendment  rights.  The  court  ordered  the  Gov- 
ernment to  disclose  to  defendants  the  records  of  the 
monitored  conversations  and  directed  that  a  hearing  be 
held  to  determine  the  existence  of  taint  either  in  the  in- 
dictment or  in  the  evidence  to  be  introduced  at  trial. 

The  Government's  petition  for  mandamus  to  require 
the  District  Court  to  vacate  its  order  was  denied  by  the 

^  The  Attorney  General's  affidavit  concluded: 
"I  certify  that  it  would  prejudice  the  national  interest  to  disclose 
the  particular  facts  concerning  these  surveillances  other  than  to  the 
court  in  camera.  Accordingly,  the  sealed  exhibit  referred  to  herein 
is  being  submitted  solely  for  the  court's  in  camera  inspection  and  a 
copy  of  the  sealed  exhibit  is  not  being  furnished  to  the  defendants. 
I  would  request  the  court,  at  the  conclusion  of  its  hearing  on  this 
matter,  to  place  the  sealed  exhibit  in  a  sealed  envelope  and  return 
it  to  the  Department  of  Justice  where  it  will  be  retained  under  seal 
so  that  it  may  be  submitted  to  any  appellate  court  that  may  review 
this  matter."    App.  20-21. 
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Court  of  Appeals.  444  F.  2d  651  (1971).  That  court 
held  that  the  Fourth  Amendment  barred  warrantless 
electronic  surveillance  of  domestic  organizations  even  if 
at  the  direction  of  the  President.  It  agreed  with  the  Dis- 
trict Court  that  because  the  wiretaps  involved  were 
therefore  constitutionally  infirm,  the  United  States  must 
turn  over  to  defendants  the  records  of  overheard  con- 
versations for  the  purpose  of  determining  whether  the 
Government's  evidence  was  tainted. 

I  would  affirm  the  Court  of  Appeals  but  on  the  stat- 
utory ground  urged  by  respondent  Keith  (Brief,  p.  115) 
without  reaching  or  intimating  any  views  with  respect 
to  the  constitutional  issue  decided  by  both  the  District 
Court  and  the  Court  of  Appeals. 

Title  III  of  the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968,  82  Stat.  212, 18  U.  S.  C.  §§  2510-2520, 
forbids  under  pain  of  criminal  penalties  and  civil  actions 
for  damages  any  wiretapping  or  eavesdropping  not  under- 
taken in  accordance  with  specified  procedures  for  obtain- 
ing judicial  warrants  authorizing  the  surveillance.  Sec- 
tion 2511  (1)  establishes  a  general  prohibition  against 
electronic  eavesdropping  "except  as  otherwise  specifically 
provided"  in  the  statute.  Later  sections  provide  detailed 
procedures  for  judicial  authorization  of  official  intercep- 
tions of  oral  comunications;  when  these  procedures  are 
followed  the  interception  is  not  subject  to  the  prohibi- 
tions of  §  2511  (1).  Section  2511  (2),  however,  specifies 
other  situations  in  which  the  general  prohibitions  of 
§2511(1)  do  not  apply.  In  addition,  §2511(3)  pro- 
vides that 

"Nothing  contained  in  this  chapter  or  in  section 
605  of  the  Communications  Act  of  1934  (48  Stat. 
1103;  47  U.  S.  C.  §  605)  shall  limit  the  constitutional 
power  of  the  President  to  take  such  measures  as  he 
deems  necessary  to  protect  the  Nation  against  actual 
or  potentional  attack  or  other  hostile  acts  of  a  for- 
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eign  power,  to  obtain  foreign  intelligence  informa- 
tion deemed  essential  to  the  security  of  the  United 
States,  or  to  protect  national  security  information 
against  foreign  intelligence  activities.  Nor  shall 
anything  contained  in  this  chapter  be  deemed  to 
limit  the  constitutional  power  of  the  President  to 
take  such  measures  as  he  deems  necessary  to  protect 
the  United  States  against  the  overthrow  of  the 
Government  by  force  or  other  unlawful  means,  or 
against  any  other  clear  and  present  danger  to  the 
structure  or  existence  of  the  Government.  The  con- 
tents of  any  wire  or  oral  communication  intercepted 
by  authority  of  the  President  in  the  exercise  of  the 
foregoing  powers  may  be  received  in  evidence  in  any 
trial  hearing,  or  other  proceeding  only  where  such 
interception  was  reasonable,  and  shall  not  be  other- 
wise used  or  disclosed  except  as  is  necessary  to 
implement  that  power." 

It  is  this  subsection  that  lies  at  the  heart  of  this  case. 

The  interception  here  was  without  judicial  warrant, 
it  was  not  covered  by  the  provisions  of  §  2511  (2)  and  it 
is  too  clear  for  argument  that  it  is  illegal  under  §  2511  (1) 
unless  it  is  saved  by  §2511  (3).  The  majority  asserts 
that  §  2511  (3)  is  a  "disclaimer"  but  not  an  "exception." 
But  however  it  is  labeled,  it  is  apparent  from  the  face  of 
the  section  and  its  legislative  history  that  if  this  inter- 
ception is  one  of  those  described  in  §  2511  (3),  it  is  not 
reached  by  the  statutory  ban  on  unwarranted  electronic 
eavesdropping.- 

2  1  cannot  agree  with  the  majority's  analysis  of  the  import  of 
§2511  (3).  Surely,  Congress  meant  at  least  that  if  a  court  deter- 
mined that  in  the  specified  circumstances  the  President  could 
constitutionally  intercept  communications  without  a  warrant,  the 
general  ban  of  §2511(1)  would  not  apply.  But  the  limitation 
on  the  apphcability  of  §2511  (1)  was  not  open-ended;  it  was  con- 
fined to  those  situations  which  §2511(3)  specifically  described. 
Thus,  even  assuming  the  constitutionality  of  a  warrantless  surveil- 
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The  defendants  in  the  District  Court  moved  for  the 
production  of  the  logs  of  any  electronic  surveillance  to 
which  they  might  have  been  subjected.  The  Govern- 
ment responded  that  conversations  of  Plamondon  had 
been  intercepted  but  took  the  position  that  turnover  of 
surveillance  records  was  not  necessary  because  the  inter- 
ception complied  with  the  law.  Clearly,  for  the  Govern- 
ment to  prevail  it  was  necessary  to  demonstrate  first  that 
the  interception  involved  was  not  subject  to  the  statutory 
requirement  of  judicial  approval  for  wiretapping  because 
the  surveillance  was  within  the  scope  of  §  2511  (3);  and, 
secondly,  if  the  Act  did  not  forbid  the  warrantless  wire- 
tap, that  the  surveillance  was  consistent  with  the  Fourth 
Amendment. 

"The  United  States  has  made  no  claim  in  this  case  that 
the  statute  may  not  constitutionally  be  applied  to  the 
surveillance  at  issue  here.^     Nor  has  it  denied  that  to 


lance  authorized  by  the  President  to  uncover  private  or  official 
graft  forbidden  by  federal  statute,  the  interception  would  be  illegal 
under  §2511  (1)  because  it  is  not  the  type  of  presidential  action 
saved  by  the  Act  by  the  i)rovision  of  §2511  (3)  As  stated  in  the 
text  and  footnote  3,  the  United  States  does  not  claim  that  Congress 
is  powerless  to  require  warrants  for  surveillances  which  the  I'resident 
otherwise  would  not  be  barred  by  the  Fourth  Amendment  from 
undertaking  without   a  warrant. 

•''See  the  Transcript  of  Oral  Argiiment  in  this  Court,  pp.  13-14: 

"Q.  ...  I  take  it  from  your  answer  that  Congress  could  forbid 
the  President  from  doing  what  you  suggest  he  has  the  power  to  do 
in  this  case? 

"Mr.  Mardian  [Assistant  Attorney  General] :  That  issue  is  not 
before  this  Court 

"Q.  Well,  I  would — my  next  question  will  suggest  that  it  is. 
Would  you  say,  though,  that  Congress  could  forbid  the  President? 

"Mr.  Mardian:  I  think  under  the  rule  announced  by  this  court 
in  Colony  Catering  that  within  certain  limits  the  Congress  could 
severely  restrict  the  power  of  the  President  in  this  area. 

"Q.  Well,  let's  assume  Congress  says,  then,  that  the  Attorney 
General,  or  the  President  may  authorize  the  Attorney  General  in 
specific  situations  to  carry  out  electronic  surveillance  if  the  Attorney 
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comply  with  the  Act  the  surveillance  must  either  be  sup- 
ported by  a  warrant  or  fall  within  the  bounds  of  the  ex- 
ceptions provided  by  §  2511  (3).  Nevertheless,  as  I  read 
the  opinions  of  the  District  Court  and  the  Court  of  Ap- 
peals, neither  court  stopped  to  inquire  whether  the  chal- 
lenged interception  was  illegal  under  the  statute  but  pro- 
proceeded  directly  to  the  constitutional  issue  without 
adverting  to  the  time-honored  rule  that  courts  should 
abjure  constitutional  issues  except  where  necessary  to  de- 
cision of  the  case  before  them.  Ashwander  v.  Tennessee 
Valley  Authority,  297  U.  S.  288,  346-347  (1936)  (con- 
curring opinion).  Because  I  conclude  that  on  the  record 
before  us  the  surveillance  undertaken  by  the  Government 
in  this  case  was  illegal  under  the  statute  itself,  I  find  it 
unncessary,  and  therefore  improper,,  to  consider  or 
decide  the  constitutional  questions  which  the  courts  below 
improvidently  reached. 

The  threshold  statutory  question  is  simply  put:  Was 
the  electronic  surveillance  undertaken  by  the  Govern- 

General  certifies  that  there  is  a  clear  and  present  danger  to  the 
security  of  the  United  States? 

"Mr.  Mardian:  I  think  that  Congress  has  already  provided  that, 
and 

"Q.  Well,  would  you  say  that  Congress  would  have  the  power  to 
limit  surveillances  to  situations  where  those  conditions  were  satisfied? 
"Mr.  Mardian:  Yes,  I  would— I  would  concur  in  that.  Your  Honor." 
A  colloquy  appearing  in  the  debates  on  the  bill,  appearing  at  Cong. 
Rec.  Vol.  114,  Pt.  11,  pp.  14,750-14,751,  indicates  that  some  Sen- 
ators considered  §2511  (3)  as  merely  stating  an  intention  not  to 
interfere  with  the  constitutional  powers  which  the  President  might 
otherwise  have  to  engage  m  warrantless  electronic  surveillance.  But 
the  Department  of  Justice,  it  was  said,  participated  in  the  drafting 
of  §2511  (3)  and  there  is  no  indication  in  the  legislative  history 
that  there  was  any  claim  or  thought  that  the  supposed  powers  of 
the  President  reached  beyond  those  described  in  the  section.  In  any 
case,  it  seems  clear  that  the  congressional  policy  of  noninterference 
was  Umited  to  the  terms  of  §2511  (3). 
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ment  in  this  case  a  measure  deemed  necessary  by  the 
President  to  implement  either  the  first  or  second  branch 
of  the  exception  carved  out  by  §  2511  (3)  to  the  general 
requirement  of  a  warrant? 

The  answer,  it  seems  to  me,  must  turn  on  the  affidavit 
of  the  Attorney  General  offered  by  the  United  States  in 
opposition  to  defendants'  motion  to  disclose  surveillance 
records.  It  is  apparent  that  there  is  nothing  whatsoever 
in  this  affidavit  suggesting  that  the  surveillance  was 
undertaken  within  the  first  branch  of  the  §2511(3) 
exception,  that  is,  to  protect  against  foreign  attack,  to 
gather  foreign  intelligence  or  to  protect  national  security 
information.  The  sole  assertion  was  that  the  monitoring 
at  issue  was  employed  to  gather  intelligence  information 
"deemed  necessary  to  protect  the  Nation  from  attempts 
of  domestic  organizations  to  attack  and  subvert  the  exist- 
ing structure  of  the  Government."     App.  20. 

Neither  can  I  conclude  from  this  characterization  that 
the  wiretap  employed  here  fell  within  the  exception  recog- 
nized by  the  second  sentence  of  §  2511  (3) ;  for  it  utterly 
fails  to  assume  responsibility  for  the  judgment  that  Con- 
gress demanded:  that  the  surveillance  was  necessary  to 
prevent  overthrow  by  force  or  other  unlawful  means  or 
that  there  was  any  other  clear  and  present  danger  to  the 
structure  or  existence  of  the  Government.  The  affidavit 
speaks  only  of  attempts  to  attack  or  subvert;  it  makes 
no  reference  to  force  or  unlawfulness;  it  articulates  no 
conclusion  that  the  attempts  involved  any  clear  and 
present  danger  to  the  existence  or  structure  of  the 
Government. 

The  shortcomings  of  the  affidavit  when  measured 
against  §  2511  (3)  are  patent.  Indeed,  the  United  States 
in  oral  argument  conceded  no  less.  The  specific  inquiry 
put  to  Government  counsel  was:  "[D]o  you  think  the 
affidavit,  standing  alone,  satisfies  the  Safe  Streets  Act?" 
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The  Assistant  Attorney  General  answered  "No  sir,  we 
do  not  rely  upon  the  affidavit  itself  .  .  .  ."  Tr.  of  Oral 
Arg.,  p.  15/ 

Government  counsel,  however,  seek  to  save  their  case 
by  reference  to  the  in  camera  exhibit  submitted  to  the 
District  Court  to  supplement  the  Attorney  General's 
affidavit.'  It  is  said  that  the  exhibit  includes  the  re- 
quest for  wiretap  approval  submitted  to  the  Attorney 
General,  that  the  request  asserted  the  need  to  avert  a 
clear  and  present  danger  to  the  structure  and  existence 
of  the  Government,  and  that  the  Attorney  General 
endorsed  his  approval  on  the  request.^     But  I  am  uncon- 

"  See  also  Transcript  of  Oral  Argument,  p.  17: 

'•Q.  lljf  all  the  in  camera  document  contained  was  what  the  affi- 
davit contained,  it  would  not  comply  with  the  Safe  Streets  Act? 

"Mr.  Mardian:  I  would  concur  in  that,  Your  Honor." 

•'•The  Government  appears  to  have  shifted  ground  in  this  respect. 
In  its  initial  brief  to  this  Court,  the  Government  quoted  the  Attorney 
General's  affidavit  and  then  said,  without  qualification,  "These  were 
the  grounds  upon  which  the  Attorney  General  authorized  the  sur- 
veillance in  the  present  case."  Brief  for  the  United  States,  p.  21. 
Moreover,  counsel  for  the  Government  stated  at  oral  argument  "that 
the  in  camera  submission  was  not  intended  as  a  justification  for  the 
authorization,  but  simply  [as]  a  proof  of  the  fact  that  the  authoriza- 
tion had  been  granted  by  the  Attorney  General  of  the  United  States, 
over  his  own  signature."    Tr.  of  Oral  Arg.,  pp.  6-7. 

Later  at  oral  argument,  however,  the  Government  said:  "[T]he 
affidavit  was  never  intended  as  the  basis  for  justifying  the  sur- 
veillance in  question  ....  The  justification,  and  again  I  suggest 
that  it  is  only  a  partial  justification,  is  contained  in  the  in  camera 
exhibit  which  was  submitted  to  Judge  Keith  ....  We  do  not 
rely  upon  the  affidavit  itself  but  the  in  camera  exhibit."  Tr.  of  Oral 
Arg.,  at  pp.  14-15.  And  in  its  reply  brief,  the  Government  says  flatly: 
"These  [in  camera]  documents,  and  not  the  affidavit,  are  the  proper 
basis  for  determining  the  ground  upon  which  the  Attorney  General 
acted."    Reply  Brief  for  the  United  States,  p.  9. 

«  Procedures  in  practice  at  the  time  of  the  request  here  in  i.^.^ue 
apparently  resulted  in  the  Attorney  General  merely  countersigning 


1082 


UNITED  STATES  v.  UNITED  STATES  DISTRICT  COURT    9 

viiiced  the  mere  eiidorseinent  of  the  Attorney  General 
on  the  request  for  ai)proval  submitted  to  him  must  be 
taken  as  the  Attorney  General's  own  opinion  that  the 
wiretap  was  necessary  to  avert  a  clear  and  present 
danger  to  the  existence  or  structure  of  the  Government 
when  in  an  affidavit  later  filed  in  court  and  specifically 
characterizing  the  purposes  of  the  interception  and  at 
least  impliedly  the  grounds  for  his  prior  approval,  the 
Attorney  General  said  only  that  the  tap  was  undertaken 
to  secure  intelligence  thought  necessary  to  protect 
against  attempts  to  attack  and  subvert  the  structure  of 
Government.  If  the  Attorney  General's  approval  of 
the  interception  is  to  be  given  a  judicially  cognizable 
meaning  different  from  the  meaning  he  seems  to  have 
ascribed  to  it  in  his  affidavit  filed  in  court,  there  obvi- 
ously must  be  further  proceedings  in  the  District  Court. 

Moreover,  I  am  reluctant  myself  to  proceed  in  the 
first  instance  to  examine  the  in  camera  material  and 
either  sustain  or  reject  the  surveillance  as  a  necessary 
measure  to  avert  the  dangers  referred  to  in  §2511  (3). 
What  Congress  excepted  from  the  warrant  requirement 
was  a  surveillance  which  the  President  would  assume 
responsibility  for  deeming  an  essential  measure  to  pro- 
tect against  clear  and  present  danger.  No  judge  can 
satisfy  this  congressional  requirement. 

Without  the  necessary  threshold  determination,  the 
interception  is,  in  my  opinion,  contrary  to  the  terms  of 
the  statute  and  subject  therefore  to  the  prohibition  con- 
tained  in   §  2515  against  the  use  of  the  fruits  of  the 


a  request  which  asserted  a  need  for  a  wiretap.  We  are  told  that 
under  present  procedures  the  Attorney  General  makes  an  express 
written  finding  of  clear  and  present  danger  to  the  structure  and  ex- 
istence of  the  Government  before  he  authorizes  a  tap.  Tr.  of  Oral 
Arg.,  pp.  17-18. 
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warrantless  electronic  surveillance   as  evidence  at  any 
trial." 

There  remain  two  additional  interrelated  reasons  for 
not  reaching  the  constitutional  issue.  First,  even  if  it 
were  determined  that  the  Attorney  General  purported  to 
authorize  an  electronic  surveillance  for  purposes  exempt 
from  the  general  provisions  of  the  Act  there  would  re- 
main  the  issue  whether  his  discretion  was  properly  au- 
thorized. The  United  States  concedes  that  the  act  of 
the  Attorney  General  authorizing  a  warrantless  wiretap 
is  subject  to  judicial  review  to  some  extent,  Brief  for 
the  United  States,  pp.  21-23,  and  it  seems  improvident 
to  proceed  to  constitutional  questions  until  it  is  deter- 
mined that  the  Act  itself  does  not  bar  the  interception 
here  in  question. 

Second,  and  again  on  the  assumption  that  the  surveil- 
lance here  involved  fell  within  the  exception  provided 
by  §2511  (3),  no  constitutional  issue  need  be  reached 
in  this  case  if  the  fruits  of  the  wiretap  were  inadmissible 
on  statutory  grounds  in  the  criminal  proceedings  pending 
against  respondent  Plamondon.  Section  2511  (3)  itself 
states  that  "[t]he  contents  of  any  wire  or  oral  communi- 
cation intercepted  by  authority  of  the  President  in  the 
exercise  of  the  foregoing  powers  may  be  received  in  evi- 
dence in  any  trial  hearing,  or  other  proceeding  only 
where  such  interception  was  reasonable,  and  shall  not  be 
otherwise  used  or  disclosed  except  as  is  necessary  to 
implement  that  power."     (Emphasis  added.)     There  has 

^  "Whenever  any  wire  or  oral  communication  has  been  intercepted, 
no  part  of  the  contents  of  such  communication  and  no  evidence 
derived  therefore  may  be  received  in  evidence  in  any  trial,  hearing, 
or  other  proceeding  in  or  before  any  court,  grand  jury,  department, 
officer,  agency,  regulatory  body,  legislative  committee,  or  other 
authority  of  the  United  States,  or  a  political  subdivision  thereof  if 
the  disclosure  of  that  information  would  be  in  violation  of  this  chap- 
ter."   18  U.  S.  C.  §  2515. 
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been  no  determination  by  the  District  Court  that  it 
would  be  reasonable  to  use  the  fruits  of  the  wiretap 
against  Plamondon  or  that  it  would  be  necessary  to  do 
so  to  implement  the  purposes  for  which  the  tap  was 
authorized. 

My  own  conclusion,  again,  is  that  as  long  as  non- 
constitutional,  statutory  grounds  for  excluding  the  evi- 
dence or  its  fruits  have  not  been  disposed  of  it  is 
improvident  to  reach  the  constitutional  issue. 

I  would  thus  affirm  the  judgment  of  the  Court  of 
Appeals  unless  the  Court  is  prepared  to  reconsider  the 
necessity  for  an  adversary,  rather  than  an  in  camera, 
hearing  with  respect  to  taint.  If  in  camera  proceedings 
are  sufficient  and  no  taint  is  discerned  by  the  judge, 
this  case  is  over,  whatever  the  legality  of  the  tap. 
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Notice:  This  opinion  is  subject  to  formal  revision  before  publication  in  the  Federal 
Reporter  or  U.S.App.D.C.  Reports.  Users  are  requested  to  notify  the  Clerk  of  any  formal 
errors  in  order  that  corrections  may  be  made  before  the  bound  volumes  go  to  press. 
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Syllabus 

Appellants,  16  individuals  who  were 
members  of  the  Jewish  Defense  Leagiae 
(JDL),  a  domestic  political  org-anization, 
brought  this  damage  action  against  ap- 
pellees— John  Mitchell,  then  Attorney 
General,  and  nine  special  agents  of  the 
Federal  Bureau  of  Investigation — alleg- 
ing that  in  the  course  of  an  electronic 
surveillance  installed  by  appellees  on 
JDL's  New  York  headquarters  appel- 
lants' conversations  were  illegally  over- 
heard in  violation  of  both  the  Fourth 
Amendment  and  Title  III  of  the  Omni- 
bus Crime  Control  and  Safe  Streets  Act 
of  1968,  18  U.S.C.  §§  2510-2520  (1970). 
The  primary  defense  interposed  against 
this   action   was   the   assertion    that   the 
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surveillance  was  in  fact  legal  because  it 
was  "authorized  by  the  President  of  the 
United  States,  acting  through  the  Attor- 
ney  General   in   the   exercise  of  his   au- 
thority  relating   to    foreign    affairs   and 
was  deemed  essential  to  protect  this  na- 
tion and  its  citizens  against  hostile  acts 
of  a  foreign  power  and  to  obtain  foreign 
intelligence  information  deemed  essential 
to   the   security   of   the   United   States." 
The  legality  of  such  warrantless  surveil- 
lance,  based  on  threats  to  the  national 
security   involving   foreign   powers,    had 
been  explicitly  reserved  by  the  Supreme 
Court  in  United  States  v.  United  States 
District  Court  [Keith],  407  U.S.  297,  92 
S.Ct.  2125,  32  L.Ed.2d  752  (1972),  which 
held  that  no  such  exception  to  the  war- 
rant requirement  exists  when  the  nation- 
al security  threat  solely  involves  domes- 
tic organizations.     The  District  Court  in 
this  case  held  that  the  reserved  question 
in   Keith  should  be  decided  in  favor  of 
appellees,   and    found    that,    in    light   of 
JDL's  activities — both  violent  and  peace- 
ful— directed    against    Soviet   diplomatic 
and  cultural  installations  in  this  country 
and    the    threat    of    Soviet    retaliation 
against  Americans  living  in  Moscow  and 
a   worsening   of   Soviet-American   diplo- 
matic relations,   warrantless   installation 
of  these  wiretaps  was  reasonable  within 
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the  meaning  of  the  Fourth  Amendment. 
The  District  Court  further  ruled  that  the 
provisions   of   Title   III    were   inapposite 
when  national  security  surveillance  is  in- 
volved, and  granted  appellees'  motion  for 
summary  judgment.     Held :    A  warrant 
must  be  obtained  before  a  wiretap  is  in- 
stalled on  a  domestic  organization  that  is 
neither  the  agent  of  nor  acting  in  collab- 
oration with  a  foreign  power,  even  if  the 
surveillance  is  installed  under  presiden- 
tial directive  in  the  name  of  foreign  in- 
telligence gathering  for  protection  of  the 
national    security.      Moreover,    the    war- 
rant must  be  obtained  and  executed  in 
compliance  with  the  procedures  of  Title 
III. 

363  F.Supp.  936  (1973)  is  reversed  and 
remanded  for  further  proceedings  not  in- 
consistent with  this  opinion. 


Circuit  Judge  J.  SKELLY  WRIGHT, 
in  an  opinion  joined  by  Circuit  Judges 
LEVENTHAL  and  SPOTTSWOOD  W. 
ROBINSON,  III,  and  by  Chief  Judge 
BAZELON  except  as  to  Part  III-B  con- 
cerning which  he  filed  a  dissenting  opin- 
ion, concluded  that: 

1.  In  Bivens  v.  Six  Unknown  Named 
Agents  of  the  Federal  Bureau  of  Narcot- 
ics, 403  U.S.  388,  91  S.Ct.  1999,  29 
L.Ed.2d  619  (1971),  the  Supreme  Court 
held  that  a  federal  cause  of  action  for 
damages  exists  to  remedy  violations  of 
the  Fourth  Amendment.  The  warrant- 
less surveillance  conducted  by  appellees 
constitutes   such   a    Fourth   Amendment 

violation.    Slip  op.  at  820-870,  infra, 

U.S.App.D.C.   at ,     F.2d 

at • 

(a)  Although  Presidents  since  the  time 
of  Franklin  Roosevelt  have  authorized 
warrantless  national  security  surveil- 
lance, the  practice  does  not  justify  dis- 
pensing with  the  warrant  requirement. 
Since  the  practice  developed  at  a  time 


when  there  were  no  Fourth  Amendment 
restrictions  on  non-trespassory  surveil- 
lance, we  cannot  view  it  as  an  affirma- 
tive declaration  by  prior  Presidents  that 
their  surveillance  activities  were  immune 
from  constitutional  strictures.  In  any 
event,  an  unconstitutional  practice,  no 
matter  how  inveterate,  cannot  be  con- 
doned     by      the     judiciary.        Slip     op. 

at     823-830,      infra,    U.S.App.D.C. 

at ,  F.2d  at • 

(b)  Prior  Supreme  Court  decisions  con- 
cerning the  broad  plenary  powers  of  the 
President  in  the  field  of  foreign  affairs 
do  not  predetermine  the  proper  accom- 
modation of  presidential  powers  with  the 
mandate  of  the  Fourth  Amendment  and 
do  not  require  that  the  President's  na- 
tional security  surveillance  orders  be  ei- 
ther exempted  from  any  judicial  review 
or  exempted  from  prior  judicial  scrutiny. 
Although  these  cases   indicate   that   the 
President's  power  to  obtain  foreign  intel- 
ligence information  is  vast,  they  do  not 
suggest  that  he  is  immune  from  consti- 
tutional   requirements;      the    procedural 
question  of  how  the  President  may  con- 
stitutionally exercise  his  powers  remains 
even    though    those    substantive    powers 
are       found       to       exist.         Slip       op. 

at     830-839,      infra,    U.S.App.D.C. 

at ,  F.2d  at ■ 

(c)  Both  appellees  in  this  case  and 
some  other  courts  facing  the  question  of 
warrantless  national  security  surveil- 
lance have  asserted  that,  since  "reasona- 
bleness" is  the  ultimate  test  under  the 
Fourth  Amendment,  the  reasonableness 
of  such  warrantless  surveillance  is  to  be 
determined  on  the  circumstances  of  the 
particular  case.  However,  this  approach 
is  inconsistent  with  the  methodology  the 
Supreme  Court  has  consistently  followed 
when  addressing  Fourth  Amendment 
problems:  absent  special  circumstances, 
a  warrantless  search  is  per  se  unlawful. 
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As  the  Keith  decision  indicates,  a  court 
must  ask  more  than  whether  there  is  a 
legitimate  presidential  need  to  conduct 
electronic  surveillance;  it  must  also  ask 
whether  a  warrant,  which  places  a  neu- 
tral and  detached  magistrate  or  judge 
between  investigative  or  prosecutorial 
officials  of  the  Executive  Branch  and 
the  First  and  Fourth  Amendment  rights 
of  our  citizens,  should  be  obtained  before 
doing  so.  This  requires  an  analysis  of 
whether  a  warrant  would  frustrate  the 
legitimate  governmental  goal  in  the  cat- 
egory of  cases  of  which  this  is  but  one 

example.    Slip  op.  at  839-845,  infra, 

U.S.App.D.C.     at ,    F.2d 

at .  . 

(d)  In  balancing  individual  rights  and 
governmental  needs  in  the  intelligence 
gathering  area,  it  is  clear  that  prior  judi- 
cial review  can  prevent  Executive  abuses 
and  safeguard  not  only  the  Fourth 
Amendment  right  of  privacy,  but  also 
the  First  Amendment  values  of  freedom 
of  speech  and  association.  Thus  prior 
judicial  review  should  be  required  unless 
it  will  frustrate  the  legitimate  goals  of 
surveillance.  A  search  of  prior  cases  up- 
holding the  President's  asserted  right  to 
conduct  warrantless  foreign  security  sur- 
veillance reveals  almost  a  total  lack  of 
reasons  for  not  requiring  a  warrant. 
Nevertheless,  possible  factors  that  might 
dictate  abrogation  of  the  warrant  re- 
quirement include  (1)  lack  of  judicial 
competence  to  deal  with  foreig^n  affairs 
data;  (2)  danger  of  security  leaks  which 
might  endanger  the  lives  of  informants 
and  agents  and  which  might  seriously 
harm  national  security;  (3)  the  fact  that 
such  surveillance  is  not  being  used  for 
criminal  prosecutions,  but  only  for  "stra- 
tegic" intelligence  gathering;  (4)  the 
possibility  that  the  delay  involved  in  the 
warrant  procedure  might  result  in  sub- 
stantial harm  to  national  security;    and 


(5)  the  fact  that  the  administrative  bur- 
den on  the  courts  or  the  Executive 
Branch  which  would  result  from  such  a 
requirement  would  be  enormous.  Our 
analysis  of  these  factors  indicates  that 
none  is  persuasive  as  a  reason  for  abro- 
gating the  warrant  procedure  when  the 
President  seeks  to  obtain  information 
that    affects    foreign    affairs.      Slip    op. 

at     846-866,      infra,    U.S.App.D.C. 

at ,  F.2d  at . 

(e)  Although  the  above  analysis  sug- 
gests that,  except  for  situations  where 
exigent  circumstances  are  present,  there 
should  be  no  category  of  surveillance  for 
which  the  President  need  not  obtain  a 
warrant,  our  holding  today  does  not 
sweep  that  broadly.  We  only  hold  in 
this  case  that,  even  where  foreign  affairs 
are  involved,  the  President  must  obtain  a 
warrant  when  the  domestic  organization 
which  is  the  subject  of  the  surveillance  is 
neither  an  agent  of  nor  acting  in  collabo- 
ration with  the  foreign  power  posing  the 
national  security  threat.  This  holding  is 
particularly  reinforced  by  the  rationale 
and  approach  of  the  Keith  decision.    Slip 

op.  at    866-871,    infra, U.S.App.D.C. 

at ,  F.2d  at . 

(f)  Since  judges  wall  be  forced  to  de- 
cide whether  "probable  cause"  to  install 
national  security  wiretaps  exists,  we  of- 
fer some  guidance  on  the  factors  which 
judges  should  consider  in  issuing  war- 
rants. These  include  the  importance  of 
the  information  sought  by  the  Govern- 
ment, the  availability  of  less  intrusive 
means  for  obtaining  the  information, 
and  the  degree  to  which  surveillance  of  a 
particular  scope  and  duration  will  in- 
fringe     individual      rights.        Slip      op. 

at     871-875,      infra,    U.S.App.D.C. 

at , F.2d  at . 

2.  Congress  intended  that  the  proce- 
dures and  remedies  of  Title  III  of  the 
Omnibus  Crime  Control  and  Safe  Streets 
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Act  of  1968  would  apply  to  all  surveil- 
lance which  must,  under  the  Constitu- 
tion, be  conducted  pursuant  to  a  warrant 
procedure.  Since  we  hold  that  a  war- 
rant is  constitutionally  required  under 
the  circumstances  of  this  case,  appellants 
are  entitled  to  the  liquidated  damages 
recovery  provided  in  that  Act,  unless  ap- 
pellees on  remand  establish  an  affirma- 
tive   defense    of    good    faith.      Slip    op. 

at     875-892,       infra,    U.S.App.D.C. 

at ,  F.2d  at . 

(a)  The  dictum  in  Keith  concerning 
possible  future  congressional  legislation 
in  the  national  security  area  is  consistent 
with  our  holding  that  Congress  intended 
Title  III  to  be  as  comprehensive  as  possi- 
ble, covering  all  surveillance  which  the 
Constitution  dictates  must  be  conducted 
only  after  securing  judicial  approval. 
This  statutory  construction  is  supported 
by  the  language  of  Title  III,  by  its  legis- 
lative history,  by  the  fate  of  proposed 
wiretap  legislation  over  the  past  20 
years,  and  by  various  policy  considera- 
tions.    Slip  op;  at    876-888,     infra,  

U.S.App.D.C.    at ,    F.2d 

at . 

(b)  Appellees  may  on  remand,  how- 
ever, avoid  damages  on  both  constitu- 
tional and  statutory  grounds  if  they  can 
establish  (1)  ihat  they  had  a  subjective 
good  faith  belief  that  it  was  constitu- 
tional to  install  warrantless  wiretaps  un- 
der the  circumstances  of  this  case,  and 
(2)  that  this  belief  was  itself  reasonable. 

Slip   op.    at     888-892,      infra,   U.S. 

App.D.C.      at ,      F.2d 

at . 


Circuit  Judge  McGOWAN,  concurring 
in  the  judgment  of  the  court  only  on 
statutory  grounds,  concluded  that  in  or- 
der to  escape  the  statute's  general  prohi- 
bition of  warrantless  electronic  surveil- 
lance, 18  U.S.C.  §  2511(1)  (1970),  the  in- 


stant wiretaps  must  fall  within  the  stat- 
utory exemption  for  "measures 
necessary  to  protect  the  Nation  against 
actual  or  potential  attack  or  other  hostile 
acts  of  a  foreign  power."  Id.  §  2511  (3). 
Since,  in  Judge  McGowan's  view,  such 
measures  do  not  include  surveillances  di- 
rected, as  these  were,  at  citizens  having 
no  affinity  with  a  foreign  power  whose 
hostile  acts  are  feared,  he  would  hold  the 
instant  surveillances  illegal  on  that 
ground  alone,  without  reference  to  the 
Constitution. 


Circuit  Judge  ROBB  concurs  in  the 
judgment  of  the  court  on  statutory 
grounds  without  reaching  the  constitu- 
tional questions. 


Circuit  Judge  WILKEY,  concurring  in 
the  judgment  of  the  court  only  on  consti- 
tutional grounds  and  dissenting  on  statu- 
tory grounds,  concluded  that: 

Although  not  regulated  by  or  in  viola- 
tion of  the  provisions  of  Title  III,  the 
warrantless  surveillance  of  the  JDL 
nevertheless  violated  the  minimal  proce- 
dural requirements  of  the  Constitution; 
therefore,  the  appellants  have  a  cause  of 
action  against  the  appellees  for  damages 
under  the  Fourth  Amendment. 

(a)  The  question  whether  the  surveil- 
lance should  be  exempted  from  the 
Fourth  Amendment's  warrant  require- 
ment can  only  be  answered  by  balancing 
the  exigencies  of  intelligence  gathering 
in  this  case  against  the  constitutional 
values  placed  on  prior  judicial  approval. 

(b)  The  waiver  approved  by  the  Dis- 
trict Court  is  an  extremely  broad  exemp- 
tion whose  employment  by  the  Executive 
might  be  subject  to  inordinate  abuse.  It 
poses  a  grave  threat  to  the  Fourth 
Amendment  values  of  privacy,  political 
freedom,  and  judicial  oversight  of  gov- 
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ernmental  searches  and  seizures  which 
are  not  outweighed  in  this  case  by  the 
need  for  speed,  secrecy,  expertise,  and 
Presidential  freedom  of  action  in  foreign 
intelligence  operations. 

(c)  The  arguments  for  a  "foreign  af- 
fairs" exemption  from  the  warrant  re- 
quirement are  strongest  where  foreign 
agents  and  collaborators  with  a  foreign 
power  are  involved.  In  addition,  an  ex- 
emption limited  to  this  narrow  class  of 
criminals  minimizes  conflict  with  First 
and  Fourth  Amendment  values. 

(d)  If  a  "foreign  affairs"  exemption 
exists,  therefore,  it  applies  only  to  sur- 
veillances involving  foreign  agents  and 
collaborators.  It  has  no  application  to 
the  warrantless  wiretaps  employed  by 
the  Executive  here. 


Circuit  Judge  MacKINNON  concurs  in 
part,  dissents  in  part,  and  files  a  sepa- 
rate statement. 

1.  United  States  <3=>78(5) 

Illegal  nontrespassory  electronic  sur- 
veillance is  within  the  ambit  of  the  Fed- 
eral Tort  Claims  Act.  (Per  Wright,  Cir- 
cuit Judge,  with  three  Judges  concurring 
and  two  Judges  concurring  in  the  judg- 
ment.) 28  U.S.C.A.  §§  2671-2680, 
2680{h). 

2.  Searches  and  Seizures  ®=>7(10),  8 

Warrantless  electronic  surveillance 
by  FBI  agents,  approved  by  the  Attor- 
ney General,  constituted  a  Fourth 
Amendment  violation  for  which  federal 
cause  of  action  for  damages  existed  to 
remedy.  (Per  Wright,  Circuit  Judge, 
with  three  Judges  concurring  and  two 
Judges  concurring  in  the  judgment.) 
U.S.C.A.Const.  Amend.  4. 

3.  Telecommunications  <3=>496 

A  warrant  must  be  obtained  before 
a  wiretap  is  installed  on  a  domestic  or- 
ganization that  is  neither  the  agent  of 


nor  acting  in  collaboration  with  a  for- 
eign power,  even  if  the  surveillance  is 
installed  under  presidential  directive  in 
the  name  of  foreign  intelligence  gather- 
ing for  protection  of  the  national  securi- 
ty. (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  U.S.C.A. 
Const.  Amend.  4. 

4.  Telecommunications  '3=>496 

Whatever  the  legitimate  scope  of 
the  power  of  the  President  to  conduct 
legitimate  national  security  wiretaps, 
and  whatever  the  standard  which  must 
be  met  to  justify  the  intrusion  of  a  wire- 
tap, the  decision  as  to  whether  the  scope 
has  been  exceeded  or  the  standard  has 
been  met  is  to  be  made  by  a  neutral  and 
disinterested  magistrate  or  judge  rather 
than  by  an  executive  official  engaged  in 
investigatory  or  prosecutorial  duties,  at 
least  in  situations  where  the  subject  of 
the  surveillance  is  a  domestic  organiza- 
tion that  is  not  the  agent  of  or  acting  in 
collaboration  with  a  foreign  power.  (Per 
Wright,  Circuit  Judge,  with  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.)  U.S.C.A.Const.  Amend. 
4. 

5.  Telecommunications  <3=>496 

Although  any  electronic  surveillance 
is  presumptively  unlawful  if  instituted 
without  compliance  with  the  strictures  of 
Title  III  of  the  Omnibus  Crime  Control 
and  Safe  Streets  Act  of  1968,  a  surveil- 
lance within  the  comprehension  of  the 
"national  security"  proviso  would  not  be 
rendered  unlawful  by  Title  III.  (Per 
Wright,  Circuit  Judge,  with  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.)  U.S.C.A.Const.  Amend. 
4;    18  U.S.C.A.  §§  2510-2520,  2511(3). 

6.  Searches  and  Seizures  <3=»7(10) 

Although  some  Presidents  had  au- 
thorized   warrantless    national    security 
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electronic  surveillance  and  wiretaps,  the 
practice  did  not  justify  dispensing  with 
the  Fourth  Amendment  warrant  require- 
ment. (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  U.S.C.A. 
Const.  Amend.  4. 

7.  Constitutional  Law  <s=45 

An  unconstitutional  practice,  no 
matter  how  inveterate,  cannot  be  con- 
doned by  the  judiciary.  (Per  Wright, 
Circuit  Judge,  with  three  Judges  concur- 
ring and  two  Judges  concurring  in  the 
judgment.) 

8.  Searches  and  Seizures  <®=7(1) 

It  is  more  in  keeping  with  the  spirit 
and  purpose  of  the  Fourth  Amendment 
to  close  areas  of  assertedly  nonreviewa- 
ble  executive  prerogative  rather  than  to 
retreat  in  doctrinal  areas  which  have 
been  settled  since  the  amendment  was 
first  promulgated.  (Per  Wright,  Circuit 
Judge,  with  three  Judges  concurring  and 
two  Judges  concurring  in  the  judgment.) 
U.S.C.A.Const.  Amend.  4. 

9.  International  Law  <s=^10.8 

The  "act  of  state"  doctrine  provides 
that  the  acts  of  a  foreign  sovereign  are 
not  subject  to  review  in  the  courts  of 
another  sovereign  and  must  be  presumed 
to  be  valid.  (Per  Wright,  Circuit  Judge, 
with  three  Judges  concurring  and  two 
Judges  concurring  in  the  judgment.) 
See  publication  Words  and  Phrases 

for    other   judicial    constructions    and 

definitions. 

10.  Courts  <3=  260.4 

Rather  than  declining  jurisdiction 
when  the  "act  of  state"  doctrine  is  in- 
voked, a  court  must  exercise  its  jurisdic- 
tion and  decide  the  case  on  the  merits, 
after  according  the  foreign  act  an  irre- 
buttable presumption  of  legality.  (Per 
Wright,  Circuit  Judge,  with  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.) 


11.  Constitutional  Law   <3=>82 

The  more  directly  "foreign"  actions 
affect  domestic  activities  protected  by 
the  Bill  of  Rights,  the  more  urgent  is  the 
need  for  judicial  oversight  of  the  Presi- 
dent's actions,  particularly  when  the  ac- 
tions have  not  been  authorized  by  Con- 
gress and  are  not  so  public  as  to  permit 
informed  scrutiny  and  review  through 
the  political  process.  (Per  Wright,  Cir- 
cuit Judge,  with  three  Judges  concurring 
and  two  Judges  concurring  in  the  judg- 
ment.)    U.S.C.A.Const.  Amend.  4. 

12.  Constitutional  Law  <3=>68(1) 

The  decision  whether  a  citizen's  pri- 
vacy may  constitutionally  be  invaded  is 
not  a  "political"  question  entrusted  to 
the  Executive;  rather,  it  is  a  question  of 
providing  a  bulwark  against  Executive 
excess,  a  task  which  the  Fourth  Amend- 
ment deliberately  allocated  to  the  neu- 
tral officials  of  the  Judiciary.  (Per 
Wright,  Circuit  Judge,  with  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.)  U.S.C.A.Const.  Amend. 
4. 

13.  United  States  ®=»28 

The  Executive  power  in  the  domain 
of  foreign  relations  is  not  exempt  from 
judicial  review  or  immune  to  constitu- 
tional limitations.  (Per  Wright,  Circuit 
Judge,  with  three  Judges  concurring  and 
two  Judges  concurring  in  the  judgment.) 

14.  Searches  and  Seizures  <®=3.2,  7.1 
Telecommunications  <3=^496 

The  reasonableness  of  warrantless 
national  security  surveillance  is  not  to  be 
determined  by  the  circumstances  of  the 
particular  case;  rather,  a  court  must  ask 
more  than  whether  there  is  a  legitimate 
presidential  need  to  conduct  electronic 
surveillance,  it  must  also  ask  whether  a 
warrant  should  be  obtained  before  doing 
so  and  make  an  analysis  of  whether  a 
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warrant  would  frustrate  the  legitimate 
governmental  goal  in  that  category  of 
cases.  (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  U.S.C.A. 
Const.  Amends.  1,  4. 

15.  Searches  and  Seizures  <s=>3.2,  7(29) 
Although  the  Fourth  Amendment 
does  not  prohibit  all  warrantless  searches 
and  seizures,  the  presumption  has  always 
been  that  a  warrant  should  be  obtained 
whenever  practicable;  exceptions  to  the 
warrant  requirement  are  based  on  exi- 
gent or  other  circumstances  where  delay 
would  frustrate  legitimate  police  activi- 
ty. (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges  ' 
concurring  in  the  judgment.)  U.S.C.A. 
Const.  Amend.  4. 

16.  Searches  and  Seizures  <®=>  3.6(2) 

Factors  which  might  cause  a  court 
to  issue  a  search  warrant  on  less  than 
traditional  probable  cause  are  not  them- 
selves factors  which  require  total  abro- 
gation of  the  warrant  procedure  for  de- 
termining if  the  lowered  probable  cause 
standard  is  actually  met.  (Per  Wright, 
Circuit  Judge,  with  three  Judges  concur- 
ring and  two  Judges  concurring  in  the 
judgment.)     U.S.C.A.Const.  Amend.  4. 

17.  Searches  and  Seizures  ®=7(10) 

Fact  that  a  "border  search"  is  con- 
ducted incident  to  conferral  of  the  privi- 
lege of  admittance  to  the  country,  such  a 
search  is  "consented"  to  in  order  to  ob- 
tain the  benefit  that  is  only  to  be  accord- 
ed those  who  can  show  that  they  should 
gain  admittance  and  there  is  no  substan- 
tial likelihood  that  border  searches  will 
chill  exercise  of  First  Amendment  rights 
justify  the  special  treatment  accorded 
"border  searches"  under  the  Fourth 
Amendment.  (Per  Wright,  Circuit 
Judge,  with  three  Judges  concurring  and 
two  Judges  concurring  in  the  judgment.) 
U.S.C.A.Const.  Amends.  1,  4. 


18.  Constitutional  Law  <®=>82,  90.1(1),  91 
Telecommunications  o=>496 

Prior  judicial  review  of  request  for 
electronic  surveillance  is  important  not 
only  to  protect  the  privacy  interests  of 
those  whose  conversations  the  govern- 
ment seeks  to  overhear,  but  also  to  pro- 
tect free  and  robust  exercise  of  the  First 
Amendment  rights  of  speech  and  associa- 
tion. (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  U.S.C.A. 
Const.  Amends.  1,  4. 

19.  Telecommunications  <3=»496 

Prior  judicial  review  when  a  group 
is  the  proposed  subject  of  a  wiretap  will 
permit  a  neutral  determination  as  to 
whether  the  individuals  who  allegedly 
engaged  in  criminal  activity  or  who  al- 
legedly must  be  overheard  to  obtain  na- 
tional security  information  are  actually 
members  of  the  group,  what  their  level 
of  participation  in  the  group  is,  and 
whether  the  actions  and  their  consequent 
legal  ramifications  may  properly  be  at- 
tributed to  the  group  as  well  as  to  the 
individuals  involved.  (Per  Wright,  Circuit 
Judge,  with  three  Judges  concurring  and 
two  Judges  concurring  in  the  judgment.) 
U.S.C.A.Const.  Amends.  1,  4. 

20.  Telecommunications  <@=»496 

A  court  in  a  proceeding  to  obtain  a 
warrant  for  electronic  surveillance 
should  order  recording  of  all  conversa- 
tions that  enforcement  officials  overhear 
and  may  require  that,  as  soon  as  the 
agent  determines  that  a  conversation 
does  not  pertain  to  the  authorized  sub- 
ject of  the  wiretap,  both  the  overhearing 
and  the  recording  cease  until  another 
conversation  has  been  initiated.  (Per 
Wright,  Circuit  Judge,  vidth  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.)  U.S.C.A.Const.  Amends. 
1,  4. 
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21.  Telecommunications  'S=496 

Prior  judicial  review  of  a  request,  in 
the  name  of  national  security,  for  elec- 
tronic surveillance  of  a  domestic  organi- 
zation should  be  required  unless  it  will 
frustrate  the  legitimate  goals  of  surveil- 
lance; possible  factors  that  might  dic- 
tate abrogation  of  the  warrant  require- 
ment include;  lack  of  judicial  compe- 
tence to  deal  with  foreign  affairs  data, 
danger  of  security  leaks  which  might  en- 
danger the  lives  of  informants  and 
agents  and  which  might  seriously  harm 
national  security,  fact  that  such  surveil- 
lance is  not  being  used  for  criminal  pros- 
ecutions, but  only  for  "strategic"  intelli- 
gence gathering,  possibility  that  delay 
involved  in  warrant  procedure  might  re- 
sult in  substantial  harm  to  national  se- 
curity and  that  the  administrative  bur- 
den on  courts  or  the  Executive  branch 
would  be  enormous;  but  none  of  such 
factors  is  persuasive  as  a  reason  for  ab- 
rogating the  warrant  procedure  when 
the  President  seeks  to  obtain  informa- 
tion that  affects  foreign  affairs.  (Per 
Wright,  Circuit  Judge,  with  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.)  U.S.C.A.Const.  Amend. 
4. 

22.  Evidence  <3=>41 

Court  of  Appeals  would  take  judicial 
notice  of  fact  that  a  not  insubstantial 
number  of  federal  judges  have  back- 
grounds in  law  enforcement  that  would 
probably  render  them  particularly  sensi- 
tive to  the  problems  the  FBI  is  confront- 
ed with  in  its  intelligence-gathering  ca- 
pacity. (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.) 

23.  Telecommunications  <3=»496 

"Probable  cause"  in  the  context  of 
seeking  electronic  surveillance  in  the  in- 
terest of  "national  security"  need  not  be 
as  strict  as  "probable  cause"  in  the  con- 


text of  ordinary  criminal  investigations. 
(Per  Wright,  Circuit  Judge,  with  three 
Judges  concurring  and  two  Judges  con- 
curring in  the  judgment.)  U.S.C.A. 
Const.  Amend.  4;  18  U.S.C.A.  §§  2510- 
2520. 

24.  Telecommunications  <3=>496 

There  may  be  exigent  circumstances 
where  imminent  danger  of  loss  of  vital 
information  would  justify  dispensing 
with  the  warrant  procedure  for  obtain- 
ing authorization  of  electronic  surveil- 
lance although  a  warrant  should  general- 
ly be  obtainable  during  the  period  in 
which  wiretap  preparations  are  being 
made  and  executive  authorization  is  be- 
ing sought.  (Per  Wright,  Circuit  Judge, 
with  three  Judges  concurring  and  two 
Judges  concurring  in  the  judgment.) 
U.S.C.A.Const.  Amend.  4;  18  U.S.C.A. 
§§  2510-2520. 

25.  Telecommunications  ©=■496 

Warrants  must  be  obtained  before 
electronic  surveillance  can  take  place  on 
a  domestic  organization  when  the  domes- 
tic organization  is  neither  an  agent  of, 
nor  acting  in  collaboration  with,  the  for- 
eign power  posing  the  national  security 
threat.  (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  U.S.C.A. 
Const.  Amend.  4;  18  U.S.C.A.  §§  2510- 
2520. 

26.  Searches  and  Seizures  <s=  3.3(1) 

The  government  is  not  entitled  to 
engage  in  warrantless  surreptitious  sur- 
veillance of  activity,  which  would  other- 
wise remain  private  and  protected,  mere- 
ly because  another  government  is  antag- 
onized by  such  activity;  to  the  extent 
that  such  activity  constitutes  domestic 
crime,  there  is  no  reason  to  accord  the 
suspect  less  constitutional  protection 
merely  because  a  foreign  power  objects 
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to  the  activity.  (Per  Wright,  Circuit 
Judge,  with  three  Judges  concurring  and 
two  Judges  concurring  in  the  judgment.) 
U.S.C.A.Const.  Amend.  4. 

27.  Searches  and  Seizures  <®=>7(10) 
Telecommunications  'S=>496 
It  would  be  proper  to  issue  warrant 
for  national  security  wiretap  of  a  domes- 
tic organization  when  there  is  "probable 
cause"  to  believe  that  certain  categories 
of  intelligence  information  are  likely  to 
be  obtained  from  the  surveillance,  even 
though  evidence  of  crime  is  neither 
sought  nor  likely  to  be  uncovered;  but 
not  every  search  must  be  deemed  to  be 
"reasonable"  merely  because  some  infor- 
mation relevant  to  any  decision  relating 
to  foreign  affairs  is  likely  to  be  obtained 
from  the  surveillance.  (Per  Wright,  Cir- 
cuit Judge,  with  three  Judges  concurring 
and  two  Judges  concurring  in  the  judg- 
ment.) U.S.C.A.Const.  Amend.  4;  18 
U.S.C.A.  §§  2510-2520. 

28.  Telecommunications  <3=»496 

A  possible  factor  that  judges  might 
consider  in  determining  whether  a  pro- 
posed national  security  wiretap  would  be 
reasonable  is  a  showing  that  the  subject 
of  the  surveillance  is  hostile  to  the 
government  and  that  alternative  means 
of  obtaining  the  information,  such  as 
subpoenas  or  routine  FBI  questioning, 
have  been  exhausted  or  would  prove  to 
be  unsuccessful  or  inconsistent  with  the 
information  gathering  goals.  (Per 
Wright,  Circuit  Judge,  with  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.)  U.S.C.A.Const.  Amend. 
4;    18  U.S.C.A.  §  2518(l)(c). 

29,  Telecommunications  ©=496 

Among  factors  which  judges  should 
consider  in  deciding  whether  "probable 
cause"  exists  to  install  national  security 
wiretaps  are  the  importance  of  the  infor- 
mation sought   by  the  government,  the 


availability  of  less  intrusive  means  for 
obtaining  the  information  and  the  de- 
gree to  which  surveillance  of  a  particular 
scope  and  duration  will  infringe  individ- 
ual rights.  (Per  Wright,  Circuit  Judge, 
with  three  Judges  concurring  and  two 
Judges  concurring  in  the  judgment.) 
U.S.C.A.Const.  Amend.  4;  18  U.S.C.A. 
§§  2510-2520. 

30.  Searches  and  Seizures  <3=>8 
Telecommunications  <s=>498 
The  recovery  permitted  under  the 
federal  cause  of  action  for  a  constitu- 
tional violation  of  Fourth  Amendment 
rights  by  reason  of  illegal  electronic  sur- 
veillance is  limited  to  compensatory  dam- 
ages; under  the  Omnibus  Crime  Control 
and  Safe  Streets  Act  of  1968,  the  plain- 
tiff could  recover  actual  damages,  with 
minimum  liquidated  damages,  punitive 
damages  and  attorney's  fees.  (Per 
Wright,  Circuit  Judge,  with  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.)  28  U.S.C.A.  §  1331;  18 
U.S.C.A.  §§  2511,  2520. 

31.  Searches  and  Seizures  <®=>8 
Telecommunications  ©=498 
In  an  action  for  violation  of  Fourth 
Amendment  rights  because  of  allegedly 
illegal  wiretapping,  the  government 
agents  would  be  entitled  to  interpose  a 
general  "good  faith"  defense,  while  in  an 
action  brought  under  the  Omnibus  Crime 
Control  and  Safe  Streets  Act  of  1968, 
the  government  agents  could  interpose 
only  a  narrow  and  specific  good-faith  de- 
fense. (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  U.S.C.A. 
Const.  Amend.  4;  18  U.S.C.A.  §§  2510- 
2520. 

32.  Telecommunications  <3=>498 

Where  warrant  was  constitutionally 
required  for  the  electronic  surveillance 
and  wiretapping  of  phones  of  members 
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of  domestic  organization  but  a  warrant 
was  not  obtained  by  the  Attorney  Gener- 
al nor  by  members  of  the  FBI,  the  or- 
ganization's members  were  entitled  to 
the  liquidated  damages  recovery  provid- 
ed by  the  Omnibus  Crime  Control  and 
Safe  Streets  Act  of  1968  unless  the  At- 
torney General  and  the  agents  could  es- 
tablish an  affirmative  defense  of  good 
faith.  (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  U.S.C.A. 
Const.  Amend.  4;  18  U.S.C.A.  §§  2510- 
2520. 

33.  Searches  and  Seizures  o=»8 

Complaint  of  members  of  domestic 
organization  who  had  been  subjected  to 
warrantless  wiretap  stated  cause  of  ac- 
tion against  the  Attorney  General  and 
special  agents  of  the  FBI  for  violation  of 
the  members'  rights  under  the  Fourth 
Amendment.  (Per  Wright,  Circuit 
Judge,  with  three  Judges  concurring  and 
two  Judges  concurring  in  the  judgment.) 
U.S.C.A.Const.  Amend.  4. 

34.  Telecommunications  <s^496 

It  was  the  intent  of  Congress  that 
the  procedures  and  remedies  of  Title  III 
of  the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968  would  apply  to  all 
electronic  surveillance  which  must,  under 
the  Fourth  Amendment,  be  conducted 
pursuant  to  a  warrant  procedure.  (Per 
Wright,  Circuit  judge,  with  three  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.)  U.S.C.A.Const.  Amend. 
4;    18  U.S.C.A.  §§  2510-2520. 

35.  Telecommunications  '3=»496 

Those  provisions  of  Title  III  of  the 
Omnibus  Crime  Control  and  Safe  Streets 
Act  of  1968  which,  in  the  context  of  pure 
intelligence-gathering  activities,  would 
frustrate  the  constitutional  power  of  the 
President,  cannot  be  applied  to  such  sur- 
veillance.    (Per   Wright,   Circuit   Judge, 


with  three  Judges  concurring  and  two 
Judges  concurring  in  the  judgment.)  18 
U.S.C.A.  §§  2511(e),  2518(8)(d),  (9-10), 
2519,  2520. 

36.  Telecommunications  ©=496 

Where  the  government  seeks  to  de- 
termine where  or  when  protected  demon- 
strations that  might  result  in  violence 
against  foreign  officials  and  the  ruptur- 
ing of  diplomatic  relations  are  likely  to 
take  place,  so  that  adequate  security 
measures  may  be  taken,  the  provisions  of 
the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968  which  require  that 
application  for  a  wiretap  make  a  detailed 
showing  of  the  facts  and  circumstances 
upon  which  the  applicant  has  formed  his 
belief  that  crimes  have  been,  are  being, 
or  are  about  to  be  committed,  do  not 
apply.  (Per  Wright,  Circuit  Judge,  with 
three  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  18  U.S. 
C.A.  §§  2411(3),  2516,  2518(l)(b)(i). 

37.  Telecommunications  <3=498 

Attorney  General  and  FBI  agents 
would  be  entitled  to  avoid  damages  for 
the  unconstitutional  electronic  surveil- 
lance of  members  of  domestic  organiza- 
tion on  both  the  members'  action  for  vio- 
lation of  constitutional  rights  and  action 
for  violation  of  the  Omnibus  Crime  Con- 
trol and  Safe  Streets  Act  of  1968  in  the 
event  they  could  establish  that  they  had 
a  subjective  good-faith  belief  that  it  was 
constitutional  to  install  warrantless  wire- 
taps under  the  circumstances  of  the  case 
and  that  this  belief  was  itself  reasonable. 
(Per  Wright,  Circuit  Judge,  with  two 
Judges  concurring  and  two  Judges  con- 
curring in  the  judgment.)  U.S.C.A. 
Const.  Amend.  4;  18  U.S.C.A.  §§  2510- 
2520. 

38.  Telecommunications  <s=498 

A  good-faith  belief  by  the  Attorney 
General  and  agents  of  the  FBI  that  the 
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Executive  actions  in  instituting  a  war- 
rantless national  security  wiretap  upon 
telephones  of  members  of  domestic  or- 
ganization which  allegedly  pxjsed  a 
threat  to  foreign  relations  with  the  Sovi- 
et Union  were  exempt  from  the  stric- 
tures of  the  Omnibus  Crime  Control  and 
Safe  Streets  Act  of  1968  would  consti- 
tute a  complete  defense  to  the  members' 
action  under  that  statute  for  damages. 
(Per  Wright,  Circuit  Judge,  with  two 
Judges  concurring  and  two  Judges  con- 
curring in  the  judgment.)  18  U.S.C.A. 
§§  2511(3),  2518(7),  2520. 

39.  Telecommunications  <3=498 

In  an  action  for  damages  for  viola- 
tion of  the  warrant  requirements  of  the 
Omnibus  Crime  Control  and  Safe  Streets 
Act  of  1968,  executive  officials  are  enti- 
tled to  raise  defense  that  they  acted  in 
good  faith  in  that  they  reasonably  be- 
lieved they  were  exercising  the  constitu- 
tionally inherent  powers  of  the  Presi- 
dent. (Per  Wright,  Circuit  Judge,  with 
two  Judges  concurring  and  two  Judges 
concurring  in  the  judgment.)  18  U.S. 
C.A.  §§  2511(3),  2518(7),  2520. 

40.  United  States  '®=47 

In  an  action  for  damages,  executive 
officials  who  reasonably  believe  that 
they  have  certain  powers  under  the  Con- 
stitution, and  who  thus  would  not  be- 
lieve they  had  to  conform  to  a  statute 
which  does  not  cover  such  powers  when 
they  do  exist,  should  not  be  precluded 
from  demonstrating  the  existence  and 
the  reasonableness  of  their  belief.  (Per 
Wright,  Circuit  Judge,  with  two  Judges 
concurring  and  two  Judges  concurring  in 
the  judgment.) 

1.  See,  e.  g.,  Berger,  The  Incarnation  of  Execu- 
tive Privilege,  22  U.C.L.A.L.Rev.  4,  26-29 
(1974);  Symposium,  The  Military  After  Viet- 
nam: The  Search  for  Legal  Controls,  49  Indi- 
ana L.J.  539,  passim  (1974);  Hearings  on  the 
Role  of  Dr.  Henry  Kissinger  in  the  Wiretap- 


Appeal  from  the  United  States  Dis- 
trict Court  for  the  District  of  Columbia 
(D.C.  Civil  No.  2025-71). 

Nathan  Lewin,  Washington,  D.  C, 
with  whom  Herbert  J.  Miller,  Jr.,  and 
Martin  D.  Minsker,  Washington,  D.  C, 
were  on  the  brief,  for  appellants. 

Edward  S.  Christenbury,  Atty.,  Dept. 
of  Justice,  with  whom  Henry  E.  Peter- 
sen, Asst.  Atty.  Gen.,  and  Kevin  T.  Ma- 
roney.  Deputy  Asst.  Atty.  Cien.,  were  on 
the  brief,  for  appellees. 

Before  BAZELON,  Chief  Judge,  and 
WRIGHT,  McGOWAN,  LEVENTHAL, 
ROBINSON,  MacKINNON,  ROBB  and 
WILKEY,  Circuit  Judges,  sitting  en 
banc. 

Circuit  Judge  J.  SKELLY  WRIGHT 
announced  the  judgment  of  the  court 
and  delivered  an  opinion  in  which  Circuit 
Judges  LEVENTHAL  and  ROBINSON 
concurred  and  in  which  Chief  Judge  BA- 
ZELON concurred  except  as  to  Part  III— 
B,  concerning  which  he  filed  an  opinion 
dissenting  in  part. 

Circuit  Judges  McGOWAN  and  ROBB 
filed  opinions  concurring  in  the  judg- 
ment. 

Circuit  Judge  WILKEY  filed  an  opin- 
ion concurring  in  part  and  dissenting  in 
part. 

Circuit  Judge  MacKINNON  filed  a 
dissenting  opinion. 

J.  SKELLY  WRIGHT,  Circuit  Judge: 

Over  the  past  several  years  there  has 
been  increasing  anxiety '  and  increasing 

ping  of  Certain  Government  Officials  and 
Newsmen  Before  the  Senate  Committee  on 
Foreign  Relations,  93d  Cong.,  2d  Sess.,  passim 
(1974);  Joint  Hearings  Before  the  Subcommit- 
tee on  Administrative  Practice  and  Procedure 
and     the     Subcommittee     on     Constitutional 
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litigation  ^  concerning  actions  which  the 
Executive  Branch  of  our  Government 
has  undertaken  under  the  rubric  of  "na- 
tional security."  Undoubtedly  the  Presi- 
dent, our  Chief  Executive  and  Com- 
mander-in-Chief of  our  Armed  Forces,  is 
imbued  by  the  Constitution  with  vast 
and  indispensable  powers  for  dealing 
with  the  vital  problems  generated  by  our 
relations  with  foreign  powers,  including 
the   duty   to   protect   this   country   from 

Rights  of  the  Committee  on  the  Judiciary  and 
the  Subcommittee  on  Surveillance  of  the  Com- 
mittee on  Foreign  Relations  on  Warrantless 
Wiretapping  and  Electronic  Surveillance,  93d 
Cong.,  2d  Sess.,  passim  (1974);  Subcommittee 
on  Surveillance  of  the  Senate  Committee  on 
Foreign  Relations  and  the  Subcommittee  on 
Administrative  Practice  and  Procedure  of  the 
Senate  Committee  on  the  Judiciary,  94th 
Cong.,  1st  Sess.,  Report  on  Warrantless  Wire- 
tapping and  Electronic  Surveillance  (Commit- 
tee print  1975);    United  States  v.  Barker,  

U.S.App.D.C.  ,  ,  F.2d  ,  (No. 

73-2185,  decided  Feb.  25,  1975)  (en  banc) 
(Watergate  burglars  believed  they  were  on  na- 
tional security  assignment);  American  Charac- 
ter: Trial  and  Triumph,  Harper's,  Oct.  1974, 
passim  (articles  by  individuals  involved  in 
Watergate  activities);  N.Y.  Times,  Dec.  22, 
1974,  at  1,  col.  8  (allegations  of  domestic  intel- 
ligence activity  by  CIA);  Washington  Post, 
March  22,  1975,  at  1,  col.  2  (20-year-old  pro- 
gram of  surreptitious  opening  of  first  class 
mail  by  CIA);    notes  107  &  197  infra. 

2.  See,  e.  g.,  Schlesinger  v.  Holtzman,  414  U.S. 
1321,  94  S.Ct.  11,  38  L.Ed.2d  33  (1973)  (chal- 
lenge to  Executive-ordered  military  operations 
in  Cambodia);  Laird  v.  Tatum,  408  U.S.  1,  92 
S.Ct.  2318,  33  L.Ed.2d  154  (1972)  (challenge  to 
Army's  domestic  surveillance  activities);  Unit- 
ed States  V.  United  States  District  Court,  407 
U.S.  297,  92  S.Ct.  2125,  32  L.Ed.2d  752  (1972) 
(hereinafter  cited  as  Keith )  (challenge  to  war- 
rantless internal  security  surveillance);  New 
York  Times  Co.  v.  United  States,  403  U.S.  713, 
91  S.Ct.  2140,  29  L.Ed.2d  822  (1971)  (attempt 
to  enjoin  publication  of  classified  material); 
United  States  v.  Ehrlichman,  D.D.C.,  376 
F.Supp.  29  (May  24,  1974)  (memorandum  and 
order)  (national  security  defense  to  burglary  of 
Dr.  EUsberg's  psychiatrist's  office). 


foreign  aggression  or  subversion.^  The 
very  existence  of  such  tremendous  pow- 
er, however,  renders  it  susceptible  to 
abuse  *  and  endangers  those  fundamental 
personal  liberties  which  the  Ciovernment 
was  instituted  to  secure  for  its  citizens 
and  whose  exercise  elevates  the  nation 
to  a  statute  worthy  of  defense.*  Thus, 
although  the  attempt  to  claim  Executive 
prerogatives  or  infringe  liberty  in  the 
name  of  security  and  order  may  be  moti- 
vated by  the  highest  of  ideals,*  the  judi- 

3.  See  slip  op.  at  823-838,  842,  infra,  U.S. 

App.D.C.      at ,      ,      F.2d 

at ,  .     See  also  Keith,  supra  note 

2.  407  U.S.  at  310-311,  92  S.Ct.  2125. 

4.  Cf  Lord  Acton,  Essays  on  Freedom  and 
Power  365  (Beacon  Press  1948). 

5.  As  Mr.  Chief  Justice  Warren  noted  in  hold- 
ing one  section  of  the  Subversive  Acti\ities 
Control  Act  of  1950  to  be  an  unconstitutional 
abridgment  of  the  First  Amendment  right  of 
association: 

[T]his  concept  of  "national  defense"  cannot 
be  deemed  an  end  in  itself,  justifjing  any 
exercise  of  legislative  power  designed  to  pro- 
mote such  a  goal.  Implicit  in  the  term  "na- 
tional defense"  is  the  notion  of  defending 
those  values  and  ideals  which  set  this  Na- 
tion apart.  *  *  *  It  would  indeed  be 
ironic  if,  in  the  name  of  national  defense,  we 
would  sanction  the  subversion  of  one  of 
those  liberties — the  freedom  of  association — 
which  makes  the  defense  of  the  Nation 
worthwhile. 
United  States  v.  Robel,  389  U.S.  258,  264,  88 
S.Ct.  419,  424,   19  L.Ed.2d  508  (1967). 

6.  Almost  50  years  ago,  Mr.  Justice  Brandeis 
perceptively  and  eloquently  observed: 

Ejcperience  should  teach  us  to  be  most  on 
our    guard    to    protect    liberty    when    the 
government's  purposes  are  beneficent.    Men 
bom  to  freedom  are  naturally  alert  to  repel 
invasion  of  their  liberty  by  evil-minded  rul- 
ers.   The  greatest  dangers  to  liberty  lurk  in 
insidious    encroachments    by    men    of   zeal, 
well-meaning  but  without  understanding. 
Olmstead  v.  United  States,  277  U.S.  438,  479, 
48  S.Ct.  564,  573,  72  L.Ed.  944  (1928)  (dissent- 
ing opinion).    See  also  Knauff  v.  Shaughnessy, 
338  U.S.  537,  551,  70  S.Ct.  309,  317,  94  L.Ed. 
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ciary  must  remain  vigilantly  prepared  to 
fulfill  its  own  responsibility  to  channel 
Executive  action  within  constitutional 
bounds.^  The  present  case  embodies  this 
problem  in  a  particularly  acute  form, 
since  we  are  faced  with  the  delicate  and 
difficult  task  of  reconciling  the  Presi- 
dent's asserted  power  to  obtain  foreign 
intelligence  information  through  use  of 
electronic  surveillance  with  the  citizen's 
cherished  right  to  maintain  his  privacy 
and  associations  inviolate  against  unrea- 
sonable governmental  intrusion.  More- 
over, we  must  determine  whether  Con- 
gress, in  enacting  Title  III  of  the  Omni- 
bus Crime  Control  and  Safe  Streets  Act 
of  1968,  18  U.S.C.   §§  2510-2520  (1970), 

317  (1950)  (Jackson,  J.,  dissenting)  ("[s]ecurity 
is  like  liberty  in  that  many  are  the  crimes 
committed  in  its  name"). 

7.  United  States  v.  Nixon,  418  U.S.  683,  703,  94 
S.Ct.  3090,  3105,  41  L.Ed.2d  1039  (1974), 
recently  reiterated  this  long-standing  principle: 

Many  decisions  of  this  Court  *  ♦  *  have 
unequivocally  reaffirmed  the  holding  of  Mar- 
bury  v.  Madison,  1  Cranch  (5  U.S.)  137,  2 
L.Ed.  60  (1803),  that  "it  is  emphatically  the 
province  and  duty  of  the  judicial  department 
to  say  what  the  law  is." 
See   also   cases    cited    slip    op.    at    837-840, 

infra,  U.S.App.D.C.  at ,  F.2d 

at .  See  generally  Symposium,  Unit- 
ed States  V.  Nixon,  22  U.C.L.A.L.Rev.  1-140 
(1974). 

8.  Although  the  named  plaintiffs  sought  to 
bring  this  suit  as  a  class  action  on  behalf  of  all 
others  similarly  situated,  see  JA  at  7,  the  Dis- 
trict Court  never  ruled  on  this  issue.  See 
Zweibon  v.  Mitchell,  D.D.C.,  Civil  No.  2025- 
71,  slip  op.  at  3  (Oct.  27,  1972)  (pretrial  hear- 
ing). We  express  no  opinion  as  to  the  proprie- 
ty of  a  class  action  in  a  case  such  as  the 
present  one,  particularly  given  the  fact  that 
forced  disclosure  of  the  names  of  those  indi- 
viduals whose  conversations  were  overheard 
might  itself  pose  difficult  statutory  or  constitu- 
tional problems. 

9.  Claims  that  illegal  searches  and  seizures 
were  conducted  by  investigative  or  law  en- 
forcement officers  of  the  United  States  on  or 
after   March    16,    1974   may   now   be  brought 


intended  to  affect  this  relationship  by 
providing  a  remedy  for  illegal  Executive 
surveillance. 

I 

[1]  Plaintiffs-appellants,  16  individu- 
als who  were  members  of  the  Jewish 
Defense  League  (JDL)  during  the  period 
covered  by  this  action,*  sought  damages 
from  John  Mitchell,  then  Attorney  (Gen- 
eral of  the  United  States,  and  nine  spe- 
cial agents  or  employees  of  the  Federal 
Bureau  of  Investigation '  for  electronic 
surveillance  overhearings  of  plaintiffs' 
telephone  conversations  which  transpired 
during  the  month  of  October  1970  and 
from  January  5  through  June  30,  1971." 

directly  against  the  federal  government.  See 
Pub.L.  93-253,  §  2,  88  Stat.  50  (1974),  amend- 
ing 28  U.S.C.  §  2680(h)  (1970)  (intentional 
torts  exception  to  Federal  Tort  Claims  Act,  28 
U.S.C.  §§  2671-2680  (1970)).  Although  the 
language  of  the  amendment  does  not  appear  to 
encompass  illegal  non-trespassory  electronic 
surveillance.  Congress  clearly  indicated  that 
such  situations  were  in  fact  within  the  ambit 
of  the  Act.  See  1974  U.S.Code  Cong.  &  Adm. 
News,  pp.  2789,  2791  (S.Rep.No.588,  93d 
Cong.,  2d  Sess.  (1974)  ("it  is  the  intent  of  the 
Committee  [on  Government  Operations]  that 
these  borderline  cases  under  the  present  law, 
such  as  trespass  and  invasion  of  privacy, 
would  be  viewed  as  clearly  within  the  scope  of 
the  Federal  Torts  Claims  Act").  Since  the  sur- 
veillance in  this  case  occurred  in  1970-71, 
however,  the  amendment  has  no  effect  on  the 
current  proceedings. 

10.  See  JA  at  73-74.  There  is  some  discrepan- 
cy as  to  the  date  the  surveillance  was  termi- 
nated. Plaintiffs  alleged,  and  the  District 
Court  held,  that  the  surveillance  continued  un- 
til June  30,  1971.  Id.  at  8;  Zweibon  v.  Mitch- 
ell, D.D.C.,  363  F.Supp.  936,  938  (1973).  How- 
ever, Mr.  Mitchell's  deposition  and  FBI  records 
indicate  that  the  surveillance  lasted  until  July 
3.  JA  at  56-57  (deposition  of  Mr.  MitcheU); 
memorandum  from  J.  Edgar  Hoover,  FBI  Di- 
rector, to  Attorney  General  Mitchell,  July  9, 
1971.  The  more  conservative  June  30  date 
would  indicate  a  208-day  duration  of  the  sur- 
veillance. 
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The  overhearings  were  alleged  to  violate 
plaintiffs'  rights  under  both  Title  III  of 
the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968,  18  U.S.C.  §§  2510- 
2520  (1970),"  and  the  Fourth  Amend- 
ment.^^ 

The  instant  action  was  filed  shortly 
after  pretrial  proceedings  in  the  consoli- 
dated criminal  cases  United  States  v. 
Bieber,  No.  71-CR-479  (E.D.N.Y.),  and 
United   States  v.  Joffe,  No.   71-CR-180 


(E.D.N.Y.),''  revealed  that  the  Justice 
Department  had  installed  wiretaps  on 
the  telephones  of  JDL's  New  York  head- 
quarters without  prior  judicial  approval, 
and  had  overheard  conversations  of  cer- 
tain defendants  who  were  about  to  stand 
trial.  At  a  subsequent  hearing  before 
Judge  Weinstein,'^  the  Government  pros- 
ecutor admitted  that  six  telephone  lines 
had  been  involved  in  the  taps  and  that 
there    were    "volumes    and    volumes"    of 


Mr.  Mitchell,  as  Attorney  General,  authoriz- 
ed installation  of  the  surveillance  equipment. 
Acting  pursuant  to  his  direction,  the  other  de- 
fendants listened  to  plaintiffs'  telephone  con- 
versations and  summarized  their  contents  in 
logs  which  were  made  available  to  plaintiffs 
by  order  of  the  District  Court.  See  363 
F.Supp.  at  938.  All  of  the  original  recordings 
had  been  destroyed  pursuant  to  a  general  FBI 
policy  on  intelligence  surveillance.  See  JA  at 
58  (deposition  of  Mr.  Mitchell).  This  policy, 
which  is  inconsistent  with  Government  repre- 
sentations made  on  other  occasions,  has  trou- 
bled other  courts.  See,  e.  g.,  United  States  v. 
Huss,  2  Cir.,  482  F.2d  38,  47^8  (1973). 

11.  Title  III  of  the  Omnibus  Crime  Control  and 
Safe  Streets  Act  of  1968  is  Congress'  compre- 
hensive legislation  authorizing  use  of  electron- 
ic surveillance  in  specifically  delineated  cir- 
cumstances and  under  carefully  regulated  pro- 
cedures. For  general  discussions  of  Title  III, 
see,  e.  g..  United  v.  Tortorello,  2  Cir.,  480  F.2d 
764,  771-775  &  n.6,  cert,  denied,  414  U.S.  866, 
94  S.Ct.  63,  38  L.Ed.2d  86  (1973)  (upholding 
constitutionality  of  Title  III),  and  cases  cited 
therein;  United  States  v.  Scott,  p.D.C,  331 
F.Supp.  233,  238-240  (1971);  United  States  v. 
Escandar,  S.D.Fla.,  319  F.Supp.  295,  297  302 
(1970).  For  detailed  discussion  of  the  damage 
provision  of  Title  III  and  its  relevance  to  this 

case,  see  slip  op.  at  875-892,  infra,  U.S. 

App.D.C.  at ,  F.2d  at . 

12.  See  slip  op.  at  820-824.  infra, U.S.App. 

D.C.  at ,  F.2d  at . 

13.  Indictments  in  these  cases  were  returned  on 
May  12,  1971. 

14.  The  proceedings  were  conducted  in  compli- 
ance with  the  Supreme  Court's  holding  in  Al- 
derman v.  United  States,  394  U.S.  165,  89  S.Ct. 
961,  22  L.Ed.2d  176  (1969),  which  specified  the 


standards  and  procedures  to  be  followed  in 
deciding  whether  evidence  in  a  criminal  trial 
was  the  tainted  product  of  an  illegal  surveil- 
lance. Although  a  trial  judge  may  initially  de- 
termine in  camera  whether  a  surveillance  is 
lawful,  see  Giordano  v.  United  States,  394  U.S. 
310,  313-314,  89  S.Ct.  1163,  22  L.Ed.2d  297 
(1969)  (Stewart,  J.,  concurring);  cf.  Taglianetti 
v.  United  States,  394  U.S.  316,  89  S.Ct.  1099, 
22  L.Ed.2d  302  (1969),  Alderman  required  that 
the  records  of  all  illegal  taps,  even  if  not  argu- 
ably relevant  to  the  prosecution,  be  turned 
over  to  a  defendant  who  has  standing  to  object 
to  their  admission  into  evidence;  an  adversary 
hearing  could  then  be  held  on  the  issue  of 
whether  they  also  tainted  other  evidence.  The 
rationale  for  this  decision  was  that  "the  task  is 
too  complex,  and  the  margin  of  error  too 
great,  to  rely  wholly  on  the  in  camera  judg- 
ment of  the  trial  court  to  identify  those 
records  which  might  have  contributed  to  the 
Government's  case."  394  U.S.  at  182,  89  S.Ct. 
at  971.     See  also  note   113  infra. 

With  respect  to  surveillance  which  occurred 
prior  to  enactment  of  Title  III,  the  Alderman 
decision  has  been  modified  legislatively.  See  18 
U.S.C.  §  3504  (1970)  (transcripts  of  illegal 
wiretaps  need  only  be  disclosed  if  judge  deter- 
mines they  are  relevant  to  pending  claim  of 
admissibility).  See  also  United  States  v.  Bu- 
tenko,  3  Cir..  494  F.2d  593,  637  641  (1974) 
(Gibbons.  J.,  dissenting),  cert,  denied,  sub 
nom.  Ivanov  v.  United  States,  419  U.S.  881,  95 
S.Ct.  147,  43  L.Ed.2d  121  (Oct.  15,  1974)  (dis- 
cussing constitutionality  of  §  3504).  Mandato- 
ry disclosure  of  the  contents  of  illegal  surveil- 
lance overhearings  is  still  required  for  wire- 
taps occurring  after  June  19.  1968.  See  1970 
U.S.Code  Cong.  &  Adm.News,  p.  4027.  See 
also  18  U.S.C.  §  2518(10)(a)  (1970). 
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transcripts  of  intercepted  communica- 
tions.'°  Plaintiffs-appellants  herein  al- 
lege that  their  conversations  were  ille- 
gally monitored  '*  by  this  surveillance 
during  calls  they  made  to  or  from,  or 
calls  they  received  on  or  from,  those  tel- 
ephones. 

Although  defendants-appellees  have 
since  admitted  that  each  of  the  named 
plaintiffs    had    in    fact    been    overheard 

15.  Brief  for  appellants  at  4.     The  hearing  be 
fore  Judge  Weinstein  is  unreported. 

16.  Each  court  presented  with  the  question  of 
the  legality  of  these  wiretaps  in  the  criminal 
context  has  either  not  reached  the  issue,  see 
United  States  v.  Bieber,  E.D.N. Y.,  71-CR^79, 
slip  op.  at  6  (July  23,  1971)  (sentencing  memo- 
randum and  order),  found  them  to  be  illegal, 
see  United  States  v.  Schwartz,  E.D.N. Y.,  71- 
CR-977    (Sept.    26,     1972),    quoted    slip    op. 

at  868,   infra,  U.S.App.D.C.   at  ,  

F.2d  at  ,  or  noted  the  Government's  con- 
cession that  the  taps  were  illegal,  see  United 
States  V.  Cohen,  S.D.N.Y.,  358  F.Supp.  112, 
finding  of  contempt  vacated  and  remanded, 
sub  nom.  United  States  v.  Huss,  supra  note  10. 
Appellees  now  insist  that  those  findings  were 
due  to  the  fact  that  the  courts  were  not  fully 
informed  of  the  data  upon  which  the  decision 
to  install  the  wiretaps  was  made.  See  brief 
for  appellees  at  6  n.4;  Zweibon  v.  Mitchell, 
D.C.Cir.,  No.  73-1847,  transcript  of  Sept.  10, 
1974  proceedings  at  31-33.  Although  we  cer- 
tainly do  not  hold  appellees  to  be  collaterally 
estopped  from  asserting  the  legality  of  these 
surveillances,  we  find  it  curious  that  surveil- 
lances which  were  merely  a  "domestic  security 
wiretap"  which  the  "government  concede[d] 
•  •  *  were  unlawful"  when  a  contempt  ci- 
tation was  involved,  see  United  States  v.  Huss, 
supra  note  10,  482  F.2d  at  42,  have  become 
"foreign"  security  wiretaps  now  that  personal 
liability  in  damages  is  alleged.     See  slip  op. 

at   815-820   note  42   infra,   U.S.App.D.C. 

at ,  F.2d  at . 

17.  Brief  for  appellees  at  4-5;  J  A  at  20  (answer 
to  complaint). 

18.  See  JA  at  14.  This  quote  is  from  the  affida- 
vit of  the  Attorney  General  of  the  United 
States  filed  June  12,  1971  in  United  States  v. 
Bieber,  supra  note  16.  It  was  attached  as  Ex- 
hibit A  to  plaintiffs'  complaint  in  this  case,  and 


during  conversations  over  the  telephones 
in  question,  they  claim  that  this  surveil- 
lance did  not  abridge  plaintiffs'  statuto- 
ry or  constitutional  rights."  The  pri- 
mary ground  for  this  position  was  expli- 
cated in  an  affidavit  submitted  by  for- 
mer Attorney  General  Mitchell,  in  which 
he  stated:  '* 

The    surveillance    of   this    telephone 
installation     was     authorized     by     the 

it  was  repeated  almost  verbatim  as  the  "First 
Defense"  in  defendants'  answer  to  that  com- 
plaint.    See  JA  at  17,  20. 

Defendants  also  interposed  several  defenses 
whose  vahdity  was  never  reached  by  the  Dis- 
trict Court  and  which  are  urged  upon  us  in 
support  of  the  position  that,  even  if  the  actions 
of  the  Executive  were  unlawful,  defendant* 
should  not  be  held  liable  in  damages.  These 
defenses  are  based  on  the  following  theories: 

(1)  If  the  illegality  of  these  wiretaps  is  based 
upon  the  Supreme  Court's  decision  in  Keith, 
supra        note        2,        discussed        sUp        op. 

at  821-824,  867-868,  876-S81,  infra,  U.S. 

App.D.C.    at    ,    , ,    F.2d 

at , , ,  there  are  strong  factors 

which  dictate  that  that  decision  should  not  be 
applied  retroactively  in  this  damage  suit, 
which  is  based  upon  surveillance  which  oc- 
curred before  the  date  of  that  decision. 

(2)  Since  they  were  acting  in  their  official 
capacities,  defendants  should  be  absolutely  im- 
mune from  liability  because  of  the  doctrine  of 
official  immunity. 

(3)  Damages  should  not  be  awarded  because 
defendants  acted  in  the  good  faith  belief  that 
their  actions  were  lawful. 

Plaintiffs  contend  that  if  we  find  the  wire- 
tapping to  be  illegal  we  should  find  these  de- 
fenses to  be  invalid  and  grant  summary  judg- 
ment on  the  issue  of  liability.  Both  parties 
have  extensively  briefed  these  issues.  Com- 
pare brief  for  appellants  at  45-71  with  brief 
for  appellees  at  41-66.  However,  we  do  not 
express  any  opinion  as  to  the  merits  of  these 
arguments,  and  in  light  of  our  disposition  of 
the  question  of  the  legality  of  the  wiretapping, 
we  leave  the  initial  determination  concerning 
these  affirmative  defenses  to  the  District  Court 
on  remand.     See  slip  op.  at  888-892  &  note 

274  infra,  U.S.App.D.C.  at ,  

F.2d  at . 
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President  of  the  United  States,  acting 
through  the  Attorney  General  in  the 
exercise  of  his  authority  relating  to 
the  nation's  foreign  affairs  and  was 
deemed  essential  to  protect  this  nation 
and  its  citizens  against  hostile  acts  of 
a  foreign  power  and  to  obtain  foreign 
intelligence  information  deemed  essen- 
tial to  the  security  of  the  United 
States     *     •     *. 

Judge  Pratt,  on  cross-motions  for  sum- 
mary judgment  in  the  District  Court, 
sustained  this  assertion  and  granted  de- 
fendants' motion,  finding  as  a  matter  of 
fact  that  the  Attorney  General  had  au- 
thorized the  wiretaps  "after  a  determi- 
nation was  made  by  him  that  the  activi- 
ties of  the  JDL  were  obviously  detrimen- 
tal to  the  continued  peaceful  relations 
between  the  United  States  and  the  Sovi- 
et Union  and  threatened  the  President's 
ability  and  constitutional  authority  to 
conduct  the  foreign  relations  of  this 
country,"  Zweibon  v.  Mitchell,  D.D.C., 
363  F.Supp.  936,  942  (1973),  and  holding 
as  a  matter  of  law  that  "[n]o  prior  au- 
thorization from  a  Court  is  necessary 
where,  as  in  this  case,  electronic  surveil- 
lances relate  to  the  foreign  aspects  of 
our    national    security."      Id.    at    943.'^ 

19.  Judge  Pratt  found  that,  because  "foreign  as- 
pects" of  national  security  were  involved  in 
this    case,    the    Supreme    Court's    decision    in 

Keith,  see  shp  op.  at  867  868,  infra,  U.S. 

App.D.C.  at , F.2d  at ,  was  "clearly 

distinguishable."  363  F.Supp.  at  943.  How- 
ever, he  failed  to  articulate  any  basis  for  decid- 
ing the  question  which  Keith  had  reserved,  see 

slip    op.     at     821     infra,     U.S.  App.D.C. 

at , F.2d  at  ,  in  the  manner  that  he 

did.     See  generally  363   F.Supp.   at  936-944. 

20.  See,  e.  g.,  Schwartz,  Threats  and  Bombs — A 
Nasty  Phase  for  the  Two  Nations,  N.Y.  Times, 
Jan.   10,  1971,  §  4,  at  3,  col.  1. 

21.  Many  of  the  more  violent  illegal  activities 
were  attributed  to  the  JDL  by  the  Soviet 
Government,  or  were  reported  by  the  news 
media  to  have  been  undertaken  by  individuals 


Judge  Pratt  then  concluded  that  when 
there  is  a  "clear  threat  to  this  country's 
foreign  relations,  it  is  the  executive  and 
not  the  judiciary,  which  should  deter- 
mine whether  or  not  an  electronic  sur- 
veillance requires  prior  judicial  autho- 
rization," id.,  and  that  the  Attorney  Gen- 
eral's actions  were  "reasonable  within 
the  meaning  of  the  Fourth  Amendment 
and  were  therefore  lawful."     Id.  at  944. 

Judge  Pratt's  findings  that  these  sur- 
veillances were  motivated  by  foreign 
threats  to  the  national  security,  and 
were  a  reasonable  response  in  light  of 
those  threats,  are  premised  on  the  ac- 
tions and  statements  of  JDL  members 
and  the  reactions  they  provoked  on  the 
part  of  officials  of  the  Soviet  Union. 
Although  the  JDL  was  originally  organ- 
ized to  achieve  various  domestic  goals, 
its  focus  eventually  shifted  to  the  inter- 
national arena,  where  it  was  primarily 
directed  at  opposing  the  Soviet  govern- 
ment's restrictive  emigration  policies  as 
they  related  to  Soviet  Jewry.^"  In  fur- 
therance of  these  ends,  JDL  members  ^' 
engaged  in  a  broad  spectrum  of  activi- 
ties directed  against  Soviet  officials  and 
installations  in  the  United  States.  These 
activities    ranged    from    purely    peaceful 

who  were  active  members  of  the  JDL.  See,  e. 
g..  Exhibit  B-l(3)  at  1-2  (telegram  from  Amer- 
ican Embassy,  Moscow  to  Sec.  of  State);  E.x- 
hibit  B-2(l)  (translation  of  letter  from  Soviet 
Ministry);  Exhibit  B-2(6)  (translation  of  letter 
from  Soviet  Embassy  to  Dept.  of  State);  Ex- 
hibit B-3(5)  (telegram  from  American  Embas- 
sy, Moscow  to  Sec.  of  State);  Exhibit  B-3(6) 
(telegram  from  Sec.  of  State  to  American  Em- 
bassy, Moscow;  Schwartz,  supra  note  20,  at  2, 
col.  8.  Even  if  these  acts  were  in  fact  perpe- 
trated by  JDL  members,  there  is  substantial 
latitude  for  abuse  when  such  determinations 
are  made  by  those  engaged  in  investigatory  or 
prosecutorial  functions  rather  than  by  neutral 
members  of  the  judiciary.    See  slip  op.  at  846- 

847     &     note     98     infra,     U.S.App.D.C. 

at  ,  F.2d  at  . 
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demonstrations  through  acts  of  violence, 
including  the  bombing  of  Amtorg  and 
Intourist-Aeroflot  ^^  offices  in  New  York 
City.^*  Soviet  officials  vigorously  and 
continuously    protested    these    activities, 

22.  Amtorg  is  a  Soviet  trade  organization,  and 
Intourist-Aeroflot  is  the  Soviet  airline.  Violent 
actixity  was  also  directed  at  Soviet  political 
installations  in  New  York  and  Washington. 

23.  For  a  summary  of  many  of  these  activities, 
see  363  F.Supp.  at  939-942.  Some  of  the  ac- 
tivities which  the  Soviet  government  specifi- 
cally protested  were  clearly  protected  First 
Amendment  speech.  For  example,  Soviet  Am- 
bassador to  the  United  Nations  Malik  wrote  to 
the  Mayor  of  New  York  in  an  effort  to  prevent 
a  "hostile  demonstration"  from  taking  place  at 
his  residence  in  Glen  Cove,  New  York; 

I  can  not  but  express  my  surprise  over  the 
fact  [that]     *     *     *     the  demonstration,  as 
you  suppose,  may  take  place.     It  is  hard  to 
imagine  that  the  authoritative  U.  S.  authori- 
ties can  be  so  powerless  to  deal  with  the 
group  of  hoodluming  Zionist  element  who 
are  propagating  ultrachauvinistic  rasist  [sic  ] 
and  fascist  ideology  of  "chosen  people"  that 
create  animosity  and  hatred  in  your  country 
towards  the  people  of  other  nations  and  that 
openly  proclaimed  the  worsening  of  relations 
between  the  USA  and  the  USSR  as  its  goal. 
Exhibit  B-2(4)  (April  1971)  (unofficial  transla- 
tion).   The  Soviet  government  was  particularly 
upset  by  demonstrations  occurring  near  its  in- 
stallations, and  by  such  "hostile  acts"  as  con- 
ducting "a  clearly  planned  and,  for  the  Soviet 
Union,  insulting  scenario  before  the  lenses  of 
numerous  movie  and  television  cameras,"  Ex- 
hibit  B-2(6),   and   "using   offensive   language" 
against  members  of  the  Soviet  mission,  Ejdiibit 
B-3(l).    But  even  where  violence  resulted,  the 
demonstrations  and  speeches  which  led  up  to 
them  were  probably  protected  speech.    See,  e. 
g.,  Brandenburg  v.  Ohio,  395  U.S.  444,  447,  89 
S.Ct.    1827.    1829,  23   L.Ed. 2d  430  (1969)  (per 
curiam)  (speech  advocating  violence  cannot  be 
prohibited  unless  "such  advocacy  is  directed 
to  inciting  or  producing  imminent  lawless  ac- 
tion and  is  likely  to  incite  or  produce  such 
action").    Of  course,  much  of  the  activity  attri- 
buted to  the  JDL  was  clearly  illegal.    But  the 
Soviet  government  primarily  wanted  punish- 
ment of  such  criminal  activities  and  indemnifi- 
cation for  damages.     See,  e.  g..  Exhibit  B-2(l) 
at  4  (translation  of  letter  from  Soviet  Ministry) 
("The  Ministry  expects  that    •     »     *    effective 


for  which  they  held  the  United  States 
Government  responsible.  In  the  wake  of 
these  protests  the  Attorney  General, 
fearing  the  possibility  of  international 
embarrassment     or     Soviet     retaliation 

measures  will  be  taken  immediately  to  protect 
the  USSR  Mission  to  the  UN  and  other  official 
Soviet  establishments  *  *  *  and  that  the 
persons  guilty  of  carrying  out  the  above-men- 
tioned impermissible  actions  will  be  severely 
punished,  and  that  appropriate  Soviet  estab- 
lishments and  citizens  will  be  fully  indemnified 
for  the  damage  inflicted  as  a  result  of  these 
actions");  Exhibit  B-3(6)  (telegram  from  Sec. 
of  State  to  American  Embassy,  Moscow) 
("USSR  embassy  insists  that  State  Dept.  take 
all  suitable  steps  immediately  to  ensure  securi- 
ty of  Soviet  establishments  and  their  em- 
ployees in  U.  S.;  to  fine  and  punish  criminals 
who  are  perpetrating  explosions  *  *  *  and 
to  pay  compensation  for  damages  *  *  *  "). 
Moreover,  there  is  no  indication  that  the  State 
Department  wanted  intelligence  information 
on  the  activities  of  the  JDL,  since  it  was  ap- 
parently content  with  "the  return  of  indict- 
ments and  resulting  prosecutions"  as  deter- 
rents to  illegal  activity  and  was  concerned 
with  formulating  "Federal  legislation  designed 
to  deter  future  acts  of  violence  and  harass- 
ment." Exhibit  B-l(5)  (letter  from  the  Under- 
secretary of  State  to  Attorney  General  Mitch- 
ell, Feb.  10,  1971).  Although  we  accept,  for 
purposes  of  this  case,  appellees'  assertion  that 
the  purpose  of  the  surveillance  was  intelli- 
gence gathering,  these  and  other  aspects  of  the 
facts  before  us,  see,  e.  g..  slip  op.  at  818-820  & 

nn.24,  26,  31-32,  34  infra,  U.S.App.D.C. 

at , F.2d  at  ■ ,  demonstrate  the  poten- 
tial for  abuse  of  such  surveillance  as  a  means 
for  circumventing  the  warrant  requirement  in 
normal  criminal  investigations.     See  also  slip 

op.  at  846-849,  862-865   infra,  U.S.App. 

D.C.      at , ,      F.2d 

It  should  also  be  noted  that  the  acts  which 
the  Soviet  government  protested  were  all  pub- 
lic acts,  and  even  the  Soviet  protests  and  the 
worsening  of  Soviet-American  relations  were 
publicly  known  phenomena  rather  than  nation- 
al security  secrets.  See,  e.  g.,  Schwartz,  supra 
note  20,  at  2,  col.  8;  N.Y.  Times,  Jan.  9,  1971, 
at  1,  col.  1  (reporting  "stem  protest"  and  "So- 
viet threat  to  retaliate  against  Americans  in 
Moscow");  N.Y.  Daily  News,  Jan.  13,  1971,  at 
3,  cols.   1-3. 
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against  American  citizens  living  in  Mos- 
cow, initially  gave  his  approval  to  an 
FBI  request  for  authorization  to  install 
wiretaps  on  JDL  headquarters  during 
the  month  of  October  1970  on  the  occa- 
sion of  the  25th  session  of  the  General 
Assembly  of  the  United  Nations.^* 

Although  there   was  no  evidence  that 
this    surveillance    had    achieved   its    pur- 


ported aim  of  "provid[ing]  advance 
knowledge  of  any  activities  of  JDL 
causing  international  embarrassment  to 
this  country,"  ^*  the  Attorney  General 
approved  a  second  FBI  request  for  au- 
thority to  install  a  wiretap  beginning  in 
early  January  1971.  This  second  request 
for  a  wiretap  on  JDL  headquarters, 
which  was  approved  to  last  for  a  period 
of  90  days,^  was  based  solely  on  the  fact 


24.  The  memorandum  requesting  approval  of 
the  surveillance  stated  three  reasons  for  the 
installation:  (1)  the  JDL's  "proclivity  for  dem- 
onstrations and  violence"  against  Soviet  and 
Arab  diplomatic  installations  which  resulted  in 
injury  to  private  citizens  and  law  enforcement 
officials;  (2)  news  media  reports  that  the  lead- 
er of  the  JDL  stated  that  the  organization 
might  attempt  to  hijack  an  Arab  airliner  if 
similar  activities  by  Arab  terrorists  continued; 
and  (3)  the  fact  that  foreign  dignitaries  would 
be  in  New  York  during  the  United  Nations 
commemorative  ceremonies,  which  would  af- 
ford an  opportunity  for  JDL  demonstrations 
and  violence. 

The  surveillance  purportedly  was  to  provide 
advance  information  concerning  JDL  activities 
which  "could  create  a  situation  of  internation- 
al embarrassment  to  this  country."  See  Plain- 
tiffs' Exhibit  M-1  (memorandum  from  J.  Edgar 
Hoover  to  John  Mitchell,  Sept.  14,  1970).  No 
mention  was  made  of  Soviet  threats  of  retalia- 
tion against  American  citizens  in  Moscow  or 
the  effect  of  JDL  activities  on  diplomatic  rela- 
tions with  the  Soviet  Union.  The  Attorney 
General  nevertheless  contended  that  his  deci- 
sion to  order  the  wiretap  was  also  based  on 
other  ora]  information  imparted  to  him  during 
conversations  with  Dr.  Kissinger  (then  head  of 
the  National  Security  Council),  Undersecretary 
of  State  Irwin,  and  Assistant  Secretary  for  Eu- 
ropean Affairs  Hildebrandt.  JA  at  30-32,  34— 
36  (deposition  of  Mr.  Mitchell);  363  F.Supp.  at 
938-939.  There  is  no  evidence  that  the  State 
Department  or  the  National  Security  Council 
actually  requested  installation  of  a  wiretap, 
however.  Even  accepting  Mr.  Mitchell's  state- 
ments that  he  did  rely  on  information  imparted 
by  those  sources,  we  nevertheless  note  the 
possibility  of  abuse  when  there  are  no  written 
records  of  the  justifications  for  instituting  a 
surveillance.  Such  lack  of  records  allows  a 
search   to  be  justified  on   information   subse- 


quently obtained  from  the  surveillance  and  per- 
mits the  assertion  that  more  information 
was  relied  on  than  was  in  fact  the  case.  Prior 
judicial  approval  for  wiretapping,  among  other 
benefits,  of  course  freezes  the  record  as  to  the 
data  upon  which  the  surveillance  was  based. 
See.  e.  g..  Beck  v.  Ohio,  379  U.S.  89,  96,  85 
S.Ct.  223,  228,  13  L.Ed.2d  142  (1964)  (in  re- 
viewing constitutional  validity  of  arrest,  court 
must  look  to  "the  facts  available  to  the  offi- 
cers at  the  moment  of  the  arrest");  Aguilar  v. 
Texas,  378  U.S.  108,  109  n.l,  84  S.Ct.  1509, 
1511,  12  L.Ed.2d  723  (1968)  ("It  is  elementary 
that  in  passing  on  the  validity  of  a  warrant, 
the  reviewing  court  may  consider  only  infor- 
mation brought  to  the  magistrate's  attention" 
(emphasis    in    original)).      See    also   slip.    op. 

at  858  &  notes   143,   144  infra,  U.S.App. 

D.C.  at  ,  F.2d  at  . 

25.  Plaintiffs'  Exhibit  Ml  (memorandum  from 
J.  Edgar  Hoover  to  John  Mitchell,  Sept.  14, 
1970). 

26.  Routine  Justice  Department  policy  is  to  au- 
thorize national  security  wiretap  installations 
for  90-day  periods.  See  Testimony  of  Clarence 
M.  Kelley,  Director,  FBI,  Concerning  Senate 
Bill  2820,  "Surveillance  Practices  and  Proce- 
dures Act  of  1973,"  Before  the  Subcommittee 
on  Criminal  Laws  and  Procedures  and  Consti- 
tutional Rights,  at  12  (Oct.  2.  1974)  (Justice 
Department  release).  And  once  such  approval 
is  given,  it  appears  there  is  no  reconsideration 
of  the  necessity  for  the  surveillance  during 
that  period.  Although  Mr.  Mitchell  asserted 
that  he  had  discussed  information  obtained 
from  the  surveillance,  he  could  recall  no  spe- 
cific information  which  was  communicated  to 
him,  see  JA  at  40—42.  Moreover,  he  admitted 
that  he  had  never  reviewed  the  logs  of  the 
surveillance  and  expressed  his  belief  that  nei- 
ther the  State  Department  nor  the  National 
Security  Council  had  done  so.     Id.  at  47-49. 
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that  JDL  demonstrations,  many  of  which 
were  "marked  by  violence,"  were  target- 
ed against  Soviet  installations  in  this 
country  and  were  the  subject  of  official 
Soviet  protests."  Once  again  the  sur- 
veillance was  "expected  to  provide  ad- 
vance knowledge  of  activities  of  the 
[JDL]  directed  against  anti-Jewish  diplo- 
matic establishments,  which  could  create 
situations  of  international  embarrass- 
ment to  the  United  States."  2*  This 
wiretap  was  extended  for  another  90-day 
period,  based  on  the  FBI's  unsubstantiat- 
ed assertion  that  "the  authorized  surveil- 
lance has  continued  to  reveal  details  of 
plans  by  the  *  •  •  JDL  to  continue 
its  program  of  harassment  of  Soviet  and 
Arab  bloc  officials  *  *  *.  In  each  in- 
stance the  [wiretap]  installation  fur- 
nished otherwise  unobtainable  informa- 
tion, well  in  advance  of  public  state- 
ments by  the  JDL,  thereby  allowing  for 
adequate   countermeasures   to   be   taken 

27.  See  Plaintiffs'  Exhibit  M-2  (memorandum 
from  J.  Edgar  Hoover  to  John  Mitchell,  Jan.  4, 
1971).  The  memorandum  also  noted  that  the 
Soviet  Union  had  blamed  the  JDL  for  cancella- 
tion of  tours  in  this  country  of  Soviet  cultural 
groups.     Id.  at  2. 

28.  Id.  at  2. 

29.  Plaintiffs'  Exhibit  M-3  (memorandum  from 
J.  Edgar  Hoover  to  John  Mitchell,  March  31, 
1971). 

30.  See  363  F.Supp.  at  942  (Conclusion  of  Law 
ll(w)). 

31.  See  note  10  supra.  Although  Mr.  Mitchell 
could  not  recall  the  reason  the  installation  was 
discontinued,  it  coincided  with  motions  for  dis- 
closure made  in  the  criminal  cases.  United 
States  v.  Bieber  and  United  States  v.  Joffe, 
supra.  See  JA  at  56-57,  62-64.  Motions  for 
disclosure  were  made  on  June  18,  and  a  hear- 
ing was  held  on  July  6.  The  wiretaps  were 
terminated  on  either  June  30  or  July  3.  See 
note  10  supra. 

32.  Q  Was  there,  at  any  time,  during  the 
period  of  this  installation  any  check  by 
someone  at  your  instruction  to  see  whether. 


by  appropriate  police  and  security 
forces."  ^'  Apparently  despite  any  intel- 
ligence information  so  gathered,  JDL  ac- 
tivities continued  in  full  force  during  the 
period  of  the  surveillance;  indeed,  the 
surveillance  failed  to  generate  informa- 
tion that  would  have  prevented  the 
bombing  of  Amtorg  offices  on  April  22, 
1971,  which  was  reportedly  executed  by 
JDL  members.'"  After  208  days,  the 
wiretap  installation  was  finally  terminat- 
ed, on  June  30,  1971.''  During  this  peri- 
od, neither  Mr.  Mitchell  nor  other  offi- 
cials of  the  Attorney  (jeneral's  office  re- 
viewed the  information  obtained  from  or 
the  necessity  for  the  taps,'^  and  Mr. 
Mitchell  was  unaware  that  the  taps  con- 
tinued for  more  than  a  month  after 
criminal  indictments  were  handed  down 
against  several  individuals  (five  of  whom 
are  plaintiffs  in  this  case)  whose  conver- 
sations, including  those  with  their  attor- 

in  fact,  there  had  been  any  conversations 
overheard  which  produced  such  [national  se- 
curity intelligence]  information  in  advance? 

A  *  *  *  [T]o  the  best  of  my  recollec- 
tion, we  had  been  provided  by  the  [FBI]  that 
was  conducting  the  surveillance  with  infor- 
mation in  this  area. 

Q     But   it  was  not   a   part  of  the  regular 
routine  to  have  someone  from  the  Attorney 
General's  Office  or  someone  in  the  Intemsil 
Security   Division   check   after  ten   days  or 
after  thirty  days  to  see  sp)ecifically  what  had 
been  recovered  by  a  wiretap  of  this  kind? 
A    No.     That  was   the  obligation  of  the 
FBI,  to  keep  us  informed  of  it. 
JA   at   56   (deposition   of   Mr.    Mitchell).     Al- 
though Mr.  Mitchell  asserted  that  he  personal- 
ly reviewed  all  requests  for  national  security 
wiretaps,  see  id.  at  59,  a  recent  Supreme  Court 
decision  indicates  that  the  Attorney  General 
was    somewhat    less    faithful    concerning    his 
statutory  duty  to  authorize  surveillance  under 
the  provisions  of  Title  III.     See  United  States 
v.  Giordano,  416  U.S.  505,  94  S.Ct.   1820.  40 
L.Ed.2d  341  (1974). 
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ney,''  were  overhead  in  violation  of  Jus- 
tice Department  re^lations.^ 

II 

[2]  In  Bivens  v.  Six  Unknown  Named 
Agents  of  the  Federal  Bureau  of  Narcot- 
ics, 403  U.S.  388,  91  S.Ct.  1999,  29 
L.Ed.2d  619  (1971),  the  Supreme  Court 
held  that  a  federal  cause  of  action  exists 
to  remedy  violations  of  the  Fourth 
Amendment  and  that  damages  are  re- 
coverable upon  proof  that  injuries  result- 
ed from  the  violation.  There  is  still 
some  doubt,  however,  as  to  whether  all 
warrantless  wiretapping  constitutes  such 
a  violation.  In  1967,  the  Supreme  Court 
first    ruled    that    warrantless    electronic 

33.  Plaintiff  Zweibon  was  an  attorney  repre- 
senting several  of  the  defendants  in  the  crimi- 
nal proceedings. 

34.  J  A  at  57.  See  also  note  100  infra.  The 
Sept.  14  £ind  Jan.  4  requests  for  wiretap  autho- 
rizations recognized  that  monitoring  of  the 
surveillance  might  result  in  "interception  of 
conversations  involving  individuals  who  are  or 
may  be  defendants  or  attorneys  in  pending 
Federal  cases."  The  requests  indicated  that 
the  FBI  would  comply  with  a  prior  memoran- 
dum from  the  Attorney  General  which  ordered 
that  any  overhearings  of  such  individuals  were 
to  be  turned  off,  and  that  the  logs  of  any 
accidental  overhearings  were  to  be  sealed  and 
kept  unavailable  to  anyone  else  in  the  Justice 
Department.    JA  at  57. 

35.  Olmstead  v.  United  States,  supra  note  6, 
had  previously  held  that  wiretapping  and  use 
of  evidence  obtained  through  such  surveillance 
did  not  violate  the  Fourth  Amendment  since 
there  was  no  trespass  into  a  constitutionally 
protected  area  and  nothing  tangible  was 
seized.       See     also     slip     op.     at     826-828 

infra,  U.S.App.D.C.  at ,  F.2d 

at .  Similarly,  a  "bug"  was  con- 
sidered to  be  free  from  constitutional  stric- 
tures if  there  was  no  unauthorized  physical 
invasion  of  the  subject's  premises.  See,  e.  g., 
Goldman  v.  United  States,  316  U.S.  129,  135- 
136,  62  S.Ct.  993.  86  L.Ed.  1322  (1942)  (evi- 
dence admissible  where  federal  agents  used 
detectaphone  attached  to  wall  of  one  room  to 
overhear  conversations  in  adjoining  room). 


surveillance  conducted  through  non-tres- 
passory  methods  **  is  an  unreasonable 
search  and  seizure  within  the  meaning  of 
the  Fourth  Amendment.  See  Katz  v. 
United  States,  389  U.S.  347,  88  S.Ct.  507, 
19  L.Ed.2d  576  (1967).  But  in  a  foot- 
note, see  id.  at  358  n.23,  88  S.Ct.  at  515, 
the  Court  explicitly  cautioned: 

Whether  safeguards  other  than  prior 
authorization  by  a  magistrate  would 
satisfy  the  Fourth  Amendment  in  a 
situation  involving  the  national  securi- 
ty is  a  question  not  presented  by  this 
case. 

Although  three  Justices  expressed  their 
views  on  this  subject  in  concurring  opin- 
ions,^*    the     issue     was     not     squarely 

36.    Commenting  on  the  majority's  footnote  23, 
Mr.  Justice  White  indicated  that  such  an  inher- 
ent Executive  power  did  exist: 
We  should  not  require  the  warrant  proce- 
dure and  the  magistrate's  judgment  if  the 
President  of  the  United  States  or  his  chief 
legal  officer,  the  Attorney  General,  has  con- 
sidered the  requirements  of  national  security 
and    authorized    electronic    surveillance    as 
reasonable. 
389  U.S.  at  364,  88  S.Ct.  at  518.     Alarmed  by 
this  "wholly  unwarranted  green  light"  to  Exec- 
utive surveillance,   Mr.   Justice  Douglas,  with 
whom  Mr.  Justice  Brennan  joined,  responded 
vigorously: 

Neither  the  President  nor  the  Attorney  Gen- 
eral is  a  magistrate.  In  matters  where  they 
believe  national  security  may  be  involved 
they  are  not  detached,  disinterested,  and 
neutral  as  a  court  or  magistrate  must  be. 
Under  the  separation  of  powers  created  by 
the  Constitution,  the  Ejcecutive  Branch  is  not 
supposed  to  be  neutral  and  disinterested. 
Rather  it  should  vigorously  investigate  and 
prevent  breaches  of  national  security  and 
prosecute  those  who  violate  the  pertinent 
federal  laws.  The  President  and  Attorney 
General  are  properly  interested  parties,  cast 
in  the  role  of  adversary,  in  national  security 
cases.  They  may  even  be  the  intended  vic- 
tims of  subversive  action.  Since  spies  and 
saboteurs  are  as  entitled  to  the  protection  of 
the  Fourth  Amendment  as  suspected  gam- 
blers   like    petitioner,    1    cannot    agree    that 
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presented  ^'  to  the  Court  until  United 
States  V.  United  States  District  Court 
[Keithl  407  U.S.  297,  92  S.Ct.  2125,  32 
L.Ed.2d  752  (1972),  narrowed  the  scope 
of  the  possible  exception  to  the  warrant 
requirement. 

In   a   carefully   reasoned   opinion,   Mr. 
Justice  Powell,  writing  for  six  members 

where  spies  and  saboteurs  are  involved  ade- 
quate    protection     of    Fourth     Amendment 
rights  is  assured  when  the  President  and  At- 
torney General  assume  both  the  position  of 
adversary-and-prosecutor   and   disinterested, 
neutral  magistrate. 
Id.  at  359-360,  88  S.Ct.  at  516,  cited  with  ap- 
proval in  Keith,  supra  note  2,  407  U.S.  at  317, 
92  S.Ct.  2125. 

37.  Alderman  v.  United  States,  discussed  at 
note  14  supra,  involved  procedures  to  be  fol- 
lowed in  determining  whether  evidence  was 
tainted  by  illegal  wiretapping,  and  the  Justices 
split  over  the  proper  procedure  to  be  applied 
when  national  security  interests  are  implicat- 
ed. In  particular,  Mr.  Justice  Fortas  argued 
that  national  security  material — "a  rigid  and 
limited  category  *  *  *  [of  material]  specif- 
ically directed  to  acts  of  sabotage,  espionage, 
or  aggression  by  or  on  behalf  of  foreign 
states,"  394  U.S.  at  209,  89  S.Ct.  at  985  (opin- 
ion concurring  in  part  and  dissenting  in  part) 
— should  not  be  subject  to  the  Court's  ruling 
that  illegally  obtained  surveillance  data  must 
be  turned  over  to  a  criminal  defendant  wheth- 
er or  not  it  is  relevant  to  his  prosecution.  The 
Court  did  not  decide,  however,  whether  war- 
rantless national  security  wiretapping  was  in 
fact  unlawful.  See,  e.  g.,  Giordano  v.  United 
States,  supra  note  14,  394  U.S.  at  314-315,  89 
S.Ct.   1163  (Stewart,  J.,  concurring). 

38.  Mr.  Chief  Justice  Burger  concurred  in  the 
result,  while  Mr.  Justice  Rehnquist  took  no 
part  in  consideration  or  decision  of  the  case. 
Mr.  Justice  White,  concurring  in  the  judgment 
of  the  Court,  would  have  premised  the  holdmg 
that  the  surveillance  was  illegal  on  purely  stat- 
utory grounds.     See  notes  46,  222  infra. 

39.  See  slip  op.  at  867-868  &  note  189  infra, 

U.S.App.D.C.  at  ,  F.2d  at  . 

In  their  opinions  concurring  in  the  judgment 
of  this  court.  Judges  McGowan  and  Robb  have 
indicated,  contrary  to  the  submission  of  the 
Government  and  the  finding  of  the  District 
Court,  that  this  is  merely  a  case  involving  do- 


of  the  Court,'*  held  that  no  exception 
exists  for  surveillance  justified  solely  on 
the  basis  of  domestic  threats  to  the  na- 
tional security.  Despite  the  fact  that 
the  Court  expressed  no  opinion  as  to  the 
result  that  would  be  required  if  foreign 
powers  were  involved  in  the  threat  to 
the  national  security ,''  some  courts  have 

mestic  crime  rather  than  national  security. 
This  asserti.on,  however,  is  simply  not  sup- 
ported by  the  record  evidence.  See,  e.  g.,  Wil- 
key    opinion    slip    op.    at    912-913,    &    n.ll, 

infra,    U.S.App.D.C.     at    ,    F.2d 

at   .     Judge   McGowan   quotes   two    State 

Department  memoranda  out  of  a  voluminous 
record  (and  one  of  the  two  was  written  after 
the  surveillance  had  been  instituted)  to  prove 
that  the  State  Department  sought  only  "more 
effective  enforcement  of  the  criminal  laws," 
McGowan  opinion  at  902,  and  that  the  FBI  and 
the  Justice  Department  "significantly  shifted 
the  emphasis  away  from  criminal  law  enforce- 
ment alone."    Id.  slip  op.  at  902, U.S.App. 

D.C.  at , F.2d  at  .    However,  Judge 

Pratt  found  as  a  matter  of  fact  that  prior  to 
the  initial  wiretap  the  Attorney  General  had 
(as  his  affidavit  and  deposition  testimony  indi- 
cated) had  conversations  with  the  Director  of 
the  FBI  as  well  as  other  members  of  the  Na- 
tional Security  Council  (including  Henry  Kis- 
singer) and  the  State  Department  (including 
Undersecretary  Irwin,  Assistant  Secretary  for 
European  Affairs  Hildebrant,  and  State 
Department  Counsel  Stevenson)  concerning 
the  impact  of  JDL  activities  on  this  nation's 
foreign  affairs  (including  threats  of  Soviet  re- 
taliation against  United  States  diplomats  in 
Moscow,  cancellation  of  cultural  exchanges, 
and  a  general  deterioration  of  Soviet-American 
relations),  and  that  the  wiretaps  were  installed 
after  the  Attorney  General  had  determined 
that  those  activities  threatened  the  continua- 
tion of  peaceful  relations  and  the  President's 
ability  and  constitutional  authority  to  conduct 
this  nation's  foreign  affairs.  Similar  allega- 
tions in  the  Attorney  General's  affidavit  in 
Keith  were  accepted  by  the  Supreme  Court  as 
indicative  of  internal  security  threats,  even 
though  those  threats  also  involved  domestic 
crime.  See,  e.  g.,  407  U.S.  at  300-301  &  n.2, 
303,    92    S.Ct.    2125;     slip    op.    at      867-871, 

infra,  U.S.App.D.C.  at ,  F.2d 

at . 
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subsequently  held  that  such  an  exception 
to  the  warrant  requirement  in  fact  ex- 
ists.**   We  have  serious  doubts  as  to  the 
methodology  employed  by  those  courts,*' 
and  we  therefore  undertake  to  analyze 
the  issues  with  which  we  are  presented 
in  a  manner  more  faithful  to  the  spirit 
and   rationale   of   Keith.      For   although 
this  case  is  a  civil  damage  suit,  it  square- 
Judge    McGowan    acknowledges    that    the 
wiretap  authorizations  ordered  that  evidence 
derived  therefrom  not  be  used  for  prosecutori- 
al purposes  and  admits  that  there  is  nothing  in 
the   record   to   indicate   that   any   surveillance 
fruits   were   in   fact   used   for  such   purposes. 
Yet  Judge  McGowan,  without  suggesting  that 
Judge   Pratt's  findings  are  clearly  erroneous, 
seems  to  say  that  these  were  electronic  sur- 
veillances actually  conducted  for  law  enforce- 
ment purposes  and  thus  were  not  within  the 
comprehension  of  the  national  security  proviso 

of  Title  III,  see  slip  op.  at    876-892  infra,  

U.S.App.D.C.       at ,       F.2d 

at .      Although    we    disagree    with 

Judges  MacKinnon  and  Wilkey  to  the  extent 
they  state  we  have  made  a  finding  that  these 
wiretaps  were  in  fact  instituted  in  good  faith 
purely  for  the  acquisition  of  foreign  affairs  in- 
formation (we  leave  it  to  the  trial  court's  dis- 
cretion on  remand  to  reopen  that  question  of 
motivation,  see  note  274  infra ),  on  the  present 
record  we  are  constrained  to  accept  the  Dis- 
trict Court's  finding  that  the  surveillance  was 
neither  intended  nor  employed  for  the  acquisi- 
tion of  evidence  pertaining  to  criminal  prose- 
cutions as  opposed  to  mere  intelligence  infor- 
mation.    See  note  23  supra. 

Moreover,  Judge  McGowan  indicates  that 
even  if  "the  fruits  of  the  surveillance  in  this 
case  were  used  solely  for  the  purpose  of  pro- 
viding security"  to  protect  foreign  diplomats 
and  avoid  exacerbation  of  Soviet-American  re- 
lations, see  McGowan  opinion  at  n.l,  the  pri- 
mary purpose  of  the  surveillance  would  still  be 
law  enforcement  because  it  is  irrelevant  that 
"the  threatened  crimes  in  this  case  were  of  a 
kind  that  the  FBI  would  have  greatly  pre- 
ferred— by  the  provision  of  security  and  by 
other  precautionary  steps — to  prevent  rather 
than  prosecute  *  *  *.  The  effort  to  pre- 
vent crime  can  always  fail,  in  which  case  pros- 
ecution is  sure  to  follow."  Id.  at  11  12.  This 
implies  that  if  crime  is  involved  or  potentially 
involved   in   a   national   security   surveillance. 


ly  poses  the  problem  of  the  meaning  and 
scope  of  the  Keith  decision  and  the  valid- 
ity and  viability  of  any  distinction  be- 
tween surveillance  justified  on  the  basis 
of  foreign,  as  opposed  to  domestic, 
threats  to  the  national  security. 

[3-5]  Although  we  believe  that  an 
analysis  of  the  policies  implicated  by  for- 
eign    security     surveillance  *^     indicates 

Judge  McGowan  would  reject  the  President's 
national  security  justification  and  treat  the 
surveillance  as  one  directed  at  criminal  law 
enforcement.  However,  Judge  McGowan's  ap- 
proach would  in  effect  mean  that  most  presi- 
dential actions  traditionally  considered  to  be 
within  the  national  security  sphere  are  not,  in 
fact,  within  that  sphere.  For  example,  presi- 
dential actions  undertaken  "to  protect  national 
security  information  against  foreign  intelli- 
gence activities"  are  not  only  considered  vital 
to  our  national  security,  but  are  also  specifical- 
ly encompassed  in  the  language  of  18  U.S.C. 
§    2511(3),    discussed    slip    op.    at      876-892 

infra,  U.S.App.D.C.  at ,  F.2d 

at .     And  certainly  in  taking  those 

actions  the  President  would  prefer  to  see  the 
crime  of  espionage  prevented  rather  than  have 
the  culprits  prosecuted  after  the  crime  has 
transpired.  Yet  Judge  McGowan's  approach 
would  deny  that  such  surveillance  should  be 
categorized  as  having  a  primary  national  se- 
curity purpose  since,  if  the  surveillance  failed 
to  prevent  the  crime  of  espionage,  "prosecu- 
tion is  sure  to  follow." 

40.  See  slip  op.  at   850-854  infra, U.S.App. 

D.C.  at ,  F.2d  at . 

41.  See     slip     op.      at       839-845,        853-854 

infra,     U.S.App.D.C. , 

,    F.2d  at , . 

42.  Throughout  this  opinion,  "internal  security" 
and  "domestic  security"  will  refer  to  threats  to 
the  structure  or  existence  of  the  Government 
which  originate  directly  from  domestic  organi- 
zations which  are  neither  agents  of  nor  acting 
in  collaboration  with  foreign  powers,  and  "in- 
ternal security"  or  "domestic  security"  surveil- 
lance will  refer  to  surveillance  which  is  predi- 
cated on  such  threats.    See  slip  op.  at  867-868 

infra, U.S.App.D.C.  at , F.2d  at . 

"Foreign  security"  will  refer  to  threats  to  the 
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that,  absent  exigent  circumstances,  all 
warrantless  electronic  surveillance  is  un- 
reasonable and  therefore  unconstitution- 
al, our  holding  need  not  sweep  that 
broadly.  Instead,  we  hold  today  only 
that  a  warrant  must  be  obtained  before 

structure  or  existence  of  the  Government 
which  emanate  either  directly  or  indirectly 
from  a  foreign  power,  see  shp  op.  at  867-868  & 

note  189  infra,  U.S.App.D.C.  at  ,  

F.2d  at  ,  and  a  "foreign  security"  surveil- 
lance will  refer  to  surveillance  which  is  predi- 
cated on  such  threats.  A  surveillance  is  a 
foreign  security  surveillance  regardless  of  the 
stimulus  that  provoked  the  foreign  power;  thus 
the  surveillance  in  this  case  will  be  treated  as  a 
foreign  security  surveillance  even  though  the 
Soviet  threats  were  provoked  by  actions  of  a 
hostile  domestic  organization.  We  believe 
such  treatment  is  required  by  the  limited  hold- 
ing of  the  Supreme  Court  in  Keith.  See  id. 
"National  security"  will  generally  be  used  in- 
terchangeably with  "foreign  security,"  except 
where  the  context  makes  it  clear  that  it  refers 
to  both  "foreign  security"  and  "internal  securi- 
ty." 

It  should  also  be  noted  that  the  Government, 
see  note  87  infra,  is  not  limiting  its  argument 
for  an  exception  to  the  warrant  requirement  to 
situations  of  foreign  security;  rather,  it  argues 
that  such  an  exception,  based  on  the  Presi- 
dent's preeminent  powers  in  the  field  of  for- 
eign affairs,  is  justified  for  any  intelligence 
gathering  surveillance  that  will  produce  infor- 
mation that  "affects"  our  relations  with  for- 
eign powers.     See,  e.  g.,  brief  for  appellees  at 

29-32;     slip   op.    at     871-873    infra,   U.S. 

App.D.C.  at ,  F.2d  at . 

For  the  most  part  our  analysis  will  treat  the 
Government's  position  as  if  it  were  limited  to 
the  more  reasonable  category  of  "security"  sit- 
uations. However,  there  is  no  litmus  test  for 
separating  those  actions  of  foreign  powers 
which  affect  our  security  from  those  which  do 
not,  particularly  when  it  is  recalled  that  even 
minor  trade  difficulties  in  the  present  may 
have  a  substantial  corrosive  effect  on  our  se- 
curity in  the  future.  Thus  our  analysis  pro- 
ceeds with  the  recognition  that  there  may  be 
no  practical  or  logical  way  to  differentiate  na- 
tional security  situations  from  other  situations 
within  the  President's  foreign  affairs  powers. 
See  also  notes  108  &  203  infra.  This  does  not, 
of  course,  mean  that  if  an  exception  to  the 


a  wiretap  is  installed  on  a  domestic  or- 
ganization  that  is   neither  the  agent  of 
nor  acting  in   collaboration   with   a   for- 
eign  power,   even   if  the   surveillance   is 
installed  under  presidential  directive  "  in 
the  name  of  foreign  intelligence  gather- 
warrant  requirement  were  recognized,  no  lines 
could  be  drawn  within  the  foreign  affairs  area. 
For  example,  although  there  are  strong  poli- 
cies against  allowing  any  such  exceptions,  see 

slip  op.  at    845-866    infra,  U.S.App.D.C. 

at , F.2d  at ,  it  would  be 

possible  to  allow  warrantless  surveillance  of 
foreign  agents  regardless  of  the  importance  of 
the  information  sought,  so  long  as  post  hoc 
judicial  review  found  the  surveillance  to  be 
reasonable,  while  requiring  a  warrant  whenev- 
er a  domestic  organization  is  wiretapped,  re- 
gardless of  the  enormity  of  the  foreign  security 
threat  which  its  actions  provoked. 

43.  There  is  no  indication  that  the  President 
himself  authorized  or  had  knowledge  of  this 
surveillance.  However,  appellees  assert  that 
his  constitutional  powers  were  properly  dele- 
gated to  the  Attorney  General  since  "[ejach 
head  of  a  department  is  and  must  be  the  Presi- 
dent's alter  ego  in  the  matters  of  that  depart- 
ment where  the  President  is  required  by  law  to 
exercise  authority."  Memorandum  of  Points 
and  Authorities  in  Support  of  Defendants' 
Cross-Motion  for  Summary  Judgment  and  Op- 
position to  Plaintiffs'  Motion  for  Partial  Sum- 
mary Judgment,  at  15  n.lO,  in  Zweibon  v. 
Mitchell.  D.D.C.,  Civil  No.  2025-71  (brief  filed 
April  24,  1973),  quoting  Myers  v.  United 
States,  272  U.S.  52,  133,  47  S.Ct.  21,  71  L.Ed. 
160  (1926).  We  do  not  doubt  the  President's 
power  to  delegate  execution  of  many  of  his 
functions  to  responsible  subordinate  officials. 
See,  e.  g..  Knauff  v.  Shaughnessy,  supra  note 
3,  338  U.S.  at  543,  70  S.Ct.  309.  However,  we 
find  it  curious  that,  in  light  of  the  fact  that  the 
asserted  complexity  and  specialized  nature  of 
foreign  policy  matters  is  advanced  as  a  factor 
militating  against  prior  judicial  oversight  of 
foreign     security     surveillance,     see    slip     op. 

at    853,     855-862       infra,     U.S.App.D.C. 

at  , ,  F.2d  at  , , 

this  function  has  been  delegated  to  the  Attor- 
ney General  rather  than  to  the  Secretary  of 

State.    See  also  slip  op.  at   856-858  infra, 

U.S.App.D.C.        at ,       F.2d 

at . 
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ing  for  protection  of  the  national  securi- 
ty. We  do  not  reach  this  conclusion 
lightly  or  without  sensitivity  to  the  im- 
port or  the  controversiality  of  the  prob- 
lem of  national  security  wiretapping. 
But  the  Constitution  compels  us  to  do  no 
less.  In  any  event,  our  decision  does  not 
limit  in  any  way  the  ability  of  the  Presi- 
dent to  conduct  legitimate  national  se- 
curity wiretaps,  since  we  do  not  address 
the  substantive  scope  of  that  power  ^  or 
the  exact  standards  upon  which  war- 
rants should  issue.**     Rather,  we  merely 

44.  !n  particular,  we  do  not  decide  whether  it 
would  have  been  proper  for  a  judge  to  autho- 
rize a  surveillance  under  the  circumstances  of 
this  case,  or  whether  any  authorized  surveil- 
lance should  have  been  of  a  different  scope  or 
duration  than  that  actually  conducted.  See 
note  274  infra. 

45.  See  slip  op.  at  871-875  infra, U.S.App. 

D.C.  at .  F.2d  at . 

46.  Section  2511  of  Title  III  of  the  Omnibus 
Crime  Control  and  Safe  Streets  Act  of  1968,  18 
U.S.C.  §§  2510-2520  (1970),  declares  that 
"[e]xcept  as  otherwise  specifically  provided  in 
this  chapter  [Title  III],"  interception  of  "any 
wire  or  oral  communication"  is  illegal,  and 
§  2520  of  Title  III  specifies  broad  remedial 
relief,  including  liquidated  damages,  for  sur- 
veillance conducted  "in  violation  of  this  chap- 
ter." However,  §  2511(3),  the  so-called  "na- 
tional security  proviso"  of  Title  III,  disclaims 
any  congressional  intent,  inter  alia,  to  "limit 
the  constitutional  power  of  the  President  to 
take  such  measures  as  he  deems  necessary  to 
protect  the  Nation  against  actual  or  potential 
attack  or  other  hostile  acts  of  a  foreign  power, 
to  obtain  foreign  intelligence  information 
deemed  essential  to  the  security  of  the  United 
States,  or  to  protect  national  security  informa- 
tion   against    foreign    intelligence    activities." 

See  generally  slip  op.  at    876-892    infra,  

U.S.App.D.C.       at ,       F.2d 

at .     Thus,   although   any   electronic 

surveillance  is  presumptively  unlawful  if  insti- 
tuted without  compliance  with  the  strictures 
of  Title  III,  a  surveillance  within  the  compre- 
hension of  the  national  security  proviso  would 
not  be  rendered  unlawful  by  Title  111.  As  we 
will  develop  more  fully  later  in  our  opinion, 
see  slip   op.    at    881-885    &   notes   239,   244 


decide  that  whatever  the  legitimate 
scope  of  that  power,  and  whatever  the 
standard  which  must  be  met  to  justify 
the  intrusion  of  a  wiretap,  the  decision 
as  to  whether  the  scope  has  been  exceed- 
ed or  the  standard  has  been  met  is  to  be 
made  by  a  neutral  and  disinterested 
magistrate  or  judge  rather  than  by  an 
Executive  official  engaged  in  investiga- 
tory or  prosecutorial  duties,  at  least  in 
situations  where  the  subject  of  the  sur- 
veillance is  a  domestic  organization  that 
is  not  the  agent  of  or  acting  in  collabora- 
tion with  a  foreign  power.** 

infra.  U.S.App.D.C.  at ,  F.2d 

at ,  the  national  security  proviso  was 

fashioned  to  encompass  any  presidential  sur- 
veillance which  the  Supreme  Court  might  sub- 
sequently hold  to  be  immune  from  the  Fourth 
Amendment's  warrant  requirement;  Congress 
was  at  pains  not  "to  limit  or  disturb  such 
power  as  the  President  may  have  under  the 
Constitution."  Keith,  407  U.S.  at  303,  92  S.Ct. 
at  2130.  See  also.  e.  g.,  note  240  infra  (Senate 
Report  broadly  referring  to  proviso  as  encom- 
passing presidential  "conduct  of  foreign  af- 
fairs"). Since,  on  the  record  before  us,  the 
surveillance  of  JDL  headquarters  was  installed 
for  national  security  reasons,  it  at  least  argu- 
ably falls  within  the  language  of  the  proviso; 
thus  we  must  first  analyze  whether  a  national 
security  surveillance  instituted  under  these  cir- 
cumstances is  subject  to  prior  judicial  scruti- 
ny. See  also  Keith,  407  U.S.  at  308,  92  S.Ct. 
2125.  Whatever  disagreement  we  have  with 
Judge  Wilkey  on  the  interpretation  of 
§    2511(3),    compare    slip    op.    at       876-892 

infra,  U.S.App.D.C.  at ,  F.2d 

at with    Wilkey    opinion    slip    op. 

at  910-922  ,  U.S.App.D.C. 

at ,  F.2d we  are  in  ac- 
cord in  accepting  the  principle  that,  at  a  mini- 
mum, the  legislative  history  and  language  of 
that  section  reflect  a  congressional  intent  that 
in  any  case  in  which  no  warrant  is  constitu- 
tionally mandated.  Congress  did  not  intend  to 
impose  a  statutory  warrant  requirement.  In- 
deed, although  the  premise  is  questionable,  see 
note  228  infra.  Congress  apparently  believed  it 
would  be  unconstitutional  to  restrict  any  in- 
herent E.xecutive  power  to  engage  in  warrant- 
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A. 

Before  engaging  in  our  Fourth 
Amendment  analysis,  we  must  dispose  of 
an  argument,  based  on  alleged  prece- 
dent, that  has  been  implicitly  advanced 
by  several  courts  *''  as  well  as  by  appel- 
lees in  this  case.**  This  argument  in  ef- 
fect asserts  that  prior  presidential  prac- 
tice and  several  Supreme  Court  holdings 
establish  the  President's  preeminent 
power  over  the  conduct  of  foreign  af- 
fairs, and  that  this  power  in  turn  estab- 
lishes the  inherent  authority  of  the  Pres- 
ident to  engage  in  warrantless  national 
security  surveillances  as  a  necessary  con- 
comitant of  this  responsibilities  as  Com- 
mander-in-Chief of  the  Armed  Forces  '*' 
and  Chief  Executive  of  the  nation.^* 

To  be  sure,  the  fact  that  the  Keith 
Court  found  the  President's  powers  with 
respect  to  domestic  affairs  insufficient  to 

less  surveillance.    See,  e.  g.,  slip  op.  at  882-885 

&    notes    239,    244    infra,    U.S.App.D.C. 

at  ,  F.2d  at  . 

Moreover,  in  Keith,  Justice  White,  speaking 
only  for  himself,  argued  that  Title  111  should  be 
analyzed  by  first  determining  whether  the  sur- 
veillance was  one  encompassed  by  the  exact 
language  of  the  national  security  proviso;  con- 
cluding that  it  was  not,  he  avoided  any  consti- 
tutional analysis.  See  note  222  infra.  This  is 
in  effect  Judge  McGowan's  approach.  See,  e. 
g..  McGowan  opinion  at  n.l2.  He,  too,  would 
approach  the  proviso  by  first  determining 
whether  a  surveillance  falls  within  its  exact 
language.  And  although  the  broad  statuton,- 
language  makes  no  distinction  with  respect  to 
the  subjects  of  such  surveillance  (as  opposed 
to  its  purpose )  Judge  McGowan  would  simply 
construe  the  statutory  language  to  exclude  all 
"noncollaborators"  even  if  the  President  could 
constitutionally  institute  surveillance  on  them 
without  compliance  with  the  warrant  require- 
ment of  the  Fourth  Amendment.  Yet  the  Su- 
preme Court  in  Keith,  rejecting  the  methodolo- 
gy of  Justice  White,  recognized  that  if  the 
President  could  conduct  warrantless  national 
security  surveillance  permissibly  under  the 
Constitution,  the  framers  of  §  2511(3)  did  not 
intend  to  interpose  statutory  barriers  to  the 


justify  an  exception  to  the  warrant  re- 
quirement when  the  domestic  aspects  of 
national  security  are  involved,  yet 
refused  to  specify  what  procedures 
would  be  entailed  if  the  national  security 
threat  had  its  origin  with  foreign  pow- 
ers,^' indicates  that  any  difference  in  re- 
sult must  turn  on  the  President's  pecu- 
liar powers  in  the  field  of  foreign  af- 
fairs. However,  the  precedents  of  Exec- 
utive practice  and  judicial  decisions 
merely  substantiate  the  existence  of 
those  powers  and  legitimate  the  authori- 
ty of  the  President  to  obtain  information 
necessary  to  protect  the  national  security 
from  foreign  aggression;  they  do  not 
preordain  the  procedures  with  which  the 
President  must  comply  in  exercising  that 
authority.  We  will  therefore  discuss 
these  precedents  to  elaborate  why  they 
are  not  themselves  conclusive  of  the  pro- 
cedural ^^  question;    in  a  later  section  of 

surveillance.  Thus,  under  the  facts  of  our 
case,  if  no  warrant  is  constitutionally  required 
Title  III  cannot  apply.  That  is  why,  as  in 
Keith  we  must  initially  undertake  the  constitu- 
tional analysis  which  follows. 


47.  See    cases    cited     slip     op.     at      850-854 

infra,  U.S.App.D  C.  at ,  F.2d 

at .    See  also  United  States  v.  United 

States    District    Court,    6   Cir.,    444    F.2d   651, 
658-659  (1971). 

48.  See  generally  brief  for  appellees  at  21-32; 
Memorandum  of  Points  and  Authorities  in 
Support  of  Defendants'  Cross-Motion  for  Sum- 
mary Judgment  and  Opposition  to  Plaintiffs' 
Motion  for  Partial  Summary  Judgment,  at  13- 
20,  in  Zweibon  v.  Mitchell,  supra  note  43. 

49.  U.S.Const.,  Art.  II,  §  2. 


50.  Id.  §   1. 

51.  See  slip  op.  at  867-868  infra, 
D.C.  at  ,  F.2d  at  . 


U.S.App. 


52.  In  referring  to  the  warrant  requirement  as 
"procedural,"  we  do  not  mean  to  imply  that  it 
does  not  have  important  substantive  aspects 
and  purposes.  Rather,  we  employ  the  term  to 
contrast  the  existence  and  scope  of  any  Execu- 
tive power  to  gather  information  with  the  safe- 
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this  opinion  we  will  scrutinize  them  to 
determine  whether  they  are  based  on 
any  policies  which  would  be  frustrated  if 
a  warrant  requirement  were  to  apply  to 
the  category  of  foreign  security  surveil- 
lances. 


[6, 7]  Admittedly,  Presidents  since 
Franklin  Roosevelt  have  authorized  their 
Attorneys  General  to  approve  investiga- 
tions "to  secure  information  by  listening 
devices  direct  to  the  conversation  or  oth- 
er communications  of  persons  suspected 
of  subversive  activities  against  the 
Government  of  the  United  States."  ^' 
However,  this  practice  has  never  re- 
ceived    Supreme    Court    approval,     and 

guards  pursuant  to  which  such  power  is  to  be 
exercised.  However,  it  is  important  to  note 
that,  in  contrast  to  the  detailed  standards  and 
procedures  elaborated  in  Title  III  for  regulating 
the  warrjint  proceeding,  see  slip  op.  at  886-887 

infra, U.S.App.D.C.  at , F.2d  at , 

the  requirement  of  a  warrant  itself  was  for 
many  years  closely  associated  in  congressional 
debates  with  the  substantive  powers  of  the 
Executive  to  use  evidence  derived  from  nation- 
al security  surveillance  in  criminal  prosecu- 
tions, see  slip  op.  at  882-885  &  note  240 
infra, U.S.App.D.C.  at , F.2d  at . 

53.  See  Appendix  A;  Keith,  supra  note  2,  407 
U.S.  at  310-311  &  nn.  10-11,  92  S.Ct.  2125. 
See  generally  Brownell,  The  Public  Security 
and  Wire  Tapping,  39  Cornell  L.Q.  195,  195- 
200  (1954);  Donnelly,  Comments  and  Caveats 
on  the  Wire  Tapping  Controversy,  63  Yale  L.J. 
799,  799-800  (1954);  Casque,  Wiretapping:  A 
History  of  Federal  Legislation  and  Supreme 
Court  Decisions,  15  S.C.L.Rev.  593,  600-601 
(1963);  Rogers,  The  Case  for  Wire  Tapping,  63 
Yale  L.J.  792,  794-797  (1954);  Theoharis  & 
Meyer,  The  "National  Security"  Justification 
for  Electronic  Eavesdropping:  An  Elusive  Ex- 
ception, 14  Wayne  L.Rev.  749,  753-768  (1968); 
Note,  Wiretapping  and  Electronic  Surveil- 
lance— ^Title  III  of  the  Crime  Control  Act  of 
1968,  23  Rutgers  L.Rev.  319,  337-339  (1969); 
Note,  The  "National  Security  Wiretap":    Presi- 


there  can  be  no  doubt  that  an  unconsti- 
tutional practice,  no  matter  how  inveter- 
ate, cannot  be  condoned  by  the 
judiciary.^  Indeed,  the  Supreme  Court 
in  Keith  merely  treated  the  similarly 
long-standing  Executive  practice  of  con- 
ducting surveillance  "in  cases  vitally  af- 
fecting the  domestic  security"  *^  as  indic- 
ative of  the  unchallenged  Executive 
power  to  obtain  intelligence  information, 
not  as  determinative  of  the  proper  proce- 
dures to  be  followed  in  so  doing. ^*  Even 
more  important,  this  Executive  practice 
must  be  considered  in  its  historical  con- 
text, which  illustrates  why  the  30-year 
policy  of  presidentially  directed  electron- 
ic surveillance  has  no  substantial  bearing 
on  whether  the  practice  of  warrantless 
surveillance  is  now  constitutional. 

dential  Prerogative  or  Judicial  Responsibility, 
45  S.Cal.L.Rev.  888,  902-905  (1972);  Com- 
ment, Privacy  and  Political  Freedom:  Applica- 
tion of  the  Fourth  Amendment  to  "National 
Security"  Investigations,  17  U.C.L.A.L.Rev. 
1205,   1217-1224  (1970). 

54.  See,  e.  g..  Committee  for  Public  Education 
v.  Nyquist,  413  U.S.  756,  792,  93  S.Ct.  2955,  37 
L.Ed.2d  948  (1973),  quoting  Walz  v.  Tax 
Comm'n,  397  U.S.  664,  678,  90  S.Ct.  1409,  25 
L.Ed.2d  697  (1970);  Roe  v.  Wade,  410  U.S. 
113,  93  S.Ct.  705,  35  L.Ed.2d  147  (1973);  Fur- 
man  V.  Georgia,  408  U.S.  238,  92  S.Ct.  2726,  33 
L.Ed.2d  346  (1972);  Katz  v.  United  States,  389 
U.S.  347,  352-353,  88  S.Ct.  507,  19  L.Ed.2d  576 
(1967);  Reynolds  v.  Sims,  377  U.S.  533,  579- 
580,  84  S.Ct.   1362,   12  L.Ed.2d  506  (1964). 

55.  Although  President  Roosevelt's  memoran- 
dum authorized  surveillance  of  "persons  sus- 
pected of  subversive  activities,"  the  thrust  of 
the  memorandum  is  to  authorize  surveillance 
which  would  be  considered  "foreign"  security 
surveillance  under  the  Keith  opinion.  The  first 
presidential  directive  condoning  surveillance  in 
"cases  vitally  affecting  the  domestic  security" 
came  six  years  later.     See  Appendix  A. 

56.  Compare  407  U.S.  at  310-311  &  n.  10,  92 
S.Ct.  at  2133-2134  with  id.  at  314-315,  92 
S.Ct.  2135-2136. 
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To  appreciate  this  problem,  one  must 
remember  the  Supreme  Court's  unfortu- 
nate decision  in  Olmstead  v.  United 
States,  277  U.S.  438,  48  S.Ct.  564,  72 
L.Ed.  944  (1928).  Over  vigorous  dissents, 
including  the  renowned  Brandeis  cele- 
bration of  personal  privacy,  the  Olm- 
stead Court  held  that,  absent  an  actual 
physical  trespass,  there  is  no  search 
within  the  meaning  of  the  Fourth 
Amendment.  Thus,  from  1928  until 
1967,^^  there  was  simply  no  dispute  that 
the  Fourth  Amendment  was  inapplicable 
to  non-trespassory  electronic  surveil- 
lance; it  was  for  this  reason  that  war- 
rants were  not  required.  However, 
shortly  after  the  Olmstead  decision.  Con- 
gress enacted  Section  605  of  the  Federal 
Communications  Act  of  1934,**  which 
provided  that 

[n]o    person    not    being   authorized    by 
the   sender   shall    intercept   any   radio 
communication  and  divulge  or  publish 
the  existence,  contents,  substance,  pur- 
port, effect,  or  meaning  of  such  inter- 
cepted  communication   to  any   person. 
Section  605  was  interpreted  to  prohibit 
the   introduction   into   evidence   of   both 
the  contents  of  conversations  overheard 
on  wiretaps  installed  by  law  enforcement 
officials,  see  Nardone  v.  United  States, 
302  U.S.  379,  58  S.Ct.  275,  82  L.Ed.  314 
(1937),  and  the  fruits  of  such  overhear- 
ings,  see  Nardone  v.  United  States,  308 
U.S.    338,    60    S.Ct.    266,    84    L.Ed.    307 
(1939).59 


Although  various  bills  were  subse- 
quently introduced  to  avoid  the  effects 
of  these  decisions,  they  never  received 
congressional  approval.**  Nevertheless, 
the  Justice  Department  construed  the 
Nardone  decisions  not  to  prohibit  wire- 
tapping itself.  As  one  Attorney  General 
explained: 

The  question  soon  arose  as  to  wheth- 
er mere  interception  by  federal  agents 
of  messages  was  forbidden  by  Section 
605.  The  Attorney  General  [Jackson] 
at  that  time  took  the  view  that  what 
the  law  prohibited  was  both  intercep- 
tion and  divulgence,  and  that  mere  re- 
port of  the  intercepted  message  to 
public  officials  by  FBI  or  other  federal 
agents  did  not  constitute  divulgence.*' 

Attorney  General  Jackson  announced  in 
1940  that  the  Justice  Department  would 
discontinue  wiretapping;  he  reversed 
that  position,  however,  two  months  later, 
after  receiving  a  confidential  memoran- 
dum from  President  Roosevelt,  the  first 
such  presidential  directive  in  the  corpus 
of  Executive  precedents  cited  as  autho- 
rizing warrantless  vdretapping.  In  ef- 
fect, the  memorandum  was  actually  a 
reaction  to  the  statutory  construction  de- 
cision of  Nardone,  not  an  assertion  of 
presidential  immunity  from  constitution- 
al constraints.  Accepting  the  Nardone 
holding  that  evidence  obtained  through 
wiretaps  could  not  be  introduced  in  crim- 
inal    prosecutions.    President    Roosevelt 


57.  In  1967  the  Supreme  Court  decided  Katz  v. 
United  States,  supra  note  54,  which  overruled 
Olmstead  and  informed  us  that  "the  Fourth 
Amendment  protects  people,  not  places."  See 
389  U.S.  at  351,  88  S.Ct.  at  511.  Legitimate 
expectations  of  personal  privacy  were  there- 
fore to  be  shielded  against  "the  uninvited  ear" 
as  well  as  "the  intruding  eye."  Id.  at  352,  88 
S.Ct.  507. 

58.  Ch.  652,  Title  VI,  §  605,  48  Stat.  1103 
(1934),  as  amended,  47  U.S.C.  §  605  (1970). 


59.  See  also,  e.  g..  United  States  v.  Coplon,  2 
Cir.,  185  F.2d  629  (1950),  cert,  denied,  342  U.S. 
920,  72  S.Ct.  362,  96  L.Ed.  688  (1952). 

60.  For  a  relatively  comprehensive  picture  of 
the  legislative  efforts  in  this  area,  see  generally 
Theoharis  &  Meyer,  supra  note  53.  See  also 
Gasque,  supra  note  53;   Rogers,  supra  note  53. 

61.  Brownell,  supra  note  53,  at  197.  See  also 
Donnelly,  supra  note  53,  at  800-801. 
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nevertheless  did  not  accept  the  view  that 
the  statute  prohibited  the  wiretapping 
itself,  since  he  discounted  the  possibility 
that  any  dictum  in  Nardone  was  intend- 
ed "to  apply  to  grave  matters  involving 
the  defense  of  the  nation." 

The  Roosevelt  memorandum  clearly 
related  solely  to  "wiretapping"  which, 
unlike  "bugging,"  was  generally  accom- 
plished without  a  physical  trespass.*^ 
Thus  neither  his  memorandum  nor  those 
of  Presidents  Truman  and  Johnson  *^  ac- 
tually discussed  the  warrant  require- 
ment, since  Olmstead  had  rendered  the 
Fourth  Amendment  inapposite  where 
non-trespassory  surveillance  was  in- 
volved. Indeed,  presumably  because 
bugging  was  generally  of  a  trespassory 
nature  and  thus  subject  to  Fourth 
Amendment  strictures  even  before  Katz, 
President  Johnson's  pre-Katz  memoran- 
dum   on    national    security    surveillance 

62.  For  a  description  of  "bugging"  and  "wire- 
tapping" devices,  see,  e.  g.,  A.  Westin,  Privacy 
and  Freedom  73-78  (Atheneum  1967). 

63.  See  Appendix  A. 

64.  Id.  Apparently  despite  this  recognition  that 
the  practice  of  warrantless  trespassory  nation- 
al security  surveillance  might  be  unconstitu- 
tional, it  was  engaged  in  by  law  enforcement 
officials  during  the  Johnson  Administration. 
See  Appendix  A  (memorandum  from  Acting 
Attorney  General  Clark  to  all  United  States 
Attorneys). 

65.  For  example,  President  Roosevelt  recog- 
nized that  "under  ordinary  and  normal  circum- 
stances," wiretapping  should  not  be  employed 
because  "it  is  almost  bound  to  lead  to  abuse  of 
civil  rights."  Yet,  faced  with  impending  entry 
into  World  War  II,  he  recognized  the  need  to 
obtain  information  concerning  sabotage  and 
other  "fifth  colunm"  activities.  Nevertheless, 
he  instructed  the  Attorney  General  to  "limit 
these  investigations  so  conducted  to  a  mini- 
mum and  to  limit  them  insofar  as  possible  to 
aliens."  See  Appendix  A.  It  should  also  be 
noted  that,  in  addition  to  the  fact  that  the 
Fourth  Amendment  was  not  considered  appli- 
cable to  non-trespassory  surveillance  at  the 
time,  aliens  were  considered  to  have  less  than 


recognized  that  "[u]tilization  of  mechani- 
cal or  electronic  devices  to  overhear  non- 
telephone  conversations  is  an  even  more 
difficult  problem  [than  wiretapping], 
which  raises  substantial  and  unresolved 
questions    of    Constitutional    interpreta- 


tion 


"  64 


[8]  We  need  not  recount  how  this 
practice  of  presidentially  authorized  elec- 
tronic surveillance  has  grown  from  a 
highly  circumscribed  and  infrequently 
employed  device  under  President  Roose- 
velt *^  to  its  extensive  scope  under  Presi- 
dents Truman  and  Johnson  and  its  mag- 
nitude as  an  explicitly  asserted  constitu- 
tional exception  under  Presidents  Nixon 
and  Ford.**  Nor  need  we  maintain  that 
if  the  Supreme  Court  in  Olmstead  had 
held  the  Fourth  Amendment  applicable 
to  non-trespassory  surveillance,  prior 
Presidents  would  not  have  claimed  a  con- 
stitutional  exception   from   the   warrant 

full  Fourth  Amendment  rights.  See,  e.  g., 
Johnson  v.  Eisentrager,  339  U.S.  763,  769-772, 
70  S.Ct.  936,  94  L.Ed.  1255  (1950).  See  also 
note  105  infra. 

66.  For  details  of  the  expansion  of  surveillance 
activities  from  the  Roosevelt  to  the  Johnson 
Administration,  see,  e.  g.,  Theoharis  &  Meyer, 
supra  note  53;  Comment,  supra  note  53,  17 
U.C.L.A.L.Rev.  at  1221-1224.  As  indicated  in 
text,  both  Presidents  to  hold  office  since  the 
Katz  decision  have  through  their  Attorneys 
General  advocated  the  broadest  possible  ex- 
ception to  the  warrant  requirement  when  in- 
ternal or  national  security  matters  are  at  issue. 
See,  e.  g.,  brief  for  the  United  States  in  Keith, 
supra  note  18;  Statement  of  Attorney  General 
William  B.  Saxbe  on  National  Security  Elec- 
tronic Surveillance  and  S.2820  Before  the  Sub- 
committee on  Criminal  Laws  and  Procedures, 
Oct.  2,  1974  (Justice  Department  release); 
Washington  Post,  May  19,  1975,  at  2,  col.  1 
(Ford  administration  reasserts  that  federal 
agents  have  right  to  break  into  citizen's  home 
without  a  warrant  and  search  for  items  that 
might  be  used  in  foreign  espionage  or  intelli- 
gence cases). 
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requirement.  We  recount  the  back- 
ground of  this  Executive  practice  only  to 
refute  the  argximent  that  it  should  be 
viewed  as  an  affirmative  statement  by 
prior  Presidents  that  they  were  not  sub- 
ject to  the  warrant  procedure  of  the 
Fourth  Amendment  when  they  acted  for 
national      security      purposes.        Indeed, 

67.  Nor  is  it  likely  that  any  court  would  have 
accepted  the  argument  that,  in  the  name  of 
rational  security,  officials  of  the  Executive 
Branch  could  break  and  enter  a  home  and 
rummage  through  books  and  papers  without 
prior  judicial  approval.  For  the  Fourth 
Amendment  was  specifically  propounded  and 
ratified  with  the  memory  of  Wilkes  v.  Wood, 
98  Eng.Rep.  768  (1763),  and  Entick  v.  Carring- 
ton,  95  Eng.Rep.  807  (1765),  in  mind.  See 
generally  Boyd  v.  United  States,  116  U.S.  616, 
624-630,  6  S.Ct.  524,  29  L.Ed.  746  (1886)  (dis- 
cussing the  English  and  American  abuses 
which  led  to  enactment  of  the  Fourth  Amend- 
ment). See  also  J.  Landynski,  Search  and  Sei- 
zure and  the  Supreme  Court  28-48  (1966);  N. 
Lasson,  The  History  and  Development  of  the 
Fourth  Amendment  to  the  U.  S.  Constitution 
43-78  (1937).  The  Boyd  Court  indicated  that 
the  Founders  would  have  been  particularly  ac- 
quainted with  Carrington,  "this  monument  of 
English  freedom,  *  *  •  the  true  and  ulti- 
mate expression  of  constitutional  law."  116 
U.S.  at  626,  6  S.Ct.  at  530.  Carrington  was  an 
action  in  trespass  occasioned  when  the  Earl  of 
Halifax,  a  British  Secretary  of  State  and  Lord 
of  the  Privy  Council,  sent  his  personal  messen- 
gers, under  color  of  a  purely  executive  warrant 
issued  by  Halifax  in  the  King's  name,  to  in- 
vade the  studies  of  Entick  and  other  political 
dissidents  in  search  of  papers  which  could  be 
used  as  proof  of  the  crime  of  seditious  libel. 
Although  "at  different  times  from  the  time  of 
the  Revolution  to  this  present  time,  the  like 
warrants  with  that  issued  against  the  plaintiff, 
have  been  frequently  granted  by  the  Secre- 
taries of  State,"  95  Eng.Rep.  at  810,  Lord 
Camden  unequivocally  repudiated  the  practice: 
[W]e  can  safely  say  there  is  no  law  in  this 
country  to  justify  the  defendants  in  what 
they  have  done;  if  there  was,  it  would  de- 
stroy all  the  comforts  of  society  *  *  *.  It 
must  have  been  the  guilt  or  poverty  of  those 
upon  whom  such  warrants  have  been  exe- 
cuted, that  deterred  or  hindered  them  from 
contending  against  the  power  of  a  Secretary 


there  are  no  similar  memoranda  from 
these  Presidents  advocating  unwarranted 
physical  trespasses,  to  which  the  Fourth 
Amendment  would  have  applied.*^  To 
be  sure,  the  Executive  Branch  and  its 
law  enforcement  agencies  had  become 
accustomed  to  conducting  non-trespasso- 
ry  electronic  surveillance  unhampered  by 

of  State  and  the  Solicitor  of  the  Treasury,  or 
such  warrants  could  never  have  passed  for 
lawful  till  this  time. 
Id.  at  817-818.  Lord  Camden  considered  sedi- 
tious libel  an  "evil"  which  might  "prove  fatal 
to  liberty,  destroy  Government  and  introduce 
anarchy,"  95  Eng.Rep.  at  818;  in  18th  century 
England,  such  libels  were  considered  substan- 
tial threats  to  national  security.  Against  such 
a  background,  it  is  understandable  that  Execu- 
tives in  this  country  did  not  assert  any  prerog- 
ative to  rummage  through  the  books,  papers, 
and  other  effects  of  dissidents  in  the  United 
States  based  on  an  Executive  determination 
that  they  posed  a  threat  to  national  security. 
However,  it  is  difficult  to  see  why  such  a  pre- 
rogative should  not  exist  if  the  Executive 
Branch  is  permitted  to  conduct  non-trespasso- 
ry  electronic  surveillance  without  a  warrant. 
For  once  Katz  rendered  such  surveillance  sub 
ject  to  Fourth  Amendment  strictures,  there 
was  no  reason  to  allow  an  Executive  exception 
to  the  warrant  requirement  in  non-trespassory 
searches  and  seizures  but  not  in  trespassory 
searches  and  seizures.  Given  the  fact  that 
warrantless  trespassory  searches  were  the 
"hard  core"  Executive  abuses  which  the 
Fourth  Amendment  was  designed  to  proscribe, 
see,  e.  g.,  Keith,  supra  note  2,  407  U.S.  at  313, 
92  S.Ct.  2125,  and  the  fact  that  Katz  abrogated 
the  trespassory/non-trespassory  hne  as  a  via- 
ble criterion  for  categorizing  Executive  actions 
for  Fourth  Amendment  purposes,  we  believe  it 
is  more  in  keeping  with  the  spirit  and  purpose 
of  the  Fourth  Amendment  to  close  areas  of 
assertedly  nonreviewable  Executive  preroga- 
tive rather  than  to  retreat  in  doctrinal  areas 
which  have  been  settled  since  the  Amendment 
was  first  promulgated.     See  generally  slip  op. 

at       820-824       supra,       U.S.App.D.C. 

at , F.2d  at ;   slip  op.  at 

839-845  infra,  U.S.App.D.C. 

at ,  F.2d  at .     See  also 

United  States  v.  United  States  District  Court, 
supra  note  47,  444  F.2d  at  665. 
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prior  judicial  scrutiny;  it  was  therefore 
expedient  to  argue  for  a  constitutional 
exception  once  Katz  eliminated  the  tres- 
passory/non-trespassory  distinction  in 
Fourth  Amendment  doctrine.  However, 
even  if  we  ignore  the  fact  that  expedien- 
cy is  no  soil  in  which  to  root  a  constitu- 
tional doctrine,  we  must  still  stress  the 
fact  that  support  for  a  constitutional  ex- 
ception simply  cannot  be  derived  from 
Executive  actions  that  solely  concerned 
statutory  matters  and  whose  evolution 
was  based  on  considerations  other  than 
the  Fourth  Amendment  and  the  proper 
means  of  effectuating  its  guarantees. 

2. 

The  second  type  of  precedential  au- 
thority relied  on  to  justify  warrantless 
national  security  surveillances  is  com- 
prised of  Supreme  Ck>urt  decisions  not 
implicating  the  Fourth  Amendment  but 
relating  to  the  President's  broad  powers 
over  the  conduct  of  foreign  affairs.  A 
very  brief  survey  of  these  cases  will  re- 
veal that  they  may  be  roughly  divided 
into  three  overlapping  subclasses:  (1) 
cases  finding  that  our  "political"  rela- 
tions with  foreign  governments  are  non- 
justiciable; (2)  cases  recognizing  that  the 
President  has  certain  "inherent"  powers 
in  the  field  of  foreign  affairs  which  are 
not  dependent  upon  congressional  autho- 
rization; and  (3)  cases  recognizing  an  ev- 
identiary privilege  shielding  information 
pertaining  to  military  or  diplomatic  se- 
crets from  disclosure  in  open  court.     It 

68.  The  act  of  state  doctrine  is  essentially  a 
doctrine  which  provides  that  the  acts  of  a  for- 
eign sovereign  are  not  subject  to  review  in  the 
courts  of  another  sovereign  and  must  be  pre- 
sumed to  be  valid.  See,  e.  g..  Underbill  v. 
Hernandez,  168  U.S.  250,  252,  18  S.Ct.  83,  42 
L.Ed.  456  (1897);  Ricaud  v.  American  Metal 
Co.,  246  U.S.  304,  309,  38  S.Ct.  312,  62  L.Ed. 
733  (1918);    First  National  City  Bank  v.  Banco 


will  be  seen  that  despite  broad  dicta  in 
some  of  these  cases,  none  stands  for  the 
proposition  that  the  Executive  Branch  is 
immune  from  constitutional  strictures  in 
the  conduct  of  the  nation's  foreign  af- 
fairs. Indeed,  after  discussing  these 
cases  we  will  scrutinize  a  separate  line  of 
cases  which  has  clearly  subjected  the  Ex- 
ecutive Branch  to  the  normal  system  of 
constitutional  checks  and  balances,  and 
which  has  clearly  indicated  the  limited 
ability  of  the  President  to  justify  actions 
taken  in  the  United  States  on  the  basis 
of  conditions  abroad  or  relations  with 
foreign  powers. 

[9, 10]  The  paradigmatic  case  of  the 
first  subclass  of  precedents  concerning 
the  President's  conduct  of  foreign  affairs 
is  United  States  v.  Belmont,  301  U.S. 
324,  57  S.Ct.  758,  81  L.Ed.  1134  (1937), 
which  appellees  cite  for  the  broad  propo- 
sition that  "the  conduct  of  foreign  rela- 
tions was  committed  by  the  Constitution 
to  the  political  departments  of  the 
government,  and  the  propriety  of  what 
may  be  done  in  the  exercise  of  this  polit- 
ical power  [is]  not  subject  to  judicial  in- 
quiry or  decision."  Id.  at  328,  57  S.Ct.  at 
760,  quoted  in  brief  for  appellees  at  23. 
See  also  Oetjen  v.  Central  Leather  Co., 
246  U.S.  297,  302,  38  S.Ct.  309,  62  L.Ed. 
726  (1918);  United  States  v.  Pink,  315 
U.S.  203,  222-223,  229,  62  S.Ct.  552,  86 
L.Ed.  796  (1942).  This  language  should 
not,  however,  be  divorced  from  its  factu- 
al predicates.  Belmont,  Pink,  and 
Oetjen  were  all  basically  "act  of  state" 
cases,**  and  the  sole  presidential  decision 

Nacional  de  Cuba,  406  U.S.  759,  763,  92  S.Ct. 
1808,  32  L.Ed.2d  466  (1972);  H.  Steiner  &  D. 
Vagts,  Transnational  Legal  Problems  587-588 
(1968).  However,  rather  than  declining  juris- 
diction, a  court  is  supposed  to  exercise  its  ju- 
risdiction and  decide  a  case  on  the  merits,  aft- 
er according  the  foreign  act  an  irrebuttable 
presumption  of  legality.    See,  e.  g.,  Banco  Na- 
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that  was  given  conclusive  force  con- 
cerned who  was  to  be  considered  the 
lawful  sovereign  of  the  foreign  power. 
Once  the  legitimate  sovereign  is  deter- 
mined, the  act  of  state  doctrine  pre- 
cludes his  acts  from  being  reexamined 
by  the  courts  of  another  sovereign  state. 

In  Oetjen,  which  only  involved  the 
"action,  in  Mexico,  of  the  legitimate 
Mexican  government  when  dealing  with 
a  Mexican  citizen,"  246  U.S.  at  303,  38 
S.Ct.  at  311,  this  doctrine  disposed  of  the 
case.*'  However,  in  Belmont  and  Pink, 
which  involved  an  Executive  agreement 
accepting  the  assignment  to  the  United 
States  of  Russia's  claims  against  proper- 
ty nationalized  pursuant  to  a  decree  by 
the  Russian  government,  objections  were 
raised  that  the  nationalization  violated 
our  Constitution.  Although  acknowledg- 
ing the  Executive's  power  to  negotiate 
and  finalize  the  agreement,  the  Court 
nevertheless  addressed  the  constitutional 
validity  of  the  Soviet  expropriation.  In 
Belmont  the  Court  held  that  the  Consti- 
tution has  no  extraterritorial  effect,  ex- 
cept with  respect  to  United  States  citi- 
zens, 301  U.S.  at  332,  57  S.Ct.  758,  and  in 
Pink  the  Court  held  that  the  Fifth 
Amendment  does  not  bar  the  federal 
government  from  giving  priority  to  its 
own  claims  and  those  of  its  nationals  as 
opposed    to    those    of    foreign    creditors. 

clonal  de  Cuba  v.   Sabbatlno,  376  U.S.   398, 
471-472,  84  S.Ct.  923,  11  L.Ed.2d  804  (1964). 

69.  The  Oetjen  case  was  a  suit  in  replevin  for  a 
large  consignment  of  hides.  In  deciding  the 
case  the  Court  emphasized  the  act  of  state 
doctrine,  which  rests  on  "considerations  of  in- 
ternational comity  and  expediency.  To  permit 
the  validity  of  the  acts  of  one  sovereign  state 
to  be  reexamined  and  perhaps  condemned  by 
the  courts  of  another  would  certeunly  'imperil 
the  amicable  relations  between  governments 
and  vex  the  peace  of  nations.'  •  •  •  The 
remedy  of  the  former  owner  [of  the  confiscat- 
ed  hides]     •    •    •     must   be   found   in    the 


315  U.S.  at  228,  62  S.Ct.  552.  Thus 
viewed,  the  language  quoted  from  these 
cases  can  be  seen  to  be  of  limited  value 
when  a  court  is  faced  with  the  constitu- 
tional validity  of  actions  undertaken  do- 
mestically, even  if  in  furtherance  of  the 
President's  foreign  affairs  powers. 

The  paradigmatic  case  of  the  second 
subclass  of  precedents  concerning  the 
President's  conduct  of  foreign  affairs  is 
United  States  v.  Curtiss-Wright  Export 
Corp.,  299  U.S.  304,  57  S.Ct.  216,  81 
L.Ed.  255  (1936),  which  held  that,  be- 
cause they  are  of  different  origin  and 
nature,  the  federal  government's  domes- 
tic and  foreign  powers  are  of  a  very 
different  scope: 

The  broad  statement  that  the  federal 
government  can  exercise  no  powers 
except  those  specifically  enumerated  in 
the  Constitution,  and  such  implied 
powers  as  are  necessary  and  proper  to 
carry  into  effect  the  enumerated  pow- 
ers, is  categorically  true  only  in  re- 
spect of  our  internal  affairs.  ■•  •  • 
•  ••»•* 

Not  only,  as  we  have  shown,  is  the 
federal  power  over  external  affairs  in 
origin  and  essential  character  different 
from  that  over  internaJ  affairs,  but 
participation  in  the  exercise  of  the 
power  is  significantly  limited.  In  this 
vast  external   realm,   with   its   impwr- 

courts  of  Mexico  or  through  the  diplomatic 
agencies  of  the  political  department  of  our 
government."    246  U.S.  at  304.  38  S.Ct.  at  311. 

It  should  be  noted  that  in  talking  of  the 
"political"  branches  of  the  Government  Oetjen 
was  referring  to  both  the  Executive  and  the 
Legislative  Branches.  See  id.  at  302.  38  S.Ct. 
309.  Indeed,  most  of  the  cases  containing 
broad  dicta  concerning  presidential  power  over 
the  conduct  of  foreign  affairs  involved  Elxecu- 
tive  action  pursuant  to  congressional  autho- 
rization.    See  slip  op.  at    832-834    &  note  70 

infra,  U.S.App.D.C.  at ,  F.2d 

at . 
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tant,  complicated,  delicate  and  mani- 
fold problems,  the  President  alone  has 
the  power  to  speak  or  listen  as  a  rep- 
resentative of  the  nation.     *     *     * 

****** 

*  *  *  [H]e,  not  Congress,  has  the 
better  opportunity  of  knowing  the  con- 
ditions which  prevail  in  foreign  coun- 
tries, and  especially  is  this  true  in  time 
of  war.  He  has  his  confidential 
sources  of  information.  He  has  his 
agents  in  the  form  of  diplomatic,  con- 
sular and  other  officials.  Secrecy  in 
respect  of  information  gathered  by 
them  may  be  highly  necessary,  and  the 
premature  disclosure  of  it  productive 
of  harmful  results. 

Id.  at  315-320,  57  S.Ct.  at  219,  quoted  in 
United  States  v.  Butenko,  3  Cir.,  494 
F.2d  593,  602  n.  36,  cert,  denied,  sub 
nom.  Ivanov  v.  United  States,  419  U.S. 
881,  95  S.Ct.  147,  43  L.Ed.2d  121  (1974). 
Although  Curtiss-Wright  certainly  sup- 
ports the  contention  that  the  President's 
powers  are  not  limited  to  those  specifi- 
cally enumerated  in  the  Constitution,  it 
is  inapposite  to  the  question  of  how 
those  powers  are  to  be  reconciled  with 
the  mandate  of  the  Fourth  Amendment. 
For  as  the  Curtiss-Wright  Court  itself 
recognized,  "like  every  other  governmen- 
tal power,  [the  President's  plenary  power 

70.  In  Youngstown  Sheet  &  Tube  Co.  v.  Saw- 
yer, 343  U.S.  579,  635-638,  72  S.Ct.  863,  96 
L.Ed.  1153  (1952)  (concurring  opinion),  Mr. 
Justice  Jackson  propounded  his  well  known 
schema  for  categorizing  situations  in  which 
the  constitutionality  of  Executive  action  is 
challenged.  He  observed  that  presidential 
power  is  at  a  maximum  when  action  is  taken 
pursuant  to  express  or  implied  congressional 
authorization,  and  he  noted  that  it  "is  in  this 
class  of  cases  that  we  find  the  broadest  recent 
statements  of  presidential  power  *  *  * 
United  States  v.  Curtiss-Wright  Export  Corp., 
299  U.S.  304,  57  S.Ct.  216.  221,  81  L.Ed.  255, 
involved,  not  the  question  of  the  President's 
power  to  act  without  congressional  authority. 


over  foreign  relations]  must  be  exercised 
in  subordination  to  tlie  applicable  provi- 
sions of  the  Constitition."  299  U.S.  at 
320,  57  S.Ct.  at  221  (emphasis  added). 
Moreover,  it  must  be  remembered  that 
although  the  Court  recognized  a  core  of 
inherent  presidential  power  not  depend- 
ent upon  legislative  authorization,  see 
id.,  the  question  actually  presented  in 
Curtiss-Wright  was  the  constitutionality 
of  a  congressional  delegation  of  power  to 
the  President,  that  is,  whether  a  con- 
gressional resolution  granting  the  Presi- 
dent authority  to  prohibit  arms  ship- 
ments to  an  area  of  armed  conflict  vest- 
ed him  with  an  excess  of  discretion."* 
Indeed,  the  dicta  as  to  the  need  for  se- 
crecy of  information  were  uttered  in  the 
context  of  the  reasonableness  of  "con- 
gressional legislation  which  is  to  be 
made  effective  through  negotiation  and 
inquiry."  Id.  Finally,  unlike  the  domes- 
tic searches  and  seizures  conducted  in 
this  case,  the  legislation  in  Curtiss- 
Wright  was  "intended  to  affect  a  situa- 
tion in  a  foreign  territory,"  id.  at  321,  57 
S.Ct.  at  221;  Curtiss-Wright,  like  all  oth- 
er "presidential  power"  cases,  simply  did 
not  address  the  manner  in  which  the 
President's  foreign  affairs  powers  are  to 
be  accommodated  with  the  Fourth 
Amendment's  dictates.'* 

but  the  question  of  his  right  to  act  under  and 
in  accord  with  an  Act  of  Congress."  343  U.S. 
at  635-636  n.  2,  72  S.Ct.  at  870. 

71.  For  an  excellent  exegesis  of  the  Curtiss- 
Wright  opinion  in  light  of  the  te.xt  of  the  Con- 
stitution and  the  history  of  its  adoption,  see 
generally  United  States  v.  Butenko,  supra  note 
14,  494  F.2d  at  630-637  (Gibbons,  J.,  dissent- 
ing). Judge  Gibbons,  faced  with  the  assertion 
that  the  President  is  immune  from  the  warrant 
requirement  when  foreign  affairs  intelligence 
information  is  sought,  carefully  traced  the 
manner  in  which  the  prerogatives  of  the  Brit- 
ish kings  were  dispersed  among  the  several 
branches  of  our  government,   and  concluded 
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Chicago  &  Southern  Air  Lines,  Inc.  v. 
Waterman  Steamship  Corp.,  333  U.S. 
103,  68  S.Ct.  431,  92  L.Ed.  568  (1948), 
similarly  recognized  that  the  President 
possesses  in  his  own  right  certain  powers 
with  respect  to  foreign  affairs.'^  In  con- 
struing the  judicial  review  provision  of 
the  Civil  Aeronautics  Act,  49  U.S.C. 
§  646,'^  not  to  authorize  review  of  those 
orders,  which  are  subject  to  approval  by 
the  President,  concerning  applications  by 
citizen  carriers  to  engage  in  overseas  and 
foreign  air  transportation,  Mr.  Justice 
Jackson,  writing  for  a  sharply  divided 
Court,  penned  an  extensive  passage 
which  has  often  been  cited  or  quoted  as 
supporting  the  President's  power  to  en- 
gage in  warrantless  national  security 
surveillance.  See  United  States  v. 
Brown,  5  Cir.,  484  F.2d  418,  426  (1973); 
United  States  v.  Clay,  5  Cir.,  430  F.2d 
165,  171  (1970)  (alternative  holding),  re- 
versed on  other  grounds,  403  U.S.  698,  91 
S.Ct.  2068,  29  L.Ed.2d  810  (1971);  United 
States  V.  Smith,  C.D.Cal.,  321  F.Supp. 
424,  426  (1971)  (dictum);    United  States 

that  there  is  no  historical  support  for  the  con- 
tention that  the  President  is  not  subject  to  the 
traditional  system  of  constitutional  checks  and 
balances  merely  because  foreign  relations  are 
implicated.  Although  the  majority  of  the  Bu- 
tenko  court  also  nominally  accepted  the  prop- 
osition that,  although  the  "expansive  language 
of  [Curtiss-Wright]  provides  support  for  the 
contention  that  the  President  is  authorized  to 
act  unencumbered  by  the  Fourth  Amendment 
requirements  of  prior  judicial  approval  and 
probable  cause  when  he  is  dealing  with  nation- 
al security  matters  *  *  *  customary 
Fourth  Amendment  analysis  is  [not]  to  be 
abandoned,"  494  F.2d  at  602,  its  reasoning 
was  inconsistent  with  that  proposition.     See 

sUp  op.  at  853-854  &  note  120  infra,  U.S. 

App.D.C.  at  ,  F.2d  .at  . 

72.  See  also  Cafeteria  &  Restaurant  Workers 
Local  473  v.  McElroy,  367  U.S.  886,  81  S.Ct. 
1743,  6  L.Ed.2d  1230  (1961),  which  recognized 
that,  as  Commander-in-Chief  of  the  Armed 
Forces,  the  President  is  invested  with  broad 


V.  Butenko,  D.N.J. ,  318  F.Supp.  66,  72 
(1970),  affirmed,  3  Cir.,  494  F.2d  593, 
cert,  denied,  419  U.S.  881,  95  S.Ct.  147, 
42  L.Ed.2d  121  (1974).  Mr.  Justice  Jack- 
son proclaimed: 

The  President,  both  as  Commander-in- 
Chief  and  as  the  Nation's  organ  for 
foreign  affairs,  has  available  intelli- 
gence services  whose  reports  are  not 
and  ought  not  to  be  published  to  the 
world.  It  would  be  intolerable  that 
courts,  without  the  relevant  informa- 
tion, should  review  and  perhaps  nullify 
actions  of  the  Executive  taken  on  in- 
formation properly  held  secret.  Nor 
can  courts  sit  in  camera  in  order  to  be 
taken  into  executive  confidences.  But 
even  if  courts  could  require  full  disclo- 
sure, the  very  nature  of  executive  de- 
cisions as  to  foreign  policy  is  political, 
not  judicial.  Such  decisions  are  wholly 
confided  by  our  Constitution  to  the  po- 
litical departments  of  the  government. 
Executive  and  Legislative.  They  are 
delicate,  complex,  and  involve  large  el- 
ements   of    prophecy.      They    are    and 

powers  to  regulate  access  to  militsu^  installa- 
tions. Although  the  five-Justice  majority  in 
that  case  sustained  the  determination  of  a  na- 
val gun  factory's  security  officer  that  a  cook  at 
the  factory's  cafeteria  must  be  excluded  as  a 
security  risk,  it  then  addressed  what  it  con- 
sidered to  be  the  separate  question  whether 
such  a  determination  had  to  be  preceded  by 
notice  and  an  opportunity  to  be  heard.  And 
although  the  majority  concluded  that  the  Fifth 
Amendment  was  not  transgressed  by  the  sum- 
mary determination  under  the  circumstances 
of  that  case,  it  is  important  to  note  that  the 
decision  was  based  on  an  assessment  of  what 
the  Fifth  Amendment  required;  the  Court  did 
not  presume  that  the  existence  of  legitimate 
presidential  power  itself  foreclcsed  an  inquiry 
into  the  manner  in  which  it  was  to  be  imple- 
mented. 

73.  Act  of  June  23.  1938,  ch.  601,  title  X. 
§  1006,  52  Stat.  1024  (now  49  U.S.C.  §  1486 
(1970)). 
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should  be  undertaken  only  by  those 
directly  responsible  to  the  people 
whose  welfare  they  advance  or  imper- 
il. They  are  decisions  of  a  kind  for 
which  the  Judiciary  has  neither  apti- 
tude, facilities  nor  responsibility  and 
which  has  long  been  held  to  belong  in 
the  domain  of  political  power  not  sub- 
ject to  judicial  intrusion  or  inquiry. 
•     •     • 

333  U.S.  at  111,  68  S.Ct.  at  436. 

It  is  important  to  recognize  that  this 
declaration  was  made  in  the  context  of 
determining  congressional  intent  for  pur- 
poses of  construing  the  judicial  review 
provisions  of  the  Civil  Aeronautics  Act; 
indeed,  the  actual  decision  in  Waterman, 
based  as  it  was  on  statutory  construc- 
tion, has  been  considerably  eroded  since 
1948.'*  We  thus  do  not  find  the  above 
dicta  conclusive  as  to  the  justiciability  of 
presidential  actions  when  a  constitution- 
al provision  is  at  issue.  Even  Justice 
Jackson  did  not  hesitate,  only  four  years 
after  authoring  the  Waterman  opinion, 
to  hold  President  Truman's  seizure  of  do- 
mestic steel  mills  unconstitutional,  de- 
spite its  claimed  necessity  for  preserva- 
tion of  national  security  during  wartime. 
See  Youngstown  Sheet  &  Tube  Co.  v. 
Sawyer,  343  U.S.  579,  634,  72  S.Ct.  863, 
96  L.Ed.  1153  (1952)  (concurring  opinion). 
Dismissing  Waterman  as  an  example  of 
the  "wide  definition  of  presidential  pow- 
ers under  statutory  authorization,"  see 
id.  at  636  n.  2,  72  S.Ct.  at  871^  he 
warned: 

[N]o  doctrine  that  the  Court  could 
promulgate  would  seem  to  me  more 
sinister  and  alarminr;  than  that  a  Pres- 
ident whose  conduct  of  foreign  affairs 

74.  See  generally  Pan  American  World  Air- 
ways, Inc.  V.  CAB.  129  U.S.App.D.C.  159,  167- 
169,  392  F.2d  483,  491^93  (1968);   Miller,  The 


is  so  largely  uncontrolled,  and  often 
even  is  unknown,  can  vastly  enlarge 
his  mastery  over  the  internal  affairs 
of  the  country  by  his  own  commitment 
of  the  Nation's  armed  forces  to  some 
foreign  venture. 

Id.  at  642,  72  S.Ct.  at  873.  Since  the 
national  security  claim  in  Youngstown 
was  based  on  armed  conflict,  the  direct 
action  involving  foreign  affairs,  it  is 
doubtful  that  the  Justice  would  have  ap- 
proved such  an  expansion  of  powers  over 
internal  affairs,  which  are  inevitably  in- 
volved in  every  wiretap  situation,  merely 
upon  the  President's  assertion  that  his 
"conduct"  of  foreign  policy  is  affected. 

[11, 12]  Similarly,  we  see  no  reason 
to  take  the  Waterman  dicta  as  a  Su- 
preme Court  statement  that  any  issue 
that  touches  foreign  affairs  is  to  be  im- 
munized from  judicial  review,  particular- 
ly when  there  are  strong  countervailing 
constitutional  interests  that  merit  judi- 
cial protection.  Indeed,  the  Supreme 
Court  has  itself  recognized  that 

[t]here  are  sweeping  statements  to  the 
effect  that  all  questions  touching  for- 
eign relations  are  political  questions. 
*  *  *  Yet  it  is  error  to  suppose 
that  every  case  or  controversy  which 
touches  foreign  relations  lies  beyond 
judicial  cognizance.  Our  cases  in  this 
field  seem  invariably  to  show  a  dis- 
criminating analysis  of  the  particular 
question  posed,  in  terms  of  the  history 
of  its  management  by  the  political 
branches,  of  its  susceptibility  to  judi- 
cial handling  in  the  light  of  its  nature 
and  posture  in  the  specific  case,  and 
the  possible  consequences  of  judicial 
action. 

Waterman  Doctrine  Revisited,  54  Geo. L.J.  5 
(1965). 
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Baker  v.  Carr,  369  U.S.  186,  211,  82  S.Ct. 
691,  7  L.Ed.2d  663  (1962)."  As  the  Keith 
Court  realized,  the  decision  whether  a 
citizen's  privacy  may  constitutionally  be 
invaded  is  not  a  "political"  question  simi- 
lar to  such  questions  as  who  should  re- 
ceive an  overseas  air  route  or  who  is  the 
lawful  sovereign  of  a  foreign  country; 
rather,  it  is  a  question  of  providing  a 
bulwark  against  Executive  excess,  a  task 
which  the  Fourth  Amendment  deliber- 
ately allocated  to  the  neutral  officials  of 
the  judiciary."  Moreover,  as  we  will 
elaborate  extensively  below,  we  do  not 
understand  why  a  court  cannot  sit  in 
camera  to  receive  enough  information  to 
determine   the   legitimacy   of   Executive 

75.  The  Baker  Court,  recognizing  that  a  more 
refined  concept  of  what  foreign  affairs  activi- 
ties are  so  "political"  as  to  be  nonjusticiable, 
continued: 

While  recognition  of  foreign  governments 
so  strongly  defies  judicial  treatment  that 
without  executive  recognition  a  foreign  state 
has  been  called  "a  republic  of  whose  exist- 
ence we  know  nothing,"  and  the  judiciary 
ordinarily  follows  the  executive  as  to  which 
nation  has  sovereignty  over  disputed  territo- 
ry, once  sovereignty  over  an  area  is  political- 
ly determined  and  declared,  courts  may  ex- 
amine the  resulting  status  and  decide  inde- 
pendently whether  a  statute  applies  to  that 
area.  Similarly,  recognition  of  belligerency 
abroad  is  an  executive  responsibility,  but  if 
the  executive  proclamations  fall  short  of  an 
explicit  answer,  a  court  may  construe  them 
seeking,  for  example,  to  determine  whether 
the  situation  is  such  that  statutes  designed 
to  assure  American  neutrality  have  become 
operative.  The  Three  Friends,  166  U.S.  1, 
63,  66  [17  S.Ct.  495,  502,  503,  41  L.Ed.  897]. 
Still  again,  though  it  is  the  executive  that 
determines  a  person's  status  as  representa- 
tive of  a  foreign  government.  Ex  parte  Hitz, 
111  U.S.  766  [4  S.Ct.  698,  28  L.Ed.  592],  the 
executive's  statements  will  be  construed 
where  necessary  to  determine  the  court's  ju- 
risdiction. In  re  Baiz,  135  U.S.  403  [10  S.Ct. 
854,  34  L.Ed.  222].  Similar  judicial  action  in 
the  absence  of  a  recognizedly  authoritative 
executive  declaration  occurs  in  cases  involv- 


requests  for  authorization  to  conduct 
electronic  surveillance.  No  one  seriously 
contends  that  some  degree  of  in  camera 
judicial  review  of  the  same  information 
would  be  impermissible  in  the  context  of 
a  post  hoc  criminal  prosecution  based  on 
evidence  derived  from  such  surveillance, 
and  the  Supreme  Court  has  itself  autho- 
rized in  camera  determinations  of  the 
validity  of  asserted  Executive  privilege 
with  respect  to  evidence  which  might  re- 
veal military  or  diplomatic  secrets." 
More  particularly,  the  Supreme  Court 
has  already  directed  lower  courts  to  as- 
sess the  legality  under  the  Fourth 
Amendment  of  foreign  security  wiretaps, 
and  has  given  no  indication  whatever 
that    such     a    task     is     nonjusticiable.™ 

ing   the    immunity    from    seizure   of  vessels 
owned    by    friendly    foreign    governments. 
Compare    Ex   parte    Republic   of  Peru,   318 
U.S.  578  [63  S.Ct.  793,  87  L.Ed.  1014],  with 
Mexico  v.  Hoffman,  324  U.S.  30,  34-35  [65 
S.Ct.  530,  532,  89  L.Ed.  729]. 
Baker  v.  Carr,  369  U.S.  186,  212-213,  82  S.Ct. 
691,  7  L.Ed.2d  663  (1962)  (footnotes  omitted). 
See  also,  e.  g.,  Aptheker  v.  Secretary  of  State, 
378   U.S.   500,   84   S.Ct.    1659,    12   L.Ed.2d  992 
(1964).     And  the  more  directly  "foreign"  ac- 
tions  affect   domestic   activities   protected   by 
the  Bill  of  Rights,  the  more  urgent  is  the  need 
for       judicial       oversight,       see       slip       op. 

at  837-839,     845-849   infra, U.S.App.D.C. 

at , .        —        F.2d 

at , ,  particularly  when  the 

actions  have  not  been  authorized  by  Congress 
and  are  not  so  public  as  to  permit  informed 
scrutiny  and  review  through  the  political  proc- 
ess. Cf.  Karst  &  Horowitz,  Presidential  Pre- 
rogative and  Judicial  Review,  22  U.C.L.A.L. 
Rev.  47,  59  (1974). 

76.  See  note  36  supra ;    slip  op.  at  846  &  note 

96  infra,  U.S.App.D.C.  at  ,  F.2d 

at  . 

77.  See  slip  op.  at  836-838  infra.  U.S.App. 

D.C.  at  ,  F.2d  at  . 

78.  See,  e.  g..  Alderman  v.  United  States,  supra 
note  14;  notes  14  &  37  supra.  Indeed,  even 
the  language  of  Katz  v.  United  States,  supra 

note  54,  quoted  slip  op.  at  820  supra, U.S. 

App.D.C.  at  ,  F.2d  at  ,  which  first 


1120 


836 


ZWEIBON  V.  MITCHELL 


Finally,  to  the  extent  Executive  determi- 
nations in  the  area  of  foreign  relations 
merit  judicial  deference  or  are  based  on 
confidential  or  sensitive  information,  the 
judiciary  could  fashion  the  standard  of 
probable  cause  to  account  for  any  lack  of 
expertise  on  its  part  and  to  accommodate 
the  need  to  maintain  such  confidences  as 
the  identity  of  Government  agents  and 
the  reasons  underlying  an  Executive  de- 
cision to  pursue  a  particular  foreign  poli- 
cy- 


79 


The  paradigmatic  case  of  the  third  and 
final  subclass  of  precedents  concerning 
the  President's  conduct  of  foreign  affairs 
is  found  in  dicta  in  the  recent  decision  of 
United  States  v.  Nixon,  418  U.S.  683,  94 

indicated  the  possibility  of  a  national  security 
surveillance  exception  to  the  warrant  require- 
ment, also  appeared  to  contemplate  some  form 
of  judicial  review  of  such  surveillance. 

79.  See,  e.  g.,  Keith,  supra  note  2,  407  U.S.  at 
322-323,  92  S.Ct.  2125;  Camara  v.  Municipal 
Court,  387  U.S.  523,  534-535,  87  S.Ct.  1727,  18 
L.Ed.2d    930    (1967);     slip    op.     at    856-860, 

872-873  in^a,  U.S.App.D.C.  at , 

,  F.2d  at ,  . 

80.  This  evidentiary  privilege  was  foreshad- 
owed as  early  as  1875,  when  the  Supreme 
Court  unanimously  recognized  the  President's 
foreign  intelligence  gathering  powers,  finding 
that  President  Lincoln  "was  undoubtedly  au- 
thorized diuing  the  [Civil]  war,  as  commander- 
in-chief  of  the  armies  of  the  United  States,  to 
employ  secret  agents  to  enter  the  rebel  lines 
and  obtain  information  respecting  the 
strength,  resources,  and  movements  of  the  en- 
emy." Totten  v.  United  States,  92  U.S.  (2 
Otto)  105,  106,  23  L.Ed.  605  (1875).  See  also 
United  States  v.  Reynolds,  345  U.S.  1,  7  nn. Il- 
ls, 73  S.Ct.  528,  97  L.Ed,  727  and  sources 
cited  therein  (1953).  In  Totten  the  Supreme 
Court  affirmed  dismissal  by  the  Court  of 
Claims  of  an  action  brought  for  compensation 
for  services  allegedly  rendered  by  the  claim- 
ant's intestate  under  a  contract  with  President 
Lincoln  for  gathering  such  secret  information. 
Although  this  case  is  cited  as  justifying  the 
need  for  secrecy  of  Ejcecutive  action,  and  thus 
the  necessity  of  avoiding  prior  judicial  review. 


S.Ct.  3090,  41  L.Ed.2d  1039  (July  24, 
1974),  which  reaffirmed  the  evidentiary 
privilege  of  the  Executive  Branch  with 
respect  to  production  of  documents 
whose  publication  could  endanger  mili- 
tary or  diplomatic  secrets.  See  also 
United  States  v.  Reynolds,  345  U.S.  1, 
7-11,  73  S.Ct.  528,  97  L.Ed.  727  (1953); 
Nixon  V.  Sirica,  159  U.S.App.D.C.  58,  71, 
79,  487  F.2d  700,  713,  721  (1973).»«  Al- 
though quoting  the  Waterman  statement 
concerning  judicial  nullification  of  Exec- 
utive action  based  on  confidential  infor- 
mation, see  418  U.S.  at  ,  94  S.Ct.  at 

3107—3110,  and  although  it  was  abun- 
dantly clear  that,  if  the  legitimacy  of  an 
asserted  privilege  could  be  determined 
without  an  in  camera  inspection,  such  an 

the  Court's  reasoning  belies  such  an  assertion. 
In  effect,  the  Court  merely  determined  that  the 
contract  for  the  spying  mission  of  necessity 
contained  an  implied  covenant  of  secrecy  and 
that  suit  on  the  contract  would  itself  constitute 
a  breach  justifying  denial  of  any  relief: 

It  may  be  stated  as  a  general  principle,  that 
public  policy  forbids  the  maintenance  of  any 
suit  in  a  court  of  justice,  the  trial  of  which 
would   inevitably   lead  to  the   disclosure  of 
matters  which  the  law  itself  regards  as  con- 
fidential,  and  respecting  which   it  will   not 
allow  the  confidence  to  be  violated.    On  this 
principle,  suits  cannot  be  maintained  which 
would  require  a  disclosure  of  the  confidenc- 
es of  the  confessional,  or  those  between  hus- 
band and  wife    *     *     *.    Much  greater  rea- 
son exists  for  the  application  of  the  principle 
to  cases  of  contract  for  secret  services  with 
the  government,  as  the  existence  of  a  con- 
tract of  that  kind  is  itself  a  fact  not  to  be 
disclosed. 
92  U.S.  (2  Otto)  at  107  (emphasis  added).    The 
emphasis  on  exposure  through  a  trial  mecha- 
nism has  been  reiterated  in  the  later  opinions 
discussed  in  text.     However,  these  later  cases 
clarify    the    fact   that    it   is   public   disclosure 
which  is  to  be  avoided;  of  necessity,  in  camera 
judicial  inspection  will  often  be  imperative  if  a 
judge  is  to  fulfill  his  own  constitutional  obliga- 
tions. 
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inspection  should  not  be  ordered,**  the 
Nixon  Court  reiterated  the  longstanding 
judicial  position  that  the  applicability  of 
any  privilege  is  undeniably  a  question 
for  the  courts  to  decide: 

Since  this  Court  has  consistently  exer- 
cised the  power  to  construe  and  deline- 
ate claims  [of  the  Legislative  or  Exec- 
utive Branches]  arising  under  express 
powers,  it  must  follow  that  the  Court 
has  authority  to  interpret  claims  with 
respect    to    powers    alleged    to    derive 
from  enumerated  powers. 
418  U.S.  at  704,  94  S.Ct.  at  3105.82     -jhe 
role  of  the  judiciary  and  the  propriety  of 
judicial  scrutiny  of  documents  allegedly 
pertaining  to  national  security  were  also 
evident  in   the   procedure   mandated   by 
the  Court: 

When  the  subpoenaed  material  is  de- 
livered to  the  District  Judge  in  camera 
questions  may  arise  as  to  the  excising 
of  parts  [on  the  basis  of  military  or 
diplomatic  privilege]  and  it  lies  within 

81.  It  may  be  possible  to  satisfy  the  court, 
from  all  the  circumstances  of  the  case,  that 
there  is  a  reasonable  danger  that  compulsion 
of  the  evidence  will  expose  military  matters 
which,  in  the  interest  of  national  security, 
should  not  be  divulged.  When  this  is  the 
case,  the  occasion  for  the  privilege  is  appro- 
priate, and  the  court  should  not  jeopardize 
the  security  which  the  privilege  is  meant  to 
protect  by  insisting  upon  an  examination  of 
the  evidence,  even  by  the  judge  alone,  in 
chambers. 

United  States  v.  Reynolds,  supra  note  80,  345 
U.S.  at  10,  73  S.Ct.  at  533,  quoting  approvingly 
in  United  States  v.  Nixon,  supra  note  7,  418 
U.S.  at  711,  94  S.Ct.  at  3109.     There  was  no 
question,    however,    that    the    determination 
whether  privileged  information  was   involved 
was  to  be  made  by  the  trial  court,  which  could 
presumably  require  an  in  camera  showing  if 
necessary  to  make  that   determination.     The 
quoted  passage  was  preceded  by  the  warning; 
Judicial  control  over  the  evidence  in  a  case 
cannot  be  abdicated  to  the  caprice  of  execu- 
tive officers.    Yet  we  will  not  go  so  far  as  to 


the  discretion  of  that  court  to  seek  the 
aid  of  the  Special  Prosecutor  and  the 
President's  counsel  for  in  camera  con- 
sideration of  the  validity  of  particular 
excisions,  whether  the  basis  of  excision 
is  relevancy  or  admissibility  or  [sic] 
under  such  cases  as  Reynolds,  supra,  or 
Waterman  Steamship,  supra. 

418   U.S.   at  715   n.21,  94   S.Ct.   at  3111 
n.21.«3 

[13]     This  brief  survey  of  the  types  of 
cases  which  have  acknowledged,  either  in 
holding  or  in  dictum,  the  vast  scope  of 
Executive  power  in  the  domain  of  for- 
eign relations  should  clarify  any  miscon- 
ception that  they  render  that  power  ex- 
empt from  judicial  review  or  immune  to 
constitutional  limitations.     Indeed,  there 
is  another  series  of  cases  which  graphi- 
cally establishes  the  limits  on  presiden- 
tial power  when  national  security  is  used 
as    a    talisman    to    invoke    extraordinary 
powers   in   the   conduct   of  domestic   af- 
fairs.    Probably  the  most  celebrated  de- 
say  that  the  court  may  automatically  require 
a  complete  disclosure  to  the  judge  before  the 
claim  of  privilege  will  be  accepted  in  any 
case. 
345   U.S.   at  9-10,   73   S.Ct.   at   533   (emphasis 
added).     Thus  the  principle  of  Reynolds  was 
not    that    military    or    diplomatic    information 
may  not  be  reviewed  by  a  trial  judge,  but  that 
a  trial  judge  should  not  unnecessarily  require 
disclosure  in  situations  where  he  is  satisfied, 
based    on    other    information,    that    the    docu- 
ments requested  should  in  fact  be  accorded  a 
privileged  status.     A  similar  function  of  pre- 
venting Executive  abuses  while  accommodat- 
ing legitimate  intelligence  gathering  needs  is  of 
course  served  by  a  judge  in  an  in  camera  and 
ex  parte  warrant  proceeding. 

82.  See  also  note  7  supra. 

83.  See  also,  e.  g..  Committee  for  Nuclear  Re- 
sponsibility, Inc.  V.  Seaborg,  149  U.S.App.D.C. 
385,  390-392  &  n.  12,  463  F.2d  788,  793-795  & 
n.l2  (jjer  curiam),  application  for  injunction  in 
aid  of  jurisdiction  denied,  404  U.S.  917.  92 
S.Ct.  242,  30  L.Ed.2d   191  (1971). 
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cision  holding  executive  action  unconsti- 
tutional is  Youngstown  Sheet  &  Tube 
Co.  V.  Sawyer,  supra,  previously  referred 
to  with  respect  to  Mr.  Ju.stice  Jackson's 
concurrence,  which  found  that  President 
Truman's  order  directing  the  Secretary 
of  Commerce  to  seize  and  operate  most 
domestic  steel  mills,  in  order  to  avert  a 
nationwide  steel  strike  that  the  Presi- 
dent believed  would  threaten  the  nation- 
al defense,  was  without  statutory  or  con- 
stitutional basis.  The  case  posed  the 
question  of  inherent  Executive  power  in 
stark  form,  since  the  Korean  conflict  ex- 
acerbated the  potential  consequences  of 
any  steel  strike: 

The  indispensability  of  steel  as  a  com- 
ponent   of    substantially    all    weapons 
and  other  war  materials  led  the  Presi- 
dent to  believe  that  the  proposed  work 
stoppage    would    immediately    jeopar- 
dize   our    national    defense    and    that 
governmental  seizure  of  the  steel  mills 
was  necessary  in  order  to  assure  the 
continued  availability  of  steel. 
343   U.S.   at  583,   72   S.Ct.   at  865.      Al- 
though  the    President   asserted   that   he 
had  inherent  power,  under  the  aggregate 
of    his    constitutional    powers    as    Com- 
mander-in-Chief   of    the    Armed    Forces 
and  as  the  nation's  Chief  Executive,  to 
avert   the   "national   catastrophe"   which 
would  result  from  such  a  work  stoppage, 
see  id.  at  582,  584,  72  S.Ct.  863,  a  majori- 
ty of  the  Court  did  not  hesitate  to  rule 
that,    under    the    circumstances    of    the 
case,  the  exercise  of  his  asserted  power 
was     unconstitutional.       And     although 
Youngstown  involved  the  question  of  the 
Executive's     usurpation     of     legislative 

84.  See  also  New  York  Times  Co.  v.  United 
States,  supra  note  2,  403  U.S.  at  716,  91  S.Ct. 
at  2142  (Black,  J.,  concurring): 

[T]he  Solicitor  General  argues  and  some 
members  of  the  Court  appear  to  agree  that 
the    general    powers    of    the    Government 


power  without  congressional  authoriza- 
tion, an  analogous  problem  is  presented 
when  the  President  attempts  to  usurp 
the  judiciary's  traditional  and  constitu- 
tional role  of  giving  prior  approval  to 
searches  and  seizes  that  need  not  be  im- 
mediately undertaken  due  to  exigent  cir- 
cumstances. 

A  plethora  of  other  cases  have  similar- 
ly recognized  constitutional  limits  on  the 
President's  powers  as  Commander-in- 
Chief  or  as  the  nation's  spokesman  in  the 
arena  of  foreign  affairs.  The  Supreme 
Court  has  indicated  that  "even  the  war 
power  does  not  remove  constitutional 
limitations  safeguarding  essential  liber- 
ties," Home  Building  &  Loan  Assn.  v. 
Blaisdell,  290  U.S.  398,  426,  54  S.Ct.  231, 
235,  78  L.Ed.  413  (1934)  (dictum),  and 
that,  despite  allegations  that  a  newspa- 
per's "publication  of  [the  contents  of  a 
classified  study  recounting  the  history  of 
American  decision-making  on  Viet  Nam 
policy]  should  be  restrained  because  it 
would  gravely  prejudice  the  defense  in- 
terests of  the  United  States,"  see  United 
States  V.  Washington  Post  Co.,  144  U.S. 
App.D.C.  326,  327,  446  F.2d  1327,  1328 
(en  banc)  (per  curiam),  affirmed,  403 
U.S.  713,  91  S.Ct.  2140,  29  L.Ed.2d  822 
(1971),  the  Government  had  not  over- 
come the  First  Amendment's  presump- 
tion against  imposition  of  prior  re- 
straints. See  New  York  Times  Co.  v. 
United  States,  403  U.S.  713,  714,  91  S.Ct. 
2140,  29  L.Ed.2d  822  (1971)  (per 
curiam);  ^*  cf.  United  States  v.  Robel, 
389  U.S.  258,  263,  88  S.Ct.  419,  420,  19 
L.Ed.2d  508  (1967)  ("the  phrase  'war 
power'  cannot  be  invoked  as  a  talismatic 

adopted  in  the  original  Constitution  should 
be  interpreted  to  limit  and  restrict  the  spe- 
cific and  emphatic  guarantees  of  the  Bill  of 
Rights  adopted  later.  I  can  imagine  no 
greater  perversion  of  history. 
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incantation   to   support   any   exercise   of 
congressional      power      which      can      be 
brought  within  its  ambit")-     The  Court 
has  also  refused  to  allow  the  Executive 
to  ignore  constitutional  strictures  during 
wartime.     See,  e.  g.,  Duncan  v.  Kahana- 
moku,    327    U.S.    304,    66    S.Ct.    606,   90 
L.Ed.  688  (1946)  (substitution  of  military 
law  for  civilian  process  unconstitutional 
despite    allegation    that    Hawaii    was    in 
danger  of  attack   and   martial   law   was 
necessary);    Ex  parte  Milligan,  71  U.S.  (4 
Wall.)  2,  121,  18  L.Ed.  281  (1866)  (Presi- 
dent cannot  impose  martial  law  on  civil- 
ians,    thereby     suspending     the     Sixth 
Amendment  right  to  jury  trial,  "where 
the   courts   are   open   and   their   process 
unobstructed");    Mitchell  v.  Harmony,  54 
U.S.    (13    How.)    115,    134,    14    L.Ed.    75 
(1852)    (compensation    under    the    Fifth 
Amendment  would   be  required   even  if 
private  property  were  lawfully  destroyed 
by  military  officers  to  keep  it  from  fall- 
ing into  enemy  hands);    c/.,  e.  g.,  Reid  v. 
Covert,  354  U.S.  1,  5,  17,  77  S.Ct.  1222, 
1230,    1    L.Ed.2d    1148    (1957)    (plurality 
opinion)    (military    trial    of    civilian    de- 
pendents  abroad   unconstitutional,   since 
the    "prohibitions    of    the    Constitution 
were  designed  to  apply  to  all  branches  of 

85.  See  also  Keith,  supra  note  2,  407  U.S.  at 
312-315,  92  S.Ct.  2125;  United  States  v.  Bu- 
tenko,  supra  note  14,  494  F.2d  at  634-635 
(Gibbons,  J.,  dissenting);  Note,  Foreign  Securi- 
ty Surveillance  and  the  Fourth  Amendment,  87 
Harv.L.Rev.  976,  978-979  (1974)  ("Though 
[foreign  affairs]  powers  may  exist  in  the  exec- 
utive independently  of  express  constitutional 
or  legislative  delegation  to  a  greater  extent 
than  do  other  executive  powers,  there  is  no 
support  in  the  Constitution  for  the  proposition 
that  the  fourth  amendment,  ostensibly  a  gener- 
al limitation  on  otherwise  legal  governmental 
activity,  applies  any  less  fully  to  one  set  of 
powers  than  to  another.");  Comment,  supra 
note  53,  17  U.C.L.A.L.Rev.  at  1239. 


the  National  Government  and  they  can- 
not be  nullified  by  the  Executive  or  by 
the  Executive  and  the  Senate  com- 
bined"); Ex  parte  Merryman,  17  Fed. 
Cas.  No.  9487,  p.  144  (C.C.Md.l861)  (Ta- 
ney, C.  J.)  (President  cannot  suspend  the 
writ  of  habeas  corpus).  But  cf.  Hiraba- 
yashi  v.  United  States,  320  U.S.  81,  92, 
63  S.Ct.  1375,  87  L.Ed.  1774  (1943)  (con- 
stitutional for  Congress  and  Executive, 
acting  together,  to  order  internment  of 
United  States  citizens  of  Japanese  ances- 
try as  an  emergency  war  measure).  In 
light  of  these  cases,  which  unqualifiedly 
subject  the  President  to  constitutional 
limitations,*'  we  must  undertake  an  anal- 
ysis of  whether  the  Fourth  Amendment 
mandates  that  the  President  must  in 
fact  submit  his  national  security  wire- 
tapping installations  to  prior  judicial  ap- 
proval. 

B. 

[14]  The  Fourth  Amendment  guaran- 
tees one  of  our  "indispensable 
freedoms,"  **  the  right  to  be  free  from 
unreasonable  searches  and  seizures.  It 
dictates  are  simple: 

The  right  of  the  people  to  be  secure 
in   their   persons,    houses,   papers,   and 

86.  Shortly  after  his  return  from  the  Nurem- 
berg trials,  Mr.  Justice  Jackson  wrote  of  the 
great  import  of  Fourth  Amendment  values: 

These  [Fourth  Amendment  rights],  I  protest, 
are  not  mere  second-class  rights  but  belong 
in    the   catalog   of   indispensable   freedoms. 
Among  deprivations  of  rights,  none  is  so  ef- 
fective in  cowing  a  population,  crushing  the 
spirit  of  the  individual  and  putting  terror  in 
every  heart.     Uncontrolled  search  and  sei- 
zure is  one  of  the  first  and  most  effective 
weapons   in   the   arsenal   of  every  arbitrary 
government. 
Brinegar  v.   United  States,  338  U.S.    160,   180, 
69    S.Ct.     1302,     1313,    93    L.Ed.     1879    (1949) 
(Jackson,  J.,  dissenting),  quoted  approvingly  in 
Almeida-Sanchez   v.    United   States,   413   U.S. 
266,  274,  93  S.Ct.  2535,  37  L.Ed.2d  596  (1973). 
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effects,  against  unreasonable  searches 
and  seizures,  shall  not  be  violated,  and 
no    Warrants    shall    issue,    but    upon 
probable  cause,  supported  by  Oath  or 
affirmation,   and   particularly   describ- 
ing the  place  to  be  searched,  and  the 
persons  or  things  to  be  seized. 
In   its   brief  to   this  court   arguing  that 
warrantless   electronic   surveillance   con- 
ducted pursuant  to  the  President's  for- 
eign affairs  powers  does  not  violate  the 
strictures     of     this      Amendment,      the 
Government  *'  in  effect  continues  to  ad- 
vance *®  a  theory  of  the  Fourth  Amend- 
ment that  the  Supreme  Court  has  con- 
sistently discredited:   that  "[t]he  relevant 
test  is  not  whether  it  [was]  reasonable  to 
procure  a  search  warrant,  but  whether 
the  search  was  reasonable."  *'     We   are 
advised  that  we  must  focus  our  attention 
on  "the  circumstances  of  this  case,"  brief 

87.  In  the  course  of  this  opinion  we  will  often 
refer  to  appellees  as  "the  Government"  or  "the 
Executive  Branch."  The  suit  was  instituted 
against  Mr.  Mitchell  while  he  was  still  Attor- 
ney General  of  the  United  States  and  is 
premised  on  actions  he  took  as  Attorney  Gen- 
eral pursuant  to  the  alleged  prerogatives  of  the 
President  in  the  field  of  foreign  affairs.  As 
Attorney  General  Mr.  Mitchell  had  the  duty  to 
advise  the  President  concerning  questions  of 
law  such  as  those  involved  in  this  case,  see  28 
U.S.C.  §  511  (1970),  to  conduct  litigation  to 
which  an  officer  of  the  United  States  was  a 
party,  see  28  U.S.C.  §§  516,  519  (1970),  and  to 
attend  to  the  interests  of  the  United  States  in 
any  court  proceeding,  see  28  U.S.C.  §  517 
(1970).  Moreover,  even  after  Mr.  Mitchell  re- 
signed as  Attorney  General  his  successor  was 
responsible  for  defending  this  civil  suit  based 
on  his  official  actions,  see  28  U.S.C.  §  2679 
(1970).  Indeed,  the  Assistant  Attorney  Gener- 
al and  attorneys  from  the  Justice  Department 
are  representing  appellees,  and  we  presume 
their  arguments  as  to  the  legality  of  warrant- 
less national  security  wiretapping  conducted 
pursuant  to  the  President's  foreign  affairs 
powers  would  be  no  different  if  the  United 
States  were  a  named  party  in  this  proceeding. 

88.  For  example,  such  an  argument  was  ad- 
vanced by  the  Government  and  rejected  by  the 


for  appellees  at  8;  that  "the  circum- 
stances to  be  weighed  by  this  Court  in 
considering  the  reasonableness  of  the 
conduct  of  the  Executive  challenged 
herein,  are  the  actions  of  the  Jewish  De- 
fense League,  directed  toward  Soviet  of- 
ficials in  this  country,  which  were  of 
such  a  character  as  to  materially  effect 
[sic]  the  relations  between  this  country 
and  the  Soviet  Union,  and  which  through 
the  threat  of  reciprocal  action,  endan- 
gered the  lives  of  American  citizens  in 
that  country,"  id.  at  25—26;  that  we 
need  not  consider  the  implications  of 
warrantless  surveillance  on  the  exercise 
of  First  Amendment  rights,  since  "the 
actions  of  the  Jewish  Defense  League, 
which  necessitated  the  surveillance  of 
their  organization,  simply  were  not  limit- 
ed to  the  exercise  of  constitutionally  pro- 
tected   speech    and    conduct,"    id.    at    27 

Supreme  Court  in  Keith,  supra  note  2.  See 
407  U.S.  at  315-316  &  n.l6,  92  S.Ct.  2125. 
See  also,  e.  g..  United  States  v.  Smith,  CD. 
Cal.,  321  F.Supp.  424,  427  (1971). 

89.    Appellees   assert   that   we   must   determine 
whether     the     surveillance     was     reasonable 
"Upon  The  Facts  And  Circumstances  Necessi- 
tating The  Surveillance  Of  The  Office  Of  The 
Jewish  Defense  League."     Brief  for  appellees 
at  2 1 .    See  also  id.  at  8,  25-27.    Keith  emphat- 
ically   rejected   this    approach   to   the    Fourth 
Amendment  in  the  context  of  national  security 
surveillance; 
Though     the     Fourth     Amendment     speaks 
broadly  of  "unreasonable  searches  and  sei- 
zures,"   the    definition    of   "reasonableness" 
turns,  at  least  in  part,  on  the  more  specific 
commands    of   the    warran*    clause.      Some 
have  argued  that  "[t]he  relevant  test  is  not 
whether  it  is  reasonable  to  procure  a  search 
warrant,  but  whether  the  search  was  reason- 
able," United  States  v.  Rabinowitz,  339  U.S. 
56,    66,    70    S.Ct.    430,    435,    94    L.Ed.    653 
(1950).'*    This  view,  however,  overlooks  the 

'^This  view  has  not  been  accepted.  In  Chi- 
mel  V.  California,  395  U.S.  752,  89  S.Ct. 
2034,  23  L.Ed.2d  685  (1969),  the  Court  con- 
sidered the  Government's  contention  that 
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(emphasis  added);  and  that  the  reasona- 
bleness of  warrantless  wiretapping  is 
somehow  predetermined  by  the  legiti- 
mate need  of  the  Executive  Branch  to 
acquire  information,  see  generally  id.  at 
21—32.     These  are  all  erroneous  conten- 

the  search  be  judged  on  a  general  "reasona- 
bleness" standard  without  reference  to  the 
warrant  clause.  The  Court  concluded  that 
argument  was  "founded  on  little  more  than 
a  subjective  view  regarding  the  acceptabili- 
ty of  certain  sorts  of  police  conduct,  and  not 
on  considerations  relevant  to  Fourth 
Amendment  interests.  Under  such  an  un- 
confined  analysis,  Fourth  Amendment  pro- 
tection in  this  area  would  approach  the 
evaporation  point."  Id.,  at  764—765,  89 
S.Ct.  [2034],  at  2041. 

second  clause  of  the  Amendment.  The  war- 
rant clause  of  the  Fourth  Amendment  is  not 
dead  language. 

407  U.S.  at  315  &  n.l6,  92  S.Ct.  at  2137.  See 
also,  e.  g.,  Almeida-Sanchez  v.  United  States, 
supra  note  86,  413  U.S.  at  277,  93  S.Ct.  2535 
(Powell,  J.,  concurring);  Katz  v.  United  States, 
supra  note  54,  389  U.S.  at  356-357,  88  S.Ct. 
507;  Comment,  supra  note  53,  17  U.C.L.A.L. 
Rev.  at  1224-1234.  Even  if  the  Supreme 
Court  were  to  decide  that  valid  considerations 
dictate  that  a  warrant  need  not  be  obtained 
when  the  President  orders  installation  of  elec- 
tronic surveillance  pursuant  to  his  foreign  af- 
fairs powers,  we  presume  it  would  approach 
the  problem  from  the  perspective  of  whether  it 
is  reasonable  to  except  from  the  warrant  pro- 
cedure the  category  of  cases  involving  that 
power,  rather  than  whether  it  was  reasonable 
to  conduct  a  surveillance  (with  or  without  a 
warrant)  under  the  particular  circumstances 
involved  in  this  case.  Nevertheless,  many 
courts  confronted  with  the  question  of  the  le- 
gality of  such  surveillance  have  erroneously 
followed    the    latter   approach.      See   slip    op. 

at        850-854         infra,       U.S.App.D.C. 

at ,  F.2d  at . 

It  might  be  argued  that  two  recent  Supreme 
Court  opinions.  United  States  v.  Robinson,  414 
U.S.  218,  94  S.Ct.  467,  38  L.Ed.2d  427  (1973), 
and  United  States  v.  Edwards,  415  U.S.  800,  94 
S.Ct.  1234,  39  L.Ed.2d  771  (1974),  have  retreat- 
ed somewhat  from  the  approach  to  the  Fourth 


tions.  Unfortunately,  in  their  zeal  to 
present  a  favorable  facade  of  justifica- 
tions for  these  surveillances,  appellees 
have  only  superficially  addressed  the 
substantial  questions  concerning  the  rel- 
ative  merits   and   demerits   of   requiring 

Amendment  discussed  in  text  below.  In  Rob- 
inson the  Court  held: 

A   custodial    arrest    of   a    suspect   based   on 
probable  cause  is  a  reasonable  intrusion  un- 
der the  Fourth  Amendment;    that  intrusion 
being  lawful,  a  search  incident  to  the  arrest 
requires  no  additional  justification.     It  is  the 
fact   of  the   lawful   arrest   which  establishes 
the  authority  to  search,  and  we  hold  that  in 
the  case  of  a  lawful  custodial  arrest  a  full 
search  of  the  person  is  not  only  an  exception 
to   the   warrant   requirement   of  the   Fourth 
Amendment,    but    is    also    a    "reasonable" 
search  under  that  Amendment. 
414  U.S.  at  235,  94  S.Ct.  at  477.     Ignoring  the 
merits  of  the  Robinson  decision,  compare  id. 
at  219-237,  94  S.Ct.  at  469-477  (majority  opin- 
ion), with  id.  at  238-259,  94  S.Ct.  at  469-488 
(Marshall,     J.,     dissenting);      compare    United 
States    V.    Robinson,     153    U.S.App.D.C.     114, 
119-140,  471  F.2d  1082,   1087-1108  (1372)  (en 
banc)    (majority   opinion),    with   id.,    153    U.S. 
App.D.C.   at    144-156,   471    F.2d   at   1112-1123 
(Wilkey,    J.,    dissenting),    we    doubt    that    the 
Court  intended  the  decision  to  alter  the  tradi- 
tional approach  to  Fourth  Amendment  analy- 
sis.   See  shp  op.  at  842-845  infra, U.S.App. 

D.C.  at , F.2d  at .    Rather,  the  Court 

appeared  to  be  saying  that  a  search  incident  to 
a  valid  custodial  arrest  is  always  justified  by 
the  exigent  circumstance  of  potential  danger  to 
the  arresting  officer,  and  that  a  case-by-case 
judicial  redetermination  of  the  actual  danger  is 
improper.  See  414  U.S.  at  233-235,  94  S.Ct. 
467;  153  U.S.App.D.C.  at  146-152,  471  F.2d  at 
1 1 14—1 120  (dissenting  opinion).  Indeed,  Robin- 
son can  be  viewed  as  a  converse  case  to  those 
decisions  which  hold  that,  even  though  a  mag- 
istrate might  have  issued  a  warrant,  the  war- 
rantless search  by  a  police  officer  was  per  se 
unreasonable.  Moreover,  one  of  the  Justices  in 
the  majority  attributed  the  "essential  premise" 
of  the  decision  to  the  conviction  that  a  person 
who  is  lawfully  subjected  to  a  custodial  arrest 
"retains  no  significant  Fourth  Amendment  in- 
terest in  the  privacy  of  his  person,"  and  that 
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the  Government  to  proceed  by  way  of 
the  warrant  procedure  in  obtaining  nec- 
essary foreign  intelligence  information.*" 

[15-17]  Quoting  Cady  v.  Dombrow- 
ski,  413  U.S.  433,  439,  93  S.Ct.  2523,  2527, 
37  L.Ed.2d  706  (1973),  appellees  correctly 
observe  that  the  "ultimate  standard  set 
forth  in  the  Fourth  Amendment  is  rea- 
sonableness." Brief  for  appellees  at  25. 
However,  they  neglect  to  quote  the  im- 

the  search  incident  to  arrest  therefore  requires 
no  additional  justification.  See  414  U.S.  at  237, 
94  S.Ct.  at  494  (Powell,  J.,  concurring).  In  the 
surveillance  context,  however,  it  is  evident  that 
the  initial  decision  to  search  entails  the  signifi- 
cant invasion  of  an  expected  zone  of  privacy 
and  thus  has  the  greatest  need  for  antecedent 
judicial  scrutiny. 

The  Edwards  case  is  somewhat  more  enig- 
matic since  the  five- Justice  majority  referred 
to  a  prior  case — which  sustained  the  search  of 
an  automobile  one  week  after  it  was  seized — 
as  rejecting  the  argument  that  "the  police 
could  have  obtained  a  search  warrant,  for  the 
Court  held  the  test  to  be  not  whether  it  was 
reasonable  to  procure  a  search  warrant,  but 
whether  the  search  itself  was  reasonable, 
which  it  was."  415  U.S.  at  807,  94  S.Ct.  at 
1239,  discussing  Cooper  v.  California,  386  U.S. 
58,  61-62,  87  S.Ct.  788,  17  L.Ed.2d  730  (1967). 
The  five-Justice  majority  in  Cooper,  however, 
relied  on  United  States  v.  Rabinowitz,  339  U.S. 
56,  66,  70  S.Ct.  430.  94  L.Ed.  653  (1950),  for 
that  proposition,  see  386  U.S.  at  62,  87  S.Ct. 
788,  and  the  approach  of  Rabinowitz  was  sub- 
sequently explicitly  rejected  by  the  Court  in 
Chimel  v.  California,  395  U.S.  752,  764-765, 
768,  89  S.Ct.  2034,  23  L.Ed.2d  685  (1969).  See 
415  U.S.  at  811-812,  94  S.Ct.  1234  (Stewart,  J., 
with  whom  Douglas,  Brennan  &  Marshall,  JJ., 
joined,  dissenting).  Although  we  might  agree 
with  the  Edwards  dissenters  that  the  Court's 
decision  was  somewhat  inconsistent  with  prior 
Fourth  Amendment  doctrine,  we  do  not  be- 
lieve the  majority  intended  to  overrule  sub  si- 
lentio  the  basic  Fourth  Amendment  approach 
which  holds  that,  absent  exigent  circum- 
stances, a  warrantless  search  is  per  se  unrea- 
sonable.  See  slip  op.  at  842-845  &  notes  91  & 

93  infra,  U.S.App.D.C.   at  ,  F.2d 

at  .  For  in  holding  seizure  of  the  defend- 
ant's clothes  10  hours  after  his  arrest  to  be 
reasonable  even  though  warrantless,  the  ma- 
jority considered  the  search  and  seizure  to  fall 
within  the  "search  incident"  exception,  since  it 


mediately  following  sentence,  which  re- 
presents the  proper  approach  to  a  Fourth 
Amendment  problem: 

In  construing  this  command  [of  rea- 
sonableness], there  has  been  general 
agreement  that  "except  in  certain 
carefully  defined  classes  of  cases,  a 
search  of  private  property  without 
proper  consent  is  'unreasonable'  unless 
it    has    been    authorized    by    a    valid 

found  that  "the  normal  processes  incident  to 
arrest  and  custody  had  not  been  completed 
when  Edwards  was  placed  in  his  cell."  See 
415  U.S.  at  804,  94  S.Ct.  at  1237.  In  effect, 
the  Court  cited  Cooper  in  the  context  of  argu- 
ing that,  once  the  police  are  justified  in  con- 
ducting a  search  or  seizure,  their  authority 
does  not  evaporate  even  after  passage  of  a 
substantial  period  of  time.  See  id.  at  805-809, 
94  S.Ct.  1234.  The  dissent  primarily  objected 
to  characterization  of  the  search  as  being  "in- 
cident" to  the  arrest.  See  id.  at  810-811,  94 
S.Ct.  1234.  But  it  would  appear  that  such  an 
"exigent  circumstances"  exception,  justified 
on  the  basis  of  police  safety,  destruction  of 
evidence,  or  escape  of  the  prisoner,  prompted 
the  majority  holding,  see  id.  at  802-803,  806- 
809,  94  S.Ct.  1234  (particularly  the  closing 
quote  from  United  States  v.  DeLeo,  1  Cir.,  442 
F.2d  487,  493  (1970)).  and  that  the  majority 
did  not  in  fact  intend  to  divorce  the  question 
of  a  search's  reasonableness  from  the  Fourth 
Amendment's  warrant  requirement,  except  in 
the  traditional  category  of  cases  where  exigent 
circumstances  are  involved.  Indeed,  the  deci- 
sive factor  in  Edwards,  which  distinguishes  it 
from  most  other  Fourth  Amendment  cases, 
was  probably  the  fact  that  the  clothes,  which 
were  in  "plain  sight,"  were  themselves  evi- 
dence of  criminal  activity.  See  415  U.S.  at 
806,  94  S.Ct.   1234. 

90.  Appellees  merely  refer  to  the  decisions  of 
other  courts  in  support  of  their  position  that  it 
is  reasonable  for  the  Executive  to  institute 
warrantless  foreign  security  wiretaps,  see  brief 
for  appellees  at  29-32,  but  neither  those  deci- 
sions nor  appellees  in  this  case  discuss  actual 
interests — such  as  delay,  judicial  competence, 
or  avoidance  of  security  leaks — which  might 
arguably  render  the  warrant  procedure  inap- 
propriate where  foreign  threats  to  national  se- 
curity are  the  basis  for  electronic  surveillance. 

See  slip  op.  at    846-866    infra,  U.S.App. 

D.C.  at ,  F.2d  at . 
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search  warrant."  Camara  v.  Municipal 
Court,  387  U.S.  523,  528-529  [87  S.Ct. 
1727,  1731,  18  L.Ed.2d  930]  (1967).  See 
Coolidge  V.  New  Hampshire,  403  U.S. 
443,  454-455  [91  S.Ct.  2022,  29  L.Ed.2d 
564]  (1971)." 

91.  See  also,  e.  g.,  Almeida-Sanchez  v.  United 
States,  supra  npte  86,  413  U.S.  at  280-282,  93 
S.Ct.  2535  (Powell,  J.,  concurring);  Keith,  su- 
pra note  2,  407  U.S.  at  315^316,  318,  92  S.Ct. 
2125;  Chimel  v.  California,  supra  note  89,  395 
U.S.  at  762,  89  S.Ct.  2034;  Terry  v.  Ohio,  392 
U.S.  1,  20,  88  S.Ct.  1868,  20  L.Ed.2d  889 
(1968);  Katz  v.  United  States,  supra  note  54, 
389  U.S.  at  357,  88  S.Ct.  507. 

The  remainder  of  appellees'  discussion  of  the 
proper  method  of  analyzing  a  Fourth  Amend- 
ment problem  is  similarly  misleading  and  erro- 
neous.    See  brief  for  appellees  at  24-25.    Ap- 
pellees quote  Terry  v.  Ohio,  supra,  which  qual- 
ifiedly  approved  the  police  practice  of  "frislc- 
ing"  individuals  who  are  "stopped"  for  ques- 
tioning, for  the  proposition  that 
the  central  inquiry  under  the  Fourth  Amend- 
ment [is]  the  reasonableness  in  all  the  cir- 
cumstances of  the  particular  governmental 
invasion  of  a  citizen's  personal  security. 
392  U.S.  at  19,  88  S.Ct.  at  1878,  quoted  in  brief 
for  appellees  at  25.    But  the  Terry  Court  has- 
tened to  limit  the  scope  of  its  holding: 
We  do  not  retreat  from  our  holdings  that  the 
police    must,    whenever    practicable,    obtain 
advance  judicial   approval   of  searches   and 
seizures    through    the    warrant    procedure, 

•  *  *.  or  that  in  most  instances  failure  to 
comply  with  the  warrant  requirement  can 
only  be  excused  by  exigent  circumstances 

*  *  *.  But  we  deal  here  with  an  entire 
rubric  of  police  conduct — necessarily  swift 
action  predicated  upon  the  on-the-spot  ob- 
servations of  the  officer  on  the  beat — which 
historically  has  not  been,  and  as  a  practical 
matter  could  not  be,  subjected  to  the  war- 
rant procedure. 

392  U.S.  at  20,  88  S.Ct.  at   1879. 

Similarly,  appellees  cite  Keith  for  the  propo- 
sition that  the  Fourth  Amendment  is  flexible, 
requiring  that  courts  "examine  [the  then  com- 
peting circumstances]  and  balance  the  basic 
values  at  stake  ■*  *  *."  Brief  for  appellees 
at  25,  quoting  407  U.S.  at  314,  92  S.Ct.  2125 
(bracketed  language  supplied  in  brief).  They 
then  argue  this  case  as  if  the  only  circum- 
stances to  be  considered  were  those  actually 


It  is  of  course  true,  as  appellees  contend, 
that  "the  Fourth  Amendment  does  not 
prohibit  all  warrantless  searches  and  sei- 
zures." '^  However,  the  presumption  has 
always  been  that  a  warrant  should  be 
obtained  whenever  practicable,  and  ex- 
involved  herein — the  actions  of  the  JDL  and 
the  responses  of  the  Soviet  Union.     Id.  at  25- 

26;  see  slip  op.  at  839-841  supra, U.S.App 

D.C.  at  ,  F.2d  at  .     However,  the 

Keith  Court  made  it  clear  that  the  factors  to 
be  balanced  were  those  values  implicated  by 
the  category  of  cases  of  which  Keith  was  but 
one  example — the  duty  of  the  Government  to 
protect  the  domestic  security  and  the  invasion 
of  individual  privacy  and  free  expression  that 
might  result  from  abuse  of  warrantless  surveil- 
lance, see  407  U.S.  at  314-315,  92  S.Ct.  2125. 
What  the  Court  did  not  do  was  weigh  the  rea- 
sonableness of  installing  a  wiretap  under  the 
specific  circumstances  of  that  case,  where  the 
subject  of  the  wiretap  had  allegedly  bombed  a 
CIA    office.      See    slip    op.    at    845.    847-849 

infra,  U.S.App.P.C.  at  ,  ,  F.2d 

at , .    And,  of  course,  the  Court  decided 

that  a  warrant  was  in  fact  required  for  such 
surveillance. 

Finally,  appellees  cite  Camara  v.  Municipal 
Court,  supra  note  79,  for  the  proposition  that 
the  Fourth  Amendment  does  not  prohibit  all 
searches  and  seizures  based  on  less  than  tradi- 
tional "probable  cause."  Brief  for  appellees  at 
24—25.  We  recognize  this  fact,  but  realize  that 
the  Court  in  Camara  imposed  a  warrant  re- 
quirement; the  special  governmental  interests 
justifying  a  search  in  that  case  only  merited  an 
exception  from  the  strict  showing  that  evi- 
dence of  a  crime  would  be  produced  by  the 
search.  Similarly  in  our  case,  factors  which 
might  cause  a  court  to  issue  a  warrant  on  less 
than  traditional  probable  cause  are  not  them- 
selves factors  which  require  total  abrogation 
of  the  warrant  procedure  for  determining  if 
the  lowered  probable  cause  standard  is  actual- 
ly  met.      See,    slip   op.    at   858-860,   872-873 

infra,  U.S.App.D.C.  at ,  ,  

F.2d  at ,  .     See  also  407  U.S.  at 

314-323,  92  S.Ct.  2125  (warrant  required  for 
domestic  security  surveillance,  although  proba- 
ble cause  showing  may  differ  from  that  in  con- 
text of  "ordinary  crime"). 

92.    Brief  for  appellees  at  24. 
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ceptions  to  the  warrant  requirement 
have  been  based  on  exigent  or  other  cir- 
cumstances where  delay  would  frustrate 
legitimate  police  activity.  Indeed,  in 
Keith  the  Supreme  Court  recognized 
that  these  exceptions  "are  few  in  num- 
ber and  carefully  delineated."  407  U.S. 
at  318,  92  S.Ct.  at  2137.9' 

93.     See  also,  e.  g.,  Jones  v.  United  States,  357 
U.S.   493,  499,  78  S.Ct.    1253.  2   L.Ed.2d   1514 
(1958)  (exceptions  to  rule  requiring  that  search 
warrant  be  obtained  have  been  "jealously  and 
carefully  drawn");    cases  cited  at  note  91  su- 
pra.   As  indicated  by  the  quotes  from  Camara 
and  Keith  in  text  below,  these  exceptions  are 
premised  on  the  notion  that  compliance  with 
the    warrant    requirement    in    such    circum- 
stances would  frustrate  the  legitimate  govern- 
mental purpose  of  an  otherwise  lawful  search; 
"in  general,  they  serve  the  legitimate  needs  of 
law  enforcement  officers  to  protect  their  own 
well-being    and    preserve    evidence    from    de- 
struction."   407  U.S.  at  318,  92  S.Ct.  at  2137. 
One   category   of  cases   excepted   from   the 
warrant  requirement — the   "border   search" — 
might,  however,   seem  anomalous  and  there- 
fore supportive  of  the  view  that  governmental 
need  might  itself  justify  warrantless  searches 
and  seizures.     See  also  note  94  infra.    In  Car- 
roll V.   United  States,  267  U.S.    132,  45  S.Ct. 
280,  69  L.Ed.  543  (1925),  the  first  "automobile 
search"  case,  the  Supreme  Court  observed  in 
dictum: 
Travellers  may  be  so  stopped  in  crossing  an 
international  boundary  because  of  national 
self-protection  reasonably  requiring  one  en- 
tering the  country  to  identify  himself  as  enti- 
tled to  come  in,  and  his  belongings  as  effects 
which  may  be  lav^ffully  brought  in. 
Id.  at  154,  45  S.Ct.  at  285.    See  also  Almeida- 
Sanchez  v.  United  States,  supra  note  86,  413 
U.S.  at  272-273,  93  S.Ct.  2535.    As  the  Carroll 
Court    acknowledged,    searches    classified    as 
border    searches    or    "functional    equivalents" 
thereof  have  always  been  free  of  both  the  war- 
rant and  the  probable  cause  requirements  of 
the  Fourth  Amendment.     See,  e.  g.,  Almeida- 
Sanchez,  supra,  413  F.2d  at  272-273,  93  S.Ct. 
at  2536-2540  (majority  opinion);    id.   at  288, 
291-293,  93  S.Ct.  at  2547,  2548-2549  (dissent- 
ing opinion);    Note,  Border  Searches  and  the 
Fourth  Amendment,  77  Yale  L.J.  1007  (1968). 


Thus,  although  we  do  not  "seriously 
doubt  in  this  time  of  serious  internation- 
al insecurity  and  peril  that  there  is  an 
imperative  necessity  for  obtaining  for- 
eign intelligence  information,  and  we  do 
not  believe  such  gathering  is  forbidden 
by  the  Constitution,"  brief  for  appellees 
at  29-30,  quoting  United  States  v.  Clay, 

However,  there  are  several  crucial  considera- 
tions which  possibly  justify  the  special  treat- 
ment for  border  searches  and  which  differenti- 
ate such  searches  from  normal  searches  gov- 
erned by  the  Fourth  Amendment  or  the  nation- 
al security  searches  involved  in  this  case. 
First  and  most  important  is  the  fact  that  a 
border  search  is  conducted  incident  to  confer- 
ral of  the  privilege  of  admittance  to  the  coun- 
try, and  it  is  certain  that  the  subject  of  the 
search  is  in  fact  receiving  that  benefit.  Cf. 
United  States  v.  Biswell,  406  U.S.  311,  92  S.Ct. 
1593,  32  L.Ed.2d  87  (1972);  Colonnade  Cater- 
ing Corp.  V.  United  States,  397  U.S.  72,  76-77, 
90  S.Ct.  774,  25  L.Ed.2d  60  (1970).  See  also 
Almeida-Sanchez,  supra.  413  F.2d  at  270-272, 
93  S.Ct.  2535.  In  effect,  a  reasonable  border 
search  is  "consented"  to  in  order  to  obtain  a 
benefit  that  is  only  to  be  accorded  those  who 
can  show  that  they  should  gain  admittance 
and  who  can  demonstrate  that  they  are  only 
transporting  goods  which  can  lawfully  be 
brought  into  the  country.  Moreover,  there  is 
little  danger  of  abuse  of  such  searches.  See 
generally  Note,  From  Bags  to  Body  Cavities: 
The  Law  of  Border  Search,  74  Colum.L.Rev.  53 
(1974)  (discussing  dangers  inherent  in  extend- 
ed and  intrusive  border  searches).  The  whole 
class  of  those  entering  the  country  is  treated 
fairly  homogeneously,  inspections  take  place 
at  identifiable  places,  over-intrusive  searches 
will  be  apparent  to  their  subjects  and  may 
thus  be  challenged  in  court,  and  there  is  a 
minimal  invasion  of  privacy  since  there  is  an 
expectation  on  the  part  of  those  entering  that 
they  and  their  possessions  will  in  all  probabili- 
ty be  searched  to  at  least  some  extent.  Final- 
ly, unlike  the  national  security  searches  in- 
volved in  our  case,  see  slip  op.  at    846-849 

infra,  U.S. App.D.C.  at ,  F.2d 

at ,  there  is  no  substantial  likelihood 

that  border  searches  will  chill  exercise  of  First 
Amendment  rights. 


1129 


ZWEIBON  V.  MITCHELL 


845 


supra,  430  F.2d  at  172,  this  is  but  the 
beginning,  not  the  end,  of  our  inquiry. 
The  question  is  not,  at  this  stage  at 
least,   whether   these   inspections   may 
be   made,   but   whether   they   may   be 
made  without  a  warrant.     *     *     *     In 
assessing  whether  the   public   interest 
demands  creation  of  a  general  excep- 
tion to  the  Fourth  Amendment's  war- 
rant requirement,   the  question  is  not 
whether    the   public   interest  justifies 
the    type   of  search    in    question,    but 
whether  the  authority  to  search  should 
be  evidenced  by  a  warrant,   which  in 
turn  depends  in  part  upon  whether  the 
burden  of  obtaining  a  warrant  is  likely 
to  frustrate  the  governmental  purpose 
behind  the  search. 
Camara  v.  Municipal  Court,  387  U.S.  523, 
533,  87  S.Ct.  1727,  1733,  18  L.Ed.2d  930 
(1967)  (emphasis  added).     In  Keith,  the 
Supreme  Court  reiterated  this  methodol- 
ogy: 

If  the  le^timate  need  of  Government 
to  safeguard  domestic  security  re- 
quires the  use  of  electronic  surveil- 
lance, the  question  is  whether  the 
needs  of  citizens  for  privacy  and  free 

94.  See  also  United  States  v.  United  States  Dis- 
trict Court,  supra  note  47,  444  F.2d  at  666- 
667.  One  seemingly  anomalous  case  which  ar- 
guably considered  the  Government's  needs 
determinative  of  the  authority  to  search  is  Wy- 
man  v.  James,  400  U.S.  309,  91  S.Ct.  381,  27 
L.Ed.2d  408  (1971),  which  upheld  a  New  York 
statute  and  implementing  regulations  requiring 
that  welfare  recipients  either  permit  home  visi- 
tations by  their  case  workers  or  suffer  loss  of 
their  aid  benefits.  The  divided  Court  initially 
held  that  home  visitations  were  not  searches 
within  the  meaning  of  the  Fourth  Amendment, 
since  the  visits  were  consented  to;  a  recipient 
could  withhold  consent  without  violating  the 
law,  although  such  action  would  be  at  the  cost 
of  his  welfare  benefits.  See  id.  at  317-318,  91 
S.Ct.  381.  See  also  note  93  supra.  A  wiretap, 
of  course,  has  been  conclusively  held  to  be  a 


expression  may  not  be  better  protected 
by  requiring  a  warrant  before  such 
surveillance  is  undertaken.  We  must 
also  ask  whether  a  warrant  require- 
ment would  unduly  frustrate  the  ef- 
forts of  Government  to  protect  itself 
from  acts  of  subversion  and  overthrow 
directed  against  it. 

407  U.S.  at  315,  92  S.Ct.  at  2135  (empha- 
sis added).'*  Similarly,  here  we  must  de- 
termine whether  a  warrant  requirement 
will  better  protect  Fourth  Amendment 
rights  when  foreign  intelligence  gather- 
ing is  involved,  and  whether  such  a  re- 
quirement would  unduly  fetter  the  legit- 
imate functioning  of  the  Government. 
For  unless  there  are  valid  reasons  for 
abrogating  the  warrant  procedure  when 
foreign  relations  are  implicated,  the 
President  must  comply  with  that  tradi- 
tional procedure.  We  cannot,  as  appel- 
lees and  some  courts  have  done,  simply 
ignore  that  threshold  question  in  deter- 
mining the  reasonableness  of  searches 
and  seizures  carried  out  in  furtherance 
of  the  President's  responsibilities  for  pro- 
tecting the  national  security  from  for- . 
eign  dangers. 

search  and  seizure,  see  Katz  v.  United  States, 
supra  note  54,  and  we  doubt  that  that  charac- 
terization is  in  any  degree  dependent  upon  the 
type  of  information  sought.  As  an  alternative 
holding,  however,  the  Wyman  Court  held  that, 
even  if  the  visitation  were  considered  a  search, 
it  was  not  unreasonable  under  the  Fourth 
Amendment  even  though  warrantless.  Since 
the  Court  emphasized  the  peculiar  factual  situ- 
ation of  the  case,  see  400  U.S.  at  318-324,  91 
S.Ct.  381,  and  since  Keith  and  subsequent 
cases  have  adhered  to  traditional  Fourth 
Amendment  analysis  without  feeling  con- 
strained to  discuss  Wyman,  we  believe  the 
Court  either  considers  the  first  alternative 
holding  to  be  the  actual  basis  for  the  opinion, 
or  else  has  merely  limited  Wyman  to  its  par- 
ticular factual  context. 
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To  admit  that  there  is  a  legitimate 
need  on  the  part  of  the  Executive 
Branch  to  acquire  foreign  intelligence  in- 
formation for  either  long-  or  short-term 
national  security  purposes'^  is  not,  we 
must  repeat,  to  admit  that  the  locus  of 
initial  decision-making  power  as  to  the 
propriety  of  a  particular  surveillance 
should  itself  rest  with  the  Executive 
Branch.  As  the  Supreme  Court  recog- 
nized in  both  Katz  v.  United  States,  su- 
pra, and  Keith,  the  Fourth  Amendment 
is  a  bulwark  against  unreasonable  gov- 
ernmental intrusion  by  non-trespassory 
as  well  as  by  trespassory  means;  both 
the  spirit  and  the  history  of  that  Amend- 
ment demonstrate  that  there  is  a  legiti- 
mate expectation  that  one's  conversa- 
tions no  less  than  one's  home  are  to  be 
sheltered  by  the  full  panoply  of  Fourth 
Amendment  safeguards.  And  of  the  po- 
tential safeguards,  "[p]rior  review  by  a 
neutral  and  detached  magistrate  is  the 
time-tested  means  of  effectuating 
Fourth  Amendment  rights."  Keith,  407 
U.S.  at  318,  92  S.Ct.  at  2137.9* 

95.  At  the  risk  of  repetition,  we  must  empha- 
size that  we  are  not  today  deciding  any  of  the 
dehcate  and,  we  beheve,  exceedingly  difficult 
questions  concerning  the  exact  scope  of  the 
President's  substantive  powers  in  the  informa- 
tion gathering  field. 

96.  See  also,  e.  g.,  Coolidge  v.  New  Hampshire, 
403  U.S.  443,  449,  91  S.Ct.  2022,  29  L.Ed.2d 
564  (1971);  Katz  v.  United  States,  supra  note 
54,  389  U.S.  at  356-357,  88  S.Ct.  507;  Wong 
Sun  V.  United  States,  371  U.S.  471,  481-^82, 
83  S.Ct.  407,  9  L.Ed.2d  441  (1963);  Johnson  v. 
United  States,  333  U.S.  10,  13-14,  68  S.Ct.  367, 
92  L.Ed.  436  (1948). 

The  Fourth  Amendment  contemplates  a  pri- 
or judicial  judgment,  not  the  risk  that  execu- 
tive discretion  may  be  reasonably  exercised. 
This  judicial  role  accords  with  our  basic  con- 
stitutional doctrine  that  individual  freedoms 
will  best  be  preserved  through  a  separation 


[18-20]  Prior  judicial  review  is  im- 
portant not  only  to  protect  the  privacy 
interests  of  those  whose  conversations 
the  Cjovernment  seeks  to  overhear,  but 
also  to  protect  free  and  robust  exercise 
of  the  First  Amendment  rights  of  speech 
and  association  by  those  who  might  oth- 
erwise be  chilled  by  the  fear  of  unsuper- 
vised and  unlimited  Executive  power  to 
institute  electronic  surveillances.'^  As 
the  Keith  Court  stressed: 

National  security  cases  *  *  *  Qf_ 
ten  reflect  a  convergence  of  First  and 
Fourth  Amendment  values  not  present 
in  cases  of  "ordinary"  crime.  Though 
the  investigative  duty  of  the  executive 
may  be  stronger  in  such  cases,  so  also 
is  there  greater  jeopardy  to  constitu- 
tionally protected  speech.  *  *  * 
History  abundantly  documents  the 
tendency  of  CJovernment — however  be- 
nevolent and  benign  its  motives — to 
view  with  suspicion  those  who  most 
fervently  dispute  its  policies. 

407  U.S.  at  313-314,  92  S.Ct.  at  2135. 
Such  a  convergence  of  First  and  Fourth 
Amendment  values  is  particularly  evi- 
dent in  the  case  before  us.  Many  of  the 
JDL  activities  '*   which  antagonized  the 

of  powers  and  division  of  functions  among 
the  different  branches  and  levels  of  Govern- 
ment. 

Keith,  supra  note  2,  407  U.S.  at  317,  92  S.Ct. 

at  2137  (footnote  omitted). 

97.  See,  e.  g..  Note,  supra  note  85,  87  Harv.L. 
Rev.  at  987-988,  994. 

98.  An  additional  benefit  of  prior  judicial  re- 
view when  a  group  is  the  proposed  subject  of 
a  wiretap  is  a  neutral  determination  as  to 
whether  the  individuals  who  allegedly  engaged 
in  criminal  activity  or  who  allegedly  must  be 
overheard  to  obtain  national  security  informa- 
tion are  actually  members  of  the  group,  what 
their  level  of  participation  in  the  group  is,  and 
whether  the  actions  and  their  consequent  legal 
ramifications  may  properly  be  attributed  to  the 
group  as  well  as  to  the  individuals  involved. 
In  the  case  before  us,  the  Soviet  government 
and  members  of  the  press  attributed  many  of 
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Soviet  government  were  clearly  protect- 
ed exercises  of  First  Amendment 
rights.**  Indeed,  there  is  no  evidence 
that  more  than  a  small  percentage  of  the 
thousands  of  JDL  members  engaged  in 
criminal  activity.  Yet  the  actions  of 
that  minority  have  formed  the  basis  for 
intrusive  surveillance  that  lasted  over 
seven  months  and  that  resulted  in  sei- 
zure of  the  contents  of  the  conversations 
of  innumerable  innocent  individuals.  As 
appellants  forcefully  argue: 

[A]n  examination  of  the  logs  [of  the 
surveillance]  would  show  that  it  [sic] 
contains  the  names  and  addresses  of 
many  individuals  who  called  the  or- 
ganization, contributed  funds  or  mem- 
bership dues,  and  gave  the  office  re- 
ceptionist information  regarding  their 
mailing  addresses.  A  broadside  at- 
tempt to  obtain  such  a  membership  list 
would  plainly  violate  the  First  Amend- 
ment's protection  for  association 
(NAACP  V.  Button  [Alabama  ex  rel. 

the  violent  activities  to  the  JDL,  and  individu- 
als purporting  to  be  JDL  members  claimed  re- 
sponsibility for  many  of  the  bombings  of  Sovi- 
et installations.  See  note  21  supra.  A  judge 
would  be  able  to  assess  dispassionately  the 
reasonableness  of  these  allegations  and  the 
propriety  of  accordingly  wiretapping  the  or- 
ganization. This  assessment  is  particularly  es- 
sential when  a  political  organization  is  in- 
volved or  when  the  bulk  of  an  organization's 
membership  has  merely  exercised  its  legiti- 
mate First  Amendment  rights. 

99.  See  sbp  op.  at  818-819  &  note  23  supra, 

U.S.App.D.C.  at  .  F.2d  at  . 

100.  When  criminal  indictments  have  already 
been  returned  against  some  subjects  of  a  sur- 
veillance, as  was  true  in  this  case,  see  slip  op. 

at  819-820  &  note  34,  supra, U.S.App.D.C. 

at  ,  F.2d  at  ,  surreptitious  surveil- 
lance may  also  deny  those  subjects  effective 
assistance  of  counsel  in  derogation  of  their 
Sixth  Amendment  rights.  See  e.  g.,  United 
States  V.  Zarzour,  5  Cir.,  432  F.2d  1,  3  (1970); 
Coplon  V.  United  States,  89  U.S.App.D.C.  103, 
112,  191  F.2d  749,  758  (1951),  cert,  denied,  342 


Patterson],  357  U.S.  449  [78  S.Ct.  1163, 
2  L.Ed.2d  1488]  (1958);  Bates  v.  Little 
Rock,  361  U.S.  516  [80  S.Ct.  412,  4 
L.Ed.2d  480]  (I960)),  and  to  obtain  it 
by  such  clandestine  means  is  a  patent 
evasion  of  the  constitutional  liberty. 

Brief  for  appellants  at  30.*""  In  reconcil- 
ing the  Government's  need  for  informa- 
tion with  the  rights  of  these  individuals, 
a  judge  in  a  warrrant  proceeding  might 
have  limited  the  surveillance  to  the 
phones  of  those  actually  suspected  of 
criminal  behavior,  or  directed  that  no  re- 
cordings or  logs  be  made  "'  of  conversa- 
tions that  clearly  pertained  to  lawful 
JDL  political  or  organizational  activities. 

Of  course,  even  if  this  case  itself  in- 
volved only  nonprotected  activity,  the 
problem  of  chilling  First  Amendment 
rights  of  others  would  remain.  In  Keith, 
for  example,  the  defendant's  alleged 
bombing  of  a  CIA  office  would  certainly 
have  been  beyond  the  pale  of  protected 

U.S.  926,  72  S.Ct.  363,  96  L.Ed.  690  (1952). 
See  also  O'Brien  v.  United  States,  386  U.S. 
345,  87  S.Ct.  1158,  18  L.Ed.2d  94  (1967);  Black 
V.  United  States,  385  U.S.  26,  87  S.Ct.  190,  17 
L.Ed.2d  26  (1966).  We  do  not  mean  to  suggest 
that  appellees  were  even  partially  motivated 
by  a  desire  to  overhear  privileged  attorney- 
client  communications  concerning  pending 
criminal  trials.  See  note  23  supra.  However, 
we  note  that  such  motivations  may  prompt 
surveillance  in  other  situations  and  thus  con- 
stitute another  abuse  which  prior  judicial  au- 
thorization may  help  to  curb. 

101.  As  a  prophylactic  measure,  a  court  in  a 
warrant  proceeding  should  order  recording  of 
all    conversations    that    enforcement    officials 

overhear.     See  slip  op.  at  886  infra,  U.S. 

App.D.C.  at , F.2d  at ;   cf.  18  U.S.C. 

§  2518(8)(a)  (1970).  However,  a  court  could 
require  that,  as  soon  as  the  agent  determines 
that  a  conversation  does  not  pertain  to  the 
authorized  subject  of  the  wiretap,  both  the 
overhearing  and  the  recording  cease  until  an- 
other conversation  has  been  initiated. 
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speech;**^  yet  the  Court  recognized  that 
similar  cases  often  would  affect  the  ex- 
ercise of  fundamental  personal  rights.'*^ 
More  important,  appellees  here  do  not 
limit  their  assertion  of  Executive  power, 
and  the  holding  of  the  District  Court 
would  appear  to  apply  as  readily  to  situ- 
ations in  which  a  foreign  government 
threatened  retaliation  against  American 
officials  based  solely  on  protected  activi- 
ties of  American  citizens.'**  Nor  would 
a  limitation  of  such  warrantless  surveil- 
lance to  "agents"  of  a  foreign  power  '"^ 
alter  the  fact  that  First  Amendment 
rights  of  others  are  likely  to  be  chilled. 

102.  Cf.,  e.  g.7  United  States  v.  O'Brien,  391 
U.S.  367,  88  S.Ct.  1673,  20  L.Ed.2d  672  (1968). 

103.  See  Keith,  supra  note  2,  407  U.S.  at  313- 
314.  320,  92  S.Ct.  2125. 

104.  See  generally  363  F.Supp.  at  942-944  (par- 
ticularly Conclusions  of  Law  7  &  8). 

105.  See,  e.  g..  Recent  Decision,  41  Geo. Wash. 
L.Rev.  119,  131  (1972).  To  be  acceptable  doc- 
trinally,  it  would  be  necessary  to  ground  such 
a  distinction  on  a  construction  of  the  Fourth 
Amendment  which  accords  an  alien  an  "as- 
cending scale  of  rights  as  he  increases  his 
identity  with  our  society."  Johnson  v.  Eisen- 
trager,  supra  note  63,  339  U.S.  at  770,  70  S.Ct. 
at  940.  However,  such  a  construction  is  in- 
consistent with  the  thrust  of  current  cases 
dealing  with  the  constitutional  rights  of  aUens. 
See,  e.  g..  Note,  supra  note  85,  87  Harv. L.Rev. 
at  988  &  n.56.  See  also  In  re  Griffiths,  413 
U.S.  717,  93  S.Ct.  2851,  37  L.Ed.2d  910  (1973). 
Moreover,  it  would  not  accommodate  the  situ- 
ation of  an  American  citizen  who  is  collaborat- 
ing with  a  foreign  power.  And,  as  noted  in 
text,  such  an  exception  would  be  subject  to 
abuse,  particularly  in  defining  what  constitutes 
collaboration.  Of  course  one  way  of  curtailing 
some  of  the  potential  for  abuse  of  any  such 
exception  would  be  to  require  a  prior  judicial 
determination  that  the  proposed  subject  of  the 
surveillance  was  within  the  category  of  indi- 
viduals being  accorded  less  stringent  Fourth 
Amendment  rights,  see,  e.  g..  United  States  v. 
Smith,  supra  note  88,  321  F.Supp.  at  426; 
Comment,  supra  note  53,  17  U.S.L.A. L.Rev.  at 
1241-1242,  1249,  and  to  provide  some  judicial 
supervision  to  ensure  that  the  location  for  the 


Under  such  a  test,  a  few  alien  members 
in  a  political  organization  would  justify 
surveillance  of  the  conversations  of  all 
members.  For  example,  antiwar  organi- 
zations which  sponsored  speeches  by 
South  Vietnamese  political  dissenters 
during  the  1960's  could  have  been  wire- 
tapped without  a  warrant  because  of  the 
disruptive  effect  their  actions  allegedly 
had  on  the  conduct  of  peace  negotiations 
in  Paris.'"*  Indeed,  even  a  domestic  po- 
litical leader  could  be  wiretapped  with- 
out a  warrant  if  the  Ck)vernment  be- 
lieved he  had  vdttingly  or  unwittingly 
become     the     "agent"     of     a     foreign 


power 


107 


To      allow      the      Executive 


wiretap  was  not  conveniently  chosen  so  that 
substantial  numbers  of  non-aliens  would  also 
be  overheard. 

106.  See  slip  op.  at  869-870,  infra, U.S.App. 

D.C.  at  ,  F.2d  at  . 

107.  See,  e.  g..  N.Y.  Times,  Feb.  8,  1972,  at  1, 
col.  8  (presidential  aide  claims  critics  of  Presi- 
dent's peace  plan  are  "consciously  aiding  and 
abetting  the  enemy  of  the  United  States"). 
See  also  Note,  supra  note  85,  87  Harv.L.Rev. 
at  987. 

In  reusing  the  spectre  of  "horrible  hypotheti- 
cals,"  we  are  reminded  of  Judge  Prett>'inan's 
comments  for  this  court  in  a  Fourth  Amend- 
ment context: 

[W]e  are  deaUng  with  doctrines  and  not  with 
the  presumable  taste  and  sense  of  individual 
officials.      Maybe    none   of   these   examples 
would  ever  occ\ir.     But  the  question  before 
us  is  not  whether  they  would  happen  but 
whether  they  legally  could. 
District  of  Columbia  v.  Little,  85  U.S.App.D.C. 
242,   247-248,    178   F.2d    13.    18-19  (1949),  af- 
firmed on  other  grounds,  339  U.S.   1,  70  S.Ct. 
468,     94     L.Ed.     599     (1950).       Unfortunately, 
recent  events  reveal  that  such  activities  are 
actually  more  than  mere  hypotheticals.     For 
example.  Senator  Nelson,  in  introducing  a  bill 
to  establish  procedures  for  national   security 
surveillance,    listed    several    recent    cases    in 
which    national    security   was    used   to    cloak 
questionable   surveillance   practices   employed 
by  the  Executive   Branch.     See  generally  119 
Cong.Rec.    S23026   (daily   ed.    Dec.    17,    1973). 
Among  these  were: 
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Branch  to  make  its  own  determinations 
as  to  such  matters  invites  abuse,  and 
public  knowledge  that  such  abuse  is  pos- 

(1)  Installation  in  1969  of  warrantless  wire- 
taps on  13  Government  officials  and  four 
newsmen,  purportedly  because  they  were  leak- 
ing or  publishing  sensitive  foreign  intelligence 
information.  Two  of  these  wiretaps  were  even 
continued  after  their  subjects  had  left  Govern- 
ment service  and  had  begun  working  on  Sena- 
tor Muskie's  presidential  campaign.  See  gen- 
erally Hearings  on  the  Role  of  Dr.  Henry  Kis- 
singer in  the  Wiretapping  of  Certain  Govern- 
ment Officials  and  Newsmen  Before  the  Senate 
Committee  on  Foreign  Relations,  93d  Cong.,  2d 
Sess.  (1974). 

(2)  White  House  authorization  in  1969  of  a 
burglary  of  the  home  of  newspaper  columnist 
Joseph  Kraft  for  installation  of  an  alleged  na- 
tional security  wiretap. 

(3)  Invocation  of  national  security  in  induc- 
ing the  CIA  to  assist  in  the  burglary  of  Daniel 
Ellsberg's  psychiatrist's  offices. 

(5)  The  1970  drafting  by  the  WTiite  House  of 
a  plan  to  engage  in  massive  warrantless  wire- 
tapping and  burglary  which,  although  ap- 
proved on  national  security  grounds,  was 
scrapped  after  objections  from  FBI  Director 
Hoover. 

(6)  Surveillance  by  the  Kennedy  Administra- 
tion of  Dr.  Martin  Luther  King,  Jr.  and  other 
civil  rights  activists  who  were  suspected  of 
being  Communist  sympathizers  or  dupes. 

Such  examples  can  be  multiplied  several 
times  over,  and  they  demonstrate  the  need  for 
judicial  oversight  of  Elxecutive  surveillance 
practices.  Indeed,  one  might  even  question 
whether  the  Government  would  have  had  the 
audacity  to  present  many  of  these  practices  to 
a  neutral  magistrate,  or  whether  it  would  have 
undertaken  them  in  contravention  of  the  war- 
rant proceeding  if  it  could  not  have  rational- 
ized them  post  hoc  as  being  necessary  for 
preservation  of  the  national  security.  See  also 
note  154  infra. 

108.  Indeed,  "foreign"  security  wiretapping  can 
even  exert  a  pall  over  robust  discussion  of 
issues  that  would  ordinarily  be  considered  do- 
mestic, given  the  close  interrelationship  be- 
tween domestic  and  foreign  affairs  and  the 
fact  that  most  domestic  issues  "affect"  foreign 
affairs  to  some  degree.    For  example,  even  the 


sible  can  exert  a  deathly  pall  over  vigor- 
ous First  Amendment  debate  on  issues 
of  foreign  policy.*** 

quantity  of  domestic  wheat  production  could 
be  said  to  relate  to  foreign  assistance  to  under- 
developed countries,  see,  e.  g.,  N.Y.  Times, 
Nov.  16,  1974,  at  1,  col.  8  (increased  emergen- 
cy food  aid  impossible  because,  of,  inter  alia, 
level  of  domestic  supplies),  or  to  trade  with 
such  powers  as  the  Soviet  Union,  see,  e.  g., 
Washington  Post,  Oct.  6,  1974,  at  1,  col.  7 
(private  grain  deal  with  Soviet  Union  cancelled 
because  of  potential  adverse  effects  on  de- 
pleted American  grain  supplies).  It  is  no  re- 
sponse to  say  that  the  President  would  only 
wiretap  for  "security"  matters.  The  tendency 
has  been  to  give  the  term  "national  security" 
an  overly  broad  definition,  and  the  whole  point 
of  Fourth  Amendment  protection  in  this  area 
is  to  avoid  such  Executive  abuses  through  pri- 
or judicial  review.  Moreover,  the  exception 
advocated  by  the  Government  and  accepted  by 
some  courts  is  not  limited  to  "national  securi- 
ty" wiretapping  in  its  traditional  sense,  but 
extends  to  any  information  which  "affects" 
foreign  affairs  or  which  may  be  of  use  in  for- 
mulating foreign  policy  decisions.     See  slip  op. 

at        871-873         infra,       U.S.App.D.C. 

at ,  F.2d  at . 

Indeed,  if  the  asserted  Executive  exception  is 
based  on  the  President's  plenary  powers  in  the 
field  of  foreign  affairs,  it  is  difficult  to  see  how 
any  principled  approach  could  distinguish  his 
power  to  wiretap  without  a  warrant  (as  op- 
posed to  whether  such  wiretapping  is  in  fact 
reasonable)  on  the  basis  of  the  importance  of 
the  information  as  it  relates  to  foreign  affairs. 
Of  course,  some  such  distinction  along  nation- 
al security  lines  might  be  logically  acceptable 
if  the  power  to  wiretap  were  based  on  the 
President's  status  as  Commander-in-Chief;  but 
the  President's  powers  as  a  military  leader 
have  always  been  cited  merely  as  supplemen- 
tal support  for  his  authority  to  wiretap,  and  it 
has  been  the  presumed  nonjusticiability  of  for- 
eign affairs  decisions  which  has  prompted  oth- 
er courts  to  accept  the  proposed  exception  for 
warrantless     national     security     surveillance. 

See  slip  op.  at    850-855    infra,  U.S.App. 

D.C.  at ,  F.2d  at . 


57-282  O  -  76  -  pt.  2  -  30 
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Thus  confronted  with  the  realization 
that  prior  judicial  review  can  serve  to 
safeguard  both  First  and  Fourth  Amend- 
ment rights,""  we  turn  our  attention  to 
possible  arguments  for  abrogating  the 
warrant  requirement  where  our  national 
security  is  endangered  by  foreign 
threats.  In  so  doing,  we  are  mindful  of 
the  warning  of  the  Supreme  Court  that 
such  arguments  must  not  be  grounded  in 
expediency  or  utility,  but  must  relate  to 
factors  that  would  cause  the  warrant 
procedure  to  needlessly  frustrate  legiti- 
mate gathering  of  foreign  intelligence 
information."*  However,  since  appellees 
have  not  directed  our  attention  to  such 
factors,  we  are  relegated  to  seeking  the 
rationales  which  have  caused  several  oth- 
er courts  to  except  foreign  intelligence 
activities  from  the  strictures  of  prior  ju- 
dicial authorization. 

In  Keith,  the  Supreme  Court  cited 
United     States     v.     Smith,     supra,     321 


F.Supp.  at  425-^26,  United  States  v. 
Clay,  supra,  and  American  Bar  Associa- 
tion Project  on  Standards  for  Criminal 
Justice,  Electronic  Surveillance  120,  121 
(Approved  Draft  1971,  and  Feb.  1971 
Supp.  11),  for  the  "view  that  warrantless 
surveillance  *  *  *  j^ay  be  constitu- 
tional where  foreign  powers  are  in- 
volved." 407  U.S.  322  n.20,  92  S.Ct.  at 
2139.*"  The  American  Bar  Association 
Project,  after  noting  that  "the  national 
security  interest  is  properly  a  concern 
primarily  of  the  federal  government  un- 
der our  constitutional  system,"  merely 
asserts  that  "[l]imitations  which  are 
proper  when  the  internal  affairs  of  the 
nation  are  solely  involved  become  artifi- 
cial when  international  realities  are  con- 
sidered," id.  at  121;  a  system  of  prior 
judicial  supervision  would  be  "unworka- 
ble in  this  area."  Id.  No  reasoning 
whatever  is  propounded  as  to  why  the 
warrant  procedure  would  actually  be 
"artificial"  or  "unworkable."  "^     in  Clay 


109.  For  a  discussion  of  the  likely  efficacy  of 
the  warrant  requirement  in  actually  achieving 
its  theoretical  aims,  see  generally  Note,  supra 
note  85,  87  Harv.L.Rev.  at  989-992. 

1 10.  See  slip  op.  at  842-845  supra, U.S.App. 

D.C.  at ,  F.2d  at  .    See  also  Berger 

V.  New  York,  388  U.S.  41,  62,  87  S.Ct.  1873, 
1885,  18  L.Ed.2d  1040  (1967)  ("we  cannot  for- 
give the  requirements  of  the  Fourth  Amend- 
ment in  the  name  of  law  enforcement"). 

111.  See  also  United  States  v.  Stone,  D.D.C., 
305  F.Supp.  75  (1969)  (decision  based  on  pre- 
Katz  Fourth  Amendment  doctrines);  United 
States  V.  O'Baugh,  D.D.C.,  304  F.Supp.  767 
(1969)  (same).  In  United  States  v.  Hoffman, 
D.D.C.,  334  F.Supp.  504  (1971),  the  court  up- 
held the  legality  of  a  foreign  intelligence  wire- 
tap while  invalidating  four  domestic  security 
surveillances.  Although  the  court  did  not 
state  its  reasons  for  these  holdings,  it  meticu- 
lously recounted  the  case  law  up  to  that  time 
and  the  Government's  arguments  concerning 
the  legality  of  both  types  of  national  security 
surveillance.  See  id.  at  506-509.  These  argu- 
ments included  contentions  that  a  warrant 
procedure  posed  a  risk  of  security  leaks  and 


that  decisions  concerning  installation  of  such 
wiretaps  involved  a  broad  range  of  factors, 
many  of  them  secret.     See  id.  at  506. 

It  should  be  noted  that  the  Keith  Court  ap- 
parently cited  these  sources  for  "information- 
al" purposes;  that  is,  it  merely  referred  to 
them  neutrally  rather  than  approvingly.  In- 
deed, in  the  text  of  its  opinion  the  Court  ex- 
plicitly cautioned  that  it  "express[ed]  no  opin- 
ion as  to"  the  issue.     See  407  U.S.  at  321-322, 

92  S.Ct.  2125;    slip  op.  at  867-868  infra,  

U.S.App.D.C.  at  ,  F.2d  at  . 

112.  Admittedly,  the  ABA  also  quotes  J.  Madi- 
son, The  Federalist,  No.  41,  p.  270  (Cooke  ed. 
1961): 

It  is  in  vain  to  oppose  constitutional  barriers 
to   the   impulse   of   self-preservation.      It   is 
worse  than  in  vain;   because  it  plants  in  the 
Constitution  itself  necessary  usurpations  of 
power,  every  precedent  of  which  is  a  germ 
of  unnecessary  and  multiplied  repetitions. 
See  Tentative  Draft  at  120.    Although  this  pas- 
sage has  been  quoted  on  various  occasions  by 
Justices  unhappy  with  decisions  limiting  Exec- 
utive  discretion,   see,   e.   g..   United   States  v. 
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the  Fifth  Circuit  was  similarly  opaque. 
After  determining  that  the  wiretap  was 
approved  by  the  Attorney  General  and 
was  made  in  connection  with  acquisition 
of  foreign  intelligence  information,  the 
court  simply  asserted: 

No  one  would  seriously  doubt  in  this 
time  of  serious  international  insecurity 

Robel,  supra  note  5,  389  U.S.  at  289,  88  S.Ct. 
419  (White,  J.,  dissenting),  several  caveats 
should  be  expressed.  As  the  ABA  apparently 
understands,  see  Tentative  Draft  at  120-121, 
the  proposition  that  national  security  is  of  ut- 
most import  does  not  resolve  a  host  of  difficult 
questions.  Madison's  comment  came  in  the 
context  of  supporting  a  constitutional  power  in 
the  federal  government  to  raise  armies  and 
equip  fleets.  It  is  an  entirely  different  problem 
when  one  seeks  to  determine  how  that  power 
is  to  be  distributed  among  the  branches  of 
government  and  how  the  constitutional  system 
of  checks  and  balances  is  to  operate  with  re- 
spect to  that  power.  Hamilton,  writing  a  later 
Federalist  paper,  expressed  extreme  concern 
that  such  dispersion  of  power  was  essential 
lest  the  President's  powers  become  too  grandi- 
ose for  a  single  individual.  See,  e.  g.,  A.  Ham- 
ilton, The  Federalist,  No.  69,  at  464-^65 
(Cooke  ed.  1961).  Moreover,  it  must  be  re- 
membered that  the  Bill  of  Rights,  including  the 
Fourth  Amendment,  was  promulgated  after 
adoption  of  the  original  Constitution,  presuma- 
bly as  a  general  limitation  on  governmental 
power  and  a  broad  shield  against  governmen- 
tal excess.    See  slip  op.  at  839-840  &  notes  84 

&  85  supra, U.S.App.D.C.  at ^ F.2d 

at .    Despite  the  apparent  concern  voiced  in 

Madison's  statement,  no  language  exempting 
the  federal  government  from  the  prohibitions 
of  the  First  Amendment,  for  example,  was  in- 
cluded for  the  category  of  governmental  activi- 
ty relating  to  the  national  security. 

In   the   ABA's   Proposed   Final   Draft   of  its 
Standards  Relating  to  Electronic  Surveillance 
(Jan.  1971),  the  Special  Committee  noted  that 
it  had  defeated   a  proposed  amendment  that 
would    have    suggested    that    the    President 
should  submit  to  a  warrant  proceeding  before 
engaging  in  electronic  surveillance  in  the  for- 
eign security  area.     It  indicated  that 
the  Special  Committee  was  reluctant  to  ap- 
prove any  standard  that  might  unduly  cir- 
cumscribe, even  indirectly,  the  power  of  the 
President  to  protect  the  national  security  in- 


and  peril  that  there  is  an  imperative 
necessity  for  obtaining  foreign  intelli- 
gence information,  and  we  do  not  be- 
lieve such  gathering  is  forbidden  by 
the  Constitution  or  by  statutory  provi- 
sion    *     •     *. 

430  F.2d  at  172.»"     We  have,  of  course, 
recognized  the  necessity  for  such  intelli- 

terest  or  to  suggest  that  what  is  constitu- 
tional for  the  Commander-in-Chief  to  do  un- 
der one  provision  of  the  Constitution  could 
somehow  be  termed  constitutionally  "unrea- 
sonable" under  the  Fourth  Amendment. 
Id.  at  11.  With  all  due  respect  to  the  Special 
Committee,  we  are  surprised  at  the  simplicity 
of  this  reasoning.  We  fail  to  comprehend  how 
a  clause  of  the  Constitution  may  be  read  as 
holding  warrantless  wiretapping  to  be  "consti- 
tutional" without  reference  to  the  remainder  of 
the  Constitution,  particularly  when  the  clause 
is  one  giving  such  a  textually  limited  power  as 
the  Commander-in-Chief  clause;  indeed  the 
scope  of  that  clause  can  only  be  given  mean- 
ing by  reference  to  the  Constitution  as  a 
whole,  as  well  as  the  history  of  its  adoption 
and  its  judicial  and  legislative  gloss.  We 
doubt  that  the  Committee  would  have  suggest- 
ed that  it  is  "constitutional"  for  the  President 
as  Commander-in-Chief  to  arrest  a  political 
dissident  for  giving  speeches  criticizing  the 
amount  of  money  expended  on  the  military  in 
this  country,  and  that  it  could  not  suggest  that 
such  action  could  be  termed  an  unconstitution- 
al denial  of  "due"  process  under  the  Fifth 
Amendment.  Nor  would  the  Committee  likely 
say  that  it  is  "constitutional"  for  the  President 
as  Commander-in-Chief  to  encourage  military 
discipline  by  torturing  offenders,  and  then  say 
that  it  could  not  suggest  that  such  a  practice 
could  be  termed  "cruel  and  unusual"  under  the 
Eighth  Amendment. 

1 13.  Although  the  Fifth  Circuit  also  quoted  Chi- 
cago &  Southern  Air  Lines  v.  Waterman  S.  S. 
Corp.,  333  U.S.  103,  68  S.Ct.  431,  92  L.Ed.  568 
(1948),  for  the  proposition  that  it  would  be 
"intolerable  that  courts,  without  the  relevant 
information,  should  review  and  perhaps  nullify 
actions  of  the  Executive  taken  on  information 
properly  held  secret,"  333  U.S.  at  111,  68  S.Ct. 
at  436,  quoted  in  430  F.2d  at  171,  it  is  unclear 
what  the  court  intended,  since  it  had  already 
conducted  an  in  camera  review  of  the  logs. 
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gence  gathering,'"  but  we  realize  the  ne- 
cessity of  also  ascertaining  whether  such 
activities  must  first  receive  prior  judicial 
approval.  The  Fifth  Circuit,  however, 
apparently  advanced  no  reasons  for  its 
conclusion  that  no  warrant  is  in  fact  re- 
quired. 

In  Smith,  the  possible  foreign  security 
exception  was  mentioned  purely  as  dic- 
tum, since  the'  court  was  only  presented 
with  the  question  eventually  decided  in 
Keith.    In  deciding  that  question  against 
the  permissibility  of  warrantless  domes- 
tic security  surveillance,  the  Smith  court 
distinguished  a  situation  in  which  war- 
It  should  also  be  observed  that  the  Clay  de- 
cision was  made  in  the  procedural  posture  of 
an  Alderman  proceeding,  see  note   14  supra, 
and  the  court's  in   camera  inspection  of  the 
logs  of  the  disputed  wiretap  revealed  that  the 
contents  were  not  relevant  to  any  count  in  the 
criminal  indictment.    See  430  F.2d  at  170-172. 
See  also,  e.  g..  United  States  v.  Brown,  5  Cir., 
484  F.2d  418  (1973),  discussed  note  120  infra. 
Thus  it  was  reasonable  to  deny  unnecessary 
disclosures   that   might   unduly   prejudice   na- 
tional security  interests.    But  under  the  Alder- 
man doctrine  this  result  could  only  be  accom- 
phshed     by     actually     deciding     the     Fourth 
Amendment  question;    we  suspect  this  pres- 
sure might  have  substantially  influenced  the 
decisions  in  these  cases.     In  contrast,  a  panel 
of  this  court  has  taken  a  somewhat  more  can- 
did approach  when  faced  with  a  similar  situa- 
tion.   In  United  States  v.  Lemonakis.  158  U.S. 
App.D.C.  162,  485  F.2d  941  (1973),  cert  denied, 
415  U.S.  989.  94  S.Ct.   1586,   1587,  39  L.Ed.2d 
885    (1974),    the    court    upheld    the    District 
Court's  order  refusing  to  compel  disclosure  of 
the  logs  of  certain  national  security  wiretaps. 
But  rather  than  deciding  the  constitutional  is- 
sue, the  court  based  its  holding  on  an  in  cam- 
era determination   that  the  wiretaps   did   not 
produce  any  evidence  leading  to  the  criminal 
indictment: 
It  is  not  in  the  national  interest  for  revela- 
tion of  either  the  existence  or  the  product  of 
[foreign  intelligence  surveillance]  to  extend 
beyond  the  narrowest  limits  compatible  with 
the  assurance  that  no  injustice  is  done  to  the 
criminal  defendant  accidentally  and  periph- 
erally touched,  as  was  [the  defendant].    In  a 


rantless  surveillance  was  predicated  on 
foreign  threats  to  the  national  security: 

It  might  very  well  be  that  warrantless 
surveillance  of  this  type,  while  uncon- 
stitutional in  the  domestic  situation, 
would  be  constitutional  in  the  area  of 
foreign  affairs.  This  possible  distinc- 
tion is  largely  due  to  the  President's 
long-recognized,  inherent  power  with 
respect  to  foreign  relations. 

321  F.Supp.  at  426,  citing  Chicago  & 
Southern  Air  Lines,  Inc.  v.  Waterman  S. 
S.  Corp.,  supra,  and  United  States  v.  Bel- 
mont, supra.  We  have  already  discussed 
this  inherent  power  of  the  President,"* 

field  as  delicate  and  sensitive  as  foreign  in- 
telligence gathering,  we  think  there  is  every 
reason    why    the    court    should    proceed    in 
camera   and   without   disclosure   to   explore 
the  issue  of  whether  the  contents  of  a  for- 
eign intelligence  surveillance  have  any  rele- 
vance to  a  criminal  prosecution  plainly  unre- 
lated  as   to   subject   matter.     In   a   context 
where,  as  here,  external  circumstances  indi- 
cate such  an  improbability  that  the  criminal 
defendant  is  likely  to  be  adversely  affected, 
we  think  that  [in  camera  inspection  is  suffi- 
cient]. 
158  U.S.App.D.C.  at  184,  485  F.2d  at  963,  cit- 
ing Alderman  v.  United  States,  supra  note  14, 
394  U.S.  at  201,  89  S.Ct.  961  (Fortas,  J.,  con- 
curring).   As  Lemonakis  suggests,  it  might  be 
appropriate  to  limit  any  holding  that  warrant- 
less foreign  security  wiretaps  are  illegal  to  pro- 
spective applicability  only,   at   least  with   re- 
spect to  Alderman  proceedings,  in  order  that 
national   security   interests   not   be  needlessly 
frustrated.    By  the  same  token,  Lemonakis  in- 
dicates that  judicial  supervision  of  such  sur- 
veillance is  appropriate,  and  we  see  no  reason 
why  in  camera  inspection  is  any  more  oppor- 
tune during  post  hoc  review  than  it  would  be 
in     a     warrant     proceeding.       See     slip     op. 

at        855-863        infra,       U.S.App.D.C. 

at ,  F.2d  at . 

1 14.  See  shp  op.  at  821-826,  842-845  supra. 

U.S.App.D.C.     at ,    ,    F.2d 

115.  See  id. 
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and  have  shown  that  it  does  not  answer 
the  question  of  the  propriety  of  an  ex- 
ception to  the  warrant  procedure.  The 
Smith  court,  unlike  appellees  in  this  case, 
acknowledged  this  fact,  since  it  then  an- 
alyzed the  asserted  exception  with  re- 
spect to  domestic  security  taps  in  terms 
of  whether  any  factors  militated  in  favor 
of  abrogating  the  traditional  warrant 
procedure."*  The  principal  factor  which 
the  Government  there  urged  for  that  re- 
sult was  the  fact 

that   the   decision    to    initiate    surveil- 
lance   in    this   type   of   case    must   be 
"based  on  a  wide  variety  of  considera- 
tions and  on  many  pieces  of  informa- 
tion which  cannot  readily  be  presented 
to  a  magistrate".     Gk)v't  Br.  at  8. 
321  F.Supp.  at  428.    Although  the  Smith 
court  rejected  this  factor  as  a  justifica- 
tion   for    warrantless    domestic    security 
surveillance,  it  noted  that  it  might  have 
greater  force  in  the  foreign  security  con- 
text: 

In  cases  involving  foreign  affairs  this 
argument  might  very  well  prevail.  In 
that  situation,  numerous  non-judicial 
factors  are  relevant  and  the  decision 
would  probably  be  far  removed  from 
the  consideration  of  probable  cause. 
/d"'  This  argument,  which  we  will  la- 
bel the  '"judicial  competence"  argument, 

116.  The  Smith  court  noted  that  under  the 
Fourth  Amendment  methodology  advocated  by 
appellees  in  this  case,  see  slip  op.  at    839-844 

&    notes   89    &    91    supra,    U.S.App.D.C. 

at , F.2d  at ,  "  'reasona- 
bleness' becomes  solely  a  value  judgment," 
321  F.Supp.  at  427,  and  "  'Fourth  Amendment 
protection  in  this  area  would  approach  the 
evaporation  point,'  "  id.,  quoting  Chimel  v. 
California,  supra  note  89,  395  U.S.  at  765,  89 
S.Ct.  2034. 

117.  Curiously,  the  Smith  court  contemplated 
the  possibility  that,  even  if  there  were  a  cate- 
gory of  cases  in  which  the  President  need  not 
obtain  a  warrant,  it  might  be  desirable  that 
there  be  a  prior  judicial  proceeding  to  deter- 


has  some  merit,  and  we  will  therefore 
address  it  as  a  possible  justification  for 
dispensing  with  the  warrant  requirement 
in  foreign  security  cases. 

Before    doing    so,    however,    we    must 
consider    whether    post-Keith    cases    ad- 
vanced other  possible  factors  which  we 
must    consider.      The    cases,    which    all 
arose  in  the  context  of  criminal  prosecu- 
tions   involving   Alderman   procedures,'** 
include  United  States  v.   Brown,  5  Cir., 
484  F.2d  418  (1973),  affirming  E.D.La.! 
317     F.Supp.     531     (1970),     and     United 
States  V.  Butenko,  3  Cir.,  494  F.2d  593 
(1974)  (en  banc),  affirming  D.N.J.,  318 
F.Supp.  66  (1970),  cert,  denied,  419  U.S. 
881,  95  S.Ct.  147,  43  L.Ed.2d  121  (1974). 
Our  reading  of  these  opinions  indicates 
that  they  simply  overlooked  the  substan- 
tial body  of  case  law,"*  including  Keith, 
which    rejects    the    contention    that    the 
warrant  requirement  may  be  abrogated 
merely   because    the    Government   has   a 
legitimate  need  to  engage  in  certain  ac- 
tivity.    Instead  of  following  the  proper 
analysis  of  determining  whether  a  war- 
rant proceeding  would  frustrate  the  le- 
gitimate  need   of   the    Executive   to   ac- 
quire   foreign    intelligence    information, 
these   courts   treated   the   need   itself  as 
determinative  of  the  legality  of  warrant- 
less surveillance.'^*     We  find  this  meth- 

mine  whether  the  case  in  fact  fell  within  that 
exempted  area.  See  321  F.Supp.  at  426.  See 
also  Comment,  supra  note  53,  17  U.C.L.A.L. 
Rev.  at  1249-1250. 

118.  See  note   14  supra. 

119.  See    slip    op.     at    842-845     &     note    91 

supra,    U.S.App.D.C.    at    ,    F  2d 

at  , 

120.  See  also  363  F.Supp.  at  943-944  (appar- 
ently considering  the  fact  that  the  President 
has  the  constitutional  power  to  gather  essen- 
tial foreign  intelligence  information  as  conclu- 
sive of  any  questions  as  to  judicial  review).  In 
United  States  v.  Brown,  supra  note  113,  the 
Fifth  Circuit  merely  stated: 
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odology  simply  inconsistent  with  the 
spirit  and  holding  of  Keith  and  prior 
cases,  particularly  given  the  substantial 

[B]ecause  of  the  President's  constitutional 
duty  to  act  for  the  United  States  in  the  field 
of  foreign  relations,  and  his  inherent  power 
to  protect  national  security  in  the  context  of 
foreign  affairs,  we  reaffirm  what  we  held  in 
United  States  v.  Clay,  supra,  that  the  Presi- 
dent may  constitutionally  authorize  warrant- 
less wiretaps  for  the  purpose  of  gathering 
foreign  intelligence.  *  *  *  Restrictions 
upon  the  President's  power  which  are  appro- 
priate in  cases  of  domestic  security  become 
artificial  in  the  context  of  the  international 
sphere.     *     *     * 

Our  holding   in    Clay  is   buttressed   by   a 
thread  which  runs  through  the  Federalist  Pa- 
pers:   that  the  President  must  take  care  to 
safeguard  the  nation  from  possible  foreign 
encroachment,  whether  in  its  existence  as  a 
nation  or  in  its  intercourse  with  other  na- 
tions. 
484  F.2d  at  426.    The  Brown  court  also  quoted 
the    Waterman    language    concerning   judicial 
nullification  of  Executive  actions.     Neverthe- 
less, it  was  evident  that  the  court  had  conduct- 
ed  an   in   camera   review   of  the   surveillance 
logs,   and   no  reasons  were  articulated  as  to 
why  post  hoc  review  posed  any  less  danger  of 
"nullification"  than  would  prior  judicial  autho- 
rization.      See    also    slip     op.     at      855—863 

infra,  U.S. App.D.C.  at ,  F.2d 

at .     Moreover,  at  least  one  member 

of  the  Brown  court  contemplated  a  relatively 
rigorous  review  of  the  justifications  for  the 
surveillance: 
Courts  must  insure  that  there  be  no  future 
tidal  wave  of  warrantless  wiretaps  and  that 
the  floodgates  controlling  their  use  not  be 
opened  for  domestic  intelligence  purposes. 
The  judiciary  must  not  be  astigmatic  in  the 
presence  of  warrantless  surveillance;  rather 
judges  must  microscopically  examine  the 
wiretaps  in  order  to  determine  whether  they 
had  their  origin  in  foreign  intelligence  or 
were  merely  camouflaged  domestic  intru- 
sions. *  *  *  xhe  fact  that  we  develop 
the  law  of  national  security  wiretaps  largely 
in  camera  can  never  be  allowed  to  lessen 
our  zeal  in  the  protection  of  fundamental 
rights.  Indeed,  the  very  secrecy  surrounding 
our  decisions  requires  that  we  give  the  clos- 
est scrutiny  to  executive  assertions  of  na- 
tional security  interest. 


First  and  Fourth  Amendment  interests 
that  may  be  infringed  by  unsupervised 
surveillance. 

484  F.2d  at  427^28  (Goldberg.  J.,  concurring 
specially). 

The  Butenko  court  similarly  treated  the  need 
to  gather  intelligence  information  as  determi- 
native of  the  legality  of  warrantless  surveil- 
lance: 

While  we  acknowledge  that  requiring  prior 
approval  of  electronic  surveillance  in  cases 
like  the  present  one  might  have  some  salu- 
tary effects  *  *  *  on  balance,  the  better 
course  is  to  rely,  at  least  in  the  first  in- 
stance, on  the  good  faith  of  the  Executive 
and  the  sanctions  for  illegal  surveillances  in- 
cident to  post-search  criminal  or  civil  litiga- 
tion. *  *  *  In  the  present  case,  too,  a 
strong  public  interest  exists;  the  efficient 
operation  of  the  Executive's  foreign  policy- 
making apparatus  depends  on  a  continuous 
flow  of  information.  A  court  should  be 
wary  of  interfering  with  this  flow. 
494  F.2d  at  605  (footnotes  omitted).  Of  course 
the  Butenko  court  did  continue: 

[Fjoreign  intelligence  gathering  is  a  clandes- 
tine   and    highly    unstructured   activity,    and 
the    need    for   electronic    surveillance    often 
cannot  be  anticipated  in  advance.    Certainly 
occasions  arise  when  officers,  acting  under 
the  President's  authority,  are  seeking  foreign 
intelligence  information,  where  exigent  cir- 
cumstances would  excuse  a  warrant.    To  de- 
mand that  such  officers  be  so  sensitive  to 
the  nuances  of  complex  situations  that  they 
must   interrupt   their   activities   and   rush  to 
the  nearest  available  magistrate  to  seek  a 
warrant  would  seriously  fetter  the  Executive 
in    the   performance   of   his    foreign    affairs 
duties. 
Id.     This   would  appear  to   be   nothing   more 
than  an  argument  that  warrantless  electronic 
surveillance,     like     many     other     warrantless 
searches,  may  be  justifiable  in  exigent  circum- 
stances;  it  does  not  justify  total  abrogation  of 
the  warrant  requirement  for  all  national  secur- 
ity   surveillance.      See    slip    op.    at    864-865 

infra, U.S.App.D.C.  at , F.2d  at . 

Moreover,  it  should  be  evident  that  the  argu- 
ment that  surveillance  is  "clandestine  and  un- 
structured," and  that  on-the-spot  judgments 
might  at  times  have  to  be  made,  indicates  a 
lack  of  the  presidential  oversight  that  the  Bu- 
tenko court  was  theoretically  deferring  to  in 
abnegating  its  duty  of  judicial  oversight. 
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[21]  Thus,  mindful  of  the  fact  that 
the  existence  of  presidential  powers, 
whatever  their  scope,  does  not  preclude  a 
finding  that  the  legitimate  exercise  of 
those  powers  would  in  no  way  be  frus- 
trated by  subjecting  them  to  prior  judi- 
cial approval,  we  must  look  to  commen- 
tators '^'  and  our  own  reasoning  for  pos- 
sible justifications  for  exempting  such 
surveillance  from  prior  judicial  scrutiny. 
In  addition  to  the  "judicial  competence" 
justification,'^^  such  factors  might  in- 
clude (2)  the  danger  of  "security  leaks" 
which  might  endanger  the  lives  of  infor- 
mants and  agents  and  which  might  seri- 
ously harm  the  national  security;  '^'  (3) 
the  fact  that  such  surveillance  is  of  the 
"ongoing  intelligence  gathering"  type 
and  that,  since  criminal  prosecutions  are 
less  likely.  Fourth  Amendment  protec- 
tions are  not  as  essential  as  in  a  normal 
criminal  context;  '^  (4)  the  possibility 
that  the  delay  involved  in  the  warrant 
procedure  might  result  in  substantial 
harm  to  the  national  security;  '^^  and  (5) 
the  fact  that  the  administrative  burden 
on  the  courts  or  the  Executive  Branch 
which  would  result  from  such  a  require- 
ment would  be  enormous.'^*  We  find 
that  none  of  these  factors  is  compelling. 

(1)  "Judicial  competence":  Although 
the  judicial  competence  factor  arguably 

121.  For  a  particularly  incisive  analysis  of  the 
propriety  of  warrantless  national  security  sur- 
veillance in  light  of  the  holding  and  methodol- 
ogy of  the  Keith  opinion,  see  Note,  supra  note 
85. 

122.  See.  e.  g..  id,  87  Harv.L.Rev.  at  983-985; 
Comment,  supra  note  53,  17  U.C.L.A.L.Rev.  at 
1239-1243;  cf.  Note,  supra  note  53,  45  S.Cal.L. 
Rev.  at  905-907;  Kelley,  supra  note  26,  at  9- 
10;   Seixbe,  supra  note  66,  at  3. 

123.  See,  e.  g.,  Note,  supra  note  85,  87  Harv.L. 
Rev.  at  981-982;  Comment,  supra  note  53,  17 
U.C.L.A.L.Rev.  at  1242;  cf.  Brownell,  supra 
note  53.  39  Cornell  L.Q.  at  210;   Rogers,  supra 


has  more  force  when  made  in  the  for- 
eign rather  than  the  domestic  security 
context,  the  response  of  Keith  to  the 
analogous  argument  is  nevertheless  per- 
tinent to  any  claim  that  foreign  security 
involves  decisions  and  information  be- 
yond the  scope  of  judicial  expertise  and 
experience: 

We  cannot  accept  the  Government's 
argument  that  internal  security  mat- 
ters are  too  subtle  and  complex  for 
judicial  evaluation.  Courts  regularly 
deal  with  the  most  difficult  issues  of 
our  society.  There  is  no  reason  to  be- 
lieve that  federal  judges  will  be  insen- 
sitive to  or  uncomprehending  of  the 
issues  involved  in  domestic  security 
cases.  Certainly  courts  can  recognize 
that  domestic  sercurity  surveillance  in- 
volves different  considerations  from 
the  surveillance  of  "ordinary  crime." 
//  the  threat  is  too  subtle  or  complex 
for  our  senior  law  enforcement  offi- 
cers to  convey  its  significance  to  a 
court,  one  may  question  whether  there 
is  probable  cause  for  surveillance. 

407  U.S.  at  320,  92  S.Ct.  at  2138  (empha- 
sis added).  Similarly,  we  do  not  believe 
federal  judges  will  be  "insensitive  to  or 
uncomprehending  of  the  issues  involved 

note  53,  63  Yale  L.J.  at  797-798;  Note,  supra 
note  53,  23  Rutgers  L.Rev.  at  340;  Note,  supra 
note  53,  45  S.Cal.L.Rev.  at  899-901;  Saxbe, 
supra  note  66,  at  3. 

124.  See,  e.  g..  Note,  supra  note  85,  87  Harv.L. 
Rev.  at  985-987;  Comment,  supra  note  53,  17 
U.C.L.A.L.Rev.  at  1243-1244;  cf.  Note,  supra 
note  53,  45  S.Cal.L.Rev.  at  890-895. 

125.  See,  e.  g..  Note,  supra  note  85,  87  Harv.L. 
Rev.  at  980-981;  cf  Brownell,  supra  note  53, 
39  Cornell  L.Q.  at  210-211;  Note,  supra  note 
53,  23  Rutgers  L.Rev.  at  340;  Saxbe,  supra 
note  66,  at  3. 

126.  Cf,  e.  g.,  Kelley,  supra  note  26,  at  9. 
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in"  foreign  security  cases,^^'  or  that 
judges  will  deny  any  legitimate  requests 
for  a  warrant. 

Congress  apparently  concurs  in  the  be- 
lief that  judges  are  competent  to  analyze 
the  substance  of  matters  allegedly  per- 
taining to  the  national  security.  This 
attitude  was  unambiguously  expressed 
by  the  passage  of  Public  Law  No.  93- 
502,  88  Stat.  1561  (1974),  which  amended 
the  Freedom  of  Information  Act,  5 
a.S.C.  §  552  (1970),'28  to,  inter  alia,  over- 
•ule  the  Supreme  Court's  decision  in 
EPA  V.  Mink,  410  U.S.  73,  93  S.Ct.  827, 
35  L.Ed.2d  119  (1973).  In  Mink  the 
Court  interpreted  5  U.S.C.  §  552(b)(1), 
which  exempted  from  the  forced  disclo- 
sure mandate  of  the  Act  those  matters 
"specifically  required  by  Executive  order 
to  be  kept  secret  in  the  interest  of  the 
national  defense  or  foreign  policy,"  not 
to  allow  judicial  review  of  Executive  se- 
curity classifications  and  not  even  to  al- 
low in  camera  inspection  of  a  contested 
document  bearing  a  security  classifica- 
tion so  that  nonsecret  matter  could  be 
separated  from  secret  matter  and  or- 
dered disclosed.  410  U.S.  at  81-84,  93 
S.Ct.  827.  Congress  responded  with 
amendments  to  Section  552  which  al- 
tered Section  552(b)(1)  to  exempt  from 
disclosure  those  documents  which  are: 

(A)  specifically  authorized  under  crite- 
ria established  by  an  Executive  order 
to  be  kept  secret  in  the  interest  of 
national  defense  or  foreign  policy  and 

(B)  are  in  fact  properly  classified  pur- 
suant to  such  Executive  order.^^' 


It  also  specified  that  when  the  question 
of  discoverability  of  a  document  is 
placed  in  issue,  "the  court  shall  deter- 
mine the  matter  de  novo,  and  may  ex- 
amine the  contents  of  such  '  agency 
records  in  camera  to  determine  whether 
such  records  or  any  part  thereof  shall  be 
withheld     *     *     *."  i^" 

Although  the  conference  report  on 
these  amendments  expressed  a  congres- 
sional expectation  that,  since  "Executive 
departments  responsible  for  national  de- 
fense and  foreign  policy  matters  have 
unique  insights  into  what  adverse  effects 
might  occur  as  a  result  of  public  disclo- 
sure of  a  particular  classified  record, 
*  *  *  Federal  courts  *  *  *  ^jn 
accord  substantial  weight  to  an  agency's 
affidavit  concerning  the  details  of  the 
classified  status  of  the  disputed  record," 
it  unequivocally  stated  that  the  Mink  de- 
cision was  to  be  legislatively  overruled 
with  respect  to  in  camera  review  and 
that  the  propriety  of  a  document's  classi- 
fication was  to  be  judicially  determined 
with  respect  to  "both  procedural  and 
substantive  criteria  contained  in  the  Ex- 
ecutive order  under  which  it  was  classi- 
fied." '^*  Moreover,  despite  the  fact  that 
the  amendments  were  vetoed  by  the 
President,  primarily  on  the  ground  that 
"the  courts  should  not  be  forced  to  make 
what  amounts  to  the  initial  classification 
decision  in  sensitive  and  complex  areas 
where  they  have  no  particular  exper- 
tise," 120  Cong.Rec.  H10705  (daily  ed. 
Nov.  18,  1974)  (Veto  Message  from  the 
President   of    the    United    States),    both 


127.  See  also,   e.  g.,   United  States  v.   Barker, 

supra  note   1,  U.S.App.D.C.   at  ,  

F.2d  at  . 

128.  For  a  brief  description  of  the  Freedom  of 
Information  Act,  see  EPA  v.  Mink,  410  U.S. 
73,  79-80,  93  S.Ct.  827,  35  L.Ed.2d  119  (1973). 

129.  Pub.L.  No.  93-502,  §  2(a),  88  Stat.  1563 
(1973);     see   H.R,Rep.No.l380,   93d   Cong..    2d 


Sess.,  4,   11-12  (1974),  U.S.Code  Cong.  &  Ad- 
min.News,    1974,   p.   6267  (conference  report). 

130.  Pub.L.No.93-502,  §  1(b)(2),  88  Stat.  1562 
(1974);  see  H.R.Rep.No.l380,  supra  note  129, 
at  2,   12. 

131.  H.R.Rep.No.l380,    supra   note    129,   at    12. 
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Houses  of  Congress  overwhelmingly  vot- 
ed to  repudiate  that  contention  by  con- 
vincingly overriding  the  presidential 
veto.'^^  Although  such  a  congressional 
expression  in  no  way  binds  us  in  the 
context  of  Fourth  Amendment  adjudica- 
tion, we  find  that  this  vote  of  confidence 
in  the  competence  of  the  judiciary  af- 
firms our  own  belief  that  judges  do,  in 
fact,  have  the  capabilities  needed  to  con- 
sider and  weigh  data  pertaining  to  the 
foreign  affairs  and  national  defense  of 
this  nation. 

[22]  The  description  of  current  Exec- 
utive procedures  for  authorizing  national 
security  wiretapping  also  gives  us  reason 
to  hesitate  in  according  undue  deference 
to  the  "expertise"  that  the  Executive 
Branch  brings  to  each  decision.  Former 
Attorney  General  Saxbe,'^^  testifying  on 
"National  Security  Electronic  Surveil- 
lance and  S.  2820  ^^  before  the  Subcom- 
mittee on  Criminal  Laws  and  Procedures 
of  the  Senate  Committee  on  the  Judici- 
ary," (Dept.  of  Justice  release,  Oct.  2, 
1974),  admitted  that  the  practice  of  war- 
rantless surveillance  had  apparently  been 
abused  in  the  past,  see  id.  at  5-6,'^^  and 
then  described  current  procedures: 

First  of  all,  for  a  request  for  a  for- 
eign intelligence  surveillance  to  sur- 
vive, it  must  first  be  approved  by  sev- 
eral different  levels  of  supervision 
within  the  FBI  before  it  even  reaches 
the  Director's  office,  and  the  request 

132.  See  generally  120  Cong.Rec.  H10864- 
HI 0875  (daily  ed.  Nov.  20,  1974)  (House  over- 
ride by  vote  of  371  yea,  31  nay,  32  not  voting); 
id.  at  S19806-S 19823  (daily  ed.  Nov.  21,  1974) 
(Senate  override  by  vote  of  65  yea,  27  nay,  8 
not  voting). 

133.  Mr.  Saxbe  was  Attorney  General  at  the 
time  of  these  statements.  He  tendered  his  res- 
ignation, which  the  President  accepted,  on 
Dec.  12,  1974,  to  be  effective  as  of  the  date  of 
his  confirmation  as  Ambassador  to  India  or 
the  confirmation  of  his  successor,  whichever 


must    contain    very    detailed    informa- 
tion. 

If  the  request  originates  in  an  FBI 
field  office,  the  proposal  will  be  con- 
sidered by  the  case  Agent,  the  Super- 
visor, and  the  Special  Agent  in  Charge 
of  the  field  office.  At  FBI  Headquar- 
ters the  request  will  be  considered  by 
the  Supervisory  Special  Agent,  the 
Unit  Chief,  the  Section  Chief,  the 
Branch  Chief,  the  Assistant  Director, 
the  Deputy  Associate  Director,  and  the 
Associate  Director  before  it  reaches 
the  Director  for  his  approval. 

If  the  Director  approves  the  request, 
it  is  then  sent  to  the  Assistant  Attor- 
ney General  in  charge  of  the  Criminal 
Division,  Mr.  Petersen.  He  then  for- 
wards the  request  with  his  recommen- 
dation and  comments  for  my  consider- 
ation. If,  and  only  if,  I  approve  the 
request  can  the  surveillance  be  in- 
stalled and  then  for  a  maximum  peri- 
od of  three  months,  after  which  I  will 
approve  a  renewal  only  with  what  I 
deem  sufficient  justification.  Let  me 
assure  you  that  I  do  not  approve  these 
automatically. 

Numerous  requests  are  turned  down 
long  before  they  reach  my  desk.  I 
personally  have  withheld  some  autho- 
rizations and  on  at  least  one  occasion  I 
have  denied  a  request  for  an  exten- 
sion. 

came  first.  See  10  Weekly  Compilation  of 
Presidential  Documents  1562  (Dec.  16,  1974). 
His  appointment  as  Ambassador  was  approved 
by  the  Senate  on  Dec.   19,   1974. 

134.  For  the  text  of  and  commentary  on  S. 
2820,  a  bill  to  establish  standards  and  proce- 
dures for  national  security  surveillance,  see 
119  Cong.  Rec.  S23025-S23030  (daily  ed.  Dec. 
17,   1973). 

135.  See  also  Kelley,  supra  note  26,  at  2,  16-17. 
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Id.  at  6-7.  With  due  deference  to  the 
former  Attorney  General,  we  believe  this 
description,  when  considered  together 
with  the  fact  that  there  is  a  high  turn- 
over in  the  office  of  Attorney  General,'^* 
indicates  that  most  actual  decisionmak- 
ing with  respect  to  wiretapping  occurs 
before  a  request  reaches  the  desk  of  the 
Attorney  General,  and  that  he  would 
therefore  be  predisposed  to  rely  on  the 
recommendations  of  his  subordinates."^ 
We  cannot  blindly  accept  the  argument 
that  the  Attorney  General,  who  is  chosen 
for  his  abilities  as  a  lawyer  rather  than 
his  acumen  as  a  diplomat,  is  more  likely 
than  a  federal  judge  '^  to  have  the  ana- 
lytical ability  or  sensitivity  to  foreign  af- 
fairs necessary  to  evaluate  such  recom- 
mendations. Indeed,  there  is  even  a 
danger  that  an  Attorney  General, 
pressed  for  time  and  involved  in  other 
activities,  will  effectively  delegate  the 
task  of  supervising  national  security 
wiretaps  to  his  aides;  such  was  the  case 
with  his  arguably  less  important  al- 
though statutorily  mandated  duty  to  su- 
pervise wiretapping  under  the  provisions 
of  Title  III."*    To  the  extent  the  Attor- 

136.  Not  counting  acting  Attorneys  General, 
there  have  been  eight  Attorneys  General  in  the 
past  10  years:  Messrs.  Kennedy,  Katzenbach, 
Clark,  Mitchell,  Kleindienst,  Richardson, 
Saxbe,  and  Levi. 

137.  For  an  extremely  candid  appraisal  of  the 
FBI's  capabilities  and  performance  in  the  field 
of  intelligence  gathering,  see  Sullivan,  Personal 
Observations  and  Recommendations  on  Priva- 
cy, in  Privacy  in  a  Free  Society  93  (final  report 
of  Annual  Chief  Justice  Earl  Warren  Confer- 
ence of  the  Roscoe  Pound — American  Trial 
Lawyers  Foundation  (1974)  (Mr.  Sullivan  is 
the  former  Assistant  to  the  Director  of  the 
FBI,  in  charge  of  criminal,  intelligence,  and 
security  investigations). 

138.  In  contrast  to  an  Attorney  General,  a  fed- 
eral judge  has  lifetime  tenure  and  could  pre- 
sumably develop  an  expertise  in  the  field  of 
foreign  affairs  if  consistently  resorted  to  for 


ney  General  bases  his  decisions  on  the 
factual  data  and  recommendations  of 
those  career  officials  schooled  in  foreign 
relations  and  intelligence  gathering, 
judges  can  be  similarly  informed  in  cam- 
era, as  they  often  are  during  post  hoc 
judicial  review  in  criminal  prosecutions 
or  civil  cases."*  We  simply  do  not  be- 
lieve that  any  margin  of  expertise  pos- 
sessed by  the  Attorney  General  can  com- 
pensate for  the  neutral  and  detached  at- 
titude that  a  judge  would  bring  to  his 
decision;  given  the  likely  deference  that 
a  judge  will  accord  the  Attorney  (Gener- 
al's request,  there  is  no  substantial  likeli- 
hood that  any  marginal  lack  of  expertise 
will  result  in  denial  of  legitimate  re- 
quests for  a  warrant  and  frustration  of 
proper  intelligence  gathering  on  the  part 
of  the  Executive. 

Finally,  the  Executive  Branch  itself 
acknowledges  the  fact  that  courts  are 
competent  to  conduct  post  hoc  review  to 
determine  whether  a  surveillance  is  rea- 
sonable. In  its  Memorandum  for  the 
United  States  in  Ivanov  v.  United 
States,  cert,  denied,  419  U.S.  881,  95 
S.Ct.  147,  43  L.Ed.2d  121  (1974)  (respond- 

authorizations  for  foreign  security,  wiretaps. 
This  would  be  particularly  true  if  Congress 
limited  the  power  to  grant  authorizations  to 
certain  courts,  cf.  Keith,  supra  note  2,  407  U.S. 
at  323,  92  S.Ct.  2125,  or  to  the  Chief  Judges  of 
the  United  States  Courts  of  Appeals.  We  also 
take  judicial  notice  of  the  fact  that  a  not  in- 
substantial number  of  judges  have  back- 
grounds in  law  enforcement  that  would  proba- 
bly render  them  particularly  sensitive  to  the 
problems  the  FBI  is  confronted  with  in  its  in- 
telligence gathering  capacity. 

139.  See,  e.  g..  United  States  v.  Giordano,  supra 
note  32,  416  U.S.  505,  94  S.Ct.  1820,  40 
L.Ed.2d  341. 

140.  See,  e.  g.,  cases  cited  slip  op.  at  836-837  & 

notes   83,    113,    120   supra,   U.S.App.D.C. 

at  ,  F.2d  at ;  see  also  note  43  su- 
pra. 
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ing  to  petition  for  writ  of  certiorari  to 
the  Third  Circuit),  the  Government  took 
the  position  that  since,  in  its  judgment, 
reasonable  warrantless  national  security 
surveillance   is   constitutional.   Alderman 
does  not  require  anything  more  than  an 
in   camera   determination   that   the   evi- 
dence  was   obtained   from   a   reasonable 
wiretap.     The  Government  argued: 
The  task  of  determining  whether  the 
purpose  of  a  surveillance  was  foreign 
intelligence    gathering    is    clearly    not 
"too  complex"  nor  is  "the  margin  of 
error  too  great  to  rely  wholly  on  the  in 
camera  judgment  of  the  trial  court." 
•     •     *     Rather,  in  a  field  as  delicate 
and    sensitive    as    foreign    intelligence 
gathering,    there    is    every    reason    to 
proceed  in  camera  and  without  disclo- 
sure. 

Id.  at  14."'  To  be  sure,  the  Government 
was  making  these  arguments  in  support 
of  restricting  access  to  foreign  intelli- 
gence information  to  the  judge  rather 
than  to  the  private  litigants.  But  the 
arguments  must  be  evaluated  against 
the  realization  that  no  one  seriously  de- 
nies that  at  least  post  hoc  judicial   re- 

141.  See  also,  e.  g..  United  States  v.  Hoffman, 
supra  note  111,  334  F.Supp.  at  506  (noting 
Government  admission  that  national  security 
surveillance  is  subject  to  post  hoc  in  camera 
review). 

142.  See  notes  113,  120  supra.  But  see  United 
States  V.  Brown,  E.D.La.,  317  F.Supp,  531,  536 
(1970),  affirmed,  5  Cir.,  484  F.2d  418  (1973) 
(pre-Keith  decision  which  appears  to  say  that 
Executive  expertise  and  factual  background 
not  only  rendered  presidential  decision  to  in- 
stall a  wiretap  immune  from  the  warrant  re- 
quirement, but  also  totally  insulated  it  from 
post  hoc  review;  appellate  court  did,  however, 
conduct  in  camera  inspection). 

143.  See,  e.  g..  Beck  v.  Ohio,  supra  note  24,  379 
U.S.  at  96,  85  S.Ct.  223,  quoting  Wong  Sun  v. 
United  States,  supra  note  96,  371  U.S.  at  479, 
83  S.Ct.  at  413  ("Whether  or  not  the  require- 
ments of  reliability  and  particularity  of  the  in- 


view,  under  whatever  standard  of  "rea- 
sonableness," is  proper  even  for  wiretaps 
installed  pursuant  to  the  President's  for- 
eign affairs  powers. '^^  //  a  court  can 
make  a  proper  determination  of  reasona- 
bleness after  a  wiretap  has  been  in- 
stalled, and  since  the  reasonableness  of  a 
search  and  seizure  cannot  depend  on  in- 
formation secured  after  it  occurs,^*^ 
there  is  no  reason  why  judges  should  be 
presumed  to  be  incompetent  before  the 
surveillance  takes  place. 

Although  judicial  competence  per  se  is 
thus  no  argument  against  prior  rather 
than  post  hoc  judicial  review,  there  may 
be  other  factors  actually  behind  the  com- 
petence theory  which  would  suggest  that 
a  warrant  requirement  would  frustrate 
legitimate  Executive  surveillance.  First, 
there  may  be  a  fear  on  the  part  of  the 
Government  that  the  standard  of  proba- 
ble cause  will  be  higher  in  a  prior  rather 
than  in  a  post  hoc  judicial  proceeding. 
Even  if  this  were  true  as  a  practical 
matter,  it  is  clearly  wrong  as  a  matter  of 
law,  and  we  decline  to  base  a  decision  as 
to  the  legality  of  warrantless  national 
security  surveillances  on  so  thin  a  reed. 
Moreover,  we  doubt  whether  this  fear  ^** 

formation  on  which  an  officer  may  act  are 
more  stringent  where  an  arrest  warrant  is  ab- 
sent, they  surely  cannot  be  less  stringent  than 
where  an  arrest  warrant  is  obtained.");  Wash- 
ington v.  United  States,  134  U.S.App.D.C.  223, 
226,  414  F.2d  1119,  1122  (1969)  (dictum)  ("in- 
formation subsequently  obtained  cannot  fill 
the  gap  if  probable  cause  is  lacking"). 

144.  Of  course,  rather  than  being  a  subjectively 
real  fear,  the  asserted  worry  may  in  fact  be  a 
sub  silentio  attempt  to  preserve  the  freedom  to 
justify  a  surveillance  on  the  basis  of  evidence 
derived  therefrom.  This  problem  is  particular- 
ly acute  when  there  is  no  warrant  proceeding, 
there  is  no  requirement  that  the  factors  upon 
which  the  Executive  acted  be  memorialized  in 
writing,  and  the  actual  recordings  of  the  con- 
versations involved  are  destroyed.  See  notes 
10,  24,  26  supra;  slip  op.  at  886  &  note  259 
infra,    U.S.App.D.C.    at    ,    F.2d 
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is  realistic  as  a  practical  matter.  As  the 
quote  from  Keith  indicates,'*^  judges  are 
likely  to  be  highly  deferential  to  the  Ex- 
ecutive's determination  concerning  need 
to  install  a  wiretap,  particularly  where  a 
judicial  error  might  substantially  harm 
the  national  interest;  "*  in  a  post  hoc 
review  in  a  criminal  or  civil  case,  re- 
moved from  the  exigencies  of  day-to-day 
intelligence  gathering  activities,  a  court 
might  be  harsher  in  its  judgment  as  to 
the  reasonableness  of  the  particular  sur- 
veillance. And  if  pure  practicalities  are 
being  considered,  it  should  be  remem- 
bered that  the  Government  has  its  choice 
as  to  what  judge  to  seek  a  warrant 
from,^*^  a  circumstance  usually  not 
present  with  respect  to  post  hoc  judicial 
review."* 

Actually,  this  aspect  of  the  competence 
argument  is  properly  directed  to  the 
standard  for  judicial  review,  not  to 
whether  it  should  occur  before  or  after 
the  surveillance  takes  place.  To  the  ex- 
tent nonjudicial  policy  factors  constitute 
the  Executive's  rationale  for  desiring  in- 
telligence information,  it  is  possible  the 
standard  for  probable  cause  would  re- 
flect that  fact."'  We  must  reemphasize 
the  fact  that  we  are  not  presented  with 
the  question  of  the  scope  of  the  Presi- 
dent's substantive  powers,  but  only  with 
the  procedural  question  whether  a  presi- 

at .     See  also  United  States  v.  Huss,  supra 

note  10,  482  F.2d  at  46-51. 

145.  See  slip  op.  at  855    supra,  U.S.App. 

D.C.  at  ,  F.2d  at  . 

146.  Indeed,  one  suspects  that  any  judicial  er- 
ror in  a  warrant  proceeding  would  be  in  favor 
of  the  Government.  See  Note,  supra  note  85, 
87  Harv.L.Rev.  at  984.  Nevertheless,  prior  re- 
view is  likely  to  prevent  clear  abuses  that 
might  result  from  well-intentioned  but  over- 
zealous  Executive  actions.  See,  e.  g.,  notes  6, 
23,  109  supra. 

147.  Indeed,  there  is  nothing  to  prevent  the 
Government  from  seeking  a  warrant  from  a 


dentially  directed  surveillance  must  run 
the  gauntlet  of  judicial  review  before  or 
after  its  installation.  Since  factors  re- 
lating to  judicial  competence  may  arise 
at  either  time,  we  believe  they  should  at 
most  affect  the  standard  of  judicial  re- 
view, not  its  timing. 

Focusing  on  the  timing  of  judicial  in- 
tervention, however,  we  perceive  a 
second  fear  that  may  actually  be  behind 
the  judicial  competence  argument:  even 
if  the  same  standard  is  applied  in  prior 
as  in  post  hoc  judicial  proceedings,  an 
error  before  a  surveillance  occurs  is  like- 
ly to  cause  irreparable  harm  to  the  na- 
tional security,  whereas  an  error  after  it 
occurs  may  only  result  in  improper 
award  of  damages  or  release  of  a  single 
criminal  defendant.  The  assumptions 
upon  which  this  fear  is  based  are,  to  say 
the  least,  questionable,  and  relate  to  the 
implicit  belief  that  national  security  or 
foreign  affairs  information  is  of  para- 
mount import  in  all  situations.  The  ar- 
gument assumes  that  the  erroneous  inva- 
sion of  individual  privacy  which  prior  re- 
view could  prevent  is  invariably  of  less 
importance  than  the  erroneous  denial  of 
information  which  could  have  been 
obtained  from  a  reasonable  waretap. 
Even  ignoring  our  belief  that  any  error 
in  a  warrant  proceeding  is  likely  to  be  in 
favor  of  the  Government,   we  find  this 

second  judge  should  the  first  one  contacted 
refuse  to  authorize  the  surveillance.  Cf.  18 
U.S.C.  §  2518(l)(e)  (1970). 

148.  For  example,  a  civil  plaintiff  may  have  his 
choice  of  forum,  and  a  presiding  judge  will  be 
determined  on  a  random  basis.  See,  e.  g., 
Rule  3-3(a)  of  the  United  States  District  Court 
for  the  District  of  Columbia. 

149.  See,  e.  g.,  Camara  v.  Municipal  Court,  su- 
pra note  79,  387  U.S.  at  531-532,  534-539,  87 

S.Ct.  1727;  slip  op.  at  872-875  infra, U.S. 

App.D.C.  at ,  F.2d  at . 
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view  of  foreign  security  information  to 
be  unduly  myopic.  Not  only  does  it  rele- 
gate the  personal  interests  protected  by 
the  Fourth  and  First  Amendments  to  the 
level  of  second-class  rights,'**  it  also 
naively  equates  all  foreign  threats  with 
such  dangers  as  another  Pearl  Harbor.'*' 

Domestic  security  information,  which 
must,  under  Keith,  be  obtained  pursuant 
to  the  warrant  procedure,  may  be  no  less 
important  than  foreign  security  informa- 
tion, and  the  potential  harm  from  judi- 
cial error  no  less  devastating.  For  ex- 
ample, if  there  were  grounds  to  believe 
that  a  massive  conspiracy  existed  among 
military  officers  in  this  country  to  over- 
throw civilian  rule  and  institute  martial 
law,  a  judge  would  have  to  approve  any 
surveillance.  Yet  the  Government  would 
have  us  approve  a  rule  of  law  that  would 
grant  the  President  the  power  to  himself 
authorize  surveillance  to  obtain  informa- 
tion pertaining  to  routine  commercial  af- 
fairs, so  long  as  they  "affected"  such  an 
international  problem  as  our  balance  of 
payments.'"  And  it  should  be  obvious 
that  as  the  magnitude  of  a  national  se- 
curity threat  approaches  that  of  a  pre- 
emptive nuclear  attack  rather  than  that 

150.  See  note  86  supra. 

151.  See  Kelley,  supra  note  26,  at  4-5. 

152.  See  also  United  States  v.  Butenko,  supra 
note  14,  494  F.2d  at  629-630  (Gibbons,  J.,  dis- 
senting): 

According  to  the  Supreme  Court  a  President 
in  Lincoln's  position,  faced  with  an  internal 
insurrection,  remains  subject  to  judicial  re- 
view of  his  agents'  compliance  with  the 
fourth  amendment.  But  according  to  the 
[Butenko]  majority,  a  peace-time  President 
can  decide,  free  of  either  congressional  con- 
trol or  judicial  review,  what  invasions  of  pri- 
vacy are  reasonable  in  the  interest  of  his 
conduct  of  foreign  affairs. 

153.  In  fact,  this  is  one  argument  that  has  actu- 
ally been  asserted  as  an  affirmative  reason  for 
abrogating  prior  judicial  review  of  such  sur- 
veillances.   See  slip  op.  at  862-865   infra, 


of  a  minor  disruption  of  trade,  the  prob- 
ability that  a  judge  would  erroneously 
deny  the  Executive  the  requested  war- 
rant approaches  the  infinitesimal. 

A  third  possible  fear  behind  the  com- 
petence argument,  and  the  one  that  is 
most  realistic,  is  that  a  warrant  proce- 
dure will  deny  the  Government  the  bene- 
fits flowing  from  the  fact  that  most  sur- 
veillance could  be  barricaded  from  any 
judicial  review  if  there  were  only  post 
hoc  review  proceedings.  Since  surveil- 
lance often  would  not  be  used  for  prose- 
cutorial purposes,'**  and  since  few  indi- 
viduals would  institute  damage  actions 
on  the  mere  possibility  that  they  were 
the  subject  of  an  unreasonable  wiretap, 
much  warrantless  surveillance  would 
never  have  its  legality  challenged.'" 
However,  every  search  and  seizure  is 
properly  subject  to  judicial  review,  and 
the  fact  that  some  searches  are  not  actu- 
ally reviewed  is  a  mere  convenience.  To 
the  extent  that  this  argument  is  made 
an  affirmative  reason  for  abrogating  the 
warrant  procedure  as  a  frustration  of 
Executive  power,  it  amounts  to  no  more 
than  an  assertion  that  the  Executive 
Branch's  illegal  activities  are  best  kept 
secret.'**     We  find  such  an  argument  to 


U.S.App.D.C. 
at . 


at 


F.2d 


154.  The  Government  may,  of  course,  lie  about 
the  existence  of  wiretaps  which  it  wishes  to 
conceal.  However,  a  warrant  requirement 
should  be  an  added  deterrent  to  any  such  pos- 
sible deception,  since  the  sanctions  will  be 
stronger  if  the  lie  is  unearthed.  With  a  war- 
rant requirement  secret  surveillance  is  auto- 
matically unlawful;  with  no  such  requirement, 
even  if  the  Government's  deception  were  re- 
vealed it  could  still  argue  that  the  warrantless 
surveillance  was  a  "reasonable"  one. 

155.  To  the  extent  the  argument  is  premised  on 
possibly  more  reasonable  grounds  for  avoiding 
administrative  burdens  and  expense,  or  mini- 
mizing the  danger  of  security  leaks,  see  slip 

op.  at  861-863,  865-866  infra,  U.S.App. 

D.C.  at  — ,  ,  F.2d  at  ,  . 
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be,  to  say  the  least,  somewhat  less  than 
comj)elling. 

Thus,  given  the  fact  that  judicial  re- 
view of  Executive-ordered  surveillance 
would  be  proper  in  any  event  after  it 
occurs,  the  judicial  competence  argument 
has  no  substantial  merit  as  a  rationale 
for  abrogating  the  warrant  procedure. 

(2)  "Security  leaks":  It  has  been  said 
that 

[t]he  President,  both  as  Commander- 
in-Chief  and  as  the  Nation's  organ  for 
foreign  affairs,  has  available  intelli- 
gence services  whose  reports  are  not 
and  ought  not  to  be  published  to  the 
world.  It  would  be  intolerable  that 
courts,  without  the  relevant  informa- 
tion, should  review  and  perhaps  nullify 
actions  of  the  Executive  taken  on  in- 
formation properly  held  secret.*^* 

Disclosure  of  the  secret  information  on 
which  Executive  decisions  to  install  a 
wiretap  are  made  would  arguably  pose 
the  threat  of  security  leaks  which  might 
endanger  the  national  security  or  the 
lives  of  informants  and  agents,  or  which 
might  frustrate  the  projjosed  surveil- 
lance itself.  This  argument  was  rejected 
in  the  domestic  security  context  by  the 


Supreme  Court  in  Keith,  see  407  U.S.  at 
320-321,  92  S.Ct.  2125,  and  we  find  that 
it  is  no  more  persuasive  in  the  foreign 
security  context.  Since  the  warrant  pro- 
ceeding is  conducted  ex  parte,  disclosure 
of  information  can  be  restricted  to  the 
judge;  administrative  personnel  can  be 
provided  by  the  Government  should  he 
require  clerical  or  other  assistance. '^^ 

[23]  Moreover,  the  Government  can 
seek  the  warrant  from  a  judge  whose 
loyalty  and  discretion  it  considers  unim- 
peachable. Indeed,  judges  generally 
have  maintained  confidences  with  re- 
spect to  sensitive  information  in  criminal 
investigations,'**  and  are  likely  to  be 
even  more  careful  where  the  national  se- 
curity is  at  stake.'*'  And  as  the  Keith 
Court  observed,  "Title  III  *  *  *  al- 
ready has  imposed  this  responsibility  on 
the  judiciary  in  connection  with  such 
crimes  as  espionage,  sabotage  and  trea- 
son, §  2516(l)(a)  and  (c),  each  of  which 
may  involve  domestic  as  well  as  foreign 
security  threats."  '*"  Furthermore,  ex- 
cept for  the  possibility  of  frustrating  the 
tap  itself,  most  risks  of  security  leakage 
will  not  be  lessened  in  a  post  hoc  review 
setting.'*'  Finally,  it  is  important  to  re- 
alize  that   the  judge   need   only   satisfy 


156.  United  States  v.  Brown,  supra  note  113, 
484  F.2d  at  426,  quoting  Chicago  &  Southern 
Air  Lines  v.  Waterman  S.  S.  Corp.,  supra  note 
113,  333  U.S.  at  111,  68  S.Ct.  431.     See  also 

slip  op.   at  833-834  supra,  U.S.App.D.C. 

at , F.2d  at ;    sources  cited  at  note 

123  supra. 

157.  See,  e.  g.,  Keith,  supra  note  2,  407  U.S.  at 
321,  92  S.Ct.  2125;  cf.  Committee  for  Nuclear 
Responsibility  v.  Seaborg,  supra  note  83,  149 
U.S.App.D.C.  at  388  n.l2,  463  F.2d  at  791  n.l2. 
Indeed,  given  the  number  of  individuals  al- 
ready involved  in  a  decision  to  install  a  nation- 
al security  wiretap,  see  slip  op.  at  857-858  & 

note  24  supra,  U.S.App.D.C.  at  ,  

F.2d  at ,  the  additional  oversight  of  a  single 

federal  judge  poses  a  miniscule  marginal  risk  of 
a  security  breach. 


158.  See,  e.  g.,  Note,  supra  note  85,  87  Harv.L. 
Rev.  at  982;  Note,  supra  note  53,  45  S.Cal.L. 
Rev.  at  900^901. 

159.  In  particular,  there  is  no  evidence  that 
there  has  been  any  breach  of  secrecy  in  the 
increasing  number  of  cases  in  which  federal 
judges  have  examined  national  security  infor- 
mation in  post  hoc  review  during  criminal 
prosecutions.  See,  e.  g.,  notes  113  &  120  su- 
pra. 

160.  407  U.S.  at  321,  92  S.Ct.  at  2138. 

161.  And  even  the  risk  that  a  tap  would  be 
frustrated  may  persist  during  post  hoc  review 
if  there  is  a  continuing  surveillance  or  if  other 
surveillances  utilize  similar  methods  or  are  in- 
stituted in  circumstances  similar  to  those  in- 
volved in  the  surveillance  under  review. 
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himself  that  "probable  cause"  '*2  to  con- 
duct the  surveillance  exists.  Thus,  in 
cases  where  wiretapping  would  in  fact 
be  reasonable,  the  Government  should  be 
able  to  make  this  showing  without  actu- 
ally disclosing  the  vast  majority  of  the 
data  it  has  available;  '*^  indeed,  even  as 
to  information  which  it  does  disclose,  it 
could  withhold  the  name  or  other  infor- 
mation which  would  identify  an  infor- 
mant or  destroy  the  cover  of  an  agent.*" 

(3)  "Strategic"  information-gathering-: 
Foreign  security  wiretaps,  even  more 
than  domestic  security  wiretaps,***  are 
likely  to  be  aimed  at  collecting  and 
maintaining  "strategic"  intelligence  in- 
formation on  a  continuing  basis  rather 
than  at  obtaining  evidence  for  use  in 
criminal  prosecutions.  Such  long-term 
intelligence  gathering  is  supposedly  less 

162.  And  "probable  cause"  in  the  national  se- 
curity context  need  not  be  as  strict  as  proba- 
ble cause  in  the  context  of  ordinary  criminal 
investigations.      See    slip    op.      at     872-875 

iijfra, U.S.App.D.C.  at , F.2d 

at . 

163.  And  should  a  court  be  unsatisfied  with  an 
initial  showing  based  on  relatively  little  infor- 
mation, the  Government  could  come  back  with 
additional  data;  thus  a  court's  initial  denial  of 
a  search's  reasonableness  need  not  preclude 
the  search  from  occurring  if  it  is  in  fact  rea- 
sonable. Indeed,  appellees  in  effect  are  mak- 
ing a  similar  argument  when  they  claim  that 
disapproval  of  the  surveillance  in  this  case  by 
other  courts  was  based  on  the  fact  that  those 
courts  were  not  sufficiently  informed  of  the 
reasons  underlying  the  surveillance.  See  note 
16  supra. 

164.  See,  e.  g..  United  States  v.  Ventresca,  380 
U.S.  102.  108,  85  S.Ct.  741.  13  L.Ed.2d  684 
(1965)  (warrant  may  be  based  on  hearsay  so 
long  as  magistrate  is  informed  of  some  of  the 
underlying  circumstances  which  support  the 
affiant's  conclusion;  identity  of  an  informant 
need  not  be  disclosed);  Aguilar  v.  Texas,  su- 
pra note  24.  378  U.S.  at  114.  84  S.Ct.   1509. 

165.  The  proponents  of  Title  III  believed  that 
"the  special  advantage  of  electronic  surveil- 
lance is  that  it  is  a  valuable  tool  for  gathering 


offensive  to  Fourth  Amendment  values 
and    less   susceptible   to   judicial    review 
than   are  searches   in   the  criminal   con- 
text.***   It  is,  of  course,  a  myth  to  char- 
acterize national  security  surveillance  as 
purely  non-prosecutorial  in  the  criminal 
sense;    the  whole  controversy  concerning 
wiretap     legislation     pre-Katz    revolved 
around    the    question    whether   evidence 
obtained  in  the  course  of  a  national  se- 
curity  surveillance    should    be    admitted 
into  evidence  if  the  wiretap  had  not  re- 
ceived prior  judicial  approval.**^    Incrim- 
inating    evidence     is     often     uncovered 
through  such  a  wiretap,***  and  the  cases 
which  have  dealt  with  the  issue  of  the 
constitutionality  of  warrantless  national 
security  surveillance  **'  demonstrate  that 
the  Executive  Branch  will  not  hesitate  to 
utilize   the   fruits   of  its   surveillance   to 
obtain  criminal  convictions.*™ 

strategic  intelligence  about  organized  crime 
and  that  it  thus  enables  law  enforcement  offi- 
cials to  obtain  'a  look  at  the  overall  picture' 
for  'prevention'  purposes."  Schwartz,  The  Le- 
gitimation of  Electronic  Eavesdropping:  The 
Politics  of  "Law  and  Order".  67  Mich.L.Rev. 
454.  468-469  (1969),  and  sources  cited  therein. 

166.  See  sources  cited  note  124  supra. 

167.  See.  e.  g.,  S.Rep.No.l097,  90th  Cong.,  2d 
Sess.,  67-69  (1968);  Theoharis  &  Meyer,  supra 
note  53. 

168.  Many  activities  of  the  subjects  of  national 
security  surveillances  would  likely  be  criminal, 
even  if  the  purpose  of  the  surveillance  were 
purely  intelligence  gathering  for  long-or  short- 
term  national  security  information.  See,  e.  g., 
18  U.S.C.  §§  791-799  (1970)  (relating  to  espio- 
nage); id.  §§2151-2157  (relating  to  sabotage); 
id.  §§  2381-2391  (relating  to  treason,  sedition, 
and  subversive  activities). 

169.  See,  e.  g.,  cases  cited  shp  op.  at  853-855  & 

note  III  supra,  U.S.App.D.C.  at .  

F.2d  at  .    See  also  note  240  infra. 

170.  Domestic  threats  to  the  national  security 
may  also  prompt  purely  intelligence  gathering 
surveillance.  See  note  165  supra ;  Keith,  su- 
pra note  2,  407  U.S.  at  318-319,  92  S.Ct.  2125. 
The  Supreme  Court  nevertheless  rejected  this 
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More  important  is  the  fact  that  "[o]ffi- 
cial  surveillance,  whether  its  purpose  be 
criminal  investigation  or  ongoing  intelli- 
gence gathering,  risks  infringement  of 
constitutionally  protected  privacy  of 
speech."  Keith,  supra,  407  U.S.  at  320, 
92  S.Ct.  at  2138  (emphasis  added).  In- 
deed, the  ongoing  nature  of  such  surveil- 
lance just  increases  its  intrusiveness  and 
the  likelihood  that  individuals  will  fear 
that  their  conversations  are  being  over- 
heard. See  id.  Nor  are  the  Fourth 
Amendment  privacy  interests  any  weak- 
er merely  because  the  offensive  search 
does  not  lead  to  a  criminal  prosecution."' 
Public  disclosure  of  many  legal  activities 

as  a  reason  for  abrogating  the  warrant  re- 
quirement, see  id.  at  320,  92  S.Ct.  2125.  al- 
though it  recognized  that  such  considerations 
may  affect  the  probable  cause  showing  neces- 
sary for  securing  a  warrant,  see  id.  at  322,  92 
S.Ct.  2125. 

171.  See,  e.  g.,  Camara  v.  Municipal  Court,  su- 
pra note  79,  387  U.S.  at  528-531.  87  S.Ct. 
1727,  citing  with  approval  Abel  v.  United 
States.  362  U.S.  217.  254-256.  80  S.Ct.  683.  4 
L.Ed.2d  668  (1960)  (Brennan.  J.,  dissenting). 
and  District  of  Columbia  v.  Little,  supra  note 
107;    note  173  infra. 

172.  See,  e.  g.,  Berger  v.  New  York,  supra  note 
110,  388  U.S.  at  64-66,  87  S.Ct.  1783  (Douglas, 
J.,  concurring),  and  sources  cited  therein; 
Note,  supra  note  85,  87  Harv.L.Rev.  at  986- 
987.  See  also,  e.  g.,  Washington  Star-News. 
May  16.  1974.  at  A-1.  col.  1  (President  Nixon's 
resentment  at  discovery  he  was  allegedly  wire- 
tapped during  1962  gubernatorial  campaign); 
note  86  supra. 

173.  Like  most  of  the  Bill  of  Rights  [the  Fourth 
Amendment]  was  not  designed  to  be  a  shel- 
ter for  criminals,  but  a  basic  protection  for 
everyone;  to  be  sure,  it  must  be  upheld 
when  asserted  by  criminals,  in  order  that  it 
may  be  at  all  effective,  but  it  "reaches  all 
alike,  whether  accused  of  crime  or  not." 
*  *  *  It  is  the  individual's  interest  in  pri- 
vacy which  the  Amendment  protects,  and 
that  would  not  appear  to  fluctuate  with  the 
"intent"  of  the  invading  officers.  It  is  true 
that  the  greatest  and  most  effective  preven- 
tive against  unlawful  searches  that  has  been 
devised  is  the  exclusion  of  their  fruits  from 


could  be  highly  embarrassing  and  intimi- 
dating; indeed,  mere  knowledge  that 
one's  "private"  discussions  have  been 
overheard  may  be  extremely  insulting  or 
traumatic.*"  In  short,  the  premise  be- 
hind the  "strategic  information"  ration- 
ale for  abrogating  the  warrant  proce- 
dure, the  idea  that  the  Fourth  Amend- 
ment is  limited  to  remedies  in  the  crimi- 
nal process,  is  anomalous,  since  it  would 
suggest  that  the  more  innocent  the  indi- 
vidual the  less  protection  his  privacy  in- 
terests merit."^ 

[24]     (4)  "Delay":    It  is  frequently  as- 
serted that  electronic  surveillance  must 

criminal  evidence,  *  *  *  but  it  is  strange 
reasoning  to  infer  from  this  that  the  central 
thrust  of  the  guarantee  is  to  protect  against 
a  search  for  such  evidence. 

Abel  V.  United  States,  supra  note  171,  362  U.S. 
at  255,  80  S.Ct.  at  705  (Brennan,  J.,  dissent- 
ing), cited  approvingly  in  Camara  v.  Municipal 
Court,  supra  note  79,  387  U.S.  at  530.  87  S.Ct. 
1727. 
The  basic  premise  of  the  prohibition  against 
searches  was  not  protection  against  self-in- 
crimination;  it  was  the  common-law  right  of 
a  man  to  privacy  in  his  home,  a  right  which 
is  one  of  the  indispensable  ultimate  essen- 
tials of  our  concept  of  civilization.     *     *     * 
It  belonged  to  all  men,  not  merely  to  crimi- 
nals,  real   or   suspected.      *     *     *     To   say 
that  a  man  suspected  of  crime  has  a  right  to 
protection  against  search  of  his  home  with- 
out a  warrant,  but  that  a  man  not  suspected 
of  crime  has  no  such  protection,  is  a  fantas- 
tic absurdity. 
District  of  Columbia  v.  Little,  supra  note  107. 
85  U.S.App.D.C.  at  245-246,   178  F.2d  at   16- 
17,  cited  approvingly  in  Camara  v.  Municipal 
Court,  supra  note  79,  387  U.S.  at  530,  87  S.Ct. 
1727.    See  also  Bivens  v.  Six  Unknown  Named 
Agents  of  the  Federal  Bureau  of  Narcotics.  403 
U.S.  388.  392,  91    S.Ct.    1999.  29  L.Ed.2d  619 
(1971)     (finding     constitutional     remedy     for 
Fourth  Amendment  violations,  despite  fact  no 
criminal  indictment  was  imminent);   Wyman  v. 
James,  supra  note  94,  400  U.S.  at  317,  91  S.Ct. 
381  (dictum). 
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often  be  hastily  instituted,  and  that  the 
delay  which  would  result  from  compli- 
ance with  a  warrant  procedure  could 
mean  loss  of  essential  intelligence  infor- 
mation and  subsequent  disastrous  harm 
to  the  national  security.''^  Admitting 
the  validity  of  this  contention,  we  never- 
theless find  it  to  ije  nothing  more  than 
an  argument  that  warrantless  electronic 
surveillance,  like  many  other  warrantless 
searches,"^  may  be  justifiable  in  exigent 
circumstances.  It  cannot  be  gainsaid 
that  even  if  national  security  surveil- 
lance is  subjected  to  prior  judicial  ap- 
proval a  traditional  exigent  circum- 
stances exception  should  be  available 
where  delay  might  cause  irreparable 
harm.  Indeed,  even  Title  III  provides 
for  up  to  48  hours  of  warrantless  surveil- 
lance if  "an  emergency  situation  exists 
with  respect  to  conspiratorial  activities 
threatening  the  national  security  inter- 
est." '^*  However,  to  allow  the  potential 
for    harm    in    certain    exigent    circum- 

174.  See  sources  cited  note  125  supra.  See 
also  note  120  supra. 

175.  See,  e.  g.,  Coolidge  v.  New  Hampshire,  su- 
pra note  96,  403  U.S.  at  454--155,  91  S.Ct. 
2022;  Camara  v.  Municipal  Court,  supra  note 
79,  387  U.S.  at  539,  87  S.Ct.  1727;  United 
States  V.  Mapp,  2  Cir.,  476  F.2d  67,  76  (1973); 
notes  89  &  93  supra. 

176.  18  U.S.C.  §  2518(7)  (1970),  discussed  note 
240  infra.  Moreover,  as  the  Supreme  Court 
perceived  in  Katz  v.  United  States,  supra  note 
54,  389  U.S.  at  358  n.21,  88  S.Ct.  at  515,  in 
holding  a  surveillance  not  to  fall  within  the 
"hot  pursuit"  exception  to  the  warrant  re- 
quirement: 

Although  "[tjhe  Fourth  Amendment  does 
not  require  police  officers  to  delay  in  the 
course  of  an  investigation  if  to  do  so  would 
gravely  endanger  their  lives  or  the  lives  of 
others,"  Warden  Md.  Penitentiary  v.  Hay- 
den,  387  U.S.  294,  298-299,  87  S.Ct.  1642, 
1646,  18  L.Ed.2d  782,  there  seems  little  like- 
lihood that  electronic  surveillance  would  be 
a  realistic  possibility  in  a  situation  so 
fraught  with  urgency. 


stances  to  serve  as  a  justification  for 
dispensing  with  a  warrant  in  all  national 
security  contexts  is  to  let  the  tail  wag 
the  dog.  And  particularly  when  one  re- 
calls that  the  average  national  security 
surveillance  has  a  duration  of  from  70  to 
200  days,'"  it  is  obvious  that  even  if  a 
warrantless  wiretap  must  be  hastily  in- 
stalled, a  judge  could  be  requested  with- 
in a  brief  period  to  authorize  its  continu- 
ation.'™ Finally,  given  former  Attorney 
General  Saxbe's  description  of  Executive 
procedures  relating  to  departmental 
wiretap  authorizations,'"  it  would  ap- 
pear that  most  wiretap  installations  are 
carefully  planned  in  advance  particularly 
where  the  goal  is  general  intelligence 
gathering.  Thus  in  the  vast  majority  of 
cases  delay  will  be  no  problem,  and  those 
rare  cases  in  which  it  would  be  a  prob- 
lem may  be  subsumed  within  the  normal 
exception  for  searches  conducted  in  exi- 
gent circumstances. 

Of  course,  there  may  be  exigent  circumstances 
where  imminent  danger  of  loss  of  vital  infor- 
mation would  justify  dispensing  with  the  war- 
rant procedure,  although  a  warrant  should 
generally  be  obtainable  during  the  period  in 
which  wiretap  preparations  are  being  made 
and   Executive   authorization   is  being  sought. 

See  slip  op.  at  857-858  supra,  U.S.App. 

D.C.  at  ,  F.2d  at  . 

177.  See  Keith,  supra  note  2,  407  U.S.  at  325- 
326  &  n.3,  334,  92  S.Ct.  2125  (appendix  to 
opinion  of  Douglas,  J.,  concurring).  See  also 
note  26  supra. 

178.  Cf.  18  U.S.C.  §  2518(7)  (1970)  (authoriz- 
ing warrantless  surveillance  when  "emergency 
situation  exists  with  respect  to  conspiratorial 
activities  threatening  the  national  security  in- 
terest," if  application  for  warrant  pursuant  to 
statute  is  made  within  48  hours  after  intercep- 
tion begins). 

179.  See  slip  op.  at  857-858  supra, U.S.App. 

D.C.  at  ,  F.2d  at  . 


57-282  O  -  76  -  pt.  2  -  31 
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(5)  "Administrative  burden"  on  courts 
and  the  Executive:  It  has  been  suggest- 
ed that 

judges  [should  not  be]  burdened  with 
the  grave  responsibility  of  deciding 
whether  [national  security]  surveillanc- 
es are  reasonable  and  necessary  to  ful- 
fill information  requirements  of  for- 
eign policy  and  national  defense[.]  ^^ 
If  this  "burden"  refers  to  the  imposition 
of  a  task  beyond  the  capability  of  the 
judiciary,  our  "judicial  competence"  ar- 
gument should  indicate  our  feelings  as  to 
this  asserted  factor  for  abrogating  the 
warrant  procedure.  If,  however,  it  re- 
fers to  the  desirability  of  removing  the 
weight  of  responsibility  for  making  ad- 
mittedly difficult  decisions  from  our 
shoulders,  we  can  only  respond  that  we 
are  grateful  for  the  sympathy  with 
which  our  role  is  viewed.  Nevertheless, 
we  are  mindful  that  the  judicial  system 
is  the  focal  point  of  all  the  conflicts  and 
controversies  of  our  society,  and  that  the 
task  of  a  judge,  though  not  always  a 
pleasant  or  a  simple  one,  is  to  resolve 
those  controversies  in  the  fairest  manner 
of  which  he  is  capable.  Faced  with  such 
problems,  we  can  only  recall  Chief  Jus- 
tice Marshall's  lament: 

With  whatever  doubts,  with  whatev- 
er difficulties,  a  case  may  be  attended, 
we   must   decide   it,   if   it   be   brought 

180.  Kelley.  supra  note  26,  at  9.  See  also  Unit- 
ed States  V.  Butenko.  D.N.J. ,  318  F.Supp.  66, 
72  (1970),  affirmed  3  Cir.,  494  F.2d  593,  cert, 
denied.  419  U.S.  881,  95  S.Ct.  147,  43  L.Ed.2d 
121  (1974). 

181.  Cf.  slip  op.  at  861-862  supra, U.S.App. 

D.C.  at ,  F.2d  at  . 

182.  If  the  number  of  foreign  security  wiretaps 
is  as  small  as  the  Government  has  periodically 
asserted,  see,  e.  g.,  Schwartz,  Reflections  on 
Six  Years  of  Legitimated  Electronic  Surveil- 
lance, in  Privacy  in  a  Free  Society  38,  50-51 
(final  report  of  Annual  Chief  Justice  Earl  War- 
ren Conference   on   Advocacy  in  the   United 


before  us.  We  have  no  more  right  to 
decline  the  exercise  of  jurisdiction 
which  is  given,  then  to  usurp  that 
which  is  not  given.  The  one  or  the 
other  would  be  treason  to  the  constitu- 
tion. Questions  may  occur  which  we 
would  gladly  avoid;  but  we  cannot 
avoid  them.  All  we  can  do  is,  to  exer- 
cise our  best  judgment,  and  conscien- 
tiously to  perform  our  duty. 

Cohens  v.  Virginia,  19  U.S.  (6  Wheat.) 
264,  404,  5  L.Ed.  257  (1821).  Although 
the  "burden"  argument  may  be  cast  al- 
ternatively as  the  administrative  cost 
and  burden  which  will  be  imposed  on  the 
Executive  Branch  if  it  must  justify  in 
every  case  '**  its  request  for  a  wiretap, 
we  decline  to  accept  an  argument 
grounded  in  expediency  as  a  basis  for 
resolving  our  constitutional  inquiry.  As 
the  Supreme  Court  in  Keith  observed  in 
rejecting  a  similar  argument  in  the  do- 
mestic context,  "Although  some  added 
burden  will  be  imposed  upon  the  Attor- 
ney (ieneral,  this  inconvenience  is  justi- 
fied in  a  free  society  to  protect  constitu- 
tional values."  407  U.S.  at  321,  92  S.Ct. 
at  2139.'82 


D. 

Having  analyzed   those   factors   which 
might  dictate  abrogation  of  the  warrant 

States  1974);  Note,  supra  note  53,  45  S.Cal.L. 
Rev.  at  901  &  n.51;  N.Y.  Times,  Dec.  19,  1971, 
at  20,  col.  4,  there  should  be  no  substantial 
burden  or  expense  involved  in  complying  with 
the  warrant  procedure.  If  there  are  considera- 
bly more  wiretaps  than  the  Government  ad- 
mits, one  might  question  whether  they  are  all 
necessary  for  national  security  purposes  or 
doubt  the  candor  of  the  Government's  asser- 
tion that  the  proper  remedy  for  excessive  Ex- 
ecutive-ordered surveillance  is  through  the  po- 
litical process.  See  also  Wicker,  A  Gross  In- 
vasion, N.Y.  Times,  Dec.  19,  1971,  §  4  at  11, 
col.  6. 
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requirement  for  that  category  of  cases  in 
which  surveillance  is  based  upon  the 
President's  constitutional  powers  with 
respect  to  the  conduct  of  foreign  affairs, 
we  find  that  they  do  not  suggest  that 
the  warrant  procedure  would  actually 
fetter  the  legitimate  intelligence  gather- 
ing functions  of  the  Executive  Branch. 
Indeed,  our  analysis  would  suggest  that, 
absent  exigent  circumstances,  no  wire- 
tapping in  the  area  of  foreign  affairs 
should  be  exempt  from  prior  judicial 
scrutiny,  irrespective  of  the  justification 
for  the  surveillance  or  the  importance  of 
the  information  sought.  As  in  Keith,  we 
need  not  rest  our  decision  on  so  broad  a 
holding,  since  we  are  only  presented 
with  a  case  in  which  foreign  threats  of 
retaliation  against  individual  citizens 
abroad  were  provoked  by  the  actions  of 
the  domestic  organization  which  was 
subsequently  wiretapped,  rather  than  a 
case  in  which  the  wiretapped  organiza- 
tion acted  in  collaboration  with,  or  as  the 
agent  of,  the  foreign  power  from  which 
the  threat  emanated.'*' 

183.  Q  Was  there  anything  in  the  information 
that  you  obtained  regarding  the  JDL  prior  to 
September  14,  1970  that  indicated  that  the 
JDL  was  acting  on  behalf  of  a  foreign  pow- 
er? 

A    No,  sir. 

Q  Was  there  anything  in  the  information 
that  you  received  that  indicated  that  it  was 
engaged  in  espionage? 

A    Not  to  my  recollection. 

Q  Or  in  plotting  the  violent  overthrow  of 
the  United  States  Government? 

A  Well,  I  suppose  that  could  be  con- 
sidered in  the  matter  of  degree  of  an  organi- 
zation like  this  carrying  out  activities  that 
fly  in  the  face  of  the  governmental  control 
on  foreign  policy.  It's  a  matter  of  degree  as 
to  whether  there  would  be  or  would  not  be. 
When  they  are  usurping  authority,  it  may 
very  well  be  construed  as  that. 

Q  But  you  are  focusing  your  attention  on 
the  activities  that  were  engaged  against  So- 
viet officials,  not  against  American  officials. 


In  the  Solicitor  General's  brief  to  the 
Supreme  Court  in  Keith,  the  Govern- 
ment argued  strenuously  that  foreign 
and  domestic  threats  to  the  national  se- 
curity were  often  intertvdned  and  that, 
since  warrantless  surveillance  for  foreign 
intelligence  gathering  should  certainly 
be  sustained,  warrants  should  not  be  re- 
quired for  any  national  security  surveil- 
lance.'** The  Court  rejected  this  argu- 
ment by  imposing  the  warrant  procedure 
on  domestic  security  wiretapping  and 
limiting  the  scope  of  its  decision.  Point- 
ing to  the  facts  before  it,  the  Keith 
Court  made  clear  that  no  foreign  threat 
was  involved: 

[T]he  instant  case  requires  no  judg- 
ment on  the  scope  of  the  President's 
surveillance  power  with  respect  to  the 
activities  of  foreign  powers,  within  or 
without  this  country.  The  Attorney 
General's  affidavit  in  this  case  states 
that  the  surveillances  were  "deemed 
necessary  to  protect  the  nation  from 
attempts  of  domestic  organizations  to 
attack  and  subvert  the  existing  struc- 

A    And  Arab  officials. 
Q    Soviet  and  Arab  officials. 
A    Their  acts  related  to  acts  that  could  be 
taken  against  American  officials,  particularly 
those  overseas. 

Q    But  there  was  no  evidence  that  you 
had  that  they  themselves  were  plotting  the 
violent    overthrow    of    the    United    States 
Government? 
A    As  a  total  concept,  no. 
Q    Or  that  they  were  plotting  any  inva- 
sion of  the  United  States  on  behalf  of  a  for- 
eign power? 
A    No. 
JA  at  48-50  (deposition  of  Attorney  General 
Mitchell).    Appellees  have  acquiesced  in  appel- 
lants' contention  that  they  are  a  domestic  or- 
ganization.    See  brief  for  appellees  at  28. 

184.  Brief  for  the  United  States  in  Keith,  supra 
note  2,  at  31-33.  See  also  United  States  v. 
Hoffman,  supra  note  111,  334  F.Supp.  at  506- 
507. 
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ture  of  Government"  (emphasis  sup- 
plied). There  is  no  evidence  of  any 
involvement,  directly  or  indirectly,  of  a 
foreigTi  power.'*^ 

In  concluding  its  opinion,  the  Court  re- 
emphasized  the  scope  of  its  holding: 
[T]his  case  involves  only  the  domestic 
aspects  of  national  security.     We  have 
not  addressed,  and  express  no  opinion 
as    to,    the    issues    which    may    be    in- 
volved with  respect  to  activities  of  for- 
eign powers  or  their  agents.'** 
Although   appellants  contend   and   ap- 
pellees admit  '*^  that  the  JDL   is  a  do- 
mestic organization  with  no  Russian  con- 
nection,  that   fact   does   not   mean   that 
appellants       are       correct       in        their 
assertion  '**  that  the  warrantless  surveil- 
lance here  is  automatically  unlawful.     In 
Keith,  "[t]here  was  no  evidence  of  any 
involvement,  directly  or  indirectly,  of  a 
foreign     power."       Here,     by     contrast, 
while  there  is  no  collaboration  between 
the  JDL  and  Russia — quite  the  reverse — 
JDL's  activities  did  involve  Russia  in  a 
confrontation    with    the    United    States. 
Thus   this  case   does   indeed   involve  the 
foreign  affairs  of  this  country  and  there- 
fore  falls  outside   the   holding  in   Keith 
and  into  the  area  it  reserved  for  future 
disposition.      Although    the    type    of   in- 
volvement  here   was   not   anticipated   in 
Keith,  there  is  no  indication  that  Keith 
intended   to   limit   "involvement"   to  col- 


laboration with  a  foreign  power.  Collab- 
oration simply  was  the  most  obvious  ex- 
ample of  how  a  domestic  organization 
could  become  involved  in  the  foreign  af- 
fairs of  this  country.'*' 

[25]  The  rationale  underlying  Keith 
nevertheless  requires  that  warrants  be 
obtained  before  surveillance  can  take 
place  on  a  domestic  organization  that 
shares  no  community  of  interest  with  the 
foreign  power  "involved"  in  the  case. 
Judge  Costantino,  in  assessing  the  legali- 
ty of  the  same  wiretaps  involved  in  this 
case,  although  in  a  criminal  context,  suc- 
cinctly stated  the  appropriateness  of  ap- 
plying the  reasoning  of  Keith  to  our 
case: 

[T]he  President's  duty  "to  preserve, 
protect  and  defend  the  Constitution  of 
the  United  States,"  was  not  [.under 
Keith  ]  a  sufficient  basis  to  allow  war- 
rantless surveillance  for  the  purpose  of 
"domestic  security."  It  would  likewise 
be  held,  then,  that  the  President's 
power  to  conduct  foreign  affairs  would 
not  be  a  basis  for  allowing  warrantless 
surveillance  of  domestic  groups  whose 
activities  and  conduct  are  not  in  any 
way  controlled  by  a  foreign  power. 
That  a  domestic  group,  through  con- 
duct which  would  be  violative  of  the 
internal  laws  of  this  country,  may  by 
some  indirect  manner  affect  the  rela- 
tions between  this  country  and  anoth- 


185.  407  U.S.  at  308-309,  92  S.Ct.  at  2132  (foot- 
note omitted).     See  also  note  189  infra. 

186.  407  U.S.  at  321-322,  92  S.Ct.  at  2139.  At 
this  point  in  the  opinion  the  Court  also 
dropped  its  footnote  20,   see  slip  op.    at  850 

supra,    U.S.App.D.C.    at    ,    F.2d 

at  ,  which  noted,  though  not  approvingly, 

the  view  that  warrantless  surveillance  might 
be  constitutional  where  "foreign  powers  are 
involved."    407  U.S.  at  322  n.20,  92  S.Ct.  2125. 

187.  See  note  183  supra. 

188.  See  brief  for  appellants  at  20-23. 


189.  See  407  U.S.  at  309  n.8,  92  S.Ct.  2125. 
For  example,  if  the  defendant  in  Keith  had 
been  financed  by  a  foreign  power,  the  Court 
would  have  treated  the  case  as  involving  the 
foreign  aspects  of  our  national  security  even 
though  the  foreign  power  had  itself  taken  no 
overt  action  against  this  country.  In  our  case, 
since  the  threat  to  national  security  emanated 
from  Russia,  there  is  no  question  that  the 
President's  foreign  affairs  powers  must  be 
considered  in  our  decision  whether  the  surveil- 
lance was  lawful. 
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er  would  not  be,  under  the  reasoning 
of  Eastern  District  of  Michigan,  a  suf- 
ficient cause  to  allow  warrantless  sur- 
veillance. Of  greatest  significance,  is 
the  fact  that  the  conduct  which  forms 
the  gravamen  of  this  case  involves 
"domestic"  crimes,  and  that  there  is 
only  an  indirect  relation  between  the 
alleged  conduct  of  the  defendants  and 
the   foreign   affairs  of  this  country.'*" 

[26]  Much  of  the  Keith  opinion  was 
concerned  with  the  vagueness  of  the  as- 
serted power  to  protect  the  "domestic 
security" "'  and  the  substantial  danger 
to  political  dissent  that  could  result  from 
abuse  of  such  a  power.  As  we  have 
noted,''^  the  concept  of  "affecting  for- 
eign relations"  is  no  less  vague  and  no 
less  subject  to  abuse,  particularly  when  a 
domestic  organization  has  no  positive 
nexus  with  the  foreign  power  making 
threats  against  this  country.  It  would 
indeed  be  anomalous  to  allow  the 
Government  to  engage  in  warrantless 
surreptitious  surveillance  of  activity, 
which  would  otherwise  remain  private 
and  protected,  merely  because  another 
government  is  antagonized  by  such  ac- 
tivity.    To  the  extent  such  activity  con- 

190.  United  States  v.  Schwartz,  supra  note  16 
(memorandum  and  order  suppressing  wiretaps 
and  ordering  disclosure  for  Alderman  hearing) 
(slip  op.  at  4). 

191.  407  U.S.  at  314,  320,  92  S.Ct.  2125.  As 
Senator  Hart  worried  during  the  floor  debate 
on  §  2511(3),  discussed  at  slip  op.  at    875-888 

&       note       219       infra,       U.S.App.D.C. 

at ,  F.2d  at : 

As  1  read  it — and  this  is  my  fear — we  are 
saying  that  the  President,  on  his  motion, 
could  declare — name  your  favorite  poison — 
draft  dodgers,  Black  Muslims,  the  Ku  Klux 
Klan,  or  civil  rights  activists  to  be  a  clear 
and  present  danger  to  the  structure  or  exist- 
ence of  the  Government. 

114  Cong.Rec.    14750  (1968),   quoted  in  Keith. 

supra  note  2,  407  U.S.  at  314,  92  S.Ct.  2125. 


stitutes  domestic  crime,  there  is  no  rea- 
son to  accord  the  suspect  less  protection 
merely  because  a  foreign  power  objects 
to  the  activity;  to  the  extent  such  activi- 
ty constitutes  protected  speech,  there  is 
the  inherent  danger  that  the  Govern- 
ment will  use  the  protests  of  foreign 
powers  or  the  fact  that  the  speech  "af- 
fects" its  foreign  relations  to  dampen 
protests  to  its  foreign  relations  policies. 
For  example,  such  an  exception  to  the 
warrant  requirement  would  have  allowed 
warrantless  surveillance  of  all  groups 
protesting  our  policies  during  the  con- 
flict in  Vietnam,  for  the  Johnson  and 
Nixon  Administrations  were  both  of  the 
opinion,  in  concurrence  with  the  opinion 
of  the  government  of  South  Vietnam, 
that  such  protests  were  making  success- 
ful negotiation  in  Paris  impossible  and 
military  operations  in  Vietnam  more  dif- 
ficult, and  that  they  thus  posed  a  severe 
threat  to  the  national  security."^ 

Moreover,  when  domestic  organiza- 
tions are  involved,  not  only  are  the  inter- 
ests in  favor  of  requiring  a  warrant 
strongest,  but  the  possible  arguments 
against  the  warrant  procedure,  which 
are  weak  in  any  event,  have  even  less 
force.      There    is    less    objection    to    the 

See  also  S.Rep.No.l097,  supra  note  167,  at  174 
(additional  views  of  Senator  Hart  on  Title  III 
of  S.  917).  Given  the  way  in  which  the  activi- 
ties of  many  similar  organizations  may  also  be 
said  to  "affect"  in  some  manner  the  foreign 
relations  or  foreign  policy  decisions  of  the 
United  States,  the  "affecting  foreign  relations" 
test  would  appear  to  be  similarly  overbroad 
and  vague. 

192.  See,  e.  g..  slip  op.  at  846-849    &  notes  42 

&  108  supra,  U.S.App.D.C. 

at . F.2d  at .     See  also 

note  67  supra. 

193.  See,  e.  g.,  N.Y.  Times,  Feb.  9,  1972,  at  1, 
col.  1,  12  col.  3;  N.Y.  Times,  July  28.  1972,  at 
1,  col.  8,  10  cols.  1-8  (presidential  news  con- 
ference on  foreign  and  domestic  affairs). 
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competence  of  judges  to  properly  weigh 
the  respective  interests,  since  judges  are 
both  familiar  with  criminal  activity  and 
sensitive  to  the  importance  of  protecting 
First  Amendment  rights.  For  example, 
the  Government  does  not  suggest  that 
we  are  incapable  of  assessing  the  reason- 
ableness of  the  wiretaps  here  in  question 
on  the  basis  of  State  Department  docu- 
ments which  were  also  available  when 
the  surveillance  was  originally  instituted. 
Furthermore,  security  leaks  during  a 
warrant  proceeding  are  less  likely  to  dis- 
rupt foreign  relations  in  a  case  such  as 
the  present  one,  since  the  domestic  or- 
ganization by  hypothesis  has  no  ties  with 
the  foreign  power.  Indeed,  if  it  had 
been  disclosed  that  JDL  conversations 
were  being  overheard  in  an  effort  to  ap- 
pease the  Soviet  Government,  a  furor 
might  have  resulted  domestically,  but  it 
is  doubtful  such  a  disclosure  would  have 
caused  the  Soviet  Union  to  act  to  our 
detriment.'*^  Moreover,  in  this  case  all 
of  the  essential  information  which 
prompted  the  wiretap  installation,  in- 
cluding the  fact  of  Soviet  protests,  was 
already  in  the  public  domain.'*^  Nor  is 
there  as  much  force  in  the  argument 
that  long-term  surveillance  is  justifiable 
for  strategic  information  gathering  pur- 
poses when  the  domestic  organization 
can  yield  no  information  about  "the  in- 

194.  Even  if  a  breach  of  security  frustrates  the 
surveillance  itself  or  endangers  Government 
informers  or  agents  in  the  United  States,  the 
threat  is  not  therefore  different  from  that  in  an 
ordinary  criminal  situation. 

195.  See  note  23  supra. 

196.  See  United  States  v.  Butenko,  supra  note 
14,  494  F.2d  at  601.  See  also  id.  at  608  (Presi- 
dent should  be  "aware  of  the  posture  of  for- 
eign nations  toward  the  United  States,  the  in- 
telligence activities  of  foreign  countries  aimed 
at  uncovering  American  secrets,  and  the  policy 
positions  of  foreign  states  on  a  broad  range  of 
international  issues"). 


tentions,  capabilities  and  possible  re- 
sponses of  other  countries."  '**  For  ex- 
ample, surveillance  of  the  JDL  could 
provide  no  information  as  to  action 
which  the  Soviet  Government  would  it- 
self take.  To  the  extent  information  on 
criminal  activities  which  would  antago- 
nize the  Soviet  Union  could  be  obtained 
through  surveillance,  a  traditional  war- 
rant would  serve  as  well;  to  the  extent 
information  on  First  Amendment  demon- 
strations which  would  antagonize  the  So- 
viet Union  could  be  obtained,  it  is  doubt- 
ful whether  the  Government  could  or 
should  be  able  to  take  any  actions  to 
prevent  such  "embarrassment."  '*^ 

Most  important,  given  the  way  in 
which  almost  any  activity  can  be  said  to 
relate,  at  least  remotely,  to  foreign  af- 
fairs or  foreign  policy  making,  the  po- 
tential scope  of  such  an  exception  to  the 
warrant  requirement  is  boundless,  and 
thus  a  substantial  danger  to  the  values 
the  Fourth  Amendment  was  fashioned  to 
protect.  And  although  we  doubt  that  an 
exception  to  the  warrant  requirement 
should  be  created  even  for  the  activities 
of  foreign  agents  or  collaborators,  at 
least  such  an  exception  would  be  more 
"carefully  delineated"  "*  than  an  excep- 
tion allowing  warrantless  wiretapping 
whenever  the  activities  of  domestic 
groups  incur  the  wrath  of  a  foreign  pow- 

197.  Recently  there  have  been  disturbing  reve- 
lations concerning  secret  FBI  counterintelli- 
gence programs  which  in  fact  employed  such 
improper  practices.  See,  e.  g.,  Statement  of 
Attorney  General  William  B.  Saxbe  and  Report 
on  FBI  Cointelpro  Activities  (Dept.  of  Justice 
release,  Nov.  18,  1974);  N.Y.  Times,  Nov.  19, 
1974,  at  €27,  cols.  1-8;  Washington  Post,  Nov. 
18,   1974,  at  C9,  cols.  4-6. 

198.  See  407  U.S.  at  318,  92  S.Ct.  2125;   slip  op. 

at  842-844  supra, U.S.App.D.C.  at , 

F.2d  at  . 
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er  or  affect  in  any  manner  the  conduct 
of  our  foreign  affairs.'" 

E. 

Since  we  have  determined  that  the 
President's  authority  with  respect  to  the 
conduct  of  foreign  affairs  does  not  ex- 
cuse him  from  seeking  judicial  approval 
before  instituting  a  surveillance,  at  least 
where  the  subject  of  the  surveillance  is  a 
domestic  organization  that  is  not  the 
agent  of  or  acting  in  collaboration  with  a 
foreign  power,  we  feel  we  should  at  least 
briefly  adumbrate  our  views  as  to  the 
role  of  the  judge  in  such  a  proceeding. 
Although  such  a  statement  is  not  neces- 
sary for  resolution  of  the  pending  case, 
we  believe  it  would  serve  the  salutary 
purpose  of  informing  both  the  Executive 
Branch  and  members  of  the  judiciary  of 
some  of  the  considerations  which  should 
guide  their  actions  in  the  future.^*** 
Moreover,  we  find  such  a  statement  par- 
ticularly necessary  in  light  of  the  fact 
that  those  courts  which  have  limited  the 
role  of  the  judiciary  to  post  hoe  determi- 
nation of  the  "reasonableness"  of  nation- 
al security  surveillances  have  also  sharp- 
ly circumscribed  the  judiciary's  role  in 
balancing  the  actual  need  of  the  Govern- 

199.  But  see  slip  op.   at  847-849  supra;    

U.S.App.D.C.  at  ,  F.2d  at  ;    Note, 

supra  note  85,  87  Harv.L.Rev.  at  993-994. 

200.  Judge  Goldberg,  although  referring  to  the 
analogous  problem  in  the  context  of  post  hoc 
review,  has  noted  the  primary  circumstance 
which  prompts  us  to  make  such  a  statement: 

It  is  unfortimate  for  the  development  of 
the  law  in  this  area  of  foreign  intelligence 
wiretapping  that  the  essential  information 
on  which  the  legality  of  executive  action 
turns — the  subject,  location,  scope,  and  du- 
ration of  the  surveillance — cannot  be  re- 
vealed. This  circumstance  places  tremen- 
dous responsibility  for  both  national  security 
and  cherished  constitutional  rights  in  the 
hands  of  individual  judges,  acting  largely  in 
ignorance  of  the  related  decisions  of  their 


ment  for  specific  information  against  the 
interest  in  protecting  the  First  and 
Fourth  Amendment  rights  of  our  citi- 
zens. 

For  example,  the  Third  Circuit  in  Bu- 
tenko  stated: 

Since  the  primary  purpose  of  these 
searches  is  to  secure  foreign  intelli- 
gence information,  a  judge,  when  re- 
viewing a  particular  search  must, 
above  all,  be  assured  that  this  was  in 
fact  its  primary  purpose  and  that  the 
accumulation  of  evidence  of  criminal 
activity  was  incidental.  •  •  • 
Since,  we  reiterate,  the  district  court 
has  found  that  the  *  *  *  intercep- 
tions of  conversations  of  [defendant] 
Ivanov  were  "solely  for  the  purpose  of 
gathering  foreign  intelligence  informa- 
tion," they  are  reasonable  under  the 
Fourth  Amendment. 

United  States  v.  Butenko,  supra,  494 
F.2d  at  606  (emphasis  added).  And  the 
Solicitor  General,  in  his  Memorandum  in 
Response  to  the  Petition  for  a  Writ  of 
Certiorari  in  Butenko,  suggested  that 
"[a]ll  that  the  Fourth  Amendment  re- 
quires is  a  determination  that  the  pur- 
pose of  the  surveillance  is  intelligence 
gathering." ^''^     The  full   significance  of 

colleagues  and  permanently  insulated  from 

the  helpful  criticisms  and  suggestions  that 

result  from  the  adversary  process  and  the 

publication  of  explanatory  opinions. 

United  States  v.  Brown,  supra  note  113,  484 

F.2d  at  427  (special  concurrence).     See  also 

Note,  supra  note  85,  87  Harv.L.Rev.  at  994- 

1000. 

201.  Memorandum  for  the  United  States  at  13 
(emphasis  added)  in  Ivanov  v.  United  States, 
cert,  denied,  419  U.S.  881,  95  S.Ct.  147,  43 
L.Ed.2d  121  (1974).  See  also  United  States  v. 
Butenko,  supra  note  14,  494  F.2d  at  605-606; 
363  F.Supp.  at  943-944.  In  elaborating  this 
test  the  Solicitor  General  quoted  the  dissenting 
opinion  of  Judge  Adams  (who  authored  the 
Third  Circuit's  en  banc  majority  opinion)  from 
the  original  three-judge  panel  in  Butenko: 
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this  formulation  only  becomes  apparent 
when  one  recognizes  not  only  that  it  fo- 
cuses on  only  one  side  of  the  Fourth 
Amendment  balance,  but  also  that  "in- 
telligence gathering"  pursuant  to  the 
President's  foreign  affairs  powers  is  not 
thereby  limited  to  situations  such  as 
those  enumerated  in  Title  III — threats  of 
foreign  attack  or  aggression,  and  intelli- 
gence and  counterintelligence  act- 
ivities.2«2  -phe  Third  Circuit  found 
that  the  President's  duties  as  Command- 
er-in-Chief and  as  the  nation's  represent- 
ative in  foreign  affairs  implied  the  re- 
sponsibility to  "exercise  an  informed 
judgment."     494  F.2d  at  601.     This  re- 

[T]he  test  of  "reasonableness"  in  such  cases 
should  be  the  relationship  between  the 
search  and  the  President's  foreign  affairs 
power.  Before  the  contents  or  fruits  may  be 
used  in  a  judicial  proceeding,  the  govern- 
ment should  have  to  demonstrate  to  the  sat- 
isfaction of  the  trial  judge  in  camera  that  the 
electronic  surveillance  was,  in  fact,  related 
to  the  Chief  Executive's  foreign  affairs  au- 
thority. Once  such  a  showing  has  been 
made,  a  conclusion  that  the  wiretap  was 
"reasonable,"  and  thus  constitutional,  would 
be  appropriate.  On  the  other  hand,  should 
the  government  fail  to  deijionstrate  satisfac- 
torily a  relationship  between  the  surveillance 
and  the  President's  foreign  affairs  power, 
the  court  would  properly  find  that  the  tap 
was  illegal     *     *     *. 

Memorandum  for  the  United  States,  supra,  at 

14  n.  13  (emphasis  added). 

202.  Compare  cases  cited  slip  op.  at     850-855 

&  notes   113  &   120  supra,  U.S.App.D.C. 

at ,  F.2d  at ,   with   18 

U.S.C.  §  2511(3)  (1970),  quoted  note  219  infra. 
But  see  United  States  v.  Butenko,  supra  note 
14,  494  F.2d  at  608. 

203.  Indeed,  the  Government  took  a  similarly 
sweeping  view  of  the  rationale  and  scope  of  its 
purported  foreign  intelligence  powers  in  the 
District  Court  in  this  case: 

In  fulfilling  these  responsibilities  [to  safe- 
guard the  nation  against  foreign  aggression 
and  to  formulate  and  execute  the  nation's 
foreign  policy]  the  President  must,  of 
course,     exercise     an     informed    judgment. 


sponsibility  seemingly  opened  the  door  to 
warrantless  Executive  intelligence  gath- 
ering that  would  relate  even  remotely  to 
any  decision,  however  minor,  pertaining 
to  foreign  relations:  "[T]he  efficient  op- 
eration of  the  Executive's  foreign  policy- 
making apparatus  depends  on  a  continu- 
ous flow  of  information.  A  court  should 
be  wary  of  interfering  with  this  flow. 
*  *  *  The  government  [has  a  weighty 
interest  in  acquiring]  the  information 
necessary  to  exercise  an  informed  judg- 
ment in  foreign  affairs."  Id.  at  605—606 
(emphasis  added).^*^ 

[27]     We  recognize  that  the  Supreme 
Court   has   indicated   that  the   "probable 

This,  in  turn,  implies  both  a  power  and  a 
duty  to  utilize  all  of  the  investigative  re- 
sources at  his  disposal  in  order  to  insure 
that  he  will  have  available  to  him  all  the 
information  which  is  necessary  for  him  to 
make  a  proper  judgment. 
Memorandum  of  Points  and  Authorities  in 
Support  of  Defendants'  Cross-Motion  for  Sum- 
mary Judgment  and  Opposition  to  Plaintiffs' 
Motion  for  Partial  Summary  Judgment  at  14 
(April  24,  1973)  (emphasis  added).  See  also 
United  States  v.  Brown,  supra  note  113,  484 
F.2d  at  426,  quoted  note  120  supra  (referring 
to  foreign  encroachment  in  this  country's  "in- 
tercourse" with  other  nations).  The  Brown 
court's  "intercourse"  langauge  presumably  im- 
plies a  presidential  power  to  conduct  warrant- 
less electronic  surveillance  whenever  trade 
with  foreign  powers  is  affected.  In  our  eco- 
nomically interdependent  world,  a  power  so 
attenuated  from  traditional  concepts  of  nation- 
al security  effectively  grants  the  President 
carte  blanche  authority  to  covertly  oversee, 
without  being  held  responsible  to  anyone,  the 
operations  of  almost  any  business  organization 
operating  in  the  United  States,  particularly 
those  with  overseas  investments  or  foreign  in- 
vestors. Compare,  e.  g..  Foreign  Investment 
Study  Act  of  1974,  Pub.L.No.93-^79,  88  Stat. 
1450  (1974)  (authorizing  Secretaries  of  Com- 
merce and  Treasury  to  conduct  a  study  of  for- 
eign direct  and  portfolio  investment  in  the 
United  States,  and  to  analyze,  inter  alia,  its 
effect  on  national  security). 
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cause"  standard  for  warrant  issuance  is 
a  flexible  one  which  may  vary  depending 
on  the  type  of  search  involved  and  the 
Government  interests  subserved 

thereby.^"''     And  there  are  factors  which 
indicate  that  the  determination  of  proba- 
ble  cause   for   conducting   a   foreign,   no 
less  than  for  conducting  a  domestic,  se- 
curity surveillance  should  reflect  the  fact 
that  "the  focus  of    *     *     *     surveillance 
may   be   less   precise   than   that   directed 
against     more     conventional     types     of 
crime."      407    U.S.    at   322,    92    S.Ct.    at 
2139.    Thus  it  would  appear  to  be  proper 
to  issue  warrants  where  there  is  "proba- 
ble cause"  to  believe  that  certain  catego- 
ries of  intelligence  information  are  likely 
to    be    obtained    from    the    surveillance, 
even  though  evidence  of  crime  is  neither 
sought    nor    likely    to    be    uncovered.^*^ 
However,  we  do  not  believe  that  every 
search  must  be  deemed  to  be  "reasona- 
ble" merely  because  the  Third  Circuit's 
test  is   met  and  some  information   rele- 
vant to  any  decision  relating-  to  foreign 
affairs  is  likely  to  be  obtained  from  the 
surveillance.      Such    an    approach    would 
not  assure  that  surveillances  are  "reason- 
able  both   in   relation   to   the   legitimate 
need  of  the  Government  for  intelligence 
information  and  the  protected  rights  of 
our  citizens,"  407  U.S.  at  323,  92  S.Ct.  at 
2139  (emphasis  added);   the  Butenko  test 
assesses  neither  the  Government's  need 

204.  See,  e.  g.,  Almeida-Sanchez  v.  United 
States,  supra  note  86,  413  U.S.  at  283-285,  93 
S.Ct.  2535  (Powell,  J.,  concurring);  Keith,  su- 
pra note  2,  407  U.S.  at  322-324,  92  S.Ct.  2125; 
Camara  v.  Municipal  Court,  supra  note  79,  387 
U.S.  at  534-539,  87  S.Ct.   1727. 

205.  Indeed,  even  if  there  is  no  exemption  from 
the  warrant  requirement  for  situations  in 
which  the  subject  is  an  alien  or  foreign  collab- 
orator, warrants  would  probably  issue  almost 
automatically  for  surveillance  of  foreign  em- 
bassies and  other  installations  where  there  is  a 
substantial  likelihood  of  obtaining  foreign  in- 
telligence information  on  a  regular  basis. 


for  the  information  nor  the  countervail- 
ing individual  interests  affected  by  a 
search. 

To  be  sure,  some  information  relating 
to  foreign  affairs  is  of  paramount  impor- 
tance— for  example,  information  such  as 
that  relating  to  imminent  attack  or  oth- 
er hostile  actions  by  a  foreign  power,  or 
to  prevention  of  espionage  activities  di- 
rected at  obtaining  important  military 
defense  data.  On  the  other  hand,  there 
is  some  information  which,  though  "rele- 
vant" to  foreign  affairs  decisions,  would 
appear  to  be  of  minimal  importance  to 
the  Government — for  example,  informa- 
tion pertaining  to  the  attitudes  of  hotel 
proprietors  and  restaurateurs  may  be 
"relevant"  to  assuring  that  no  embar- 
rassing "international  incidents"  occur 
when  this  counry  hosts  foreign  Olympic 
teams  or  the  Bolshoi  Ballet.^"*  This  is 
not  to  say  that  the  President  or  Congress 
would  never  have  authority  to  obtain 
such  information — for  exam.ple,  by  condi- 
tioning governmental  patronizing  of 
these  establishments  on  the  disclosure  of 
certain  information  by  their  owners. 
Rather,  it  is  to  say  that  obtaining  such 
information  through  installation  of  wire- 
taps would  be  unreasonable,  particularly 
given  the  low  ratio  of  expected  relevant 
information  to  nonrelevant  information 
and  the  relative  nonurgency  of  the  infor- 
mation sought.^''''     In  this  circumstance, 

206.  Cancellation  of  scheduled  tours  of  the 
United  States  by  Soviet  cultural  organizations 
was  among  the  influences  which  JDL  activity 
was  found  to  have  exerted  on  our  foreign  rela- 
tions.    See  363  F.Supp.  at  940. 

207.  Moreover,  such  surveillance  poses  particu- 
larly acute  threats  to  privacy,  given  the  high 
volume  of  usage  of  such  telephones  and  the 
general  expectation  that  such  conversations 
are  private.  Of  course,  depending  on  such  fac- 
tors as  the  information  sought  or  its  likelihood 
of  being  uncovered  through  surveillance  of 
various  scope  and  duration,  a  judge  might  ap- 
prove a  wiretap  for  even  relatively  non-urgent 
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Fourth  Amendment  protection  under  the 
Butenko  test  would  "approach  the  evap- 
oration point."  ^** 

[28]  This  example  also  highlights  an- 
other possible  factor  that  judges  might 
consider  in  determining  whether  a  pro- 
posed search  would  be  reasonable.  Since 
most  of  the  crucial  intelligence  informa- 
tion sought  through  legitimate  surveil- 
lance is  likely  to  relate  to  military  or 
diplomatic  affairs,  and  since  the  sources 
of  such  information  are  likely  to  be 
aliens  whose  primary  allegiance  is  to  the 
foreign  power  and  who  are  diplomatical- 
ly immune  from  various  types  of  legal 
process,  there  may  be  a  greater  justifica- 
tion for  conducting  electronic  surveil- 
lance when  such  aliens  are  the  proposed 
subjects  than  when  citizens  or  domestic 
organizations  are  involved.  In  short,  a 
judge  could  require  a  showing  that  the 
subject  of  the  surveillance  is  hostile  to 
the  Government  and  that  alternative 
means  of  obtaining-  the  information,  such 
as  subpoenas  or  routine  FBI  questioning; 
have  been  exhausted  or  would  prove  to 
be  unsuccessful  or  inconsistent  with  the 
information  gathering  goals?"^  Certain- 
ly there   are   less   intrusive   means   than 

information  by  significantly  curtailing  the  like- 
ly intrusiveness  of  the  tap.  For  example,  he 
could  set  strict  standards  as  to  the  subject 
matter  of  conversations  that  may  be  overheard 
or  the  identity  of  the  subjects  of  the  surveil- 
lance. 

It  should  also  be  noted  that  judges  should 
accord  great  deference  to  Executive  assertions 
concerning  the  importance  of  information 
sought.       See,     e.    g.,     slip    op.     at    856-857 

supra,    U.S.App.D.C.    at    ,    F.2d 

at   .     Nevertheless,   "(t]he   time   has   long 

passed  when  the  words  'foreign  policy,'  uttered 
in  hushed  tones,  can  evoke  a  reverential  silence 
from  either  a  court  or  the  man  on  the  street." 
Pillai  V.  CAB,  158  U.S.App.D.C.  239,  252  n.  34, 
485  F.2d  1018,  1031  n.  34  (1973).  See  also 
Keith,  supra  note  2,  407  U.S.  at  320,  92  S.Ct. 
2125.    Some  showing  should  be  required  of  the 


surreptitious  surveillance  for  obtaining 
information  concerning  domestic,  politi- 
cal, economic,  or  social  events  which 
might  nevertheless  tangentially  affect 
the  conduct  of  foreign  affairs. 

Nor  does  the  role  accorded  the  judici- 
ary by  the  Butenko  test  allow  for  ade- 
quate protection  of  individual  constitu- 
tional rights.  For  the  intrusiveness  of  a 
wiretap  certainly  bears  on  whether  it  is 
constitutionally  "unreasonable."  If  only 
one  member  of  the  JDL  were  engaged  in 
activity  that  would  justify  wiretapping, 
the  Butenko  test  would  allow  installation 
of  a  wiretap  on  any  phone  he  might  use, 
regardless  of  the  number  of  others 
whose  conversations  would  also  be  over- 
heard. But  even  if  the  Government 
sought  to  institute  the  surveillance  on 
JDL's  headquarters  in  good  faith,  a 
court  might  conclude  that  a  tap  on  the 
individual's  home  phone  would  serve  the 
Government's  purposes  just  as  adequate- 
ly, particularly  if  the  information  sought 
were  not  of  surpassing  import.^'*  More- 
over, a  judge  could  pass  on  the  reasona- 
bleness of  the  proposed  scope  or  duration 
of  the  surveillance,  and  could  grant  re- 
newals based  on  the  success  of  an  initial 

Government  that  the  information  sought,  even 
when  its  need  is  viewed  most  favorably  to  the 
Government,  is  of  sufficient  import  to  justify 
the  intrusion  of  surreptitious  surveillance. 

208.  Cf.  Chimel  v.  California,  supra  note  89, 
395  U.S.  at  765,  89  S.Ct.  2034. 

209.  Cf.  18  U.S.C.  §  2518(l)(c)  (1970);  S.Rep. 
No.  1097,  supra  note  167,  at  101. 

210.  A  court  could  also  assess  whether  there  is 
adequate  reason  to  believe  the  individual  is  a 
member  of  the  organization  or  that  he  will 
make  calls  over  the  organization's  telephones. 
See  note  98  supra.  In  addition,  the  court 
could  particularize  what  the  authorized  sub- 
ject of  the  surveillance  is  and  limit  its  approv- 
al of  surveillance  to  calls  actually  pertaining  to 
that  subject. 
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period  of  surveillance,  rather  than  in  90- 
day  blocks  on  a  pro  forma  basis.^" 

[29]  These  are  merely  some  of  the 
considerations  which  a  judge  should  take 
into  account  in  deciding  whether  it  is 
reasonable  to  authorize  installation  of 
electronic  surveillance  equipment.  This 
approach  must  inevitably  be  somewhat 
ad  hoc,  but  we  believe  the  judiciary  must 
take  some  role  more  active  than  that 
suggested  by  the  Butenko  court  if  there 
is  to  be  any  meaningful  protection  for 
individual  rights  and  any  meaningful  re- 
straint on  the  Government's  ability  to 
abuse  any  power  to  wiretap  to  gather 
information  "relating  to"  the  conduct  of 
foreign  affairs.  Nor  should  such  a  role 
in  any  way  hamper  the  Government;  in 
other  contexts  the  judiciary  has  shown 
great  deference  to  Executive  judgments 
on  foreign  affairs  matters,  and  we  be- 
lieve any  errors  on  the  part  of  the  judici- 
ary are  likely  to  result  in  "unreasonable" 
searches  rather  than  "unreasonable"  de- 
nials of  intelligence  data. 

Finally,  we  must  observe  that  we  do 
not  now  delineate  the  exact  procedures 
the  Executive  must  follow  in  securing 
warrants  and  preserving  the  records  of 
electronic  surveillance.  Since  we  will  in- 
dicate, in  the  next  section  of  this  opin- 
ion,  that   Congress   intended   the   proce- 

211.  See  note  26  supra. 

212.  See  also  note  228  infra. 

213.  See,  e.  g.,  S.  2820,  text  and  commentary 
reported  at  119  Cong.Rec.  S23025  S23030 
(daily  ed.  Dec.  17,  1973);  S.  4062,  S.  3440,  93d 
Cong.,  2d  Sess.  (1974);  H.R.  1864,  H.R.  539, 
H.R.  414,  H.R.  266,  H.R.  214,  H.R.  141,  94th 
Cong.,  1st  Sess.  (1975).  See  generally  Joint 
Hearings,  supra  note  1;  Subcommittee  On 
Surveillance,  supra  note  1;  Committee  of  Fed- 
eral Legislation  and  the  Committee  on  Civil 
Rights,  Judicial  Procedures  for  National  Secur- 
ity Electronic  Surveillance,  29  Record  of  N.Y. 
C.B.A.  751  (1974). 


dures  and  remedies  of  Title  III  to  apply 
to  all  surveillance  subjected  by  the 
courts  to  the  warrant  procedure,^'^  we  do 
not  consider  what  other  protective  stand- 
ards, whether  stricter  or  more  permissive 
than  those  currently  embodied  in  Title 
1 1 1, 2'^  Congress  could  constitutionally 
provide  for  the  conduct  of  surveillance  in 
this  area. 

Ill 

[30-32]  We  have  held  that  the  elec- 
tronic surveillances  involved  in  this  case 
were  illegal  because  they  were  executed 
without  a  warrant.  If  this  were  a  crimi- 
nal case,  as  in  Keith,  we  could  end  our 
inquiry  here.  However,  this  is  a  civil 
suit  for  damages,  and  both  the  measure 
of  damages  and  the  allowable  defenses 
will  turn  on  whether  the  provisions  of 
Title  III  of  the  Omnibus  Crime  Control 
and  Safe  Streets  Act  of  1968,  18  U.S.C. 
§§  2510-2520  (1970),  apply  in  this  case, 
or  whether  appellants  are  relegated  to 
the  remedies  afforded  under  the  seminal 
decision  of  Bivens  v.  Six  Unknown 
Named  Agents  of  the  Federal  Bureau  of 
Narcotics,  supra,  403  U.S.  388,  91  S.Ct. 
1999,  29  L.Ed.2d  619.^"  Under  the  latter 
approach,  only  compensatory  damages 
would  be  allowed,  appellees  could  inter- 
pose  a   general   "good   faith"   defense,^*^ 

214.  See  slip  op.   at  820    supra,  U.S.App. 

D.C.  at  ,  F.2d  at  .     As  appellants 

recognized  in  oral  argument,  after  stating  that 
their  complaint  was  based  upon  a  Bivens  ra- 
tionale as  well  as  upon  statutory  grounds,  see 
Transcript  of  Proceedings  at  10,  the  nonstatu- 
tory theory  "presents  more  difficult  questions 
as    to    liability."      Id.    at    11;     see    slip    op. 

at      876,  888-892       infra,    U.S.App.D.C. 

at  , ,  F.2d  at  , . 

215.  See,  e.  g.,  Bivens  v.  Six  Unknown  Named 
Agents  of  the  Federal  Bureau  of  Narcotics,  2 
Cir.,  456  F.2d  1339  (1972)  (on  remand  from  the 
Supreme  Court).  Bivens  held  that  agents  of 
the  Federal  Bureau  of  Narcotics  have  no  abso- 
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and  jurisdiction  would  be  premised  on  28 
U.S.C.  §  1331  (1970),  which  requires  over 
a  $10,000  amount  in  controversy,  see,  e. 
g.,  Sullivan  v.  Murphy,  156  U.S.App.D.C. 
28,  50,  53,  478  F.2d  938,  960,  963,  cert, 
denied,  414  U.S.  880,  94  S.Ct.  162,  38 
L.Ed.2d  125  (1973);  under  a  statutory 
theory,  appellants  could  recover  not  only 
actual  damages  (with  minimum  liquidat- 
ed damages  computed  at  the  rate  of  $100 
per  day  for  each  day  of  violation),  but 
also  punitive  damages  and  attorney's 
fees,  and  appellees  could  interpose  only  a 
narrow  and  specific  good  faith  defense.^'* 
This  statutory  remedy,  however,  is  limit- 
ed by  18  U.S.C.  §  2520  (1970)  to  eaves- 
dropping that  is  "in  violation  of  this 
chapter  [Title  III]."  ^i''  We  must  there- 
fore determine  whether  appellees'  ac- 
tions violated  the  statute  as  well  as  the 
Constitution. 

lute  immunity  to  protect  them  from  damage 
suits  alleging  violations  of  constitutional  rights 
by  the  agents  in  performance  of  their  law  en- 
forcement duties.  However,  the  court  found 
that  a  sufficient  defense  to  such  an  action 
could  be  established  if  the  agent  met  a  two- 
pronged  standard  comprised  of  a  subjective 
and  an  objective  test;  that  is,  if  the  officer  can 
prove  both  that  he  believed,  in  good  faith,  that 
his  conduct  was  lawful  and  that  such  belief 
was  in  fact  reasonable.  See  slip  op.  at  888-891 
infra, U.S.App.D.C.  at , F.2d  at . 

216.     18    U.S.C.    §    2520    (1970),    amending    18 
U.S.C.  §  2520  (1968),  provides: 

Any  person  whose  wire  or  oral  communi- 
cation is  intercepted,  disclosed,  or  used  in 
violation  of  this  chapter  [Title  111]  shall  (1) 
have  a  civil  cause  of  action  against  any  per- 
son who  intercepts,  discloses,  or  uses,  or 
procures  any  other  person  to  intercept,  dis- 
close, or  use  such  communications,  and  (2) 
be  entitled  to  recover  from  any  such  per- 
son— 

(a)  actual  damages  but  not  less  than  liq- 
uidated damages  computed  at  the  rate  of 


A. 

[33]  Section  2511  of  Title  III  declares 
that  "[e]xcept  as  specifically  provided  in 
this  chapter,"  interception  of  "any  wire 
or  oral  communication"  is  illegal.  In 
granting  appellees'  motion  for  summary 
judgment.  Judge  Pratt  found  as  a  mat- 
ter of  law  that  Title  III  "has  no  applica- 
tion and  cannot  be  invoked  with  respect 
to  electronic  surveillances  conducted  pur- 
suant to  the  President's  national  security 
powers."  363  F.Supp.  at  943.218  ^^^3 
conclusion  was  predicated  on  the  belief 
that  it  was  mandated  by  Mr.  Justice 
Powell's  opinion  in  Keith.  See  id.  at 
942-943.  However,  although  there  is 
some  apparent  merit  to  Judge  Pratt's 
position,  we  find  that  the  opinion  in 
Keith,  which  did  not  specifically  address 
itself  to  the  issue  sub  judice,  offers  only 

$100  a   day  for   each   day  of  violation  or 
$1,000,  whichever  is  higher; 

(b)  punitive  damages;    and 

(c)  a  reasonable  attorney's  fee  and  other 
litigation  costs  reasonably  incurred. 

A  good  faith  reliance  on  a  court  order  or 
legislative  authorization  shall  constitute  a 
complete  defense  to  any  civil  or  criminal  ac- 
tion brought  under  this  chapter  or  under  any 
other  law. 

See  also  slip  op.  at    888-892    infra,  U.S. 

App.D.C.  at ,  F.2d  at . 

217.  See  note  216  supra. 

218.  Judge  Pratt  apparently  treated  the  com- 
plaint as  if  it  were  based  solely  on  statutory 
grounds.      As     noted     slip    op.     at    814-815 

supra,    U.S.App.D.C.    at    ,    F.2d 

at  ,  appellants  in  fact  grounded  their  com- 
plaint on  both  statutory  and  constitutional  the- 
ories. Thus,  given  our  holding  that  appellees 
acted  unconstitutionally,  appellants  have  stated 
a  cause  of  action  whether  or  not  Title  111  reme- 
dies are  appropriate  and  whether  or  not  appel- 
lees may  establish  meritorious  affirmative  de- 
fenses. 
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ambiguous  guidance  as  to  the  proper  res- 
olution of  our  problem. 

After  noting  the  "comprehensive"  na- 
ture of  Title  III,  the  Supreme  Court  in 
Keith  addressed  the  Government's  argu- 
ment that  Section  2511(3),  the  so-called 
"national  security  proviso"  of  Title  III,^'' 
was  a  congressional  affirmation  or  rec- 
ognition of  presidential  authority  to  con- 
duct warrantless  domestic  security  sur- 
veillances. See  407  U.S.  at  302-303,  92 
S.Ct.  2125.     Rejecting  that  contention,22o 

219.  18  U.S.C.  §  2511(3)  (1970),  the  so-called 
"national  security"  proviso  to  Title  111  of  the 
Omnibus  Crime  Control  and  Safe  Streets  Act 
of  1968,  18  U.S.C.  §§  2510-2520  (1970),  pro- 
vides: 

Nothing  contained  in  this  chapter  [Title 
III]  or  in  section  605  of  the  Communications 
Act  of  1934  *  *  *  shall  limit  the  consti- 
tutional power  of  the  President  to  take  such 
measures  as  he  deems  necessary  to  protect 
the  Nation  against  actual  or  potential  attack 
or  other  hostile  acts  of  a  foreign  power,  to 
obtain  foreign  intelligence  information 
deemed  essential  to  the  security  of  the  Unit- 
ed States,  or  to  protect  national  security  in- 
formation against  foreign  intelligence  activi- 
ties. Nor  shall  anything  contained  in  this 
chapter  be  deemed  to  limit  the  constitutional 
power  of  the  President  to  take  such  meas- 
ures as  he  deems  necessary  to  protect  the 
United  States  against  overthrow  of  the 
Government  by  force  or  other  unlawful 
means,  or  against  any  other  clear  and 
present  danger  to  the  structure  or  existence 
of  the  Government.  The  contents  of  any 
wire  or  oral  communication  intercepted  by 
authority  of  the  President  in  the  exercise  of 
the  foregoing  powers  may  be  received  in  evi- 
dence in  any  trial  hearing,  or  other  proceed- 
ing only  where  such  interception  was  rea- 
sonable, and  shall  not  be  otherwise  used  or 
disclosed  except  as  is  necessary  to  imple- 
ment that  power. 

220.  Judge  Pratt,  following  appellees'  brief,  in- 
dicates that  Keith  states  that  §  2511(3)  consti- 
tutes "an  implicit  recognition  that  the  Presi- 
dent does  have  certain  powers  in  the  specified 
areas  [of  national  security]."  363  F.Supp.  at 
943  quoting  Keith,  supra  note  2,  407  U.S.  at 
303,  92  S.Ct.  2125.  For  clarification,  it  should 
be  noted  that  this  was  not  in  the  context  of 


the  Court  found  the  language  of  the  Act 
to  be  "essentially  neutral"  and  deter- 
mined that  "Congress  simply  left  presi- 
dential powers  where  it  found  them." 
Id.  at  303,  92  S.Ct.  at  2130.  "Congress 
only  intended  to  make  clear  that  the  Act 
simply  did  not  legislate  with  respect  to 
national  security  surveillances."  Id.  at 
306,  92  S.Ct.  at  2131.  Besides  relying  on 
the  language  and  context  of  the  proviso, 
the  Court  grounded  its  interpretation  on 
the  legislative  history  of  Section 
2511(3).22>       Finally,     opining     that     one 

assessing  congressional  attitudes  toward  a 
warrant  requirement  or  other  procedures  for 
regulating  any  substantive  powers  the  Presi- 
dent might  possess;  rather,  it  was  in  the  con- 
text of  acknowledging  that  the  President  does 
in  fact  have  substantive  powers  in  the  field  of 
foreign     affairs.       Cf.     slip    op.     at    824-826 

supra,    U.S.App.D.C.    at    ,    F.2d 

at  . 

221.  See  407  U.S.  at  303-308,  92  S.Ct.  2125. 
The  Keith  Court  quoted  the  solitary  Senate 
floor   debate   expressly   concerning   §   2511(3): 

"Mr.    HOLLAND.  The    section 

[2511(3)]  from  which  the  Senator  [Hart]  has 
read  does  not  affirmatively  give  any  power. 
We  are  not  affirmatively  conferring 
any  power  upon  the  President.  We  are  sim- 
ply saying  that  nothing  herein  shall  limit 
such  power  as  the  President  has  under  the 
Constitution.  We  certainly  do  not 

grant  him  a  thing. 

"There  is  nothing  affirmative  in  this  state- 
ment. 

Mr.  McCLELLAN.  Mr.  President,  we 
make  it  understood  that  we  are  not  trying  to 
take  anything  away  from  him. 

"Mr.  HOLLAND.     The  Senator  is  correct. 

"Mr.  HART.  Mr.  President,  there  is  no 
intention  here  to  expand  by  this  language  a 
constitutional  power.  Clearly  we  could  not 
do  so. 

"Mr.  McCLELLAN.  Even  though  intend- 
ed, we  could  not  do  so. 

"Mr.    HART.  However,   we   are 

agreed  that  this  language  should  not  be  re- 
garded as  intending  to  grant  any  authority, 
including  authority  to  put  a  bug  on,  that  the 
President  does  not  have  now. 

"In  addition,  Mr.  President,  as  /  think  our 
exchange   makes    clear,    nothing   in    section 
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"could  hardly  expect  a  clearer  expression 
of  congressional  neutrality,"  and  con- 
cluding that  the  floor  debate  on  the  sec- 
tion "explicitly  indicates  that  nothing  in 
§  2511(3)  was  intended  to  expand  or  to 
contract  or  to  define  whatever  presiden- 
tial surveillance  powers  existed  in  mat- 
ters affecting  the  national  security,"  id. 
at  308,  92  S.Ct.  at  2132,  the  Court  held 
that  "the  statute  is  not  the  measure  of 
the  executive  authority  asserted  in  this 
case."  Id.  (emphasis  added).  The  Court 
thereupon  proceeded  to  scrutinize  the 
constitutional  validity  of  warrantless 
electronic  surveillance  based  on  domestic 
threats  to  the  national  security.  Having 
concluded  that  such  warrantless  surveil- 
lance was  unconstitutional,  the  Court  re- 
iterated its  earlier  statements  that  "our 
decision  [that  a  warrant  was  required 
does  not]  rest  on  the  language  of 
§  2511(3)  or  any  other  section  of  Title  III 
of  the  Omnibus  Crime  Control  and  Safe 
Streets  Act  of  1968.  That  Act  does  not 
attempt  to  define  or  delineate  the  pow- 
ers of  the  President  to  meet  domestic 
threats  to  the  national  security."  Id.  at 
322,  92  S.Ct.  at  2139.^22 

Although  not  necessitated  by  its  deci- 
sion, later  in  its  opinion  the  Court  indi- 
cated, as  it  had  in  upholding  the  warrant 


requirement  in  such  prior  cases  as  Ca- 
mara  v.  Municipal  Court,  supra,  that  the 
standards  and  procedures  under  the  war- 
rant requirement  need  not  be  the  same 
in  all  cases.  Introducing  this  discussion, 
it  specified  that  "we  do  not  hold  that  the 
same  type  of  standards  and  procedures 
prescribed  by  Title  III  are  necessarily 
applicable  to  this  case."  407  U.S.  at  322, 
92  S.Ct.  at  2139  vemphasis  added). 
Adumbrating  some  of  the  "potential  dis- 
tinctions between  Title  III  criminal  sur- 
veillances and  those  involving  domestic 
security,"  id.,  the   Court  suggested  that 

Congress  may  wish  to  consider  protec- 
tive standards  for  the  latter  which  dif- 
fer from  those  already  prescribed  for 
specified  crimes  in  Title  III.  *  *  * 
It  may  be  that  Congress,  for  example, 
would  judge  that  the  application  and 
affidavit  showing  probable  cause  need 
not  follow  the  exact  requirements  of 
§  2518  but  should  allege  other  circum- 
stances more  appropriate  to  domestic 
security  cases;  that  the  request  for 
prior  court  authorization  could,  in  sen- 
sitive cases,  be  made  to  any  member 
of  a  specially  designated  court  *  * 
and  that  the  time  and  reporting  re- 
quirements need  not  be  so  strict  as 
those  in  §  2518. 


2511(3)  even  attempts  to  define  the  limits  of 
the  President's  national  security  power  under 
present  law,  which  I  have  always  found  ex- 
tremely   vague                        Section    2511(3) 
merely  says  that  if  the  President  has  such  a 
power,  then  its  exercise  is  in  no  way  affected 
by  title  HI." 
407   U.S.   306-307,   92    S.Ct.    at   2131,    quoting 
114   Cong.Rec.    14751    (1968)   (emphasis   sup- 
plied   by    Keith   Court).      See   also   S. Rep. No. 
1097,  supra  note  167.  at  94;  slip  op.  at  881-882 
infra, U.S.App.D.C.  at , F.2d  at . 


222.  In  contrast  to  the  majority,  Mr.  Justice 
White  believed  that  the  legality  of  a  national 
security  wiretap  was  to  be  first  determined  by 
analyzing  whether  it  fell  within  the   specific 


language  of  §  2511(3),  since  he  interpreted  Ti- 
tle III  to  render  all  other  "national  security" 
wiretaps  illegal;  only  then  should  the  constitu- 
tional validity  of  the  §  2511(3)  exemption  be 
faced.  See  generally  407  U.S.  at  335-344,  92 
S.Ct.  2125  (White,  J.,  concurring)  (particularly 
n.  2).  Under  Justice  White's  approach,  if  the 
surveillance  in  this  case  were  deemed  not  to 
be  encompassed  by  §  2511(3),  the  remedies  of 
the  Act  would  clearly  apply;  if  the  surveil- 
lance were  deemed  to  fall  within  §  251 1(3),  our 
prior  analysis  indicates  that  Congress  could 
not  constitutionally  immunize  it  from  prior  ju- 
dicial review  as  required  by  the  Fourth 
Amendment.  Justice  White  gave  no  indication 
as  to  whether,  in  the  latter  situation,  the  reme- 
dies of  Title  III  would  be  available. 
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The  above  paragraph  does  not,  of 
course,  attempt  to  gxiide  the  congres- 
sional judgment  but  rather  to  deline- 
ate the  present  scope  of  our  own  opin- 
ion. We  do  not  attempt  to  detail  the 
precise  standards  for  domestic  security 
warrants  any  more  than  our  decision 
in  Katz  sought  to  set  the  refined  re- 
quirements for  the  specified  criminal 
surveillances  which  now  constitute  Ti- 
tle in.  We  do  hold,  however,  that 
prior  judicial  approval  is  required  for 
the  type  of  domestic  security  surveil- 
lance involved  in  this  case  and  that 
such  approval  may  be  made  in  accord- 
ance witii  such  reasonable  standards  as 
the  Congress  may  prescribe. 

Id.  at  322-324,  92  S.Ct.  at  2139. 

In  contrast  to  Judge  Pratt,  we  believe 
these  statements  are  susceptible  of  at 
least  two  alternative  interpretations.  To 
be  sure,  the  Keith  language  could  be  in- 
terpreted as  totally  ousting  Title  III 
whenever  national  security  surveillance 
is  involved.  The  broad  language  early  in 
the  opinion  could  support  that  position, 
and  the  later  discussion  on  warrant 
standards  could  be  construed  as  indicat- 
ing that  although  Title  III  requirements 
do  not  currently  apply.  Congress  could 
regulate  national  security  wiretaps  if  it 
so  desired.  Nevertheless,  another  inter- 
pretation of  Keith  would  support  the  ap- 
plicability of  Title  III  in  all  cases  where 
a  warrant  is  required. 

223.  See  slip  op.  at  877-878  supra, U.S.App. 

D.C.  at  .  F.2d  at  . 

224.  Under  Alderman,  evidence  derived  from 
wiretaps  that  are  illegal — whether  under  a 
statute  or  the  Constitution — must  be  disclosed 
to  a  criminal  defendant.  See  note  14  supra. 
Thus,  once  the  Keith  Court  held  the  surveil- 
lance in  that  case  to  be  unlawful  under  the 
Fourth  Amendment,  it  did  not  have  to  address 
the  question  whether  it  was  also  unlawful  un- 
der Title  III. 


Under    this    latter    interpretation,    the 
early   language   of   Keith^^^   would    only 
refer  to  the  question  whether  the  Execu- 
tive   was   free   of   the    warrant   require- 
ment in  conducting  national  security  sur- 
veillance;  the  later  discussion  of  warrant 
standards  and  procedures  would  be  con- 
strued as  indicating  that  although  Title 
III     requirements     do     currently     apply 
where  the   President   must  comply   with 
the  warrant  requirement,  Congress  could 
provide    less    rigorous    procedures    that 
would  still  be  constitutionally  acceptable. 
This  interpretation  is  reinforced   by  the 
fact  that  the  early  discussion  was  writ- 
ten  as   a  response  to   the   Government's 
argument  that  Section  2511(3)   affirma- 
tively recognized   and  approved   Execu- 
tive   power   to   conduct    warrantless   na- 
tional  security  surveillances,   which   was 
the  only  question   actually  presented  in 
Keith.    The  Court  was  not  forced  by  the 
circumstances  of  that  criminal   prosecu- 
tion ^^  to  decide  whether,  given  the  con- 
stitutional   requirement   that   a   warrant 
be  obtained  for  domestic  security  surveil- 
lance,  it  should   be   obtained   in   compli- 
ance with  Title  III.^^s    And  although  the 
Court   ambigxiously   commented  on   that 
problem,   it  apparently  deliberately  cast 
the  discussion  in  terms  of  "standards  and 
procedures,"  see  407  U.S.  at  322,  92  S.Ct. 
2125,  which  are  provided  and  available  in 
Title  III.     This  was  in  marked  contrast 
to  its  discussion  of  the  applicability  of 
Title  III  to  the  warrant  question,  which 

225.  Indeed,  at  oral  argument  Justice  Depart- 
ment attorneys  acknowledged  that  subsequent 
to  the  Keith  decision  the  Government  ceased 
all  nonstatutory  internal  security  surveillance; 
it  is  unclear  whether  this  result  was  a  recogni- 
tion of  the  correctness  of  our  statutory  con- 
struction or  merely  skepticism  concerning  the 
productivity  of  domestic  information  gathering 
activities. 
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was  cast  in  terms  of  presidential  "pow- 
ers," as  to  which  the  Court  found  Con- 
gress had  asserted  its  "neutrality."  ^^* 

Since  we  do  not  believe  the  Keith 
case  ^^'  held  the  standards  and  proce- 
dures of  Title  III  to  be  inapplicable 
when  a  purported  national  security  sur- 
veillance is  involved,^^*  we  must  look  to 
the   language  and  legislative  history  of 

226.  See  also  407  U.S.  at  307-308  n.  7,  92  S.Ct. 
at  2133  (approvingly  quoting  law  review  arti- 
cle in  which  "author  concludes  that  in 
§  2511(3)  'Congress  took  what  amounted  to  a 
position  of  neutral  noninterference  on  the 
question  of  the  constitutionality  of  warrantless 
national  security  wiretaps  authorized  by  the 
President.'  ")  (emphasis  added).  Moreover,  we 
doubt  that  the  Supreme  Court  would  have  giv- 
en as  httle  guidance  as  it  did  on  the  standards 
and  procedures  governing  national  security 
surveillance  if  it  believed  that  Title  III  was  not 
now  applicable  and  the  President  was  operat- 
ing in  a  vacuum.  If  the  Court  believed  that  no 
statutory  regulations  to  guide  a  magistrate  in 
an  internal  security  warrant  proceeding  were 
in  effect,  and  none  need  be  forthcoming,  it 
would  have  been  appropriate  to  speak  with 
more  clarity  for  the  benefit  of  lower  federal 
courts  and  the  Executive  Branch  of  the 
Government  concerning  the  contours  of  the 
warrant  proceeding.  If,  on  the  other  hand,  the 
Court  was  merely  indicating  that  Congress 
could  constitutionally  relax  the  procedural  as- 
pects of  its  regulation  of  wiretaps  in  the  con- 
text of  domestic  security  surveillances,  there 
was  no  necessity  for  elaborating  possible  alter- 
native procedures  in  great  detail. 

227.  See  also  Philadelphia  Resistance  v.  Mitch- 
ell, E.D.Pa.,  58  F.R.D.  139,  147  (1972);  Kinoy 
V.  Mitchell.  S.D.N. Y.,  331  F.Supp.  379,  382 
(1971).  We  cannot  agree  with  appellants  that 
Gelbard  v.  United  States,  408  U.S.  41,  92  S.Ct. 
2357,  33  L.Ed.2d  179  (1972),  and  In  re  Evans, 
146  U.S.App.D.C.  310,  452  F.2d  1239  (1971), 
cert,  denied,  408  U.S.  930,  92  S.Ct.  2479,  33 
L.Ed.2d  342  (1972),  are  dispositive  of  the  ques- 
tion whether  Title  Ill's  remedies  are  applicable 
in  situations  involving  unconstitutional  Execu- 
tive surveillance  conducted  for  national  securi- 
ty reasons.  Both  cases  involved  the  issue  of 
whether  18  U.S.C.  §  2515  (1970),  which  pro- 
hibits use  of  evidence  derived  from  an  unlaw- 
ful wiretap,  forms  the  basis  for  a  valid  defense 


Section  2511(3)  to  determine  congression- 
al intent  in  its  enactment.  Section 
2511(1)  unequivocally  declares  that 
"[ejxcept  as  specifically  provided  in  this 
chapter,"  interception  of  "any  wire  or 
oral  communication"  is  illegal.^^'  Section 
2511(3),  however,  only  states  that 
"[njothing  contained  in  this  chapter 
*     *     *      shall    limit    the    constitutional 

in  a  contempt  proceeding  brought  under  28 
U.S.C.  §  1826(a)  (1970)  against  grand  jury  wit- 
nesses who  refused  to  answer  questions  posed 
to  them  because  they  claimed  they  were  based 
upon  illegal  surveillance.  Both  cases  held  that 
§  2515  applies,  without  distinguishing  the  type 
of  surveillance  involved.  Appellants  argue 
that,  since  "the  basis  for  the  surveillance  was 
apparently  'national  security'  "  in  both  cases, 
it  can  be  inferred  that  even  national  security 
surveillances  are  subject  to  the  procedures  and 
remedies  of  Title  III.  See  brief  for  appellants 
at  42^3.  However,  neither  the  Gelbard  Court 
nor  this  court  in  Evans  was  presented  with  an 
assertion  that  §  2515  was  inapplicable  because 
national  security  wiretaps  were  involved.  In- 
deed, in  Gelbard  the  Government  had  explicit- 
ly denied  that  any  surveillance  had  taken 
place,  and  in  Evans  the  Government  had  not 
yet  made  either  an  affirmative  or  a  negative 
response  to  the  witnesses'  assertions  that  their 
conversations  had  been  illegally  overheard. 

228.  Although  it  has  been  suggested  that  it 
might  be  unconstitutional  for  Congress  to  re- 
strict any  inherent  Executive  power  to  engage 
in  warrantless  surveillance,  see,  e.  g.,  United 
States  v.  Butenko,  supra  note  14,  494  F.2d  at 
601  (majority  opinion),  611  (Seitz,  C.  J.,  con- 
curring in  part  and  dissenting  in  part)  (com- 
menting on  majority  opinion),  we  find  no  rea- 
son to  infer  any  such  constitutional  limitation 
on  congressional  power,  particularly  given 
Congress'  own  powers  in  the  areas  of  foreign 
affairs  and  interstate  commerce.  See,  e.  g., 
407  U.S.  at  338-340  &  nn.2-3,  92  S.Ct.  2125 
(White,  J.,  concurring);  Butenko,  supra.  494 
F.2d  at  627-637  (Gibbons,  J.,  dissenting).  See 
also,  e.  g.,  Youngstown  Sheet  &  Tube  Co.  v. 
Sawyer,  supra  note  70,  343  U.S.  at  635-638,  72 
S.Ct.  863  (Jackson,  J.,  concurring);  29  Record 
of  N.Y.C.B.A.,  supra  note  213,  at  760-761. 

229.  18  U.S.C.  §  2511(1)  (1970)  (emphasis  add- 
ed). 
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power  of  the  President"  to  take  the  ac- 
tions he  deems  necessary  in  the  field  of 
national  security.^^*  Since  Section 
2511(3)  is  merely  a  disclaimer  that  "con- 
stitutional" actions  by  the  President  are 
not  to  be  invalidated  under  the  statute, 
it  is  reasonable  to  assume  that  Congress 
intended  to  prohibit  "unconstitutional" 
Executive  surveillance,  which  would 
therefore  be  "in  violation  of  this  chap- 
ter" within  the  comprehension  of  the 
damages  provision  of  Title  IIL^^'  Thus, 
even  if  the  procedures  of  Title  III  were 
inapplicable  to  national  security  wiretap- 
ping, the  remedies  of  Title  III  should 
apply  to  unconstitutional  exercises  of 
presidential  power. 

An  analysis  of  the  legislative  history 
of  Title  III  also  indicates  that  it  would 
be  reasonable  to  interpret  Section 
2511(3)  as  a  statement  that  the  question 
reserved  in  Katz^^^  should  be  left  for 
judicial  resolution,  but  that,  to  the  ex- 

230.  18  U.S.C.  §  2511(3)  (1970)  (emphasis  add- 
ed). 

231.  See  slip  op.  at  876  &  note  216  supra,  

U.S.App.D.C.  at  ,  F.2d  at  .     This 

interpretation  arguably  renders  the  last  sen- 
tence of  §  2511(3),  see  note  219  supra,  redun- 
dant in  light  of  18  U.S.C.  §  2515  (1970).  Sec- 
tion 2515  prohibits  introduction  into  evidence 
of  the  contents  of  intercepted  communications 
and  evidence  derived  therefrom  "if  the  disclo- 
sure of  that  information  would  be  in  violation 
of  this  chapter."  Under  the  interpretation  of 
§  2511(3)  propounded  in  text,  this  provision 
would  of  its  own  force  thereby  interdict  intro- 
duction of  evidence  obtained  through  unconsti- 
tutional Executive-ordered  national  security 
surveillance.  However,  the  last  sentence  of 
§  2511(3)  would  not,  in  fact,  be  rendered  su- 
perfluous. That  clause  authorizes  introduction 
of  evidence  from  such  surveillance  "only 
where  such  interception  was  reasonable,  and 
[the  evidence]  shall  not  be  otherwise  used  or 
disclosed  except  as  is  necessary  to  implement 
[the  President's  national  security]  power."  As 
the  Supreme  Court  observed  in  Keith,  this  was 
merely  a  precautionary  measure,  "intended  to 
assure  that  when  the  President  conducts  law- 


tent  the  President  does  not  have  the  con- 
stitutional power  to  engage  in  warrant- 
less surveillance  activities,  the  proce- 
dures and  remedies  of  Title  III  are  fully 
operative.  This  interpretation  is  fully 
consistent  with  the  Keith  Court's  under- 
standing of  the  legislative  history  of  Sec- 
tion 2511(3)  and  the  two-decade  struggle 
in  Congress  concerning  wiretap  legisla- 
tion. 

In  the  colloquy  between  Senators 
McClellan,  Holland,  and  Hart,  which  the 
Keith  Court  cited  as  the  definitive  state- 
ment of  congressional  intent  in  enacting 
Section  2511(3),233  it  is  interesting  to  fo- 
cus on  a  paragraph  the  Keith  Court  con- 
sidered crucial,  but  which  it  quoted  only 
in  part.23<  Senator  Hart,  summarizing 
the  interchange  concerning  Section 
2511(3),  stated: 

[A]s  I  think  our  exchange  makes  clear, 
nothing  in  section  2511(3)  even  at- 
tempts   to    define    the    limits    of    the 

ful  surveillance — pursuant  to  whatever  power 
he  may  possess — the  evidence  is  admissible." 
407  U.S.  at  306  n.6,  92  S.Ct.  at  2131.  Thus 
there  is  actually  no  redundancy  under  our  in- 
terpretation of  Title  111  since  §  2515  is  directed 
at  illegal  Executive  surveillance  while  the  main 
thrust  of  the  last  sentence  of  §  2511(3)  is  di- 
rected at  lawful  Executive  surveillance. 

232.  See  slip  op.  at  819-820  supra, U.S.App. 

D.C.   at  ,  F.2d  at  .     Title   III   was 

passed  less  than  one  year  after  Katz  was  decid- 
ed. 

233.  Indeed,  this  was  the  only  explicit  floor  de- 
bate concerning  §  2511(3).  See  407  U.S.  at 
306-307  &  n.7,  92  S.Ct.  2125;    note  221  supra. 

234.  The  omission  was  understandable  since 
the  Keith  Court  was  only  faced  with  the  ques- 
tion whether  a  warrant  had  to  be  obtained  as 
a  prerequisite  to  domestic  security  surveil- 
lance; the  Court  was  not  directly  presented 
with  the  question  of  what  other  procedures 
were  mandated  or  what  compensatory  reme- 
dies— as  opposed  to  suppression  of  evidence  in 
a  criminal  proceeding — were  appropriate  when 
the  Executive  acted  illegally. 


57-282  O  -  76  -  pt.  2  -  32 
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President's  national  security  power  un- 
der present  law,  which  I  have  always 
found   extremely   vague,   especially   in 
domestic  security  threats,   as  opposed 
to  threats  from  foreign  powers.     As  I 
recall,  in  the  recent  Katz  case,  some  of 
the    Justices    of    the    Supreme    Court 
doubted    that    the   President   has   any 
power  at  all  under  the  Constitution  to 
engage  in  tapping  and  bugging  in  na- 
tional security  cases   without  a  court 
order.      Section    2511(3)    merely    says 
that  //  the  President  has  such  a  power 
[to  tap  and  bug  without  a  court  order], 
then  its  exercise  is  in  no  way  affected 
by  title  IIL"* 
Moreover,    the    interchange    had    begun 
with  Senator  Hart's  query  as  to  whether 
the  second  sentence  of  Section  2511(3) 
was    granting    the    President    unlimited 
and  readily  abusable  authority  "in  areas 
that  do  not  come  within  our  traditional 
notions  of  national  security."    114  Cong. 
Rec.  14750  (1968).    In  particular,  he  was 
troubled   by   the   fact   that   the   statute 
might    be    interpreted    as    allowing   the 
President  to  authorize  installation  of  a 


wiretap  on  "an  organization  that  is  advo- 
cating the  withholding  of  income  tax 
payments,"  see  id.  at  14751,^'*  merely  be- 
cause the  President  believed  such  an  or- 
ganization posed  a  clear  and  present 
danger  to  the  structure  or  existence  of 
the  Government.  In  effect.  Senator 
Hart  was  inquiring  as  to  the  substantive 
scope  of  Section  2511(3),  not  what  proce- 
dures would  apply  in  areas  covered  by 
the  proviso.^^^  In  response.  Senator 
Holland  reassured  him  that  the  provision 
was  "simply  saying  that  nothing  herein 
shall  limit  such  power  as  the  President 
has  under  the  Constitution.  If  he  does 
not  have  the  power  to  do  any  specific 
thing,  we  need  not  be  concerned."  Id. 
(emphasis  added).^'* 

Given  the  otherwise  comprehensive  na- 
ture of  Title  III,  we  believe  that  the 
statements  of  Senators  Hart  and  Hol- 
land indicate  that  Congress  was  primari- 
ly concerned  with  avoiding  any  legisla- 
tive expression  about  an  inherent  Execu- 
tive power  to  wiretap  without  a  warrant, 
and  the  substantive  scope  of  such  a  pow- 
er if  it  in  fact  existed.^*'     It  would  thus 


235.  114  Cong.  Rec.  14751  (1968)  (emphasis 
added).     Compare  id.  with  note  221  supra. 

236.  See  also  note  191  supra. 

237.  The  warrant  requirement  itself  was  inti- 
mately associated  with  the  question  of  the 
scope  of  the  President's  substantive  powers. 
See  note  52  supra ;  slip  op.  pp.  882-885  &  note 

240  infra.  U.S.App.D.C.  at  ,  F.2d 

at . 

238.  This  use  of  the  term  "power"  parallels 
that  used  by  the  Supreme  Court  in  Keith, 
where  presidential  "powers"  appeared  to  be 
contrasted  with  the  "standards  and  proce- 
dures" pursuant  to  which  those  powers  were 
to    be    exercised.      See   slip    op.    at    879-880 

supra.    U.S.App.D.C.    at    ,    F.2d 

at  . 

239.  Indeed,  the  Senate  colloquy  indicates  that 
the  proviso  was  included  because  of  congres- 
sional doubts  as  to  whether  Congress  could 
constitutionally  limit  any  such  inherent  power. 


For  example,  we  find  these  statements  in  the 
crucial  dialogue  between  Senators  Hart,  Hol- 
land, and  McClellan: 

Mr.  McCLELLAN:  *  •  *  I  do  not  want 
to  undertake  to  detract  from  any  power  the 
President  already  has.  I  do  not  think  we 
could  do  so  by  legislation  anyway.  In  fact,  I 
know  we  could  not.  However,  what  we 
have  done  here  is  in  keeping  with  the  spirit 
of  permitting  the  President  to  take  such  ac- 
tion as  he  deems  necessary  where  the 
Government  is  threatened.  *  *  * 
•  »•••* 

Mr.  HOLLAND:  •  *  *  [Section 
2511(3)]  simply  says,  and  1  will  not  read  the 
first  part  of  it  because  that  certainly  says 
that  nothing  shall  limit  the  President's  con- 
stitutional power  •**.*»*  We  are 
simply  saying  that  nothing  herein  shall  limit 
such  power  as  the  President  has  under  the 
Constitution.     •     *     ♦ 
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appear  that  Congress  merely  intended 
that  if  the  judiciary  ascertained  that  the 
President   had   the   constitutional   power 


Mr.     McCLELLAN:      Mr.     President,     we 
make  it  understood  that  we  are  not  trying  to 
take  anything  away  from  him. 
Mr.  HOLLAND:   The  Senator  is  correct. 

****** 
Mr.  HART:  *  *  *  Section  2511(3) 
merely  says  that  if  the  President  has  such  a 
power  [to  engage  in  tapping  and  bugging  in 
national  security  cases  without  a  court  or- 
der], then  its  exercise  is  in  no  way  affected 
by  title  III.  *  •  *  i  am  now  sure  no  Pres- 
ident thinks  that  just  because  some  political 
movement  in  this  country  is  giving  him  fits, 
he  could  read  this  as  an  agreement  from  us 
that,  by  his  own  motion,  he  could  put  a  tap 
on. 

•  *•••* 
Mr.  HOLLAND:  *  *  * 
We  are  simply  negating  any  intention  to 
take  away  anything  that  the  President  has 
by  way  of  constitutional  power.  We  could 
not  do  it  if  we  wanted,  and  we  are  making 
clear  that  we  are  not  attempting  any  such 
foolish  course. 

Mr.  PASTORE:    That  is  the  point  I  make. 
No  matter  what  is  "deemed,"  you  just  can- 
not take  powers  away  from  the  President 
that  he  constitutionally  has.    All  we  are  say- 
ing is  that  we  do  not  intend  to  do  it  because 
of  anything  that  is  in  the  bill. 
114  Cong.Rec.  14751  (1968)  (emphasis  added). 
Not   only   do   these   statements   indicate   that 
Congress  did  not  intend  to  create  a  statutory 
warrant  requirement  where  there  is  no  consti- 
tutional warrant  requirement,  see  note  46  su- 
pra, but  they  also  indicate  that  Congress  was 
deferring   to   the  judiciary   in   answering   the 
question  reserved  in  Katz,  while  comprehen- 
sively legislating  to  the  full  extent  of  its  per- 
ceived constitutional  power.     We  doubt  that 
these    serious    constitutional    concerns    would 
have  been  expressed  by  Congress  if  it  were 
acknowledged    that    presidential    surveillance 
was  subject  to  prior  judicial  scrutiny  and  the 
only  issue  was  the  specific  standards  and  pro- 
cedures   governing    the    warrant    proceeding. 
See  also  note  244  infra. 

240.  The  Senate  Report  on  the  Omnibus  Crime 
Control  and  Safe  Streets  Act  of  1968,  which, 
as  the  Keith  Court  observed,  see  407  U.S.  at 


to  wiretap  without  a  warrant  for  certain 
purposes  and  in  certain  circumstances, 
the  statute  would   not  apply  to  them.^* 

307  n.7,  92  S.Ct.  2125,  is  not  as  explicit  as  the 
floor  debate  which  followed,  but  which  is  the 
only  committee  report  concerning  Title  III, 
stated  in  its  section-by-section  analysis: 

[Section  2511(3)]  is  intended  to  reflect  a 
distinction  between  the  administration  of  do- 
mestic criminal  legislation  not  constituting  a 
danger  to  the  structure  or  existence  of  the 
Government  and  the  conduct  of  foreign  af- 
fairs. It  makes  it  clear  that  nothing  in  the 
proposed  chapter  or  other  act  amended  by 
the  proposed  legislation  is  intended  to  limit 
the  power  of  the  President  to  obtain  infor- 
mation by  whatever  means  to  protect  the 
United  States  from  the  acts  of  a  foreign 
power  including  actual  or  potential  attack  or 
foreign  intelligence  activities,  or  any  other 
danger  to  the  structure  or  existence  of  the 
Government.  Where  foreign  affairs  and  in- 
ternal security  are  involved,  the  proposed 
system  of  court  ordered  electronic  surveil- 
lance envisioned  for  the  administration  of 
domestic  criminal  legislation  is  not  intended 
necessarily  to  be  applicable.  The  two  areas 
may,  however,  overlap.  Even  though  their 
activities  take  place  within  the  United 
States,  the  domestic  Communist  party  and 
its  front  groups  remain  instruments  of  the 
foreign  policy  of  a  foreign  power  (Commu- 
nist Party,  U.S.A.  v.  Subversive  Activities 
Control  Board,  367  U.S.  1  [81  S.Ct.  1357,  6 
L.Ed.2d  625]  (1961)).  Consequently,  they 
fall  within  the  field  of  foreign  affairs  and 
outside  the  scope  of  the  proposed  chapter. 
Yet,  their  activities  may  involve  violations  of 
domestic  criminal  legislation.  See  Abel  v. 
United  States,  362  U.S.  217  [80  S.Ct.  683,  4 
L.Ed.2d  668]  (1960).  These  provisions  of  the 
proposed  chapter  regarding  national  and  in- 
ternal security  thus  provide  that  the  con- 
tents of  any  wire  or  oral  communication  in- 
tercepted by  the  authority  of  the  President 
may  be  received  into  evidence  in  any  judicial 
trial  or  administrative  hearing.  Otherwise, 
individuals  seeking  the  overthrow  of  the 
Government,  including  agents  of  foreign 
powers  and  those  who  cooperate  with  them, 
could  not  be  held  legally  accountable  when 
evidence  of  their  unlawful  activity  was  un- 
covered incident  to  the  exercise  of  this  pow- 
er by  the  President.     The  only  limitations 
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That  is,  the  applicability  of  the  statute 
was  contingent  upon  further  judicial 
pronouncements,  and  the  procedures  and 
remedies  of  the  statute  were  to  com- 
pletely occupy  the  wiretapping  field  ex- 
cept to  the  extent  the  President's  powers 
were   rendered   constitutionally  immune 

recognized  on  this  use  is  that  the  intercep- 
tions be  deemed  reasonable  based  on  an  ad 
hoc  judgment  taking  into  consideration  all  of 
the  facts  and  circumstances  of  the  individual 
case,  which  is  but  the  test  of  the  Constitu- 
tion itself  (Carroll  v.  United  States,  267  U.S. 
132  [45  S.Ct.  280,  69  L.Ed.  543]  (1925)).    The 
possibility  that  a  judicial  authorization  for 
the    interception    could    or   could    not    have 
been  obtained  under  the  proposed  chapter 
would  be  only  one  factor  in  such  a  judg- 
ment.   No  preference  should  be  given  to  ei- 
ther alternative,  since  this  would  tend  to  lim- 
it the  very  power  that  this  provision  recog- 
nizes is  not  to  be  deemed  disturbed. 
S.Rep.No.l097,  supra  note  167,  at  94  (empha- 
sis added).    This  rather  ambiguous  statement 
is  not  inconsistent  with  the  interpretation  of 
§  2511(3)  elucidated  in  text.    The  Report  ap- 
pears to  expect  that  there  would  be  no  war- 
rant requirement  placed  on  the  President's  na- 
tional security  surveillances,  since  it  contem- 
plates that  a  post  hoc  determination  of  reason- 
ableness will  be  made  in  criminal  proceedings. 
The  Report's  analysis  of  §  2511(3)  thus  con- 
centrates on  explicating  congressional  intent 
concerning  the  statutory  problem  that  had  be- 
set the  courts  and  Congress  before  Katz:    if 
the  surveillance  is  constitutional,  when  can  ev- 
idence derived  therefrom  be  introduced  into 

evidence?    See  slip  op.  at  826-827,  supra,  

U.S.App.D.C.       at      ,      ,      F.2d 

at  ,  ;    slip  op.   at  863-864  infra,  

U.S.App.D.C.  at  ,  F.2d  at  .  Com- 
menting on  this  issue  in  light  of  its  expectation 
that  national  security  surveillance  would  be 
immunized  from  prior  judicial  review,  the  Re- 
port merely  indicates  that  if  the  President  acts 
under  any  constitutional  right  to  proceed  with- 
out a  warrant,  then  the  fact  that  certain  statu- 
tory provisions  afford  him  an  alternative  of 
receiving  prior  authorization  is  not  determina- 
tive of  the  legality  of  the  surveillance  and  the 
admissibility  of  its  fruits.  Rather,  it  is  but  one 
factor  among  the  circumstances  that  must  be 
considered  in  assessing  the  reasonableness  of  a 
wiretap  not  undertaken  pursuant  to  a  warrant. 


from     the     warrant    procedure    of    the 
Fourth  Amendment. 

Moreover,  this  interpretation  of  the 
scope  of  Title  III  is  particularly  plausible 
in  light  of  the  ebb  and  flov^^  of  proposed 
legislation  in  the  wiretapping  field  over 
the    prior    20    years.      As    we    indicated 

Particularly  when  it  is  noted  that  the  Report 
cautioned  that  the  provisions  of  Title  111  are  not 
necessarily  applicable  in  the  foreign  affairs  or 
internal  security  contexts,  the  statement  can  be 
seen  to  be  consistent  with  the  interpretation, 
supported  by  other  legislative  history  and  poli- 
cy   considerations,    see    slip    op.    at    878-883 

supra, U.S.App.D.C.  at , F.2d 

at ;    slip  op.   at  885-887  infra,  

U.S.App.D.C.       at ,       F.2d 

at ,  that  if  the  President  must  comply 

with  the  warrant  procedure,  he  must  do  so 
according  to  the  provisions  of  Title  III. 

It  should  also  be  observed  that  in  §  2518(7) 
Congress  authorized  up  to  48  hours  of  war- 
rantless surveillance  when  it  is  reasonably  de- 
termined that  "an  emergency  situation  exists 
with  respect  to  conspiratorial  activities  threat- 
ening the  national  security  •  *  ♦  that  re- 
quires a  wire  or  oral  communication  to  be  in- 
tercepted before  an  order  authorizing  such  in- 
terception can  with  due  diligence  be  obtained 
*  •  *."  Yet  court  approval  had  to  be 
sought  subsequent  to  installation  of  the  sur- 
veillance for  it  to  be  lawful  under  the  statute. 
At  first,  this  section  might  appear  unnecessary 
if  the  President  was  to  be  totally  exempted 
from  the  procedures  of  Title  III,  since  there 
would  be  no  necessity  of  exempting  him  from 
provisions  to  which  he  is  not  subject.  How- 
ever, §  2518(7)  is  far  broader  than  any  consti- 
tutional exception  for  presidential  surveillance; 
its  coverage  extends  to  "any  investigative  or 
law  enforcement  officer,  specially  designated 
by  the  Attorney  General  or  by  the  principal 
prosecuting  attorney  of  any  State  or  subdivi- 
sion thereof  acting  pursuant  to  a  statute  of 
that  State."  Section  2518(7)  is  thus  a  statuto- 
ry recognition  of  the  general  doctrine  of  exi- 
gent circumstances,  see  S. Rep. No.  1097,  supra 
note  167,  at  94,  which  would  serve  a  function 
whether  or  not  presidentially  ordered  surveil- 
lance was  subjected  to  Title  Ill's  mandate. 
Thus  its  inclusion  in  the  statute  does  not  in 
fact  further  the  analysis  of  congressional  in- 
tent with  respect  to  the  latter  question. 
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above,"*  there  was  no  constitutional  pro- 
hibition against  non-trespassory  wiretap- 
ping until  1967,  although  Section  605  of 
the  Federal  Communications  Act  of  1934 
prohibited  use  of  evidence  derived  from 
such  surveillance  in  criminal  prosecu- 
tions. During  this  period,  numerous  bills 
were  introduced  in  Congress  to  authorize 
wiretapping  and  use  of  any  evidence  and 
fruits  obtained  therefrom;  however, 
they  were  all  defeated  because  of  bitter 
divisiveness  over  the  question  whether 
Congress  should  enact,  as  a  statutory 
precondition  to  admissibility,  a  require- 
ment that  prior  judicial  approval  be 
obtained  for  the  surveillance."^  Passage 
of  Title  III  came  shortly  after  the  Su- 
preme Court  handed  down  Katz  v.  Unit- 
ed States,  supra,  389  U.S.  347,  88  S.Ct. 
507,  19  L.Ed.2d  576,  which  finally  placed 
non-trespassory   wiretapping  and   eaves- 

241.  See  slip  op.  at  826-827,  863-864  supra, 

U.S.App.D.C.       at      ,      ,      F.2d 

at . 

242.  See,  e.  g.,  Gasque,  supra  note  53,  15  S.C.L. 
Rev.  at  66;  Theoharis  &  Mayer,  supra  note  53. 

243.  See  slip  op.  at  819-820  supra, U.S.App. 

D.C.  at  ,  F.2d  at  . 

244.  See  114  Cong.Rec.  14781  (1968);  note  221 
supra.  Since  many  of  the  provisions  of  Title 
III  were  denounced  as  unconstitutional,  see,  e. 
g.,  S.Rep.No.l097,  supra  note  167,  at  161  (indi- 
vidual views  of  Mr.  Long  and  Mr.  Hart;  id.  at 
166  (additional  views  of  Mr.  Hart);  id.  at  178 
(individual  views  of  Mr.  Burdick);  id.  at  179 
(individual  views  of  Mr.  Fong),  such  worries 
probably  pressed  themselves  strongly  upon  the 
draftsmen  of  Title  III.  Indeed,  a  similar  con- 
cern was  evident  in  Congress'  treatment  of 
interception  of  oral  communications.  See  18 
U.S.C.  §  2511(l)(a-b)  (1970);  S.Rep.No.l097, 
supra  note  167,  at  91-92.  The  vahdity  of  such 
worries  with  respect  to  regulating  presidential 
surveillance  is  questionable.  See  note  228  su- 
pra. 

Moreover,  in  analyzing  the  national  security 
proviso,  one  should  pay  heed  to  its  context. 
See  407  U.S.  at  303-304,  92  S.Ct.  2125.  Sec- 
tion 2511(1)  broadly  interdicts  all  surveillance 
"[ejxcept  as  otherwise  specifically  provided  in 


dropping  within  the  ambit  of  Fourth 
Amendment  protection.  Since  Katz  had 
reserved  the  question  whether  prior  judi- 
cial authorization  was  a  constitutionally 
mandated  safeguard  against  unreason- 
able national  security  surveillance,"'  it 
was  reasonable  for  Congress  to  avoid 
that  constitutional  thicket  until  the  Su- 
preme Court  spoke  more  fully  on  the 
President's  asserted  inherent  power  to 
conduct  warrantless  wiretapping  in  fur- 
therance of  his  constititutional  responsi- 
bilities. Indeed,  the  proviso  probably 
was  included  merely  to  avoid  a  challenge 
to  the  statute  as  an  unconstitutional  lim- 
itation on  Executive  powers."^ 

Finally,  there  are  strong  policy  consid- 
erations which  guide  us  in  our  determi- 
nation of  congressional  intent  in  enact- 
ing Title  III.  First,  as  Congress  itself 
indicated,"^  there  is  a  policy  in  favor  of 

this  chapter."  Section  2511(3),  unlike  the  four 
specific  exceptions  of  §  2511(2),  does  not  say 
"it  shall  not  be  unlawful  *  *  *  to  inter- 
cept" particular  types  of  communications,  but 
rather  disclaims  any  attempt  at  legislative  in- 
terference with  inherent  presidential  power; 
there  is  no  intention  to  "limit  the  constitution- 
al power  of  the  President."  As  Keith  indi- 
cated. Congress  took  a  neutral  position  on  the 
question  of  the  President's  power  to  proceed 
without  a  warrant.  See  407  U.S.  at  303,  308, 
92  S.Ct.  2125.  However,  to  the  extent  such 
power  does  not  exist,  the  disclaimer  is  effec- 
tively rendered  superfluous  and  the  general 
prohibition  of  all  nonstatutory  surveillance  be- 
comes operative.  Thus,  as  in  Keith,  we  are 
only  forced  by  the  proviso  to  decide  a  "nar- 
row" constitutional  question  reserved  by  Katz, 
see  id.  at  309,  92  S.Ct.  2125:  whether  safe- 
guards other  than  prior  authorization  of  a 
magistrate  are  constitutionally  sufficient  under 
the  circumstances  of  this  case,  in  which  the 
foreign  affairs  powers  of  the  President  are  im- 
plicated but  the  surveillance  was  installed  on 
individuals  who  were  not  themselves  agents  of 
or  collaborators  with  a  foreign  power. 

245.     See,  e.  g.,  S.Rep.No.l097,  supra  note  167, 
at  66. 
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providing  fairly  uniform  standards  to 
govern  issuance  of  all  wiretap  authoriza- 
tions. Second,  there  is  the  factor,  to 
which  we  alluded  earlier,  that  Title  III 
will  provide  clear  guidance  to  both 
courts  and  the  Executive  Branch  con- 
cerning the  procedures  surrounding  wire- 
tap issuance,  thus  avoiding  many  of  the 
problems  attendant  upon  ad  hoc  future 
development  in  in  camera  proceedings.^*^ 
Third,  we  believe  that  the  Title  III  pro- 
cedures are  salutary  prophylactic  meas- 
ures designed  to  protect  privacy  interests 
while  still  accommodating  the  legitimate 
Executive  need  to  conduct  surveillance. 

[34]  Title  III  provides,  inter  alia,  for 
particularity  in  tlescriptions  of  the  loca- 
tion of  the  wiretap,^''^  the  type  of  com- 
munications sought  to  be  intercepted,^** 
and  the  identity  of  the  subject  of  the 
surveillance;  ^*'  for  utilization  of  elec- 
tronic surveillance  only  after  alternative 
investigative  procedures  have  been  tried 
and  failed  or  would  be  unlikely  to  suc- 
ceed; ^^  for  a  statement  to  the  judge  of 
any  previous  applications  for  a  warrant 
concerning   the   same   persons,   facilities, 

246.  See  pp.  69^70  &  note  200  supra. 

247.  18  U.S.C.  §  2518(l)(b)(ii)(1970). 

248.  Id.  §  2518(l)(b)(iii). 

249.  Id.  §  2518(l)(b)(iv). 

250.  Id.  §  2518(l)(c). 

251.  Id.  §  2518(l)(e).  This  provision  mitigates 
the  problem  of  judge-shopping  otherwise  pos- 
sible with  respect  to  requests  for  search  war- 
rants.    See  note  147  supra. 

252.  Id.  §  2518(2). 

253.  Id.  §  2518(5). 

254.  Id. 

255.  Id.  §  2518(6). 

256.  Id.  §  2518(8)(a).  For  an  eloquent  discus- 
sion of  the  importance  of  the  warehousing  pro- 
visions, indicating  that  national  security  wire- 
taps should  be  subject  to  that  requirement,  see 
United  States  v.  Huss,  supra  note  10,  482  F.2d 
at  47-48,  52  (Kaufman,  C.  J.)  (dictum)  (dis- 


or  places  specified  in  the  application,  and 
the  judicial  action  taken  on  those  prior 
applications;  ^^*  for  judicial  authority  to 
request  additional  supporting  evidence 
for  the  warrant  application;  ^^^  for  maxi- 
mum time  limits  on  any  surveillance, 
with  provisions  for  renewals;  ^^^  for  exe- 
cution of  the  warrant  as  soon  as  practi- 
cable, and  in  a  manner  that  minimizes 
interception  of  communications  not  the 
subject  of  the  order;  ^^  for  judicial  au- 
thority to  request  progress  reports  on 
the  surveillance  and  the  need  for  contin- 
ued interception;  ^^^  for  careful  record- 
ing and  "warehousing"  of  communica- 
tions intercepted;  ^^*  for  notification  of 
the  primary  subjects  of  the  surveillance 
that  their  conversations  were  intercept- 
ed, unless  good  cause  is  shown  for  not 
serving  the  inventory  of  specified  infor- 
mation; ^^'  for  various  procedures  to 
safeguard  the  use  of  such  intercepted 
communications;  ^'*  for  the  important 
safeguard  of  official  reporting  concern- 
ing the  scope,  nature,  and  extent  of  sur- 
veillance, whether  approved  or  denied;  ^^' 
and,  of  course,  for  civil  damages  for  vio- 

cussing  the  wiretaps  involved  in  this  case,  in 
context  of  civil  contempt  proceeding).  See 
also  United  States  v.  Bryant,  142  U.S.App.D.C. 
132,    140^143,   439   F.2d   642,   650-653   (1971). 

257.  18  U.S.C.  §  2518(8)(d)  (1970).  See  also 
S.Rep.No.l097,  supra  note  167,  at  105. 

258.  18  U.S.C.  §§  2518(9)-(10)  (1970). 

259.  Id.  §  2519.  Public  disclosure  of  the  extent 
of  national  security  surveillance  will,  of 
course,  make  congressional  or  public  oversight 
more  feasible  and  more  informed,  and  could 
provide  the  foundation  for  congressional  inves- 
tigation or  corrective  legislation  if  it  appears 
that  such  surveillance  is  being  abused.  See 
also  United  States  v.  Coplon,  supra  note  59, 
185  F.2d  at  638  (constitutional  limits  requiring 
disclosure  in  criminal  trials  prevent  govern- 
ment action  from  going  "unpurged  by  the  al- 
embic of  public  scrutiny  and  public  criticism"). 
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lations  of  the  Title.^*"  Each  of  these 
provisions  implements  the  important  pol- 
icies of  the  First  and  Fourth  Amend- 
ments in  the  context  of  electronic  sur- 
veillance; ^*'  yet  none  is  likely  to  inhibit 
or  limit  in  any  manner  "the  constitution- 
al power  of  the  President  to  take  such 
measures  as  he  deems  necessary"  ^*^  in 
the  national  security  area.  They  are 
procedures  which,  given  the  necessity 
that  a  warrant  be  obtained  before  a  for- 
eign security  surveillance  can  commence, 
do  not  impose  any  substantial  additional 
burden  on  the  Executive  Branch;  in- 
deed, they  are  the  type  of  procedures 
which  courts  scrutinizing  wiretap  appli- 
cations would  probably  develop  in  any 
event,^*^  but  which  Congress  has  conve- 
niently promulgated  for  use  on  a  uni- 
form basis.  We  are  thus  of  the  opinion 
that  Congress  intended  the  procedures 
and  remedies  of  Title  III  to  apply  to  all 
Executive  surveillance  which,  under  the 
Constitution,  must  be  initiated  pursuant 
to  judicial  warrant.^" 

260.  18  U.S.C.  §  2520  (1970). 

261.  See  generally  Katz  v.  United  States,  supra 
note  54;  Berger  v.  New  York,  supra  note  110; 
S.Rep.No.l097,  supra  note  167,  at  99-107. 

262.  See  note  219  supra. 

263.  Most  of  the  Title  111  requirements  merely 
grant  judges  the  power  to  require  compliance 
with  procedures  that  could  be  judicially  man- 
dated in  any  event  in  a  warrant  proceeding. 
And  although  absolute  requirements  such  as 
the  30-day  hmit  on  the  duration  of  any  surveil- 
lance might  not  be  identical  with  those  which 
judges  would  impose  sua  sponte,  provisions 
such  as  those  concerning  renewals  render 
them  flexible  enough  so  that  there  is  no  neces- 
sary interference  with  or  limitation  of  Ejcecu- 
tive  intelligence  gathering  functions. 

264.  It  should  also  be  observed  that  the  very 
breadth  of  the  §  2511(3)  disclaimer  indicates 
that  Congress  merely  wished  to  defer  to  the 
judiciary  with  respect  to  resolving  the  issue 
reserved  in  Katz.    Senator  Hart  noted  that  the 


[35]  One  caveat  should,  however,  be 
appended  to  this  conclusion.  There  are 
several  provisions  of  Title  III  which,  in 
the  context  of  pure  intelligence  gather- 
ing activities,  would  frustrate  the  consti- 
tutional power  of  the  President  and 
which  therefore  cannot  apply  to  such 
surveillance  given  the  plain  language 
and  legislative  history  of  Section  2511(3). 
Section  2516  authorizes  the  Attorney 
General  to  apply  for  a  warrant  to  con- 
duct surveillance  in  situations  in  which 
evidence  of  specified  crimes  is  likely  to 
be  uncovered.^*^  And  Section 

2518(l)(b)(i)  requires  that  the  application 
make  a  detailed  showing  of  the  facts  and 
circumstances  upon  which  the  applicant 
has  formed  his  belief  that  those  specified 
crimes  have  been,  are  being,  or  are  about 
to  be  committed.^** 

[36]  Although  most  pure  intelligence 
gathering  surveillance  could  even  be  jus- 
tified under  these  provisions,  since  speci- 
fied crimes  within  the  cognizance  of  Sec- 
tion 2516  will  generally  be  engaged  in  by 

"internal  security"  clause  could  be  read,  for 
example,  to  cover  a  taxpayer  who  withholds 
funds  as  a  means  of  protesting  governmental 
poUcies.  And  as  Judge  McGowan  suggests,  a 
formidable  spectrum  of  legal  and  illegal  activi- 
ty could  have  a  substantial  impact  on  the  Pres- 
ident's conduct  of  foreign  affairs.  Yet  it  is 
inconceivable  that  Congress  deUberately  creat- 
ed a  statutory  lacuna  in  which  the  comprehen- 
sive procedures  of  Title  III  would  be  inapplica- 
ble to  such  situations  even  when  the  President 
would  be  constitutionally  compelled  to  submit 
to  prior  judicial  review;  such  a  two-track  sys- 
tem of  judicial  warrant  procedures  would  nul- 
lify the  uniformity  and  much  of  the  protection 
for  individual  privacy  which  Title  111  was  in- 
tended to  provide. 

265.  See  generally  18  U.S.C.  §  2516  (1970). 

266.  See  '18  U.S.C.  §  2518(l)(b)(i)  (1970).  See 
also  id.  §§  2518(l)(b)(iv),  (3)(a),  (3)(b),  (3)(d). 
(4)(c),  2519(l)(e). 
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the  subjects  of  the  surveillance  (and  a 
statutory  basis  for  the  surveillance 
would  thus  be  available),^*^  there  will  be 
the  very  rare  instance  ^**  in  which  no 
crime  is  involved.  In  these  situations,  in 
which  adherence  to  the  strictures  of  Ti- 
tle III  would  unduly  trammel  the  inher- 
ent power  of  the  President  to  conduct 
certain  surveillances  in  furtherance  of 
his  constitutional  duties,  Section  2511(3) 
indicates  that  Congress  intended  that  the 
provisions  of  Sections  2516  and 
2518(l)(b)(i)  would  not  limit  presidential 
powers,  although  there  is  no  reason  to 
consider  that  Congress  intended  that  the 
other  procedural  provisions  of  Title  III, 
which  do  not  substantially  affect  the 
conduct  of  such  surveillance,  would  be 
ousted.  In  effect,  this  is  to  say  that 
Section  2511(3),  which  explicitly  ac- 
knowledges the  foreign  intelligence 
gathering  function  of  the  President, 
should  be  read  to  implicitly  include  intel- 
ligence gathering  as  a  legitimate  statu- 
tory subject  of  warranted  surveillance 
under  Section  2516,  and  to  incorporate 
the  corresponding  constitutionally  appro- 

267.  See  note  168  supra.  These  specified 
crimes  cover  the  full  gamut  of  national  securi- 
ty offenses.  And  although  the  Senate  Report 
indicated  that  the  availability  of  statutory  sur- 
veillance in  these  situations  should  not  be  in- 
terpreted as  a  requirement  that  the  President 
refrain  from  reliance  on  any  inherent  powers 
he  might  possess,  this  statement  apparently 
assumed  that  the  courts  would  hold  that  cer- 
tain national  security  sur%'eillances  are  exempt 
from  prior  judicial  scrutiny,  and  the  thrust  of 
the  commentary  was  directed  primarily  at  the 
problem  of  when  evidence  obtained  without  a 
warrant  would  be  admissible  in  court.  See 
note  240  supra.  If  Congress  truly  intended 
that  Title  III  not  apply  to  national  security 
surveillances  even  when  the  warrant  require- 
ment applies,  it  was  unnecessary  to  include 
any  authority  to  conduct  surveillance  for  na- 
tional security  crimes  such  as  espionage  or 
sabotage,  which  would  always  fall  within  the 
language  of  the  proviso. 


priate  standard  of  probable  cause  as  the 
required  showing  under  Section  2518. 

B. 

In  light  of  our  disposition  of  this  case, 
the  trial  court  on  remand  will  have  to 
decide  some  of  the  issues  not  previously 
reached  because  of  the  grant  of  appel- 
lees' motion  for  summary  judgment.^** 
We  believe,  however,  that  that  court 
should  be  accorded  some  guidance  con- 
cerning the  standard  of  good  faith  that 
should  be  applied  as  a  statutory  defense 
to  the  liquidated  damages  claim. 

[37,  38]  As  originally  enacted.  Section 
2520  provided  that  a  "good  faith  reliance 
on  a  court  order  or  on  the  provisions  of 
section  2518(7)  of  this  chapter  shall  con- 
stitute a  complete  defense  to  any  civil  or 
criminal  action  brought  under  this  chap- 
ter." ""  Although  this  clause  was 
amended  in  1970  to  provide  that  a  "good 
faith  reliance  on  a  court  order  or  legisla- 
tive authorization  shall  constitute  a  com- 
plete defense  to  any  civil  or  criminal  ac- 
tion brought  under  this  chapter  or  under 
any  other  law,"  ^^^   the  amendment  was 

268.  For  example,  one  such  situation  would  be 
where  the  Government  seeks  to  determine 
where  or  when  protected  demonstrations  that 
might  result  in  violence  against  foreign  offi- 
cials and  a  rupturing  of  diplomatic  relations 
are  likely  to  take  place,  so  that  adequate  se- 
curity measures  may  be  taken. 

269.  See  notes  8  &  18  supra. 

270.  See  note  216  supra  (emphasis  added).  See 
also  note  240  supra  (discussing  §  2518(7)). 

271.  Pub.L.No.91-358,  §  211(c),  84  Stat.  654 
(1970).  amending  18  U.S.C.  §  2520  (1968). 
The  amendment  was  one  of  three  "conforming 
amendments"  which  the  D.C.  Court  Reform 
Act  made  to  Title  III.  The  legislative  history  is 
obscure  as  to  the  exact  intent  of  these  amend- 
ments. See  S.Rep.No.538,  91st  Cong..  1st 
Sess..  18-25  (1960);  H.R.Rep.No.907,  91st 
Cong.,  2d  Sess.,  237-239  (1970)  (conference 
report). 
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not  effective  until  after  the  second  wire- 
tap installation  in  this  case  had  already 
been  authorized.^'^  We  do  not  pause  to 
consider  which  of  these  two  provisions 
should  apply  in  this  case,  since  we  are  of 
the  belief  that  under  a  literal  interpreta- 
tion of  either  version,  appellees  would  in 
effect  be  held  strictly  liable  for  their 
actions  and  could  assert  no  good  faith 
defense.^^^  However,  we  do  not  perceive 
the  relevant  standard  of  good   faith   in 

272.  The  amendment  was  approved  on  July  29, 
1970.  One  wiretap  installation  was  approved 
on  Sept.  15,  1970,  and  the  second  one  was 
approved  on  Jan.  4,  1971.  The  effective  date 
of  the  amendment  was  Feb.  1,  1971.  See 
Pla.ntiffs'  Exhibits  M-1,  M-2;  1970  U.S.Code 
Cong.  &  Adm.News  785. 

273.  Under  the  1968  version,  it  is  clear  that  no 
court  order  was  obtained  and  the  warrantless 
surveillance  was  not  limited  to  the  48  hours 
provided  by  §  2518(7).  Under  the  1970  ver- 
sion, there  is  a  more  colorable  claim  that  ap- 
pellees could  base  a  defense  on  the  "legislative 
authorization"  language.  For  although  the 
amendments  were  effective  after  the  wiretap 
was  installed,  the  language  had  been  approved 
before  the  surveillance  was  authorized  by  Mr. 
Mitchell.  See  note  272  supra.  And  appellees 
could  have  taken  the  new  language  as  indica- 
tive of  congressional  intent  with  respect  to 
construction  of  the  prior  statute.  Cf.  e.  g., 
Erlenbaugh  v.  United  States,  409  U.S.  239, 
243-245,  93  S.Ct.  477,  34  L.Ed.2d  446  (1972). 
Since  §  2511(3)  does  exempt  from  the  statute 
"constitutional"  Executive  surveillance,  appel- 
lees could  claim  they  relied  on  the  good  faith 
belief  that  their  actions  were  constitutional 
and  that  they  therefore  did  not  have  to  comply 
with    the    statute.      See   slip    op.    at    889-892 

infra, U.S.App.D.C.  at , F.2d  at . 

Of  course,  Keith  subsequently  held  that 
§  251 1(3)  is  not  a  specific  grant  of  authority  to 
conduct  warrantless  surveillance.    See  slip  op. 

at  877-878  supra. U.S.App.D.C.  at , 

F.2d  at  .     But  appellees  could  argue  that 

before  Keith  such  a  belief  was  reasonable.  In 
any  event,  Mr.  Mitchell  did  not  claim  to  have 
relied  on  the  statutory  language,  but  on  inher- 
ent Executive  powers.  See  JA  at  29  (deposi- 
tion of  Mr.  Mitchell).  Under  our  approach  to 
the  good  faith  defense,  such  a  good  faith  belief 
would  be  a  complete  defense  in  any  event  since 


this  case  to  be  that  literally  specified  in 
Section  2520;  rather,  we  find  that  a 
good  faith  defense  to  liability,  whether 
under  the  Bivens  rationale  or  the  statu- 
tory theory,  will  be  established  if  appel- 
lees can  demonstrate  (1)  that  they  had  a 
subjective  good  faith  belief  that  it  was 
constitutional  to  install  warrantless  wire- 
taps under  the  circumstances  of  this 
case;  and  (2)  that  this  belief  was  itself 
reasonable."* 

it  amounts  in  effect  to  a  belief  that  the  Execu- 
tive actions  were  exempt  from  the  strictures  of 
the  statute. 

274.  Cf..  e.  g..  Bivens  v.  Six  Unknown  Named 
Agents  of  the  Federal  Bureau  of  Narcotics,  su- 
pra note  215,  456  F.2d  at  1347-1348,  and 
sources  cited  therein.  In  making  this  determi- 
nation, the  trial  court  on  remand  will  probably 
have  to  take  additional  testimony  concerning, 
inter  aha,  the  details  of  the  conduct  of  this 
surveillance  in  order  to  ascertain  whether  ap- 
pellees in  fact  believed  these  wiretaps  were 
being  utilized  to  gather  national  security  intel- 
ligence rather  than  to  obtain  evidence  for 
criminal  prosecutions  in  circumvention  of  the 
warrant  requirement.  See  note  23  supra. 
Moreover,  the  court  will  have  to  determine 
whether  appellees  in  fact  believed  that  surveil- 
lance of  this  scope  and  duration  was  actually 
necessary  for  performance  of  their  intelligence 
gathering  duties.  Cf  Bivens,  supra,  456  F.2d 
at  1348  (belief  that  probable  cause  exists,  rath- 
er than  existence  of  probable  cause  in  the  con- 
stitutional sense,  must  be  proved). 

We  decline  to  express  any  views  as  to  the 
reasonableness  of  any  belief  that  warrantless 
wiretapping  under  the  circumstances  of  this 
case  was  constitutional,  at  least  until  the  trial 
court  determines  that  appellees  did  in  fact 
have  such  a  belief.  However,  we  note  that 
this  determination  should  be  made  in  light  of 
Supreme  Court  and  other  judicial  precedent, 
see   slip   op.    at    830-840     &    notes   36   &   37 

supra,  U.S.App.D.C.  at , F.2d 

at .  presidential  practice,  see  slip  op. 

at        825-830        supra,       U.S.App.D.C. 

at .  F.2d  at ,  and  con- 
gressional legislation,  see  note  219  supra,  ex- 
tant as  of  the  installation  of  the  wiretaps.  See 
also  note  276  infra. 
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[39, 40]  As  we  indicated  above,  Con- 
gress intended  that  applicability  of  Title 
III  procedures  and  remedies  in  the  na- 
tional security  context  be  contingent 
upon  further  judicial  pronouncements 
concerning  the  constitutional  question 
reserved  in  Katz,  since  Section  2511(3) 
expressly  declined  to  restrict  "constitu- 
tional" Executive  surveillance."^  But  as 
the  Supreme  Court  has  observed,  "[A] 
police  officer  is  not  charged  with  pre- 
dicting the  future  course  of  constitution- 

275.  See  slip  op.  at   87&-887    supra,  U.S. 

App.D.C.  at ,  F.2d  at . 

276.  See     generally     slip     op.      at      875-880 

supra, U.S.App.D.C.  at , F.2d 

at .     If  we  had  today  held  that  Title 

III  was  totally  inapplicable  to  national  security 
surveillance,  appellees  would  have  been  able 
to  interject,  as  a  defense  to  an  action  under  a 
Bivens  rationale,  a  good  faith  belief  that  they 
reasonably  expected  that  warrantless  national 
security  surveillance  was  constitutional.  And 
if  we  had  today  held  that  warrantless  surveil- 
lance was  constitutionally  permissible  under 
the  President's  foreign  affairs  powers, 
§  2511(3)  would  have  exempted  the  challenged 
actions  from  Title  Ill's  procedures  and  reme- 
dies. Given  the  fact  that  either  of  those  re- 
sults could  be  supported  by  at  least  colorable 
arguments,  we  do  not  believe  our  resolution 
should  preclude  a  defense  of  a  good  faith  be- 
lief that  those  results  would  be  forthcoming. 
As  the  Supreme  Court  has  noted  in  another 
context: 

A  policeman's  lot  is  not  so  unhappy  that  he 
must   choose   between   being   charged   with 
dereliction   of   duty    if   he    does    not    arrest 
when    he    has    probable    cause,    and    being 
mulcted  in  damages  if  he  does.     Although 
the  matter  is  not  entirely  free  from  doubt, 
the  same  consideration  would  seem  to  re- 
quire excusing  him  from  liability  for  acting 
under  a  statute  that  he  reasonably  believed 
to  be  valid  but  that  was  later  held  unconsti- 
tutional on  its  face  or  as  applied. 
Pierson  v.   Ray,  386  U.S.   547,   555,   87   S.Ct. 
1213,    1218.    18   L.Ed.2d  288   (1967)   (footnote 
omitted).     We  similarly  conclude  that  Execu- 
tive officials  who  reasonably  believed  they  had 
certain   powers   under   the   Constitution,    and 
who  thus  would  not  believe  they  had  to  con- 


al  law."  Pierson  v.  Ray,  386  U.S.  547, 
557,  87  S.Ct.  1213,  1219,  18  L.Ed.2d  288 

(1967).    See  also  Wood  v.  Strickland, 

U.S.  ,  ,  95  S.Ct.  992,  1(X)0-1(X)1, 

43  L.Ed.2d  214  (February  25,  1975). 
Thus,  in  light  of  the  fact  that  Congress 
made  the  applicability  of  Title  III  turn 
on  the  future  course  of  constitutional 
law,  as  well  as  the  fact  that  the  legisla- 
tive history  and  language  of  Title  III  are 
themselves  somewhat  ambiguous  con- 
cerning the  applicability  of  that  chapter 
to   national   security   surveillance,"*   and 

form  to  a  statute  which  does  not  cover  such 
powers  when  they  do  exist,  should  not  be  pre- 
cluded from  demonstrating  the  existence  and 
the  reasonableness  of  their  belief. 

Nor  is  it  a  response  to  an  argument  that  the 
statute  was  ambiguous  to  say  that  appellees 
should  have  resolved  any  ambiguity  by  accord- 
ing the  benefit  of  the  doubt  to  the  statute  and 
complying  with  its  strictures.  See  brief  for 
appellants  at  46-^8,  61-64.  As  the  Senate  Re- 
port on  Title  III  indicated,  the  existence  of 
Title  Ill's  procedures  was  not  to  be  taken  as  a 
congressional  statement  that  they  must  be 
complied  with  in  national  security  situations, 
see  note  240  supra,  at  least  until  doubts  as  to 
the  constitutionality  of  warrantless  surveil- 
lance were  resolved,  see  slip  op.  at  881-885 

supra,    U.S.App.D.C.    at    ,    F.2d 

at  .     Nevertheless,  it  has  been  suggested 

that  appellee  Mitchell  may  not  properly  be  in- 
cluded in  our  provision  for  remand  to  the  Dis- 
trict Court  to  find  whether  appellees  acted  rea- 
sonably in  believing  the  Constitution  authoriz- 
ed warrantless  surveillance  under  the  circum- 
stances of  this  case  and  thus  that  the  national 
security  proviso  of  §  2511(3)  exempted  them 
from  the  requirement  of  compliance  with  Title 
III  procedures.  The  argument  is  made  that  it 
was  incumbent  on  Mitchell  to  have  gone  to  a 
judge,  using  the  emergency  provisions  in  the 
Act — 18  U.S.C.  §  2518(7) — and  asked  for  a  rul- 
ing as  to  whether  a  warrant  was  required.  To 
avoid  misunderstanding,  this  court  expresses 
neither  approval  nor  disapproval  of  that  con- 
tention, but  considers  that  this  issue,  like  any 
other  issue  of  good  faith,  is  for  consideration  in 
the  District  Court  in  the  first  instance.  On 
remand  the  parties  can,  if  they  are  so  advised, 
develop  and  present  for  disposition,  in  the  light 
of  presentation  by  all  counsel,  the  contention 
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considering  the  policy  that  statutes  in 
derogation  of  the  common  law  should  be 
relatively  strictly  construed,^^^  we  do  not 
believe  Congress  intended  to  preclude  a 
good  faith  defense  that  Executive  offi- 
cials acted  under  what  they  reasonably 
believed  were  the  constitutionally  inher- 
ent (and  therefore  statutorily  exempt) 
powers  of  the  President.^^* 

In  light  of  the  expressed  congressional 
intent  not  to  disturb  whatever  inherent 
constitutional  powers  the  President  was 
found  to  possess,  we  doubt  that  Congress 
desired  that  a  final  judicial  resolution  of 
that  complex  and  controversial  issue 
would  have  to  result  in  the  extremes  of 
either  holding  Title  III  totally  inapplica- 

that  any  belief  that  warrantless  wiretapping  in 
the  JDL  situation  was  constitutional  was  un- 
reasonable because  the  Attorney  General  could 
have  gone  to  court  to  resolve  any  ambiguities 
that  Katz  and  other  precedents  created  con- 
cerning inherent  presidential  surveillance  pow- 
ers or  the  meaning  of  Title  III.  Thus  we  ex- 
pressly do  not  indicate  any  views  on  the  propri- 
ety of  the  decision  in  Sinclair  v.  Kleindienst, 
D.D.C.  Civil  Action  No.  610-73  (April  30,  1975) 
(finding  "good  faith"  defense  in  civil  action 
brought  by  defendant  in  Keith  case)  or  the 
consistency  of  that  decision  with  the  principles 
we  have  elucidated  in  this  opinion. 

277.  See,  e.  g.,  A.  Sutherland  Statutes  and  Stat- 
utory Construction  ch.  61  (4th  ed.  C.  D.  Sands, 
ed.  1974). 

278.  Appellants  argue  that  this  result  may  deny 
them  compensatory  damages  in  contravention 
of  Congress'  statement  concerning  the  purpose 
of  §  2520: 

All  too  often  the  Invasion  of  privacy  itself 
will  go  unknown.  Only  by  striking  at  all 
aspects  of  the  problem  can  privacy  be  ade- 
quately protected.  The  prohibition,  too, 
must  be  enforced  with  all  appropriate  sanc- 
tions. Criminal  penalties  have  their  part  to 
play.  But  other  remedies  must  be  afforded 
the  victim  of  an  unlawful  invasion  of  priva- 
cy. Provision  must  be  made  for  civil  re- 
course for  damages.  The  perpetrator  must 
be  denied  the  fruits  of  his  actions  in  civil 
and  criminal  proceedings.    Each  of  these  ob- 


ble  to  national  security  surveillance  or 
else  holding  Executive  officials  strictly 
liable  for  having  erred  in  their  assess- 
ment of  the  powers  in  fact  constitution- 
ally granted  the  President  and  thereby 
statutorily  insulated  from  liquidated 
damages.  Thus  we  hold  that  under  the 
circumstances  of  this  case,"'  the  proper 
statutory  good  faith  defense  is  identical 
with  the  common  law  good  faith  defense 
that  would  apply  to  the  Bivens  cause  of 
action. 


We  have  carefully  considered  the  opin- 
ions of  Judges  Mc(]k>wan,  Robb,  and  Wil- 
key   which  join   us   in   holding  that   the 

jectives  is  sought  by  the  proposed  legisla- 
tion. 
S.Rep.No.l097,  supra  note  167,  at  69,  quoted 
in  brief  for  appellants  at  56  (supplying  empha- 
sis). However,  merely  because  Congress  ac- 
corded a  statutory  remedy  for  illegal  surveil- 
lance before  such  a  remedy  was  judicially  es- 
tablished for  all  Fourth  Amendment  violations, 

see  slip  op.  at  819-820  supra, U.S.App.D.C. 

at  .  F.2d  at  does  not  mean  that  it 

intended  strict  liability  to  ensue  if  the  judiciary 
subjected  the  President's  national  security  sur- 
veillance to  prior  judicial  approval.  The  rights 
of  victims  of  unconstitutional  actions  must  to 
some  extent  be  balanced  against  the  needs  of 
law  enforcement,  particularly  when  an  official 
in  good  faith  acts  according  to  a  reasonable 
belief  that  his  actions  are  lawful.  Given  con- 
gressional expressions  of  the  importance  of 
national  security  surveillance,  see,  e.  g.,  notes 
219,  221,  240  supra,  we  cannot  believe  that 
compensation  was  to  be  accorded  at  the  ex- 
pense of  denying  law  enforcement  officials 
their  traditional  defense  of  good  faith,  particu- 
larly since  this  would  discourage  the  exercise 
of  possible  powers  which  Congress  did  not 
seek  to  disturb. 

279.  Of  course,  a  good  faith  belief  that  warrant- 
less national  security  surveillance  of  domestic 
organizations  was  constitutional  could  not  be 
asserted  in  the  future,  given  the  decisions  in 
Keith  and  the  case  sub  judice. 
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warrantless  surveillance  in  this  case  was 
illegal  and  gives  rise  to  a  cause  of  action. 

Judge  Wilkey  confronts  the  question 
of  whether  the  President  had  inherent 
constitutional  authority  to  conduct  such 
surveillance  without  a  warrant,  and  con- 
cludes— as  we  do — that  this  was  imper- 
missible under  the  Fourth  Amendment. 
We  also  agree  with  Judges  MacKinnon 
and  Wilkey  that  on  the  record  as  it 
stands  there  was  an  effort  by  the  Execu- 
tive to  cope  with  the  problem  of  national 
security  thereby  necessitating  a  resolu- 
tion of  that  constitutional  question. 

Judges  McGrowan  and  Robb  conclude — 
as  we  do — that  the  liquidated  damages 
provision  of  Title  III  applies  to  this  case. 
Insofar  as  they  conclude  that  the  consti- 
tutional question  may  be  bypassed  in 
reaching  this  determination,  their  opin- 
ions are  apparently  based  on  a  view  of 
the  record  different  not  only  from  ours 
but  also  from  that  of  the  District  Court, 
and  are  premised,  so  far  as  the  legal 
issues  are  concerned,  on  what  is  dis- 
cerned from  the  language  of  the  statute 
and  the  emanations  they  glean  from  the 
Keith  opinion.  The  same  sources  lead 
Judge  Wilkey  to  a  different  view  of  the 
meaning  of  the  statute.  In  our  opinion 
we  have  referred  in  greater  detail  to  the 
legislative  history,  in  order  to  ascertain 
the  intent  of  Congress  in  passing  the 
proviso,  and  we  believe  that  Congress 
was  defining  the  reach  of  the  statute  in 
terms  of  abstaining  from  any  congres- 
sional enactment  in  those  instances 
where  the  President  had  inherent  consti- 
tutional authority  to  proceed  with  na- 
tional security  surveillance  without  a 
warrant.  This  is  entirely  in  accord  with 
Keith,  which  did  reach  and  decide  the 
constitutional  issue  as  we  do  and  which, 
being  a  criminal  case  did  not  address  the 
question  of  the  applicability  of  the  reme- 


dial provision  of  Title  III  to  instances  of 
unconstitutional  presidential  surveillance. 
Reversed   and   remanded   for  proceed- 
ings not  inconsistent  with  this  opinion. 

APPENDIX  A 


THE  WHITE  HOUSE 
WASHINGTON 

CONFIDENTIAL  May  21,  1940 

MEMORANDUM    FOR    THE    ATTOR- 
NEY GENERAL 

I  have  agreed  with  the  broad  purpose 
of  the  Supreme  Court  decision  relating 
to  wire-tapping  in  investigations.  The 
Court  is  undoubtedly  sound  both  in  re- 
gard to  the  use  of  evidence  secured  over 
tapped  wires  in  the  prosecution  of  citi- 
zens in  criminal  cases;  and  is  also  right 
in  its  opinion  that  under  ordinary  and 
normal  circumstances  wire-tapping  by 
Government  agents  should  not  be  carried 
on  for  the  excellent  reason  that  it  is 
almost  bound  to  lead  to  abuse  of  civil 
rights. 

However,  I  am  convinced  that  the  Su- 
preme Court  never  intended  any  dictum 
in  the  particular  case  which  it  decided  to 
apply  to  grave  matters  involving  the  de- 
fense of  the  nation. 

It  is  of  course,  well  known  that  certain 
other  nations  have  been  engaged  in  the 
organization  of  propaganda  of  so-called 
"fifth  columns"  in  other  countries  and  in 
preparation  for  sabotage,  as  well  as  in 
actual  sabotage. 

It  is  too  late  to  do  anything  about  it 
after  sabotage,  assassinations  and  "fifth 
column"  activities  are  completed. 

You  are,  therefore,  authorized  and  di- 
rected in  such  cases  as  you  may  approve, 
after  investigation  of  the  need  in  each 
case,  to  authorize  the  necessary  investi- 
gation agents  that  they  are  at  liberty  to 
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secure  information  by  listening  devices 
direct  to  the  conversation  or  other  com- 
munications of  p>ersons  suspected  of  sub- 
versive activities  against  the  Govern- 
ment of  the  United  States,  including  sus- 
pected spies.  You  are  requested  further- 
more to  limit  these  investigations  so  con- 
ducted to  a  minimum  and  to  limit  them 
insofar  as  possible  to  aliens, 
/s/  F.  D.  R. 


OFFICE  OF  THE  ATTORNEY 

GENERAL 

WASHINGTON,  D.  C. 

July  17,  1946. 

The  President, 

The  White  House. 
My  dear  Mr.  President: — 

Under  date  of  May  21,  1940,  President 
Franklin  D.  Roosevelt,  in  a  memorandum 
addressed  to  Attorney  General  Jackson, 
stated: 

"You  are  therefore  authorized  and  di- 
rected in  such  cases  as  you   may  ap- 
prove, after  investigation  of  the  need 
in  each  case,  to  authorize  the  neces- 
sary investigating  agents  that  they  are 
at  liberty  to  secure  information  by  lis- 
tening devices  directed  to  the  conver- 
sation or  other  communications  of  per- 
sons suspected  of  subversive  activities 
against  the  Government  of  the  United 
States,  including  suspected  spies." 
This  directive  was  followed  by  Attor- 
neys General  Jackson  and  Biddle,  and  is 
being  followed  currently  in  this  Depart- 
ment.     I    consider   it   appropriate,   how- 
ever, to  bring  the  subject  to  your  atten- 
tion at  this  time. 

It  seems  to  me  that  in  the  present 
troubled  period  in  international  affairs, 
accompanied  as  it  is  by  an  increase  in 
subversive  activity  here  at  home,  it  is  as 


necessary  as  it  was  in  1940  to  take  the 
investigative  measures  referred  to  in 
President  Roosevelt's  memorandum.  At 
the  same  time,  the  country  is  threatened 
by  a  very  substantial  increase  in  crime. 
While  I  am  reluctant  to  suggest  any  use 
whatever  of  these  special  investigative 
measures  in  domestic  cases,  it  seems  to 
me  imperative  to  use  them  in  cases  vital- 
ly affecting  the  domestic  security,  or 
where  human  life  is  in  jeopardy. 

As  so  modified,  I  believe  the  outstand- 
ing directive  should  be  continued  in 
force.  If  you  concur  in  this  policy,  I 
should  appreciate  it  if  you  would  so  indi- 
cate at  the  foot  of  this  letter. 

In  my  opinion,  the  measures  proposed 
are  within  the  authority  of  law,  and  I 
have  in  the  files  of  the  Department  ma- 
terials indicating  to  me  that  my  two 
most  recent  predecessors  as  Attorney 
General  would  concur  in  this  view. 

Respectfully  yours, 
/s/  TOM  C.  CLARK 

Attorney  General 

July  17,  1947  [sic] 
I  concur. 

/s/  HARRY  S.  TRUMAN 


ADMINISTRATIVELY 
CONFIDENTIAL 

THE  WHITE  HOUSE 
WASHINGTON 

June  30,  1965 

MEMORANDUM  FOR  THE  HEADS 
OF  EXECUTIVE  DEPARTMENTS 
AND  AGENCIES 

I  am  strongly  opposed  to  the  intercep- 
tion of  telephone  conversations  as  a  gen- 
eral investigative  technique.  I  recognize 
that   mechanical    and   electronic   devices 
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may  sometimes  be  essential  in  protecting 
our  national  security.  Nevertheless  it  is 
clear  that  indiscriminate  use  of  these  in- 
vestigative devices  to  overhear  telephone 
conversations,  without  the  knowledge  or 
consent  of  any  of  the  persons  involved, 
could  result  in  serious  abuses  and  inva- 
sions of  privacy.  In  my  view,  the  inva- 
sion of  privacy  of  communications  is  a 
highly  offensive  practice  which  should  be 
engaged  in  only  where  the  national  se- 
curity is  at  stake.  To  avoid  any  misun- 
derstanding on  this  subject  in  the  Feder- 
al Government,  I  am  establishing  the  fol- 
lowing basic  guidelines  to  be  followed  by 
all  government  agencies: 

(1)  No  federal  personnel  is  to  intercept 
telephone  conversations  within  the 
United  States  by  any  mechanical  or 
electronic  device,  without  the  consent 
of  one  of  the  parties  involved  (except 
in  connection  with  investigations  relat- 
ed to  the  national  security). 

(2)  No  interception  shall  be  under- 
taken or  continued  without  first  ob- 
taining the  approval  of  the  Attorney 
General. 

(3)  All  federal  agencies  shall  immedi- 
ately conform  their  practices  and  pro- 
cedures to  the  provisions  of  this  order. 
Utilization  of  mechanical  or  electronic 

devices  to  overhear  non-telephone  con- 
versations is  an  even  more  difficult  prob- 
lem, which  raises  substantial  and  unre- 
solved questions  of  Constitutional  inter- 
pretation. I  desire  that  each  agency 
conducting  such  investigations  consult 
with  the  Attorney  General  to  ascertain 
whether  the  agency's  practices  are  fully 
in  accord  with  the  law  and  with  a  decent 
regard  for  the  rights  of  others. 

Every  agency  head  shall  submit  to  the 
Attorney  General  within  30  days  a  com- 
plete inventory  of  all  mechanical  and 
electronic  equipment  and  devices  used 
for  or  capable  of  intercepting  telephone 


conversations.  In  addition,  such  reports 
shall  contain  a  list  of  any  interceptions 
currently  authorized  and  the  reasons  for 
them. 

/s/  LYNDON  B.  JOHNSON 


DEPARTMENT  OF  JUSTICE 

November  3,  1966 

MEMO  NO.  493 

TO:    All  United  States  Attorneys 

FROM:    Ramsey  Clark 

Acting  Attorney  General 


*  *  *  Present  practice,  adopted  in 
July  1965  in  conformity  with  the  policies 
declared  by  President  Johnson  on  June 
30,  1965  for  the  entire  Federal  establish- 
ment, prohibits  the  installation  of  listen- 
ing devices  in  private  areas  (as  well  as 
the  interception  of  telephone  and  other 
wire  communications)  in  all  instances 
other  than  those  involving  the  collection 
of  intelligence  affecting  the  national  se- 
curity. The  specific  authorization  of  the 
Attorney  General  must  be  obtained  in 
each  instance  when  this  exception  is  in- 
voked. Intelligence  data  so  collected 
will  not  be  available  for  investigative  or 
litigative  purposes. 

BAZELON,  Chief  Judge  (concurring  in 
part,  dissenting  in  part): 

My  concern  is  with  the  Court's  discus- 
sion of  possible  defenses  available  to 
John  Mitchell  and  various  former  subor- 
dinates of  his  in  the  Federal  Bureau  of 
Investigation.  While  purporting  to  leave 
the  question  for  another  appeal,  the 
Court  has  apparently  determined  to 
grant  all  these  defendants  a  carte 
blanche  mistake  of  law  defense  to  the 
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civil  liability  impKjsed  by  Title  III.*  This 
important  holding  is  not  accompanied  by 
any  serious  attempt  to  defend  what 
must  remain  a  significant  extension  of 
the  isolated  cases  granting  mistake  of 
law  defense.  The  purpose  of  this  con- 
curring opinion  is  to  explain  why  I 
would  hold  that  the  subordinate  FBI  of- 
ficials do  have  a  defense  of  mistake  of 
law  drawn  from  established  precedent 
and  also  hold  that  John  Mitchell  does 
not. 

The  Court  relies  on  two  arguments  to 
support  its  erosion  of  the  general  rule 
that  mistake  of  law  is  not  a  defense.^ 
The  first  argument  is  that  such  a  de- 
fense is  merely  declarative  of  the  com- 
mon law,  as  the  common  law  was  itself 

1.  See  18  U.S.C.  §  2520  (1970). 

2.  For  statements  of  the  general  rule,  see  Unit- 
ed States  V.  International  Minerals  &  Chem. 
Corp.,  402  U.S.  558,  563,  91  S.Ct.  1697,  29 
L.Ed.2d  178  (1971);  Lambert  v.  California,  355 
U.S.  225,  228.  78  S.Ct.  240,  2  L.Ed.2d  228 
(1957);  Shevlin-Carpenter  Co.  v.  Minnesota, 
218  U.S.  57,  68,  30  S.Ct.  663,  54  L.Ed.  930 
(1916);  Ellis  v.  United  States,  206  U.S.  246, 
257,  27  S.Ct.  600,  51  L.Ed.  1047  (1907) 
(Holmes,  J.);  United  States  v.  Oris,  247  F.2d 
860,  864  (2d  Cir.  1957);  Dennis  v.  United 
States,  84  U.S.App.D.C.  31,  171  F.2d  986,  99(^ 
91  (1948),  affd,  339  U.S.  162,  70  S.Ct.  519,  94 
L.Ed.  734  (1950);  Momsen-Dunnegan-Ryan 
Co.  V.  Helvering,  63  App.D.C.  9,  68  F.2d  754 
(1933);  United  States  v.  Ehrlichman,  376 
F.Supp.  29,  35  (D.D.C.1974);  United  States  v. 
Polizzi,  323  F.Supp.  222,  226  (C.D.Cal.l971); 
Van  Aalten  v.  Hurley,  176  F.Supp.  851.  857 
(S.D.N.Y.1959).  It  will  be  noted  that  the  gen- 
eral rule  applies  both  to  civil  and  criminal  law. 
It  thus  does  not  matter  for  purposes  of  appli- 
cation of  the  general  rule  at  least  that  the 
action  authorized  by  18  U.S.C.  §  2520  (1970)  is 
denominated  civil  in  nature.  Presumably,  a 
person  liable  under  §  2520  would  also  be  liable 
under  the  criminal  provisions  of  18  U.S.C. 
§  2511(1)(1970). 

3.  In  this  opinion,  1  will  presume  that  the  legal 
principles  controlling  searches  and  seizures 
are  identical  to  the  principles  controlling  ar- 
rests.   It  would  seem  that  the  personal  interest 


declared  in  Bivens  v.  Six  Unknown 
Named  Agents,  456  F.2d  1339,  1347-48 
(2d  Cir.  1972).  However,  there  is  a  se- 
vere distinction  between  the  case  sub  ju- 
diee  and  Bivens,  a  distinction  central  to 
the  common  law  and  which  defeats  the 
Court's  argument.  In  Bivens,  the  issue 
pertained  to  whether  the  arresting '  offi- 
cers had,  if  the  true  facts  were  as  the 
officers  believed  them  to  be,  probable 
cause  or  reasonable  grounds  to  make  the 
arrest.  While  Bivens  is  more  than  a  lit- 
tle obscure  on  the  issue,  it  appears  that 
the  court  there  would  find  the  arrest 
justified  if  the  officers  had  a  reasonable 
belief  (a  standard  seemingly  equal  to  the 
standard  of  probable  cause  itself)  that  a 
crime  had  been  committed  and  that  the 
arrested  person  committed  it.*     If  this  is 

in  freedom  from  arrest  is  greater  than  the  in- 
terest in  freedom  from  official  searches,  al- 
though both  find  constitutional  roots  in  the 
Fourth  Amendment.  But  on  the  other  hand 
the  government  interest  in  the  search  and  sei- 
zure circumstance  is  less  than  in  the  arrest 
circumstance.  I  use  common  law  authority  on 
arrest  and  false  imprisonment  in  large  part 
because  of  an  absence  of  case  law  on  the  tres- 
pass liability  of  public  officers. 

4.     See  456  F.2d  at  1348: 

The    standard   governing   police   conduct   is 
composed  of  two  elements,  the  first  is  sub- 
jective and  the  second  is  objective.     Thus 
the  officer  must  allege  and  prove  not  only 
that  he  believed,  in  good  faith,  that  his  con- 
duct was  lawful,  but  also  that  his  belief  was 
reasonable. 
If  this  language  is  interpreted  to  mean  that 
even  if  the  facts  are  as  the  officer  believes 
them  to  be  and  there  is  still  no  probable  cause 
in  the  constitutional  sense,  the  officer  is  still 
free  from  liability,  I  would  question  whether 
Bivens  is  consistent  with  the  common  law  po- 
sition.   See,  e.  g.,  Laster  v.  Chaney,  180  Miss. 
110,  177  So.  524  (1937);   Collyer  v.  S.  H.  Kress 
&   Co..   5   Cal.2d    175.   54   P.2d  20.   23   (1936). 
However,   the   so-called   "objective"    standard 
enunciated   in   Bivens  seems  to  embrace  the 
standard    of    probable    cause    or    reasonable 
ground,  if  the  facts  were  as  the  officer  per- 
ceived them  to  be.    The  margin  of  police  error 


1180 


896 


ZWEIBON  V.  MITCHELL 


the  meaning  of  Bivens,  it  is  indeed  de- 
clarative of  the  mature  position  of  the 
common  law.^  The  distinction  of  our 
case  here  is  that  even  if  the  facts  were 
as  the  defendants  supposed  them  to  be, 
the  search  could  not  be  justified  as  with- 
in the  law's  intention.  The  reason  for 
this  conclusion  is  that  the  search  here 
was  conducted  for  an  extensive  period 
without  a  warrant  and  is  outside  of  the 
"exigent  circumstances"  exception  to  the 
warrant  requirement.*  The  Court  today 
holds  and  I  concur  completely  that  a 
warrant  is  required  to  justify  searches  of 
this  ilk.  The  defendants  mistakenly  be- 
lieved that  no  warrant  was  required. 
This  belief  was  not  based  on  a  misappre- 
hension of  salient  facts  but  on  an  errone- 
ous concept  of  law — that  the  Fourth 
Amendment  did  not  require  a  warrant  in 
so-called  "national  security"  circum- 
stances. 

This  distinction  between  the  two  cases 
is  sensible  to  the  common  law  which 
makes  a  consistent  distinction  between 
mistakes  of  fact  and  law.^  The  distinc- 
tion is  reflected  in  the  law  of  arrest  and 
false  imprisonment.  If  an  officer  appre- 
hends an  individual  on  the  basis  of  facts 
which  if  true  would  not  constitute  an 
offense  known  to  the  law,  or  on  the  ba- 


sis of  a  warrant  suffering  from  the  same 
defect,  that  officer  is  liable  in  an  action 
for  false  imprisonment.*  His  good  faith 
or  reasonable  belief  that  the  facts  did 
constitute  an  offense  is  not  a  defense. 
Such  vvas  the  harsh  principle  of  the  com- 
mon law.  The  actions  of  Mitchell  and 
the  other  defendants  fall  clearly  within 
this  principle — they  are  mistakes  of  law 
concerning  the  necessity  of  a  search  war- 
rant. Unless  we  are  willing  to  erode  the 
comm.on  law  principle,  there  can  be  no 
mistake  of  law  defense  in  the  statutory 
"false  arrest"  cause  of  action  established 
by  18  U.S.C.  §  2520  (1970),  which  is,  of 
course  the  subject  of  the  instant  litiga- 
tion.' 

The  Court's  second  argument  is  that 
Congress  intended  application  of  the 
§  2520  cause  of  action  to  depend  on  the 
"future  course  of  constitutional  law"  and 
under  Pierson  v.  Ray,  386  U.S.  547,  557, 
87  S.Ct.  1213,  18  L.Ed.2d  288  (1967),  a 
police  officer  is  not  to  be  held  liable  for 
a  mistaken  prediction  as  to  the  course  of 
constitutional  law.  But  Pierson  v.  Ray 
involved  police  actions  premised  on  a 
state  statute  later  declared  to  be  uncon- 
stitutional and  not  police  actions 
premised  on  their  own  view  as  to  the 
correct   constitutional    command.'*      This 


permitted  by  Bivens  is  thus  that  grouped  un- 
der the  concept  of  mistake  of  fact. 

5.  See  Model  Penal  Code  §  3.09(1)  (Tent.Draft 
No.  8,  1958)  and  Commentary  at  18,  76-77; 
Wilgus,  Arrest  Without  a  Warrant,  22  Mich.L. 
Rev.  673  (1924). 

6.  This  exception  is  now  codified  for  wiretap- 
ping in   18  U.S.C.  §  2518(7)  (1970). 

7.  See  authorities  cited  note  2  supra. 

8.  See  Winters  v.  Campbell,  148  W.Va.  710,  137 
S.E.2d  188,  196-97  (1964);  Donovan  v.  Guy, 
347  Mich.  457.  80  N.W.2d  190,  193  (1957); 
Larson  v.  Collins,  195  Mich.  492,  162  N.W.  86 
(1917);  Williamson  v.  Glen  Alum  Coal  Co.,  72 
W.Va.  288,  78  S.E.  94  (1913);  Crumpton  v. 
Newman,  12  Ala.  199,  46  Am. Dec.  251  (1847). 
See  also  Stine  v.  Shuttle,  134  Ind.App.  67,  186 


N.E.2d  168,  171  (1962);  Holmes  v.  Nester,  81 
Ariz.  372,  306  P.2d  290  (1957);  Brinkman  v. 
Drolesbaugh,  97  Ohio  St.  171,  119  N.E.  451, 
454  (1918);  State  v.  Leach,  7  Conn.  452,  18 
Am.  Dec.  118  (1827);  32  Am.Jur.2d  §  67,  at 
129  30  (1967);  35  C.J.S.  False  Imprisonment 
§  28b(3),  at  671  (1960). 

9.  The  same  argument,  of  course,  applies  to  the 
constitutional  cause  of  action  established  by 
Bivens  v.  Six  Unknown  Named  Agents,  403 
U.S.  388,  91  S.Ct.  1999.  29  L.Ed.2d  619  (1971). 

10.  See  386  U.S.  at  550,  87  S.Ct.  1213.  For 
common  law  authority  supporting  this  result, 
see  Anno.,  16  A.L.R.3d  535  (1967).  But  see 
Coleman  v.  Mitnick,  137  Ind.App.  125,  202 
N.E.2d  577  (1964),  on  rehearing,  203  N.E.2d 
834  (Ind.App.  1965)  (strict  mistake  of  law  prin- 
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distinction  also  informs  the  common  law 
approach  to  the  problems  of  arrest  and 
false  imprisonment:  an  arrest  made  in 
bona  fide  reliance  on  an  existing  ordi- 
nance or  state  statute  is  prima  facie  jus- 
tified. Here  we  consider  law  enforce- 
ment actions  not  taken  in  reliance  on  an 
existing  legislative  action  but  rather  in 
reliance  on  the  official's  own  interpreta- 
tion of  the  law."  The  mistake  is  thus 
not  as  to  the  future  course  of  constitu- 
tional law  but  as  to  its  present  command 
untrammelled   by   a  contrary   legislative 

ciple).  Cf.  Miller  v.  Stinnett,  257  F.2d  910 
(10th  Cir.  1958). 
11.  Compare  authorities  cited  note  10  supra 
with  cases  cited  note  8  supra.  The  signifi- 
cance of  this  distinction  lies  in  its  relation  to 
the  policies  of  the  mistake  of  law  rule.  A 
legislative  judgment  as  to  the  validity  of  a  par- 
ticular measure  is  accorded  great  weight  in 
constitutional  adjudication  and  the  legislature 
is  generally  delegated  the  highest  law-making 
role  in  the  constitutional  order.  Constitutional 
opinions  of  law  enforcement  officials  are  enti- 
tled   to    no    such    deference.      See    infra    slip 

pages  898-900,  U.S.App.D.C.  p.  ,  

F.2d  p.  .     See  generally  CoUyer  v.   S.   H. 

Kress   &   Co.,   5   Cal.2d    175,   54   P.2d   20,   23 
(1936). 

There  is  furthermore  nothing  in  18  U.S.C. 
§  2520  (1970)  which  could  support  an  exten- 
sion of  Pierson  such  as  the  Court  attempts. 
Section  2520  does  grant  a  defense  on  the  basis 
of  a  court  order  (not  relevant  to  this  case)  and 
on  the  basis  of  "good  faith  reliance  on 
legislative  authorization."  As  the  Court  re- 
lates, an  earlier  form  of  §  2520,  in  effect  when 
these  taps  were  instituted,  provided  a  defense 
only  for  usage  of  the  procedures  of  18  U.S.C. 
§  2518(7)  (1970).  The  reasons  for  the  change 
are  not  entirely  clear  but  seem  to  include  a 
desire  to  protect  common  carriers  from  liabili- 
ty for  following  the  orders  of  law  enforcement 
officials  and  to  declare  Pierson  v.  Ray  to  be 
the  law  in  this  area.  The  amendments  in- 
volved were  added  on  the  floor  of  the  Senate 
by  Senator  McClellan.  His  stated  purpose  was 
to  relieve  common  carriers  of  any  fear  of  lia- 
bility. See  115  Cong.Rec.  37192-93  (1969) 
(Remarks  of  Senator  McClellan).  Both  Sena- 
tor McClellan's  amendments  to  Title  18  and 
the  District  of  Columbia  Court  Reform  Act  to 


judgment.  The  mistake  is  one  of  pure 
law  and  must  be  justified,  if  at  all,  on 
that  basis  and  not  by  reliance  on  the 
Pierson  principle. 

Wood  V.  Strickland,  U.S.  ,  95 

S.Ct.  992,  43  L.Ed.2d  214  (1975)  adds  lit- 
tle to  the  court's  argument.  In  ruling 
on  a  sovereign  immunity  claim,  the 
Court  indicated  that  no  immunity  exist- 
ed for  violation  of  a  student's  constitu- 
tional rights  when  the  violation  was 
caused  by  "ignorance  or  disregard  of  set- 
tled, indisputable  law  .  ."     Id  at 

which  those  amendments  were  attached  and 
which  enacted  the  federal  wiretapping  statutes 
into  law  in  the  District  of  Columbia  contained 
the  change  from  §  2518(7)  to  "legislative  au- 
thorization." See  id.  37183,  37188,  37192-93. 
The  Report  on  the  District  of  Columbia  Court 
Reform  Act  sections  involved  during  the  de- 
bate resulting  in  Senator  McClellan's  amend- 
ments (/.  e.  S.2869)  states  that  certain  changes 
in  ihe  language  of  the  Title  18  wiretapping 
provisions  are  made  to  eliminate  ambiguities. 
The  Report  then  cites  to  a  law  review  article. 
See  S.Rep.No.538,  91st  Cong.,  1st  Sess.  18 
(1969),  citing  Blakey  &  Hancock,  A  Proposed 
Electronic  Surveillance  Control  Act,  43  Notre 
Dame  Law.  657  (1968).  This  article  in  discuss- 
ing a  proposed  draft  of  an  analogue  to  §  2520 
includes  the  phrase  "legislative  authorization" 
and  in  an  accompanying  footnote  explains  that 
the  phrase  codifies  Pierson.  Id.,  386  U.S.  at 
681  n.  57,  87  S.Ct.  1213.  Thus,  the  statutory 
defenses  are  no  broader  than  Pierson  for  law 
enforcement  officials.  And  as  discussed  in  the 
text,  Pierson  exculpates  a  mistake  of  law  only 
when  there  is  in  fact  a  legislative  approval  for 
the  disputed  actions.  Pierson  is  not  a  general 
abandonment  of  the  mistake  of  law  rule.  Cer- 
tainly nothing  in  the  aforementioned  legislative 
history  indicates  the  slightest  intent  to  alter 
established  doctrine. 

The  foregoing  argument  disposes  of  any  con- 
tention that  a  mistaken  belief  that  §  2511(3) 
authorized  warrantless  taps  could  permit  ex- 
culpation. Such  a  mistake  is  one  of  pure  law 
as  is  established  by  United  States  v.  United 
States  District  Court,  407  U.S.  297,  92  S.Ct. 
2125,  32  L.Ed.2d  752  (1972).  And  nothing  in 
§  2520  or  the  common  law  exculpates  pure 
mistakes  of  law. 


57-282  O  -  76  -  pt.  2  -  33 
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1000.  This  ruling  certainly  recognizes 
the  force  of  the  rule  that  mistakes  of 
law  do  not  excuse,  as  the  dissent  clearly 
points  up.  Its  reference  to  "settled,  in- 
disputable law"  is  made  in  the  context  of 
actions  of  school  board  members  who  did 
not  have  available  a  means  for  ascertain- 
ing any  questions  of  constitutional  inter- 
pretation that  might  arise,  a  means 
which  would  insure  against  liability. 
The  Court's  treatment  of  Pierson  is  ex- 
plicitly limited  to  that  case's  factual 
predicate — actions  taken  under  a  statute 
later  declared  to  be  unconstitutional. 
Wood  V.  Strickland  does  not  support  the 
court's  decision  here. 

To  be  sure,  Pierson  involves  a  limited 
erosion  of  the  general  rule  that  mistakes 
of  law  do  not  constitute  a  defense.  We 
may  certainly  use  the  principle  of  that 
case  to  make  further  limited  intrusion 
into  the  general  rule.  I  recently  had 
occasion  to  express  my  views  on  the 
proper  mode  of  analysis  of  this  question 

12.  The  center  of  the  reasoning  of  my  Barker 
opinion  is  that  those  who  mistakenly  believed 
that  their  actions  were  authorized  are  suffi- 
ciently similar  to  those  who  are  called  to  the 
aid  of  an  officer  that  the  mistake  of  law  de- 
fense of  the  latter  recognized  at  common  law 

should  be  extended  to  the  former.     See  

F.2d  pages &  nn.36-38  of  that  opin- 
ion. For  additional  authority,  see  Moyer  v. 
Meier.  205  Okl.  405.  238  P.2d  338  (1951); 
Anno.,  29  A.L.R.2d  825  (1953).  Part  of  the 
reasoning  of  the  common  law  "call  to  aid"  rule 
is,  I  have  suggested,  the  tenuous  relation  be- 
tween mistakes  of  fact  and  law  in  determining 
a  police  officer's  authority.  A  further  explana- 
tion of  the  rule  lies  in  various  state  law  provi- 
sions which  make  it  a  misdemeanor  to  fail  to 
aid  a  legitimate  police  officer.  In  the  case  sub 
judice,  Mitchell's  authority  was  not  as  close  to 
a  question  of  fact  as  was  the  case  in  Barker 
and  in  the  general  "call  to  aid"  situation  (both 
of  which  depend  upon  the  appearance  of  au- 
thority to  take  an  immediate  or  clandestine 
action).  However,  there  is  more  of  a  legal 
obligation  on  the  part  of  employees  of  the  Jus- 
tice Department  to  carry  out  the  directives  of 


in  United  States  v.  Barker, U.S.App. 

D.C.  ,  F.2d  (1975)  (Bazelon, 

C.  J.  concurring).  The  holding  of  that 
opinion  controls  the  claim  of  the  various 
subordinate  FBI  officials  and  mandates 
my  conclusion  that  those  defendants  do 
have  a  cognizable  mistake  of  law  defense 
to  their  actions.'^ 

But  I  do  not  perceive  how  any  limited 
erosion  of  mistake  of  law  doctrine  can 
produce  a  defense  for  John  Mitchell.  He 
has  made  the  most  pure  mistake  of  law 
imaginable.  He  relied  on  no  legislative 
judgment  that  his  actions  were  permissi- 
ble or  constitutional.  He  relied  on  no 
superior  orders  or  any  form  of  authoriza- 
tion. Furthermore,  the  reason  of  the 
mistake  of  law  rule  is  surely  served  by 
imposition  of  liability.  While  I  will  as- 
sume for  purposes  of  this  decision  that 
one  could  make  a  reasonable  constitu- 
tional judgment  that  a  warrant  was  not 
required  in  so-called  "national  security" 
circumstances,'*  it  is  equally  clear  that 

their  superiors  when  those  superiors  assure 
them  their  actions  are  legal.  I  think  it  would 
be  unrealistic  to  suppose  that  employees  of  the 
Justice  Department  should  be  forced  to  choose 
between  termination  of  employment  for  refus- 
al to  follow  directives  and  maintenance  of  a 
correct  view  of  constitutional  duties  in  opposi- 
tion to  the  incorrect  view  of  superiors.  Civil 
disobedience  within  the  Department  is  highly 
unlikely  and  we  may  doubt  whether  it  should 
be  encouraged.  Cf.  Raley  v.  Ohio,  360  U.S. 
423,  79  S.Ct.  1257,  3  L.Ed.2d  1344  (1959)  (re- 
liance on  official  advice);  United  States  v.  Gal- 
ley, 22  U.S.C.M.A.  534,  541^i4  (1973)  (superi- 
or orders  defense).  See  also  Pierson  v.  Ray, 
386  U.S.  547,  87  S.Ct.  1213,  18  L.Ed.2d  288 
(1967)  (reliance  on  a  legislative  judgment); 
James  v.  United  States,  366  U.S.  213,  221-22, 
81  S.Ct.  1052,  6  L.Ed.2d  246  (1961),  followed 
in  United  States  v.  Bishop,  412  U.S.  346,  361, 
93  S.Ct.  2008,  36  L.Ed.2d  941  (1973)  (reliance 
on  a  court  decision). 
13.  I  am  not  informed  as  to  how  one  deter- 
mines whether  a  constitutional  judgment  is 
"reasonable"  or  not.  Does  one  make  such  a 
determination  by  reference  to  the  position  of 
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every  informed  official  and  certainly  the 
chief  law  enforcement  officer  of  the  Na- 
tion would  be  aware  that  the  matter  was 
not  yet  settled.  Yet  no  attempt  was 
made  to  bring  this  disputed  matter  to 
the  courts  which  are  given  the  ultimate 
task  of  saying  what  the  law  is.  The 
procedure  for  obtaining  such  a  judicial 
determination  was  available  to  Mr. 
Mitchell."  Under  these  circumstances 
and  with  the  rights  of  American  citizens 

the  interpreter  or  the  number  of  lawyers  in  the 
country  who  agree  with  the  interpretation? 
The  assumption  of  reasonableness  I  make  does 
suggest  that  in  this  case  the  stcmdard  of  liabili- 
ty under  §  2520  is  not  clear.  When  the  stand- 
ard of  liability  is  not  clear,  there  is  some  au- 
thority for  the  proposition  that  mistakes  of 
law  should  be  permitted.  Cf.  Lambert  v.  Cali- 
fornia, 355  U.S.  225,  78  S.Ct.  240,  2  L.Ed.2d 
228  (1957);  Williams  v.  United  States,  341 
U.S.  97,  lOO-Ol,  71  S.Ct.  576,  95  L.Ed.  774 
(1951);  Screws  v.  United  States,  325  U.S.  91, 
95-97,  65  S.Ct.  1031,  89  L.Ed.  1495  (1945). 
Furthermore,  an  ambiguity  in  application  of  a 
criminal  statute  generally  is  resolved  in  favor 
of  the  accused.  United  States  v.  Bass,  404 
U.S.  336,  347^8,  92  S.Ct.  515,  30  L.Ed.2d  488 
(1971);  United  States  v.  Moore,  165  U.S.App. 
D.C.  ,  505  F.2d  426,  427  (1974),  cert,  grant- 
ed,   U.S. ,  95  S.Ct.  1116,  43  L.Ed.2d  392 

(1975).  Perhaps  the  combination  of  these  au- 
thorities is  the  true  basis  of  the  Court's  ero- 
sion of  the  rule  against  mistakes  of  law.  How- 
ever, as  is  discussed  in  note  14  infra,  the  pro- 
visions of  §  2520  are  saved  from  uncertainty 
by  the  availability  of  a  means  of  obtaining 
judicial  approval  or  review  of  any  activity  al- 
leged to  be  constitutional.  Furthermore, 
§  2520  is  a  civil  sanction  which  operates  only 
through  a  liquidated  damage  provision.  There 
is  thus  less  concern  with  the  harshness  of  the 
various  forms  of  absolute  liability  in  the  law 
when  the  sanction  lies  only  in  loss  of  property 
and  not  physical  incarceration.  See  United 
States  V.  Park,  499  F.2d  839,  840  n.2  (4th  Cir. 
1974);  People  ex  rel.  Price  v.  Sheffield  Farms 
Co.,  225  N.Y.  25,  32-33,  121  N.E.  474,  477 
(1918)  (Cardozo,  J.).  Cf.  Holdridge  v.  United 
States,  282  F.2d  302,  310  (8th  Cir.  1960). 
14.  That  procedure  is  embodied  in  18  U.S.C. 
§  2518(7)  (1970)  which  permits  a  law  enforce- 
ment official  to  place  a  tap  and  to  seek  emer- 


in  the  balance,  it  was  incumbent  upon 
Mr.  Mitchell  to  find  out  what  the  law 
was,  to  call  to  his  conscience  whether  his 
actions  agreed  with  the  constitutional  or- 
der. When  thus  viewed,  Mitchell's  ac- 
tions fall  directly  within  the  intendment 
of  the  rule  against  mistakes  of  law: 
both  to  assert  the  primacy  of  the  legisla- 
ture and  the  judiciary  in  the  making  of 
law  within  their  constitutional  powers 
and  to  assert  the  duty  of  all  citizens  to 

gency  judicial  approval.  If  Mr.  Mitchell 
wished  to  preserve  his  contention  that  no  war- 
rant was  necessary,  he  could  have  so  informed 
the  court  and  argued  that  no  warrant  was  nec- 
essary to  continue  the  tap.  If  this  position 
were  approved,  Mitchell  would  have  been  pro- 
tected from  liability  by  the  express  provisions 
of  §  2520.  See  note  1 1  supra.  If  every  judge 
to  which  the  application  were  directed  refused 
to  uphold  Mitchell's  contention,  he  would  have 
the  right  to  mandamus  relief.  See  United 
States  V.  United  States  District  Court,  444  F.2d 
651  (6th  Cir.  1971),  affd,  407  U.S.  297,  307 
n.3,  92  S.Ct.  2125,  32  L.Ed.2d  752  (1972).  Fur- 
thermore, at  the  time  Mitchell  placed  the  taps 
in  issue  in  this  case  on  the  various  lines,  he 
was  aware  that  the  Administration's  conten- 
tions about  warrantless  "national  security" 
taps  were  undergoing  litigation  in  a  number  of 
forums.  The  Administration's  contention  was 
a  departure  from  the  clear  language  of  the 
Fourth  Arriendment  and  relied  largely  on  past 
executive  practice.  Thus,  in  light  of  the  uncer- 
tainty as  to  the  legality  of  the  Administration's 
position  and  the  availability  of  judicial  approv- 
al to  exculpate  the  law  enforcement  officials,  it 
seems  difficult  to  argue  that  mistake  of  law 
doctrine  should  be  eroded  to  exculpate  Mitch- 
ell at  this  point. 

Further  argument  for  this  conclusion  may  be 
drawn  from  the  fact  that  even  if  §  2518(7) 
were  extended  to  permit  a  more  lengthy 
search  prior  to  seeking  judicial  approval,  a 
failure  to  seek  judicial  approval  for  better  than 
six  months  is  such  an  unreasonable  delay  that 
liability  should  attach  on  that  basis  alone.  It 
is  settled  that  unreasonable  delay  in  bringing 
an  arrestee  before  a  magistrate  is  the  basis  for 
false  imprisonment  liability  even  if  the  arrest 
itself  were  justified.  32  Am.Jur.2d  §  23,  at  89 
(1967). 
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know  that  law  and  obey  it.'*  Former 
Justice  Griffith  of  the  Supreme  Court  of 
Mississippi  instructs  us  on  the  point:  '* 
When  a  person  has  been  chosen  to 
the  high  position  of  sheriff  and  has 
assumed  the  duties  thereof  which  in 
actual  execution  so  largely  deal  with 
the  liberties  of  the  people,  it  will  be 
naturally  supposed  that  he  has  taken 
some  pains  to  acquaint  himself  with 
the  power  and  authority  conferred 
upon  him  by  law  in  relation  to  arrests, 
and  with  the  limitations  thereon  as 
laid  down  by  the  law.  And  when  an 
arrest  has  been  made  by  him  and  his 
deputy,  and  an  imprisonment  imposed, 
and  the  facts  admitted  by  him  show 
no  legal  grounds  whatever  therefor,  as 
is  the  case  here,  the  jury  should  be 
permitted  to  say  whether  the  conduct 
of  the  officers  has  been  characterized 
by  such  gross  wrong  as  to  evince  a 
wanton  or  willful  disregard  of  the 
rights  of  others,  and,  if  so,  to  adminis- 
ter a  corrective  by  way  of  smart  mon- 
ey- 

The  short  of  the  matter  is  that  the 
Court  has  by  its  action  permitted  the 
Executive  Branch  to  make  constitutional 
law  and  intends  to  overrule  that  Execu- 
tive Branch  determination  only  prospec- 
tively. I  understand  the  Court  in  foot- 
note 267  mandates  the  District  Court  to 
consider  whether  it  would  have  been  un- 
reasonable for  Mitchell  not  to  have 
sought  a  judicial  determination  of  his 
authority  to  wiretap  without  a  warrant 
in  so-called  "national  security"  circum- 
stances. But  how  is  the  District  Court 
to  give  proper  consideration  to  the  issue? 

15.  See  United  States  v.  Barker,  U.S.App. 

D.C.  ,  at  ,  ,  F.2d  ,  at  

n.39  (1975)  (Bazelon.  C.  J.  concurring)  and  au- 
thorities quoted. 

16.  Laster  v.  Chaney,   180  Miss.   110,   177  So. 
524,  526  (1937). 


Whether  such  an  action  is  "reasonable" 
or  "unreasonable"  is  merely  a  question 
of  law,  viz.  should  Mitchell's  erroneous 
view  of  the  law  be  excused.  This  is  in 
turn  a  simple  restatement  of  issue  of  the 
case:  should  the  general  rule  that  mis- 
take of  law  is  not  a  defense  prevail  or 
should  it  be  eroded.  Since  the  body  of 
the  Court's  discussion  is  directed  to  a 
proof  that  a  mistake  of  law  should  be 
permitted,  if  a  true  national  security 
purpose  motivated  the  taps,  the  District 
Court  may  well  find  itself  more  than  a 
little  confused. 

I  recognize  that  the  rule  that  mistakes 
of  law  are  not  a  defense  is  a  harsh  rule. 
Perhaps  serious  arguments  could  be 
presented  that  it  should  be  abandoned  in 
toto.  I  might  well  agree  with  such  ar- 
guments. But  the  Court  here  neither 
purports  to  abandon  the  rule  nor  ex- 
plains why  this  case  is  any  different 
from  the  mass  of  cases  in  which  mis- 
takes of  law  have  been  found  to  be  no 
justification  for  illegal  activity.  I  would 
have  trouble  enough  with  a  wholesale 
abandonment  of  the  rule  since  I  do  not 
think  the  law  develops  in  that  manner." 
More  serious  in  my  mind,  however,  is  the 
Court's  apparent  selective  administration 
of  this  harsh  rule.  For  these  reasons,  I 
dissent  from  that  portion  of  the  Court's 
opinion  which  purports  to  permit  a  cog- 
nizable defense  for  John  Mitchell  to  this 
civil  action. 

McGOWAN,  Circuit  Judge  (concurring 
in  the  judgment): 

Believing,  as  I  do,  that  this  record 
presents  no  situation  falling  wdthin  the 

17.     See  United  States  v.  Barker,  U.S.App. 

D.C.  at  ,  F.2d  at  (1975) 

(Bazelon,  C.J.  concurring). 
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Congressional  disclaimer  of  any  purpose 
to  limit  "the  constitutional  power  of  the 
President  to  take  such  measures  as  he 
deems  necessary  to  protect  the  Nation 
against  actual  or  potential  attack  or  oth- 
er hostile  acts  of  a  foreign  power,  to 
obtain  foreign  intelligence  information 
deemed  essential  to  the  security  of  the 
United  States,  or  to  protect  national  se- 
curity information  against  foreign  intel- 
ligence activities,"  I  have  no  occasion  to 
look  beyond  the  statute  in  order  to  reach 
the  result  reflected  in  the  judgment. 

Title  III,  in  which  the  foregoing  provi- 
so appears,  is  a  part  of  the  Omnibus 
Crime  Control  and  Safe  Streets  Act  of 
1968,  18  U.S.C.  §§  2510-2520— a  statute 
which  the  Supreme  Court  characterized 
in  Keith  as  "a  comprehensive  attempt  by 
Congress  to  promote  more  effective  con- 
trol of  crime  while  protecting  the  priva- 
cy of  individual  thought  and  expression." 
407  U.S.  at  302,  92  S.Ct.  at  2129.  This 
case,  like  Keith,  "raises  no  constitutional 
challenge  to  electronic  surveillance  as 
specifically  authorized  by  Title  III 
. ,"  nor,  as  the  Supreme  Court 
went  on  to  say,  "is  there  any  question  or 
doubt  as  to  the  necessity  of  obtaining  a 
warrant  in  the  surveillance  of  crimes  un- 
related to  the  national  security  interest," 
as  that  interest  is  defined  in  the  proviso. 
Id.  at  308,  92  S.Ct.  at  2132. 

Title  III  is  addressed  to  law  enforce- 
ment, which  embraces  the  detection, 
prosecution,  and  prevention  of  crime. 
That,  in  my  reading  of  the  record,  is 
what  this  case  is  about.  Nowhere  is  that 
clearer  than  in  the  representations  of  the 
State  Department  that  initiated  the  sur- 
veillance in  question. 

Those  representations  began  on  June 
30,  1970  with  a  communication  from  the 
State  Department  to  the  FBI.  The 
State  Department  official  making  that 
communication    referred    to    having    re- 


ceived the  intra-departmental  memoran- 
dum attached  thereto  "with  a  request 
that  it  be  brought  to  the  attention  of 
federal  law-enforcement  authorities," 
and  concluded  with  an  assurance  that 
"the  Department  will  be  most  grateful 
for  anything  you  can  do  to  assist  us  with 
this  problem."  Exhibit  B-l(l).  The 
record  includes  at  that  point  a  protest 
from  the  Soviet  Union  to  the  State 
Department  complaining  of  JDL  activi- 
ties that  "cannot  be  qualified  as  any- 
thing but  criminal,"  and  insisting  that 
appropriate  law  enforcement  steps  be 
taken.  Exhibit  B-l(3).  The  memoran- 
dum attached  to  the  June  30  communica- 
tion was  an  internal  State  Department 
document  which  reads  as  follows: 

The  recent  JDL  raid  on  the  Amtorg 
office  in  New  York  City  is  only  the 
latest  in  a  series  of  incidents  which  is 
causing  increasing  concern  to  the  of- 
fice of  Soviet  Union  Affairs.  I  need 
not  recount  previous  JDL-inspired  ac- 
tions as  they  are  known  to  you. 

I  should  like  to  note,  however,  that 
such  JDL  activity  is  beginning  to  have 
a  negative  effect  on  the  conduct  of 
our  relations  with  the  USSR:  this  has 
been  noticeable  in  the  area  of  cultural 
exchanges.  In  addition,  the  JDL's  re- 
sort to  physical  violence  during  its  raid 
on  the  Amtorg  office  raises  the  possi- 
bility of  Soviet  retaliation  against  U.S. 
Embassy  personnel  in  Moscow.  Final- 
ly, it  seems  to  me  that  the  JDL  is  an 
organization  of  legitimate  concern  to 
Federal  law-enforcement  authorities, 
in  view  of  the  organization's  activities 
in  various  parts  of  the  United  States. 
(Emphasis  supplied). 

I  would  be  grateful  if  you  could 
bring  our  views  to  the  attention  of 
these  law-enforcement  authorities  for 
whatever  action  they  deem  appropri- 
ate. 
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Exhibit  B-l(2). 

The  law  enforcement  actions  taken  in 
response  to  that  request  resulted  in  a 
letter  of  February  10,  1971  from  the  Un- 
der Secretary  of  State  to  the  Attorney 
General,  of  which  the  first  paragraph  is 
as  follows: 

All  of  us  in  the  Department  were 
pleased  with  the  prompt  action  by  the 
Federal  Grand  Jury  which  is  currently 
investigating  acts  of  violence  attribut- 
ed to  the  militant  Jewish  Defense 
Leagxie.  We  are  hopeful  that  the  re- 
turn of  indictments  and  resulting  pros- 
ecutions under  Federal  statutes  will 
demonstrate  to  JDL  members  and 
sympathizers,  as  well  as  to  the  Ameri- 
can public  and  the  international  com- 
munity, the  resolve  of  the  United 
States  Government  not  to  tolerate  un- 
lawful attacks  upon  official  and  com- 
mercial representatives  of  foreign 
governments.  More  fundamentally, 
we  believe  that  the  deterrent  effert  of 
such  prosecutions  upon  violent  anti-So- 
viet acts  will  measurably  improve  the 
ability  of  the  United  States  to  deal 
with  the  Soviet  Union  on  substantive 
foreign  policy  issues  such  as  those  with 
which  JDL  leaders  have  expressed  con- 
cern. (Emphasis  supplied). 
Exhibit  B-l(5). 

It  thus  appears  that  what  the  State 
Department  sought  was  more  effective 
enforcement  of  the   criminal   laws,   and 


that  such  law  enforcement  was,  in  its 
opinion,  the  way  to  minimize  the  harm- 
ful effect  of  the  activities  of  the  Jewish 
Defense  League  upon  the  relations  of 
the  United  States  and  the  Soviet  Union. 
It  was  not  the  State  Department,  but 
rather  the  FBI  that  significantly  shifted 
the  emphasis  away  from  criminal  law 
enforcement  alone  in  its  request  to  the 
Attorney  General  for  authority  to  tap 
the  telephone  of  the  JDL  headquarters 
for  the  purpose  of  obtaining  advance 
knowledge  of  JDL  activities  generally  so 
as  to  "allow  for  adequate  countermea- 
sures  to  be  taken."  This  was  a  reason 
stated  in  justification  for  its  request  for 
wire  tap  authority  in  the  memorandum 
of  the  Director  of  the  FBI  to  the  Attor- 
ney General  on  September  14,  1970,  and 
it  was  the  reason  which  was  repeated  in 
the  two  successive  memoranda  asking  re- 
newal of  that  authority.' 

However,  this  new  and  broader  objec- 
tive conceived  by  the  FBI  and  the 
Department  of  Justice  seems  to  me  no 
less  a  law  enforcement  purpose  than 
that  of  the  State  Department.  At  best 
it  might  be  said  that  the  threatened 
crimes  in  this  case  were  of  a  kind  that 
the  FBI  would  have  greatly  preferred — 
by  the  provision  of  security  and  by  other 
precautionary  steps — to  prevent  rather 
than  prosecute,  but  I  cannot  see  why 
this  generally  laudable  preference  should 
make  the  difference.^    The  effort  to  pre- 


1.  See  Exhibits  I-IV.  The  Government  main- 
tains that  the  fruits  of  the  surveillance  in  this 
case  were  used  solely  for  the  purpose  of  pro- 
viding security.  The  Attorney  General's  au- 
thorizations for  the  surveillances  indicate  that 
they  were  carried  out  subject  to  an  earlier 
directive  to  the  FBI  (not  itself  of  record)  that 
overhearings  of  defendants  and  attorneys  in 
pending  criminal  prosecutions  were  to  be 
avoided  if  possible;  and,  if  they  could  not  be 
avoided,  their  contents  were  to  be  sealed  and 
not  made  available  to  other  Justice   Depart- 


ment personnel.  Exhibits  I,  II.  See  also  Ex- 
hibit IV  at  31  (Deposition  of  John  Mitchell). 
Whether  the  fruits  of  the  surveillances  in  this 
case  were  in  fact  ever  used  in  any  criminal 
prosecution  is  not  ascertainable  from  this 
record. 
2.  I  would  stress  this  point  in  response  to  the 
claims  by  both  Judge  Wright  and  Judge  Wil- 
key  that  the  FBI's  role  in  this  case  was  some- 
thing other  than  that  of  law  enforcement.  I 
assume  that  numerous  conversations  took 
place  between  the  Justice  Department  and  the 
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vent  crime  can  always  fail,  in  which  case 
prosecution  is  sure  to  follow.^ 

I  disagree,  therefore,  with  Judge  Wil- 
key's  assertion  that  the  primary  purpose 
of  this  surveillance,  viewed  from  the  per- 
spective of  either  the  State  Department 
or  the  Justice  Department,  was  some- 
thing other  than  the  "uncovering  of  evi- 
dence of  domestic  crime."  *  I  disagree 
more  fundamentally,  however,  with  his 
suggestion  that  the  "primary  purpose" 
of  a  surveillance  is  the  proper  test  of  the 
statute's  applicability.* 

An  investigation  may  often  have  both 
prosecutorial  and  informational  purposes. 
Different  investigators  may  have  differ- 

National  Security  Council  and  State  Depart- 
ment, that  their  tenor  was  as  Judge  Wright 
describes,  see  Wright  op.  at  821  [n.39],  and 
that  the  ultimate  goal  of  all  concerned  was 
indeed  to  shore  up  the  new  and  fragile  founda- 
tions of  detente.  Since  Judge  Pratt  found  no 
more  than  this,  1  assert  no  factual  error  on  his 
part.  But  the  fact  remains  that  what  had  to 
be  done  in  order  to  reach  that  goal  was  to 
enforce  the  law,  either  by  preventing  or  by 
prosecuting  violations  of  it,  when  such  viola- 
tions were  directed  at  Soviet  property  and  per- 
sonnel. 

Judge  Wilkey  seems  to  concede  that  the  pre- 
vention of  crime  is  as  much  a  law  enforcement 
purpose  as  its  prosecution,  but  argues  that  the 
FBI's  purpose,  rather  than  the  "prevention  of 
crime  per  se,"  was  "keep[ing]  the  Bureau  and 
the  State  Department  informed  of  every  move- 
ment, criminal  and  noncriminal,  of  the  JDL 
which  might  exacerbate  our  position  vis-a-vis 
the     Soviet     Union."      Wilkey    op.       at  912, 

n.ll, U.S.App.D.C. , F.2d n.ll. 

There  is  no  record  evidence  of  the  State 
Department's  having  requested  such  prior  in- 
formation about  lawful-yet-exacerbatory  JDL 
movements  (presumably  demonstrations  and 
harassments),  and  1  doubt  that  such  informa- 
tion would  have  been  of  any  significant  use  to 
it  if  it  had.  That  the  FBI  sought  to  inform 
itself  about  noncriminal  as  well  as  criminal 
activities,  I  have  no  doubt.  Still  I  am  not 
ready  to  assume  that  the  gaining  of  foreknowl- 
edge of  entirely  lawful  activities  was  that 
agency's  primary  purpose. 


ent  understandings  of  which  of  these  is 
"primary."  At  least  at  the  outset,  no 
conscious  view  may  have  been  formed  at 
all  as  to  what  is  the  investigation's  "pri- 
mary purpose,"  since  no  one  can  be  sure 
of  where  it  will  lead.  Even  if  a  concert- 
ed and  discrete  "primary  purpose"  may 
sometimes  exist  in  the  minds  of  investi- 
gators, the  task  of  proving  or  disproving 
it  in  later  judicial  proceedings  is  likely  to 
be  frustrating  if  not  entirely  futile. 
Moreover,  a  subjective  test,  such  as 
Judge  Wilkey  suggests,  invites  the 
Government  to  supply  national  security 
purposes  after  the  fact;  and,  to  the  ex- 
tent it  is  successful,  permits  it  to  ignore 
a  statute  avowedly  protective  of  impor- 
tant individual  rights.* 

3.  Whether  or  not  it  has  been  the  Government's 
practice  to  refrain  from  using  fruits  of  nonstat- 
utory' surveillances  in  criminal  prosecutions, 
see  note  1  supra,  that  practice  clearly  is  not 
required  either  by  the  Constitution,  or  by  the 
statute  which  expressly  authorizes  the  use  of 
such  fruits  where  the  surveillance  was  reason- 
able.    See  §  2511(3). 


4.    Wilkey 
D.C.  , 


op.       at 
—  F.2d  - 


912, 


U.S.App. 


5.  Judge  Wilkey  enunciates  such  a  "primary 
purpose"  test  for  the  statute's  applicability  in- 
fra on  slip-pages   912  and  915,   U.S.App. 

D.C.    on    pages    and    ,    F.2d    on 

pages  and  of  his  opinion.     At  slip- 
page 919, U.S.App.D.C.  at  p. , F.2d 

at  p.  he  suggests  a  different  test  when  he 

states  that 

[w]here  it  appears  that  the  intent  of 
a  surveillance  was  solely  to  gather  prosecu- 
torial evidence  then  a  court  can  hold  that 
Title  111   procedures   should  have  been  fol- 
lowed.    (Emphasis  added). 
If  the  principle  is  that  a  non-prosecutorial  mo- 
tive makes  the  statute  inapplicable  if  it  is  only 
one  of  the  Government's  objectives,  then  my 
disagreement  is  even  more  emphatic. 

6.  The  problem  of  post  hoc  rationalization 
would  be  somewhat  alleviated  if  we  could  be 
sure  that,  because  of  an  independent  constitu- 
tional warrant  requirement,  the  question  of  the 
statute's  applicability  could  also  be  decided  be- 
fore the  fact.    We  do  not  know  whether  such 
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My  preference  would  be  for  a  more 
objective  test  of  the  statute's  applicabili- 
ty, and  one  which  allowed  it  to  be  much 
less  easily  displaced.''  For  present  pur- 
poses, it  is  enough  that  that  section  was 
not  intended  to  apply  when  the  subjects 
of  surveillance  are  themselves  so  indi- 
rectly related  to  any  foreign  power. 
Note  should  be  taken  of  the  exact  lan- 
guage of  §  2511(3).  It  does  not  say  that 
the  statute  is  inapplicable  to  any  surveil- 
lance with  implications,  however  remote, 
for  the  nation's  foreign  relations;  it 
merely  abjures  any  intent  to  legislate 
with  respect  to  the  constitutional  power 
of  the  President  (in  pertinent  part) 

to  take  such  measures  as 
he  deems  necessary  to  protect  the  Na- 
tion against  actual  or  potential  attack 
or  other  hostile  acts  of  a  foreign  pow- 
er, to  obtain  foreign  intelligence  infor- 
mation deemed  essential  to  the  securi- 
ty of  the  United  States,  or  to  protect 

an  independent  requirement  exists,  however, 
and  since  I  find  a  purpose  test  otherwise  unac- 
ceptable, I  do  not  think  it  a  sufficient  reason 
to  reach  the  constitutional  question  that  its 
answer  might  make  such  a  test  more  palata- 
ble. 

7.  When  confronted,  as  we  now  are,  by  the 
question  of  whether  a  particular  statute  re- 
quires the  President  to  utilize  the  means  it 
explicitly  provides  him,  or  leaves  him  free  to 
rely  on  his  undefined  powers  under  the  Consti- 
tution, we  should  in  general  prefer  the  former 
construction.  The  President  is  on  his  strong- 
est footing  when  acting  with  statutory  authori- 
ty, and  we  should  assume,  when  Congress  has 
been  unclear,  that  it  intended  that  he  proceed 
in  that  v/ay.  The  Steel  Seizure  Case,  Youngs- 
town  Sheet  &  Tube  v.  Sawyer,  343  U.S.  579, 
72  S.Ct.  863,  96  L.Ed.  1153  (1952),  still  speaks 
eloquently  to  the  point.  Indeed,  Justice  Jack- 
son suggests  just  such  a  canon  of  construction 
in  his  statement  that  "[iln  view  of  the  ease, 
expedition  and  safety  with  which  Congress 
can  grant  and  has  granted  large  emergency 
powers,  certainly  ample  to  embrace  this  crisis. 


national  security  information  against 
foreign  intelligence  activities. 

The  nonstatutory  surveillances  here  at 
issue  must  be  defended  as  being  "neces- 
sary to  protect  the  Nation  against 
hostile  acts  of  a  foreign  power."  I 
would  construe  the  quoted  phrase  as  re- 
ferring only  to  surveillances  directed 
against  agents  of,  or  collaborators  with, 
the  foreign  power  whose  hostile  acts  are 
feared.  It  was  with  such  agents  and 
collaborators  that  Congress  was,  in  my 
submission,  specifically  concerned.*  I  see 
strong  reasons  not  to  construe  the  lan- 
guage more  broadly. 

In  cases,  such  as  the  one  before  us, 
where  the  national  security  concern  is 
purely  that  a  foreign  power  might  be 
provoked  into  hostile  acts  by  the  activity 
of  the  subjects  of  surveillance,  none  of 
the  policies  arguably  underl^ang  the  na- 
tional security  exception  to  the  statute 
are  operative.    A  heightened  necessity  of 

I  am  quite  unimpressed  with  the  argument 
that  we  should  affirm  possession  of  them 
without  statute."  Id.  at  653,  72  S.Ct.  at  879. 
(emphasis  supplied).  The  statutory  authority 
provided  by  Congress  in  Title  III  strikes  me  as 
"certainly  ample  to  embrace  this  crisis"  in- 
volved in  this  case. 

8.  See  S.Rep.No.l097,  90th  Cong.,  2d  Sess.,  at 
94  (1968),  U.S.Code  Cong.  &  Admin.News, 
1968,  pp.  2112,  2182,  2183  (quoted  at  length  in 

Judge  Wilkey's  op.  slip-page  at  915-916,    

U.S.App.D.C.        at ,       F.2d 

at ).    The  Report's  only  example  of  a 

foreign  national  security  surveillance  which 
might  take  place  within  the  United  States  was 
one  directed  at  "the  domestic  Communist  par- 
ty and  its  front  groups  [who]  remain  instru- 
ments of  the  foreign  policy  of  a  foreign  power 
In  discussing  the  kinds  of  people 
who  are  within  the  scope  of  §  2511(3)  but  may 
nonetheless  be  prosecuted  with  the  fruits  of 
"reasonable"  nonstatutory  surveillances,  the 
Report  refers  to  "agents  of  foreign  powers  and 
those  who  cooperate  with  them." 
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secrecy  is  sometimes  thought  to  distin- 
gxiish  national  security  surveillances,  but 
there  is  nothing  secret  about  what  the 
JDL  was  up  to,  or  the  reasons  that  it 
was  thought  dangerous,  or  even  the  fact 
that  members  of  that  organization  were 
under  close  investigation.'  There  is  also 
sometimes  thought  to  be  a  lack  of  judi- 
cial competence  to  deal  with  national  se- 
curity matters,  but  there  was  nothing  in 
the  least  arcane  about  JDL  activities  and 
their  implications.  It  may  well  be  that 
the  conduct  of  our  foreign  affairs  is  bet- 
ter left  to  the  State  Department  than  to 
the  judiciary,  but  foreign  affairs  entered 
this  case  only  because  foreign  citizens 
were  the  victims  of  actual  and  threat- 
ened criminal  offenses,  and,  as  has  al- 
ready been  made  clear,  the  only  ex- 
pressed concern  of  the  State  Department 
was  that  those  offenses  be  averted  or 
prosecuted. 

A  holding  that  the  President  may  pro- 
tect against  "hostile  acts  of  a  foreign 
power"  by  spying  upon  our  own  citizens 
simply  because  they  may  provoke  such 
acts  opens  a  gaping  and  particularly 
dangerous  hole  in  the  statute.  The  fol- 
lowing come  quickly  to  mind  as  among 
those  who  would  be  subject  to  non-statu- 
tory '"  surveillance  under  this  theory:  a 
Congressional  opponent  of  detente,  on 
the  ground  that  it  must  be  known  in 
advance  when  he  will  take  some  action 


to  unsettle  delicate  trade  negotiations; 
leaker^  of  confidential  information,  on 
the  ground  that  they  will  destroy  the 
trust  and  candor  of  communications  with 
our  allies;  organized  resistors  of  Ameri- 
can military  actions,  on  the  ground  that 
they  demoralize  the  troops  and  incite  the 
enemy;  multinational  corporations,  on 
the  ground  that  violations  of  the  law  by 
such  corporations  are  a  major  cause  of 
foreign  ill-will;  suspected  perpetrators 
of  any  crime  that  can  become  an  "inter- 
national incident"  (the  smuggling  of  an 
art  treasure  out  of  a  foreign  country,  the 
smuggling  into  it  of  large  amounts  of 
narcotics,  etc.). 

The  foregoing  list  is  only  intended  to 
be  suggestive,  but  what  it  says  to  me  is 
that,  where  the  activities  under  Govern- 
ment surveillance  are  foreign-related 
only  by  way  of  the  foreign  reaction  they 
may  provoke,  those  activities  are  likely 
to  be  either  criminal,  in  which  case  the 
Government  should  submit  to  Congress's 
decision  that  only  certain  crimes  pose  a 
sufficient  threat  to  justify  surveillance, 
or  protected  by  the  First  Amendment,  in 
which  case  there  should  ordinarily  be  no 
surveillance.  After  all,  if  domestic  activ- 
ities, without  being  unlawful,  are  such  as 
to  attract  the  attention  of  a  foreign 
power,  they  are  bound  to  be  of  a  politi- 
cal or  at  least  self -expressive  nature. 


9.  Secrecy  was  quite  the  opposite  of  the  JDL's 
express  objective,  which  was  to  exacerbate 
Soviet-American  relations  and  dramatize  the 
plight  of  Russian  Jews  by  the  commission  of 
crimes  that  were  as  fiagrant  and  well-publi- 
cized as  possible.  In  newspaper  reports  made 
a  part  of  the  record  Meir  Kahane,  a  leader  of 
the  JDL,  is  quoted  as  stating  that  "[w]e  must 
break  every  law  to  save  three  million  Soviet 
Jews."  Schwartz,  Threats  and  Bombs — A 
Nasty  Phase  for  the  Two  Nations,  N.Y.  Times, 
Jan.  10,  1971,  Exhibit  C  2.  Also  reported  is 
the  same  individual's  boast  that  "[flor  the  first 
time   in   fifty-three   years,   the    Soviet   Jewish 


problem  is  on  Page  One  throughout  the  coun- 
try, and  we  are  responsible  for  that."  N.Y 
Daily  News,  Jan.   13,   1971,  Exhibit  C-3. 

10.  The  word  non-statutory  is  used  because  it 
may  be  that  surveillances  of  this  kind  would 
be  subject  to  a  constitutional  warrant  require- 
ment. The  latter  may  not,  however,  provide 
anything  like  the  same  protection.  For  exam- 
ple, it  leaves  the  Government  free  from  what 
seems  to  me  the  very  important  constraint  of 
having  to  make  public  the  nature  and  amount 
of  its  surveillance.     See  §  2519. 
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Such  First  Amendment  concerns  are, 
of  course,  vividly  illustrated  by  the  facts 
of  this  case.  The  first  paragraph  of  Mr. 
Hoover's  initial  memorandum  requesting 
wriretap  authority  is  as  follows: 

The  captioned  organization  has 
recently  emerged  as  the  most  militant 
pro-Jewish  organization  active  in  the 
United  States.  It  has  demonstrated 
its  proclivity  for  demonstrations  and 
violence  by  attacks  on  Soviet  and  Arab 
diplomatic  installations  in  this  country, 
as  well  as  by  participation  in  demon- 
strations in  New  York  City,  which 
have  resulted  in  injury  to  private  citi- 
zens and  law  enforcement  officers. 
News  media  have  reported  that  the 
leader  of  the  Jewish  Defense  League 
(JDL)  on  September  8,  1970,  stated 
that  his  organization  might  attempt  to 
hijack  Arab  terrorist  groups  in  the 
current  tensions  surrounding  the  Mid- 
dle East  situation. 

It  will  be  seen  that  the  reference  is 
both  to  "demonstrations,"  and  to  violent 
attacks  on  people  and  property,  as  well 
as  threats  of  airline  hijacking.  In  the 
second  paragraph  of  that  memorandum, 
the  Director  refers  to  the  impending  op- 
portunity of  the  JDL  "for  violence  or 
demonstrations  against  the  foreign  lead- 
ers in  furtherance  of  JDL  aims  for  sup- 
port  for    Israel    and    the   Jewish    race." 

11.  There  is  nothing  in  Keith  inconsistent  with 
the  apphcation  of  the  statute  to  the  surveil- 
lance now  before  us,  even  assuming  that  the 
Supreme  Court  thought  it  inapplicable  to  the 
surveillance  that  took  place  in  that  case.  For 
one  thing,  that  surveillance  was  exempted  un- 
der a  different  part  of  §  2511(3),  that  referring 
to  presidential  power,  without  constraint  from 
the  statute,  to  protect  "against  the  overthrow 
of  the  Government  by  force  or  other  unlawful 
means,  or  against  any  other  clear  and  present 
danger  to  the  structure  and  existence  of  the 
Government."  More  important,  the  surveil- 
lance was  directed  against  individuals  who 
were  themselves  thought  to  be  the  source  of 


The  tell-tale  "or"  is  surely  not  without 
significance.  The  duality  of  these  ex- 
pressions is  subtle  and  perhaps  below  the 
level  of  consciousness,  but  its  conse- 
quences can  be  substantial.  It  leads,  in 
the  Government's  present  submission,  to 
the  legal  conclusion  that  the  warrant  re- 
quirements of  Title  III  need  not  be  ob- 
served, which  in  turn  means  that  the 
FBI  can,  without  constraint  from  the 
statute,  add  to  its  stores  of  information 
about  people  who  demonstrate,  as  well 
as  those  who  have  committed,  or  may 
reasonably  be  thought  likely  to  commit, 
crimes. 

This,  in  my  conception,  was  exactly 
what  Title  III  was  designed  to  prevent. 
It  is  why  law  enforcement  authorities 
should  not,  by  an  expansive  reading  of 
the  foreign  intelligence  proviso,  convert 
requests  for  more  effective  enforcement 
of  the  criminal  laws  into  opportunities 
for  warrantless  invasions  of  privacy,  es- 
pecially where,  as  here,  those  whose  pri- 
vacy is  invaded  have  no  affinity  with  the 
foreigTi  power  whose  hostile  acts  are  the 
Government's  professed  concern." 

Judge  Wright's  discussion  of  the  gen- 
eral problem  of  whether  there  should  be 
a  foreign  security  exception  to  the  con- 
stitutional warrant  requirement,  though 
a  scholarly  effort  of  extraordinary  pro- 
portions,   seems    to     me     unnecessary.'^ 

the  national  security  threat — in  that  case  the 
dynamite  bombing  of  an  office  of  the  Central 
Intelligence  Agency — rather  than  against  indi- 
viduals whose  actions  could  only  indirectly 
bring  about  such  a  threat. 

12.  Judge  Wright's  primary  objection  to  my 
failure  to  reach  the  constitutional  question  is 
based  on  his  view  that  §  2511(3)  disclaims  any 
intent  on  the  part  of  Congress  to  require  a 
warrant  where  the  President  could  constitu- 
tionally proceed  without  one.     See  Wright  op. 

at     slip-page     824,     U.S.App.D.C.     

n.46,  F.2d  n.46.     Clearly,  if  I  shared 

this  view,  I  could  not  end  the  inquiry  in  this 
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Moreover,  unreserved  concurrence  in  it 
could  only,  or  so  it  seems  to  me,  be  un- 
derstood as  signifying  a  personal  convic- 
tion that  no  such  exception  exists.  We 
may  or  may  not  ultimately  so  hold,  but 
the  complexity  and  importance  of  the 
problem  require  that  we  address  it  only 
in  our  most  sure-footed  way,  that  is  to 
say,  on  the  concrete  facts  of  a  case 
presenting  the  issue  squarely. 

If  and  when  we  are  called  upon  to 
decide  that  question,  our  task  may  be 
greatly  complicated  by  our  having  held 
today  that,  wherever  the  Constitution  re- 
quires a  warrant,  the  statute  requires 
compliance  with  some,  albeit  concededly 
not  all,  of  its  mandated  procedures. 
That  holding,  in  my  view,  flies  in  the 
face  of  both  the  Supreme  Court's  Keith 
opinion  and  the  statute  itself. 

As  to  the  former,  the  plain  meaning  of 
the  language  of  Keith  seems  to  me  to  be 
that  there  are  certain  national  security 
surveillances   to   which   the   statute   was 


not  intended  to  apply,  and  that  the  sur- 
veillance then  before  the  Court  was  one 
of  them.'^  It  is  perhaps  possible  to  read 
the  Court's  phrase,  "did  not  legislate,"  as 
"legislated  contingent  upon  the  Constitu- 
tion." It  is  possible  also  to  conclude  that 
when  the  Court  stated  later  in  its  Keith 
opinion  that  perhaps  Congress  "would 
judge"  the  statutory  procedures  inappli- 
cable to  national  security  surveillance, 
407  U.S.  at  323,  92  S.Ct.  2125,  it  meant 
that  perhaps  Congress  "would  reconsid- 
er" their  applicability.  Even  if  these 
possible  meanings  commended  them- 
selves to  us  as  the  more  sensible  ones,'* 
our  obligation  is  to  remain  faithful  to 
the  Court's  most  probable  meaning  in 
Keith,  and  I  cannot  believe  that  that 
meaning  is  one  which  can  only  be  de- 
rived by  the  employment  of  as  much  in- 
genuity as  Judge  Wright  has  shown. 

Far  more  important,  since  the  state- 
ments in  Keith  are  dicta  in  any  event,  is 
the   statute   itself.      To   the   textual   and 


case  without  first  satisfying  myself  that  the 
surveillance  was  not  encompassed  by  some  ex- 
ception to  the  constitutional  warrant  require- 
ment. I  do  not  construe  §  2511(3)  as  Judge 
Wright  does,  however.  I  disagree  with  his  in- 
terpretation of  the  word  "constitutional"  in 
that  section  as  making  the  statute  "contin- 
gent" on  the  Constitution  in  any  sense,  even 
the  limited  sense  of  its  never  requiring  a  war- 
rant if  the  Constitution  would  not  require  one. 
The  word  "constitutional"  refers,  in  my  view, 
to  the  source  of  the  presidential  powers  which 
are  left  undisturbed  by  the  statute.  Precisely 
which  of  those  powers  it  did  leave  undisturbed 
(and  I  think  entirely  undisturbed,  constitution- 
al warrant  requirement  or  no)  are  defined  by 
the  language  of  §  2511(3),  within  which  the 
surveillance  now  before  us  simply  does  not  fit. 
I  do  not,  in  other  words,  think  that  Congress 
cared  whether  this  surveillance  could  constitu- 
tionally have  been  carried  out  without  a  war- 
rant. It  is  not  a  surveillance  within  the  true 
foreign  national  security  area  of  which  Con- 
gress was  so  wary,  and  in  which  it  therefore 
chose  not  to  legislate.  It  is  instead  within  the 
area  regulated  by  the  statute. 


13.  Judge  Wilkey  has  well  stated  the  case  for 
this  interpretation  of  Keith.  The  only  fact  of 
significance  to  me  that  he  has  omitted  is  that 
Justice  White  concurred  in  that  case  on  the 
ground  that  the  statute  applied.  Apparently 
the  majority  disagreed,  as  it  could  not  have 
done  were  Judge  Wright's  reading  of  the  stat- 
ute the  correct  one. 

14.  Judge  Wright  sets  out  a  number  of  advan- 
tages which  could  be  gained  from  considering 
Title  III  as  applicable  to  all  court-ordered  sur- 
veillances.        Wright       op.       at       shp-pages 

885-887,  U.S.App.D.C.  ,  F.2d  . 

He  also  concedes,  however,  that  his  strained  (in 
my  view)  reading  of  the  statute  is  not  the  only 
way  to  achieve  many  of  those  advantages.    Id. 

at  slip-pages  886-887,  

U.S.App.D.C.  , F.2d .  Nothing  pre- 
vents the  courts  from  selectively  incorporating 
whichever  of  the  statute's  procedures  are  truly 
appropriate  as  elements  of  the  "reasonable- 
ness" which  both  the  Constitution  and  the  stat- 
ute require. 
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historical  arguments  that  Judge  Wilkey 
has  quite  forcefully  made  against  the 
statute's  applicability  to  all  surveillances 
requiring  a  warrant,  I  will  add  only  this. 
Judge  Wright  has  somewhat  understated 
the  number  of  procedural  provisions  in 
the  statute  which  will  have  to  be  altered 
or  igTiored  before  they  are  applied  to 
non-criminal  national  security  surveil- 
lances. He  mentions,  as  calling  for  this 
treatment,  §  2516,  enumerating  the 
criminal  offenses  which  may  form  the 
justification  for  surveillance,  and 
§  2518(l)(b)(i),  requiring  the  applicant 
for  a  warrant  to  give  details  of  the  of- 
fense.'*    There   are   also   the   following: 

— §  2518(l)(b)(iv),  requiring  the  war- 
rant applicant  to  give  "the  identity  of 
the  person,  if  known,  committing  the  of- 
fense . ;  " 

— §  2518(3),  allowing  the  judge  to  is- 
sue a  warrant  only  if 

(a)  there  is  probable  cause  for  belief 
that  an  individual  is  committing,  has 
committed,  or  is  about  to  commit  a 
particular  offense  enumerated  in  sec- 
tion 2516  of  this  chapter; 

(b)  there  is  probable  cause  for  belief 
that  particular  communications  con- 
cerning that  offense  will  be  obtained 
through  such  interception; 

15.  See  also  Wright  op.  at  slip-page  887,  

U.S.App.D.C.  n.266.  F.2d  n.266. 

16.  Neither  can  I  agree  that,  on  the  basis  of 
§  2511(3)'s  disavowal  of  any  intent  to  limit  the 
President's  powers,  the  statute  should  be  judi- 
cially tailored  to  fit  national  security  cases. 
Even  accepting  Judge  Wright's  suggestion  that 
only  those  statutory  procedures  be  altered 
which  would  otherwise  "unduly  trammel"  or 
"substantially  affect"  the  President's  national 
security  surveillance  powers,  the  result  is, 
once  again,  a  more  radical  surgery  on  the  stat- 
ute than  Judge  Wright  has  described.  Among 
the  statute's  procedural  requirements  are  the 
following:  that  an  applicant  for  a  warrant  give 
"a   full   and  complete   statement  of  the  facts 


(d)  there  is  probable  cause  for  belief 
that  the  facilities  from  which,  or  the 
place  where,  the  wire  or  oral  commu- 
nications are  to  be  intercepted  are  be- 
ing used,  or  are  about  to  be  used,  in 
connection  with  the  commission  of 
such  offense,  or  are  leased  to,  listed  in 
the  name  of,  or  commonly  used  by 
such  person. 

— §  2518(4)(c),  requiring  that  the  war- 
rant itself  contain  " .  .a  statement 
of  the  particular  offense  to  which  it  re- 
lates; " 

— and  §  2519(l)(e),  requiring  the  judge 
to  report  to  the  Administrative  Office  of 
the  United  States  Courts,  within  thirty 
days  of  a  surveillance's  termination  or 
denial,  "the  offense  specified  in  the  or- 
der or  application." 

The  criminal  "offense"  is  thus  perva- 
sively assumed  in  §§  2518  and  2519.  It 
is  the  linchpin  of  the  operation  of  those 
sections,  giving  strong  reason  to  doubt 
that  they  were  intended  to  be  applied,  as 
Judge  Wright  would  apply  them,  where 
there  is  no  offense  at  all.'* 

ROBB,  Circuit  Judge  (concurring): 
I  concur  in  the  result  and  in  Part  III 
B  of  Judge  Wright's  opinion. 

concerning  all  previous  applications 
involving  any  of  the  same  persons,  facilities  or 
places  .  .  ."  18  U.S.C.  §  2518(l)(e)(1970); 
that  an  applicant  for  extension  of  a  warrant 
beyond  its  maximum  thirty  days  divulge  "the 
results     thus     far     obtained  . ;"      id. 

§  2518(l)(f);  and  that  recordings  of  all  inter- 
ceptions be  immediately  made  available  to  the 
issuing  judge,  to  be  preserved  as  he  directs  for 
at  least  ten  years.  Id.  §  2518(8)(b).  A  Presi- 
dent who  was  unwilling  for  security  reasons  to 
comply  with  such  requirements  might  consider 
that  they  "trammeled"  his  power  to  carry  out 
national  security  surveillances  to  the  point  of 
making  them  impossible. 
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The  Jewish  Defense  League  is  a  do- 
mestic organization.  Its  members  are 
citizens  of  the  United  States  and  there  is 
no  suggestion  of  any  connection  or  col- 
laboration between  the  League  or  its 
members  and  any  foreign  power  or  for- 
eign agent  or  agency.  In  my  opinion 
therefore  the  electronic  surveillance  of 
the  League  and  its  members  cannot  be 
justified  under  the  proviso  of  Title  III  of 
the  Omnibus  Crime  Control  and  Safe 
Streets  Act,  18  U.S.C.  §  2511(3),  which 
recognizes  "the  constitutional  power  of 
the  President  to  take  such  measures  as 
he  deems  necessary  to  protect  the  Nation 
against  actual  or  potential  attack  or  oth- 
er hostile  acts  of  a  foreign  power,  to 
obtain  foreign  intelligence  information 
deemed  essential  to  the  security  of  the 
United  States,  or  to  protect  national  se- 
curity information  against  foreign  intel- 
ligence activities."  I  think  that  proviso, 
and  the  constitutional  power  of  the  Pres- 
ident to  which  it  refers,  relate  to  the 
activities  of  foreign  powers  and  their 
agents,  not  to  those  of  American  citizens 
having  no  foreign  connections.  In  short, 
I  think  the  case  is  controlled  in  principle 
by  United  States  v.  United  States  Dis- 
trict Court  (Keith),  407  U.S.  297,  92  S.Ct. 
2125,  32  L.Ed.2d  752  (1972),  so  that  be- 
fore installing  the  wiretaps  in  question 
the  government  was  required  to  obtain  a 
warrant  pursuant  to  the  procedures  es- 
tablished by  Title  III,  18  U.S.C.  §§  2510- 
2519. 

I  reject  the  argument  that  the  surveil- 
lance was  proper  because  the  activities 
of  the  Jewish  Defense  League  displeased 
a  foreign  government  or  related  to  for- 
eig^i  affairs.  Carried  to  its  logical  con- 
clusion that  argument  would  reduce  the 
restrictions  on  warrantless  wiretapping 
to  the  vanishing  point,  for  the  actions  of 
almost  any  group  or  organization  in  this 
country,  even  such  a  body  as  the  conven- 


tion of  one  of  our  major  political  parties, 
may  affect  foreign  policy  or  agitate  a 
foreign  nation. 

The  government's  position  cannot  be 
sustained  by  the  second  proviso  of  18 
U.S.C.  §  2511(3)  or  by  the  constitutional 
power  of  the  President  to  which  it  re- 
fers. That  proviso  recognizes  a  power  of 
the  President  "to  take  such  measures  as 
he  deems  necessary  to  protect  the  United 
States  against  the  overthrow  of  the 
Government  by  force  or  other  unlawful 
means,  or  against  any  other  clear  and 
present  danger  to  the  structure  or  exist- 
ence of  the  Government."  Any  conten- 
tion that  the  activities  of  the  Jevdsh  De- 
fense League  threatened  the  overthrow 
of  the  government  or  presented  a  clear 
and  present  danger  to  its  structure  or 
existence  is,  I  think,  chimerical.  What- 
ever the  constitutional  prerogatives  of 
the  President  in  the  field  of  national  se- 
curity may  be,  the  facts  of  this  case  do 
not  justify  their  invocation.  On  this 
point  the  Keith  case  is  conclusive. 

The  violence  directed  at  Soviet  person- 
nel by  the  League,  including  the  bomb- 
ing of  Soviet  installations,  justified  an 
application  under  28  U.S.C.  §  2518  for  an 
order  authorizing  a  tap  on  the  League's 
telephones.  Thus  18  U.S.C.  §  112(a) 
makes  it  a  felony  to  assault,  strike, 
wound,  or  offer  violence  to  a  foreig^n 
official  or  official  guest.  Any  person 
who  uses  an  explosive  to  commit  that 
felony  is  subject  to  imprisonment  for  not 
less  than  one  year  nor  more  than  ten 
years.  18  U.S.C.  §  844(h).  Moreover 
chapter  102  of  the  Criminal  Code,  18 
U.S.C.  §§  2101-2102,  relating  to  riots, 
would  seem  to  apply  to  at  least  some  of 
the  concerted  activities  of  the  League's 
members.  Turning  to  Title  III,  we  find 
that  18  U.S.C.  §  2516(l)(c)  si>ecifically 
authorizes  an  application  for  a  wiretap 
warrant  in  cases  involving  unlawful  use 
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of  an  explosive  to  commit  a  felony;  and 
18  U.S.C.  §  2516(l)(a)  authorizes  such  an 
application  in  cases  involving  riots. 
Granted  that  the  Congress  may  not  by 
statute  impinge  upon  the  constitutional 
prerogatives  of  the  President  in  the  field 
of  foreign  affairs  or  the  national  securi- 
ty, I  think  the  surveillance  in  this  case 
related  to  domestic  crimes  specifically 
covered  by  Title  III  and  not  to  matters 
the  Constitution  may  confide  to  the 
President's  discretion  in  dealing  with 
foreign  nations  or  the  national  security. 
The  interest  of  a  foreign  government  in 
violations  of  our  criminal  laws  by  Ameri- 
can citizens  did  not  remove  the  coverage 
of  Title  in. 

WILKEY,  Circuit  Judge  (concurring 
and  dissenting):  * 

I  concur  in  the  plurality's  finding  that 
the  wiretaps  on  the  Jewish  Defense 
League  were  placed  pursuant  to  the 
President's  "foreign  affairs"  power,  and 
also  in  the  holding  that  the  warrantless 
surveillance  nevertheless  was  in  violation 
of  the  Fourth  Amendment.  If  a  "for- 
eign affairs"  exemption  from  the  war- 
rant requirement  exists,  it  exists  only 
for  a  narrow  category  of  wiretaps  on 
foreign  agents  or  collaborators  with  a 
foreign  power.  As  this  is  not  such  a 
case,  we  leave  for  another  time  resolu- 
tion of  the  question  of  the  existence  and 
precise  parameters  of  this  special  consti- 
tutional exemption. 

*  The  outline  of  this  opinion  is  as  follows: 

I.  The  Statutory  Claim 

A.  The  Scope  of  a  "Foreign  Affairs"  Sur- 
veillance 

B.  The  Meaning  of  the  Section  2511(3) 
Disclaimer 

II.  The  Constitutional  Claim 

A.  The  "Foreign  Affairs"  Exemption — In- 
ner Distinctions  and  Limitations 

B.  Rationales  for  the  Foreign  Affairs  Ex- 
emption— the  Balancing  of  Constitutional 
Powers,  Responsibilities,  and  Rights 


I  must  strongly  dissent,  however,  from 
my  colleagues'  startling  conclusion  that 
all  constitutionally  objectionable  wire- 
taps are  perforce  in  violation  of  Title  III 
and  that,  therefore,  the  statutory  dam- 
ages provision  of  section  2520  is  applica- 
ble to  this  case.  In  my  view,  the  case 
should  be  remanded  to  the  District  Court 
solely  for  consideration  of  the  merits  of 
a  claim  for  damages  under  the  Fourth 
Amendment.' 

The  appellants'  claim  of  damages  for 
an  unlawful  search  and  seizure  rests  on 
both  statutory  and  constitutional 
grounds.  The  constitutional  claim  will 
be  discussed  in  Part  II  of  this  opinion. 
Part  I  examines  the  alternative  prayer 
under  section  2520  of  the  Omnibus  Crime 
Control  and  Safe  Streets  Act.  That  sec- 
tion provides  for  the  recovery  of  civil 
damages  by  those  "person[s]  whose  wire 
or  oral  communication  is  intercepted,  dis- 
closed, or  used  in  violation  of  this  chap- 
ter [/.  e..  Title  III  of  the  Act,  18  U.S.C. 
§§  2510-2520]."  2  The  pivotal  issue  un- 
der the  claim  for  statutory  (as  distinct 
from  constitutional)  damages,  then,  is 
whether  the  appellees  violated  any  provi- 
sion of  Title  III  when  they  placed  wire- 
taps on  the  phones  of  the  Jewish  De- 
fense League  (JDL)  without  any  prior 
judicial  approval.  Resolution  of  this  is- 
sue depends,  first,  upon  whether  the 
wiretaps  were  placed  pursuant  to  a  "for- 
eign   affairs"    surveillance    and,    second, 

C.  Collaborators    and    Non-Collaborators 
with  a  Foreign  Power 

D.  The  Spectrum  of  Executive  Electronic 
Surveillance  Authority 

1.  See  Bivens  v.  Six  Unknown  Named  Agents, 
403  U.S.  388,  91  S.Ct.  1999,  29  L.Ed.2d  619 
(1971). 

2.  18  U.S.C.  §  2520  (1970). 
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upon  whether  the  strict  procedural  re- 
quirements of  Title  III  have  any  applica- 
tion to  this  kind  of  surveillance. 

I.     THE  STATUTORY  CLAIM 

A.     The   Scope   of  a    "Foreign   Affairs" 
Surveillance 

Title  III  of  the  Omnibus  Crime  Con- 
trol and  Safe  Streets  Act'  authorizes  the 
use  of  electronic  surveillance  for  the 
classes  of  crimes  set  forth  in  section 
2516.  Sections  2511  and  2520  provide 
criminal  and  civil  penalties  for  violations 
of  the  Act.  Section  2511,  however,  also 
specifies  several  categories  of  conduct 
which  are  either  not  unlawful  or  are  not 
regulated  by  the  Act.  One  such  catego- 
ry is  defined  in  subsection  (3)  which  pro- 
vides in  pertinent  part: 

Nothing  contained  in  this  chapter 
shall  limit  the  constitutional 
power  of  the  President  to  take  such 
measures  as  he  deems  necessary  to 
protect  the  Nation  against  actual  or 
potential  attack  or  other  hostile  acts  of 
a  foreign  power,  to  obtain  foreign  in- 
telligence information  deemed  essen- 
tial to  the  security  of  the  United 
States,  or  to  protect  national  security 
information  against  foreign  intelli- 
gence activities.  Nor  shall  anything 
contained  in  this  chapter  be  deemed  to 
limit  the  constitutional  power  of  the 
President  to  take  such  measures  as  he 
deems  necessary  to  protect  the  United 
States  against  the  overthrow  of  the 
Government  by  force  or  other  unlaw- 
ful means,  or  against  any  other  clear 
and  present  danger  to  the  structure  or 

3.  18  U.S.C.  §§  2510-2520  (1970). 

4.  18  U.S.C.  §  2511(3)  (1970). 

5.  Report  on  S.917,  Omnibus  Crime  Control 
and  Safe  Streets  Act  of  1968,  S.Rep.No.l097, 
90th  Cong.,  2d  Sess.  (1968),  U.S.Code  Cong.  & 
Admin.News,  1968,  p.  2112. 


existence    of    the    (Government.       The 
contents  of  any  wire  or  oral  communi- 
cation intercepted  by  authority  of  the 
President  in  the  exercise  of  the  fore- 
going powers  may  be  received  in  evi- 
dence  in    any   trial    hearing,   or   other 
proceeding   only   where  such  intercep- 
tion  was  reasonable,  and  shall  not  be 
otherwise  used  or  disclosed  except  as  is 
necessary   to   implement   that    power.* 
According  to  the  Senate  Report  of  the 
Act,^  the  section  2511(3)  disclaimer  was 
intended    "to    reflect    a    distinction    be- 
tween   the    administration    of    domestic 
criminal    legislation    [by    the    President] 
and  the  conduct  of  foreign  af- 
fairs." *     In  the  latter  area,  as  the  dis- 
claimer  itself   reads,   Title   III   does   not 
"limit    the    constitutional    power    of    the 
President  to  take  such  measures  as  he 
deems   necessary   to   protect   the   Nation 
against  actual  or  potential  attack  or  oth- 
er    hostile     acts     of    a    foreign     power 

The  appellants  in  this  case  apparently 
would  construe  this  language  to  allow 
the  President  freedom  of  action  in  intel- 
ligence gathering  only  when  the  country 
was  actually  exposed  to  an  armed  at- 
tack. Neither  of  the  principal  reasons 
given  by  the  Ciovernment  for  conducting 
the  wiretaps  in  question — (1)  the  severe 
strain  which  the  activities  of  the  JDL 
placed  on  the  conduct  of  our  relations 
with  the  U.S.S.R.;  (2)  the  threat  of  re- 
taliation by  Soviet  citizens  against 
American  Embassy  personnel  in  Mos- 
cow— involved  a  serious  danger  of  war 
with  the  Soviet  Union.  It  follows,  ap- 
pellants argue,  that  the   Executive   was 

6.  Id  at   94,    U.S.Code   Cong.   &   Admin.News, 
1968,  p.  2182. 

7.  18  U.S.C.  §  2511(3)  (1970). 
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not  justified  in  tr'::aL!ng  the  conduct  of 
this  wiretap  differertly  from  an  ordi- 
nary criminal  wiretap 

The  appellants'  position  is  refuted  by 
both  the  language  of  the  disclaimer  it- 
self and  by  the  funct-or  which  the  sur- 
veillance served.  In  the  first  place,  sec- 
tion 2511(3)  preserves  the  President's  au- 
thority to  protect  the  nation  not  only 
against  "actual  or  potential  attack"  but 
also  against  "other  hostile  acts"  of  a  for- 
eign country.  That  this  disjunctive 
wording  was  intentional  is  made  clear  by 
the  Senate  Report,  which  explains  that 
the  President's  authority  is  unfettered 
by  Title  III  "to  obtain  information  by 
whatever  means  to  protect  the  United 
States  from  the  acts  of  a  foreign  power 
including  actual  or  potential  attack  or 
foreign  intelligence  activities."  *  "Hos- 
tile acts  of  a  foreign  power,"  therefore, 
is  clearly  a  category  which  includes  arm- 
ed aggression  against  this  country  only 
as  one  of  its  components.  It  would  cer- 
tainly appear,  then,  that  the  prevention 
of  an  attack  on  American  citizens  abroad 
also  fits  within  that  broader  category. 
It  is  difficult  to  conceive  of  a  more  ap- 
propriate situation  for  utilization  of  the 
President's  foreign  affairs  power  than  in 
the  protection  of  American  Embassy  per- 
sonnel in  another  country. 

Equally  important,  in  view  of  the  re- 
sponsibility of  the  Executive  to  conduct 
our  foreign  relations,  and  the  intent  of 
Congress  in  section  2511(3)  to  recognize 
the  informational  requirem.ents  which  in- 


here in  the  proper  exercise  of  this  re- 
sponsibility,' the  purview  of  the  term 
"hostile  acts"  would  also  appear  to  in- 
clude inimical  diplomatic  retaliation. 
That  the  well-being  of  this  country  can 
suffer  greatly  from  a  breakdown  of 
friendly  relations  with  a  country  like  the 
Soviet  Union  is  beyond  question.  If  the 
President  has  any  special  investigative 
prerogative  by  virtue  of  his  foreign  af- 
fairs power,  it  must  include  a  situation 
where  a  rupture  of  diplomatic  ties  is 
threatened. 

This  position  is  buttressed  by  the  con- 
duct of  the  surveillance  in  question.  The 
function  which  the  surveillance  was  in- 
tended to  serve  was  not  primarily  one  of 
uncovering  evidence  of  domestic  crime. 
Rather,  the  purpose  was  to  acquire  ad- 
vance knowledge  of  the  tactics  of  physi- 
cal intimidation  and  harassment  prac- 
ticed by  the  JDL  on  Russian  diplomatic 
personnel  in  this  country — with  the 
avowed  design  of  "creat[ing]  a  crisis  be- 
tween the  U.S.  and  the  U.S.S.R."  "— in 
order  to  minimize  the  disruptive  effect 
of  these  activities  on  our  relations  with 
the  Soviet  Union.  This  was  an  informa- 
tional surveillance  of  the  type  Congress 
intended  to  separate  from  ordinary  crim- 
inal wiretaps  by  virtue  of  the  section 
2511(3)  disclaimer.  It  was  an  intelli- 
gence operation  undertaken  pursuant  to 
the  President's  constitutional  power  to 
conduct  this  country's  foreign  affairs,  as 
distinct  from  his  duty  to  administer  do- 
mestic criminal  legislation.'' 


8.  S.Rep.No.l097,  90th  Cong.,  2d  Sess.,  at  94 
(1968),  U.S.Code  Cong.  &  Admin.News,  1968, 
p.  2182. 

9.  Ibid. 

10.  Def.Exh.  B-3(ll),  !1  H. 

11.  Judge  McGowan,  concurring  in  the  result 
reached  by  Judge  Wright's  plurality  opinion, 
takes  the  contrary  position  that  law  enforce- 
ment, not  intelligence  gathering,  was  the  pri- 


mary purpose  of  the  Government's  surveil- 
lance of  the  JDL.  He  finds  support  for  his 
view  in  a  State  Department  memorandum 
which  notes,  first,  that  the  activities  of  the 
JDL  are  having  "a  negative  effect  on  the  con- 
duct of  our  relations  with  the  U.S.S.R."; 
second,  that  the  JDL's  bombing  of  the  Amtorg 
office  "raises  the  possibility  of  Soviet  retalia- 
tion against  U.S.  Embassy  personnel  in  Mos- 
cow";   and,  third,  that  "the  JDL  is  an  organi- 
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Thus,  I  concur  in  the  plurality's  deter- 
mination that  the  wiretaps  in  question 
were  placed  pursuant  to  the  President's 
special     responsibility     to     conduct     the 
country's     foreign     affairs,     within     the 
meaning  of  the  section  2511(3)  disclaim- 
er.    This  does  not  mean  the  surveillance 
was  immune  from  minimal  constitutional 
zation  of  legitimate  concern  to  Federal  law-en- 
forcement   authorities."      This    memorandum 
was  sent  to  the  FBI  on  30  June  1970  with  a 
cover  letter  stating  that  "the  Department  will 
be  most  grateful  for  anything  you  can  do  to 
assist  us  with  this  problem."    (Exhibit  B-l(2).) 
After  receiving   this   request,   that   the   FBI 
should  have  asked  permission  from  the  Attor- 
ney General  to  tap  the  telephone  of  the  JDL 
for  the  purpose  of  obtaining  advance  knowl- 
edge   of   the    organization's    activities,    rather 
than  for  the  purpose  of  gathering  evidence  for 
criminal    prosecutions,    is    hardly    surprising. 
The  principal  concern  of  the  State  Department 
was  not  to  enforce  the  criminal  laws  against 
the  JDL — the  primary  responsibility  for  pro- 
tecting U.N.   personnel  from  criminal  acts  is 
vested  in  New  York  state  authorities,  not  the 
FBI — but  to  minimize  the  disruptive  effect  of 
the  group's  activities  on  our  relations  with  the 
Soviet  Union. 

To  be  sure,  the  State  Department  was 
cheered  when  it  learned  that  a  federal  grand 
jury  was  investigating  the  activities  of  the 
JDL.  In  a  letter  quoted  by  Judge  McGowan, 
the  Department  expressed  to  the  Attorney 
General  its  hope  that  the  indictment  and  pros- 
ecution of  JDL  members  under  federal  statutes 
would  follow.     (Opinion  of  Judge  McGowan, 

supra,  at  slip-page  902,  

U.S.App.D.C.  ,  F.2d  .)     It  is  clear 

from  the  remainder  of  the  letter,  however,  that 
the  Department's  desire  was  not  so  much  that 
wrongdoers  be  brought  to  justice  as  that  "the 
deterrent  effect  of  such  prosecutions  upon  vio- 
lent anti-Soviet  acts  will  measurably  improve 
the  ability  of  the  United  States  to  deal  with 
the  Soviet  Union  on  substantive  foreign  policy 
issues  .  .  .."  (Exhibit  B~l(5).)  In  short, 
the  State  Department  viewed  criminal  prose- 
cutions as  one  potentially  effective  means  of 
achieving  its  overriding  goal  of  maintaining 
good  relations  with  the  Soviet  Union. 

Certainly  the  FBI  did  not  misread  the 
Department's   general    request    for   assistance 


requirements.     Part  II  below  elaborates 
my  agreement  with  the  plurality  on  this 
point.     To  my  mind,  however,  it  is  clear 
that  if  a  particular  surveillance  falls  into 
the  category  of  foreign  affairs,  as  in  this 
case  or  domestic  security,   as  in  United 
States    v.    United    States    District   Court 
(Keith),"^  its  validity  is  subject  only  to 
constitutional     strictures.'^       I     strongly 
when    the    Bureau    determined    that    another 
means  of  minimizing  the  adverse  impact  of  the 
JDL's  activities  on  our  foreign  relations  would 
be  to  learn  of  the  organization's  plans  in  ad- 
vance so  as  to  forewarn  the  objects  of  its  dem- 
onstrations  and   avert   the    possibility   of   vio- 
lence.    Contrary  to  Judge  McGowan's  conclu- 
sion, this  preventive  action  did  not  have  as  its 
purpose    the    gathering    evidence    of    specific 
crimes,  or  even  the  prevention  of  crime  per  se. 
These  tasks  were  the  duty  primarily  of  local 
law     enforcement     authorities.       Rather,     the 
FBI's  monitoring  activity  was  intended  to  keep 
the    Bureau    and    the    State    Department    in- 
formed of  every  movement,  criminal  and  non- 
criminal, of  the  JDL  which  might  exacerbate 
our  position  vis-a-vis  the  Soviet  Union. 

12.  407  U.S.  297,  92  S.Ct.  2125,  32  L.Ed.2d  752 
(1972). 

13.  Judge  McGowan,  in  his  concurring  opinion, 
agrees  that 

the  plain  meaning  of  the  language  of  Keith 
seems  to  me  to  be  that  there  are  certain 
national  security  surveillances  to  which  the 
statute  [Title  III]  was  not  intended  to  apply, 
and  that  the  surveillance  then  before  the 
Court  was  one  of  them. 
(Opinion  of  Judge  McGowan,  supra,  at  slip- 
page 907, U.S.App.D.C.  at  p. , F.2d 

at  p.  .)    Nevertheless,  he  finds  two  reasons 

why  Title  Ill's  procedures,  and  provision  for 
damages,  are  applicable  in  the  instant  case. 
The  first  reason  rests  upon  the  proposition 
that  wherever  a  particular  statute  can  be  uti- 
lized, it  must  be.     {Id.  at  slip-page  904,  

U.S.App.D.C.  n.7,  F.2d  n.7.)  De- 
spite the  fact  that  the  primary  purpose  of  a 
particular  surveillance  may  be  informational,  if 
there  is  any  prosecutorial  element  in  it  (that  is, 
any  expectation  of  discovering  criminal  viola- 
tions), then  the  procedures  laid  down  in  Title 
III  must  be  followed.  The  difficulty  with  this 
position  is  immediately  apparent.  The  vast 
majority  of  activities  whose  surveillance  is  ex- 
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disagree  with  the  plurality's  view  that 
the  strict  procedural  requirements  of  Ti- 
tle III — and,  concomitantly,  the  damages 
provision  contained  in  section  2520 — are 
applicable  to  these  special  kinds  of  sur- 
veillance. 

B.     The  Meaning  of  the  Section  2511(3) 
Disclaimer 

In  Keith,  the  Supreme  Ck)urt  was 
called  upon  to  interpret  the  significance 
of  the  section  2511(3)  disclaimer  as  it 
related  to  Presidential  authority  to  gath- 
er intelligence  information  concerning 
the    internal    security    of    the    country. 

empted  from  the  provisions  of  Title  III  by  sec- 
tion 2511(3)  will  perforce  involve  some  ele- 
ment of  criminality.  If  the  courts  were  to  re- 
quire Title  III  procedures  to  be  followed  in 
every  case  where  there  is  evidence  of  a  crimi- 
nal violation,  the  scope  of  section  2511(3) 
would  be  so  drastically  reduced  as  to  render 
the  section  virtually  meaningless. 

Keith  itself  is  a  good  illustration.  The  de- 
fendants were  indicted  for  a  conspiracy  to  de- 
stroy government  property.  (407  U.S.  at  299, 
92  S.Ct.  2125.)  Despite  the  fact  that  it  may 
have  been  possible  for  the  FBI  to  proceed  ac- 
cording to  the  provisions  of  Title  III,  however, 
the  Supreme  Court  indicated  a  much  more 
flexible  procedure  would  suffice.  (407  U.S.  at 
322,  92  S.Ct.  2125.)  It  appears  contradictory, 
on  the  one  hand,  for  Judge  McGowan  to  ac- 
cept that  Title  III  was  not  intended  to  apply  in 
Keith  and,  on  the  other,  to  argue  that  the 
Government  must  proceed  according  to  the 
statute's  provisions  whenever  a  criminal  viola- 
tion is  suspected. 

The  second  reason  Judge  McGowan  gives 
for  applying  Title  Ill's  procedures  in  this  case 
is  that  the  section  2511(3)  disclaimer  was  only 
intended  to  apply  when  government  surveil- 
lances are  directed  against  agents  of,  or  collab- 
orators  with,   a   foreign   power.     (Opinion   of 

Judge   McGowjm  at   slip-page   904,   U.S. 

App.D.C.  ,  F.2d  .)    As  I  discuss  in 

Part  II  infra,  the  collaborator/ non-collaborator 
distinction  may  be  useful  when  dealing  with 
the  scope  of  the  President's  power  to  engage 
in  electronic  surveillance  without  prior  judicial 
approval;  but,  I  think  the  utility  of  the  dis- 
tinction breaks  down  when  the  issue  is  wheth- 


The  Court  found  "the  conclusion  inesca- 
pable that  Congress  only  intended  to 
make  clear  that  the  Act  simply  did  not 
legislate  with  respect  to  national  security 
surveillances.""  For  Congress  to  have 
dealt  with  "the  important  and  complex 
area  of  national  security  in  a  single  brief 
and  nebulous  paragraph 
would  not  comport  with  the  sensitivity 
of  the  problem  involved  or  with  the  ex- 
traordinary care  Congress  exercised  in 
drafting  other  sections  of  the  Act."  ^^ 

This  rationale  would  appear  to  apply 
with  even  greater  force  to  a  case  involv- 
ing intelligence  gathering  concerning  the 

er  Title  III  procedures  are  mandated  in  a  par- 
ticular case. 

The  purpose  of  section  2511(3)  is  to  recog- 
nize "a  distinction  between  the  administration 
of  domestic  criminal  legislation  and 

the  conduct  of  foreign  affairs."  (S.Rep.No. 
1097,  90th  Cong.,  2d  Sess.  94  (1968).)  The 
foreign  affairs  power  of  the  President  is  no 
less  implicated  when  another  country's  threat 
of  "hostile  acts"  against  this  country  is  trig- 
gered by  the  activities  of  a  non-collaborationist 
domestic  group  than  when  the  threat  comes 
from  a  collaborator  or  foreign  agent.  The 
question  is  not  whether  non-collaborators 
should  be  protected  by  the  Fourth  Amend- 
ment's requirement  of  prior  judicial  approval. 
Both  my  opinion  and  that  of  the  plurality 
make  clear  that  they  must  be  so  protected. 
Rather,  the  question  is  whether  the  President's 
need  for  information  to  guide  his  efforts  in  the 
field  of  foreign  affairs  should  be  subject  to  the 
strict  procedural  requirements — geared  to 
prosecutorial  surveillances — of  Title  III.  I 
think  he  should  not  be  so  hampered,  and  the 
language  of  section  2511(3)  bears  out  this 
view.  (See  text  accompanying  notes  8  and  9 
supra.)  Note  that  section  2511(3)  not  only 
recognizes  the  President's  authority  to  protect 
the  country  against  "hostile  acts  of  a  foreign 
FMDwer"  (emphasized  by  Judge  McGowan)  but 
also  "to  obtain  foreign  intelligence  information 
deemed  essential  to  the  security  of  the  United 
States."  (See  text  accompanying  note  4 
supra.) 

14.  Id.  407  U.S.  at  306,  92  S.Ct.  at  2131. 

15.  Ibid. 


1199 


ZWEIBON  V.  MITCHELL 


915 


external  security  of  the  country.  It  has 
long  been  recognized  that  the  President 
has  special  constitutional  responsibilities 
and  prerogatives  in  the  field  of  foreign 
affairs.'*  Congress  intended  to  respect 
those  prerogatives  by  virtue  of  section 
2511(3).  "Few  would  doubt  this,  as  the 
section  refers — ^mong  other  things — to 
protection  'against  actual  or  potential  at- 
tack or  other  hostile  acts  of  a  foreign 
power.'  "  "  Moreover,  the  factors  which 
differentiate  auditory  searches  for  evi- 
dence of  a  specific  crime  from  informa- 
tion-gathering surveillances  are  particu- 
larly applicable  to  foreign  intelligence 
operations.  Often  the  uncovering  of  evi- 
dence of  criminal  activity  is  only  a  sec- 
ondary objective.  The  primary  objective 
is  to  obtain  intelligence  upon  which  the 
President  can  base  an  informed  judg- 
ment in  the  area  of  foreign  affairs. 

The  rigid  procedural  requirements  of 
Title  III  and  the  substantive  necessity  of 
a  prior  showing  of  probable  cause  to  sus- 
pect criminal  activity  are  not  geared  to- 
ward this  kind  of  informational  surveil- 
lance. That  Congress  recognized  and  in- 
tended to  point  up  this  limitation  on  the 
reach  of  Title  III  is  made  quite  clear  by 
the  discussion  of  the  rationale  for  section 
2511(3)  contained  in  the  Senate's  Report 
of  the  Act.  Its  direct  relevance  to  this 
and  other  issues  involved  in  the  case  at 
bar  merits  an  extended  quote: 

Paragraph  (3)  is  intended  to  reflect 
a  distinction  between  the  administra- 
tion of  domestic  criminal  legislation 
not  constituting  a  danger  to  the  struc- 
ture or  existence  of  the  Government 
and  the  conduct  of  foreign  affairs.  It 
makes  it  clear  that  nothing  in  the  pro- 


posed chapter  or  other  act  amended  by 
the  proposed  legislation  is  intended  to 
limit  the  power  of  the  President  to 
obtain  information  by  whatever  means 
to  protect  the  United  States  from  the 
acts  of  a  foreign  power  including  actu- 
al or  potential  attack  or  foreign  intelli- 
gence activities,  or  any  other  danger 
to  the  structure  or  existence  of  the 
Government.  Where  foreign  affairs 
and  internal  security  are  involved,  the 
proposed  system  of  court  ordered  elec- 
tronic surveillance  envisioned  for  the 
administration  of  domestic  criminal 
legislation  is  not  intended  necessarily 
to  be  applicable.  The  two  areas  may, 
however,  overlap.  Even  though  their 
activities  take  place  within  the  United 
States,  the  domestic  Communist  party 
and  its  front  groups  remain  instru- 
ments of  the  foreign  policy  of  a  for- 
eign power  (Communist  Party,  U.  S. 
A.  V.  Subversive  Activities  Control 
Board,  81  S.Ct.  1357,  367  U.S.  1  [6 
L.Ed.2d  625]  (1961)).  Consequently, 
they  fall  within  the  field  of  foreign 
affairs  and  outside  the  scope  of  the 
proposed  chapter.  Yet,  their  activities 
may  involve  violations  of  domestic 
criminal  legislation.  See  Abel  v.  Unit- 
ed States,  80  S.Ct.  683,  362  U.S.  217  [4 
L.Ed.2d  668]  (1960).  These  provisions 
of  the  proposed  chapter  regarding  na- 
tional and  internal  security  thus  pro- 
vide that  the  contents  of  any  wire  or 
oral  communication  intercepted  by  the 
authority  of  the  President  may  be  re- 
ceived into  evidence  in  any  judicial  tri- 
al or  administrative  hearing.  Other- 
wise, individuals  seeking  the  over- 
throw of  the  (Government,  including 
agents   of  foreign   powers   and    those 


16.  See  generally  United  States  v.  Belmont,  301 
U.S.  324,  57  S.Ct.  758,  81  L.Ed.  1134  (1937); 
United  States  v.  Curtiss-Wright  Export  Corp., 
299  U.S.  304,  57  S.Ct.  216,  81  L.Ed.  255  (1936); 


Chicago  &  Southern  Air  Lines,  Inc.  v. 
Waterman  Steamship  Corp.,  333  U.S.  103,  68 
S.Ct.  431,  92  L.Ed.  568  (1948). 

17.     407  U.S.  at  303,  92  S.Ct.  at  2130. 
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who  cooperate  with  them,  could  not  be 
held  legally  accountable  when  evidence 
of  their  unlawful  activity  was  uncov- 
ered incident  to  the  exercise  of  this 
power  by  the  President.  The  only  lim- 
itations recognized  on  this  use  is  that 
the  interceptions  be  deemed  reasonable 
based  on  an  ad  hoc  judgment  taking 
into  consideration  all  of  the  facts  and 
circumstances  of  the  individual  case, 
which  is  but  the  test  of  the  Constitu- 
tion itself  (Carroll  v.  United  States,  45 
S.Ct.  280,  267  U.S.  132  [69  L.Ed.  543] 
(1925)).  The  possibility  that  a  judicial 
authorization  for  the  interception 
could  or  could  not  have  been  obtained 
under  the  proposed  chapter  would  be 
only  one  factor  in  such  a  judgment. 
No  preference  should  be  given  to  ei- 
ther alternative,  since  this  would  tend 
to  limit  the  very  power  that  this  provi- 
sion recognizes  is  not  to  be  deemed 
disturbed.'* 

This  language  provides  strong  support 
for  the  view  that  Congress  intended  a 
surveillance  which  falls  "within  the  field 
of  foreign  affairs"  to  be  "outside  the 
scope  of  [Title  III]."  Most  decisively,  be- 
cause it  was  apparent  to  Congress  that 
such  surveillances  would  not  be  authoriz- 
ed or  conducted  in  the  same  fashion  as 
ordinary  criminal  wiretaps,  the  third  and 
last  sentence  of  the  section  2511(3)  dis- 
claimer specially  provides  for  evidence  of 
domestic  crime  which  is  incidentally  un- 
covered during  a  foreign  intelligence  op- 
eration to  be  admissible  in  court,  not- 
withstanding the  fact  that  Title  III  pro- 
cedures were  not  followed.  (The  only 
requirement  is  that  the  surveillance  have 
met  minimal  constitutional  standards  of 

18.  S.Rep.No.l097,  90th  Cong.,  2d  Sess.,  at  94 
(1968),  U.S.Code  Cong.  &  Admin.News.  1968, 
p.  2182. 

19.  Plurality  Opinion  at  slip-pages  878-880, 

U.S.App.D.C.  .  F.2d  . 


reasonableness.)  If  Title  Ill's  provisions 
do  not  extend  to  "foreign  affairs"  intelli- 
gence gathering,  it  would  appear  quite 
clear  that  the  Executive's  failure  to  con- 
duct a  surveillance  in  accordance  with 
those  provisions  is  not  in  violation  of  the 
Act;  therefore,  the  damages  provision  of 
section  2520  is  inapplicable. 

Confronted  with  the  Supreme  Court's 
unqualified  interpretation  of  the  section 
2511(3)  disclaimer  in  Keith,  and  the  Sen- 
ate's clear  explanation  of  the  section's 
meaning  in  its  report.  Judge  Wright,  for 
the  plurality,  nevertheless  argues  that 
Title  III  is  applicable  to  this  case.  First, 
he  suggests  a  reading  of  Keith  under 
which  the  Supreme  Court's  view  that 
Congress  in  Title  III  "did  not  legislate" 
with  respect  to  the  kinds  of  surveillances 
treated  in  section  2511(3)  would  only  re- 
fer to  the  question  whether  the  Execu- 
tive was  free  of  the  warrant  require- 
ment in  conducting  such  surveillance." 
Second  he  argues  that  the  Court's  discus- 
sion of  possible  standards  and  procedures 
for  national  security  surveillances  should 
be  construed  as  indicating  that  Title  III 
requirements  are  controlling  in  all  cases 
where  prior  judicial  approval  is  required, 
but  Congress  might  choose  to  provide 
less  rigorous  procedures  that  would  still 
be  constitutionally  acceptable.^"  Third, 
he  takes  the  position,  in  a  footnote,  that 
the  explanatory  statement  in  the  Senate 
Report  is  "not  inconsistent"  with  the 
plurality's  interpretation  of  section 
2511." 

The  difficulty  with  Judge  Wright's 
first  argument  is  illustrated  by  the  fol- 
lowing language  from  Keith: 


20.  Id.  at  slip-pages  879-880 , 
.  F.2d  . 

21.  Id.  at  n.232. 


U.S.App.D.C. 
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The  express  grant  of  authority  to 
conduct  surveillances  is  found  in 
§  2516,  which  authorizes  the  Attorney 
General  to  make  application  to  a  fed- 
eral judge  when  surveillance  may  pro- 
vide evidence  of  certain  offenses. 
These  offenses  are  described  with  me- 
ticulous care  and  specificity. 

Where  the  Act  authorizes  surveil- 
lance, the  procedure  to  be  followed  is 
specified  in  §  2518.  Subsection  (1) 
thereof  requires  application  to  a  judge 
of  competent  jurisdiction  for  a  prior 
order  of  approval,  and  states  in  detail 
the  information  required  in  such  appli- 
cation. [Cite]  Subsection  (3)  pre- 
scribes the  necessary  elements  of  prob- 
able cause  which  the  judge  must  find 
before  issuing  an  order  authorizing  an 
interception.  Subsection  (4)  sets  forth 
the  required  contents  of  such  an  order. 
Subsection  (5)  sets  strict  time  limits  on 
an  order.  Provision  is  made  in  subsec- 
tion (7)  for  "an  emergency  situation" 

In  view  of  these  and  other  interre- 
lated provisions  delineating  permissible 
interceptions  of  particular  criminal  ac- 
tivity upon  carefully  specified  condi- 
tions, it  would  have  been  incongruous 
for  Congress  to  have  legislated  with 
respect  to  the  important  and  complex 
area  of  national  security  in  a  single 
brief  and  nebulous  paragraph.  This 
would  not  comport  with  the  sensitivity 
of  the  problem  involved  or  with  the 
extraordinary  care  Congress  exercised 
in  drafting  other  sections  of  the  Act. 
We  therefore  think  the  conclusion 
inescapable  that  Congress  only  intend- 
ed to  make  clear  that  the  Act  simply 
did  not  legislate  with  respect  to  na- 
tional  security  surveillances.     [Cite]  ^^ 


Only  the  most  tenuous  argument  can  be 
made,  in  the  face  of  this  language,  that 
the  Supreme  Court's  position  in  Keith 
was  that  the  procedures  of  Title  III  per- 
force apply  to  all  surveillances,  except 
for  those  in  which  no  warrant  is  consti- 
tutionally required.  If  this  were  the 
case,  the  objects  of  the  surveillance  in 
Keith  themselves  would  have  been  eligi- 
ble to  recover  statutory  damages.  That 
there  is  no  intimation  of  this  possibility 
in  the  Court's  opinion  is  certainly  not 
surprising,  for  the  Court  clearly  was  of 
the  view  that  the  procedural  require- 
ments of  the  Act  were  never  intended  to 
apply  to  national  security  surveillances. 
It  was  "incongruous"  to  think  that  Con- 
gress legislated  procedures  for  such  sur- 
veillances "in  a  single  brief  and  nebulous 
paragraph,"  especially  in  view  of  the 
care  Congress  had  given  in  the  rest  of 
the  act  to  laying  down  precise  standards 
for  ordinary  criminal  surveillances.  Re- 
cognizing that  these  "interrelated  provi- 
sions delineating  permissible  intercep- 
tions of  particular  criminal  activity  upon 
carefully  specified  conditions"  should  not 
be  applied  to  national  security  or  foreign 
affairs  surveillances,  the  Congress  in  sec- 
tion 2511(3)  made  clear  that  the  Act 
"simply  did  not  legislate"  with  respect  to 
such  operations. 

Any  doubt  as  to  the  Supreme  Court's 
position — contrary  to  the  plurality's 
second  argument — is  dispelled  at  the  end 
of  the  opinion  by  the  Court's  suggestions 
for  other  possible  statutory  standards 
and  procedures  to  govern  domestic  secur- 
ity surveillance.^'  Although  it  had  ruled 
that  the  warrant  requirement  of  the 
Fourth  Amendment  was  applicable  to 
such  surveillance,  the  Court  made  clear 
that  the  same  type  of  procedures  re- 
quired in  Title  III  for  ordinary  criminal 


22.     407  U.S.  at  304-06,  92  S.Ct.  at  2130-2131.       23.     Id.  at  322-24,  92  S.Ct.  2125. 
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wiretaps  would  not  be  constitutionally 
required  for  those  kinds  of  operations 
sj)ecified  in  section  2511(3).  The  Court 
reco^ized  that  "domestic  security  sur- 
veillance may  involve  different  policy 
and  practical  considerations  frbm  the 
surveillance  of  'ordinary  crime'  "  ^ — in 
light  of  the  frequent  informational,  as 
opposed  to  evidentiary,  objectives  of  the 
former.  Given  these  distinctions,  the 
Court  observed,  "Congress  may  wish  to 
consider  protective  standards  for  the  lat- 
ter which  differ  from  those  already  pre- 
scribed for  specified  crimes  in  Title 
III."  ^^  Among  these  might  be  different 
probable  cause  standards  and  relaxed 
time  and  reporting  requirements.  In 
sum: 

We  do  not  attempt  to  detail  the  pre- 
cise standards  for  domestic  security 
warrants  any  more  than  our  decision 
in  Katz  sought  to  set  the  refined  re- 
quirements for  the  specified  criminal 
surveillances  which  now  constitute  Ti- 
tle III.  We  do  hold,  however,  that 
prior  judicial  approval  is  required  for 
the  type  of  domestic  security  surveil- 
lance involved  in  this  case  and  that 
such  approval  may  be  made  in  accord- 
ance with  such  reasonable  standards  as 
the  Congress  may  prescribe.^* 

If  the  Supreme  Court  was  of  the  view 
in  Keith  that  Title  III  is  constituted  of 
"refined  requirements  for  the  specified 
criminal  surveillances,"  it  is  certainly  dif- 
ficult to  credit  the  plurality's  position 
that  the  Court  at  the  same  time  believed 
that  Title  III  was  intended  to  accommo- 
date the  very  different  requirements  of 
domestic  security  and  "foreign  affairs" 
surveillances.  Rather,  as  the  Court 
made  crystal  clear,  its  view  was  that 
Congress  did  not  intend  to  legislate  with 

24.  Id.  at  322,  92  S.Ct.  at  2139. 

25.  Ibid. 


regard  to  the  types  of  surveillances  in- 
volved in  section  2511(3).  This  was  the 
purpose  of  that  section.  It  could  hardly 
have  been  otherwise,  as  the  Court  per- 
ceived it,  in  light  of  the  fact  that  the 
interrelated  provisions  of  the  Act  are  of- 
ten totally  inapposite  to  informational 
surveillances. 

Thus,  the  Court's  discussion  in  Keith 
of  possible  standards  and  procedures  was 
not,  as  the  plurality  would  have  it,  mere- 
ly gratuitous  commentary  on  the  flexi- 
bility of  the  Fourth  Amendment's  "rea- 
sonableness" standard.  The  Court  had 
the  more  concrete  purpose  of  affording 
guidance  to  the  Congress  on  the  kinds  of 
statutory  procedures  which  would  be 
constitutionally  acceptable  if  Congress, 
after  Keith,  should  decide  to  legislate  in 
the  area  of  domestic  security. 

That  the  Court's  perception  of  Con- 
gressional intent  with  respect  to  section 
2511(3)  was  correct  is  amply  supported 
by  the  Senate  Report  of  the  Act.  Its 
discussion  begins  with  the  explanation 
that  "[p]aragraph  (3)  is  intended  to  re- 
flect a  distinction  between  the  adminis- 
tration of  domestic  criminal  legislation 
and  the  conduct  of  foreign  af- 
fairs." ^^  The  Report  then  emphasizes 
that  "[wjhere  foreign  affairs  and  inter- 
nal security  are  involved,  the  proposed 
system  of  court  ordered  electronic  sur- 
veillance envisioned  for  the  administra- 
tion of  domestic  criminal  legislation  is 
not  intended  necessarily  to  be  applica- 
ble." Activities  that  "fall  within  the 
field  of  foreign  affairs"  are  "outside  the 
scope  of  the  proposed  chapter."  Finally, 
the  Report  explains,  because  violations 
of  domestic  criminal  legislation  might  be 
uncovered  during  a  foreign  affairs  or  na- 

26.  Id.  at  323-24,  92  S.Ct.  at  2140. 

27.  See  text  accompanying  note  18  supra. 
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tional  security  surveillance,  which  would 
not  necessarily  be  conducted  in  accord- 
ance with  Title  III  procedures,  it  was 
Congress'  intent  in  the  last  line  of  sec- 
tion 2511(3)  to  make  clear  that  evidence 
of  such  criminal  conduct  is  nevertheless 
admissible  against  the  perpetrators — so 
long  as  minimal  constitutional  require- 
ments are  met. 

The  plurality's  attempt  to  reconcile 
the  language  in  the  Senate  Report  with 
its  theory  of  the  case  is  unpersuasive. 
The  Report  does  indeed  contemplate,  in 
the  plurality's  words,  "that  a  post  hoc 
determination  of  reasonableness  [of  a 
section  2511(3)  surveillance]  will  be  made 
in  criminal  proceedings."  ^*  This  does 
not  mean,  however,  that  the  Report  nec- 
essarily expects  that  a  prior  warrant 
would  never  be  obtained  in  such  a  case. 
As  the  Supreme  Court  emphasized  in 
Keith,  the  very  "definition  of  'reasona- 
bleness' turns,  at  least  in  part,  on  the 
more  specific  commands  of  the  warrant 
clause."  ^  If  a  warrant  was  obtained 
for  a  particular  surveillance,  the  question 
of  "reasonableness"  in  subsequent  crimi- 
nal proceedings  is  reduced  to  a  determi- 
nation whether  probable  cause  existed 
for  its  issuance.  If  prior  judicial  approv- 
al was  not  obtained,  the  subsequent 
"reasonablness"  inquiry  must  expand  to 
include  a  determination  whether,  inde- 
pendent of  the  existence  of  probable 
cause,  adequate  justification  is  shown  for 
not  having  secured  a  warrant.  This  is 
the  constitutional  requirement. 

Certainly,  Congress  was  unsure  when 
it  passed  Title  III  whether  the  President 
could,  as  a  constitutional  matter,  justify 
warrantless  wiretaps  in  "foreign  affairs" 
or  "domestic  security"  cases.     It  seems 

28.  Plurality  Opinion  at  n.240. 

29.  407  U.S.  at  315,  92  S.Ct.  at  2135. 


equally  clear,  in  view  of  the  Supreme 
Court's  analysis  in  Keith  and  the  lan- 
guage of  the  Senate  Report  (e.  g-.,  that 
"foreign  affairs"  surveillances  are  "out- 
side the  scope  of  the  proposed  chapter"), 
that  Congress  was  unwilling  to  lay  down 
any  statutory  requirements  for  such  in- 
formational surveillances.  Instead,  in 
the  words  of  the  Report,  Congress  left 
the  question  of  the  validity  of  a  particu- 
lar surveillance  in  the  hands  of  the 
courts,  for  a  determination  of  "reasona- 
ble[ness]  based  on  an  ad  hoc  judgment 
taking  into  consideration  all  of  the  facts 
and  circumstances  of  the  individual  case, 
which  is  but  the  test  of  the  Constitution 
itself."  ^*  Significantly,  the  Report  adds, 
"[t]he  possibility  that  a  judicial  autho- 
rization for  the  interception  could  or 
could  not  have  been  obtained  under  the 
proposed  chapter  would  be  only  one  fac- 
tor in  such  a  judgment."  ^' 

The  import  of  this  language  seems 
clear.  If  it  appears  to  the  trial  judge 
that  the  sole  objective  of  a  "foreign  af- 
fairs" or  domestic  security  wiretap  was 
that  of  gathering  specific  evidence  with 
regard  to  one  of  the  crimes  enumerated 
in  section  2516 — as  opposed,  for  example, 
to  garnering  information  to  ward  off  or 
prevent  the  "hostile  acts"  of  another 
country — then  he  has  the  discretion  to 
prevent  an  end  run  around  Title  III  by 
holding  the  surveillance  invalid.  Con- 
trary to  the  majority's  view,  this  appears 
the  logical  explanation  for  the  Report's 
statement  that  where  foreign  affairs  and 
internal  security  are  involved  Title  III 
procedures  are  not  intended  necessarily 
to  be  applicable.  Where  it  appears  that 
the    intent   of   such    a   surveillance    was 

30.  S.Rep.No.l097,  90th  Cong.,  2d  Sess.,  at  94 
(1968)  U.S.Code  Cong.  &  Admin. News,  1968, 
p.  2182. 

31.  Ibid. 
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solely  to  gather  prosecutorial  evidence, 
then  a  court  can  hold  that  Title  III  pro- 
cedures should  have  been  followed. 

Ironically,  the  plurality's  own  opinion 
points  up  the  weakness  of  its  position. 
Having  strenuously  argued  that  "Con- 
gress intended  the  procedures  and  reme- 
dies of  Title  III  to  apply  to  all  Executive 
surveillance  which,  under  the  Constitu- 
tion, must  be  initiated  pursuant  to  judi- 
cial warrant,"  ^^  the  plurality  adds  a  "ca- 
veat": ''  Congress  did  not  intend,  it  now 
appears,  that  two  provisions  at  the  heart 
of  Title  III  (i.  e.,  sections  2516  and 
2518(l)(b)(i))  be  given  effect  in  the  case 
of  intelligence-gathering  surveillances. 
Effectively,  the  plurality's  "caveat"  is  an 
attempt  to  delete  from  the  statute  those 
sections  which  are  most  inapposite  to 
"foreign  affairs"  and  domestic  security 
surveillances,  in  order  to  justify  its  hold- 
ing that  the  rest  of  Title  Ill's  provisions 
are  applicable.  The  only  justification 
the  plurality  gives  for  so  dissecting  the 
Act  is  that  adherence  to  sections  2516 
and  2518(l)(b)(i)  would  "unduly  tram- 
mel" the  conduct  of  information-gather- 
ing surveillances,  while  the  other  provi- 
sions of  the  Act  would  not  "substantially 
affect"  such  surveillance.^* 

It  requires  little  argument  to  reject 
the  plurality's  approach.  The  Supreme 
Court  observed  in  Keith  the  close  in- 
terrelation of  the  Act's  provisions,  "de- 
lineating permissible  interceptions  of 
particular  criminal  activity  upon  careful- 
ly  specified   conditions."  ^*      If   Congress 


had  intended  to  legislate  with  regard  to 
information-gathering  surveillances  in 
Title  III  (beyond  disclaiming  such  intent, 
in  section  2511(3)),  surely  it  would  not 
have  left  it  to  the  courts  to  guess  which 
sections  to  enforce.  Almost  certainly, 
the  provisions  for  such  surveillances 
would  have  been  separated  from  those 
for  ordinary  criminal  wiretaps  and  spe- 
cially designated.  Moreover,  it  is  likely 
that  Congress  would  not  have  limited  it- 
self to  an  alteration  of  the  probable 
cause  requirement.  (For  example,  as 
suggested  by  the  Supreme  Court  in 
Keith,  the  time  and  reporting  require- 
ments might  not  be  so  strict  as  those  in 
section  2518.)  The  logical  view  of  sec- 
tion 2511(3),  supported  by  the  language 
of  the  Supreme  Court  in  Keith  and  the 
Senate  Report  of  the  Act,  is  that  Con- 
gress simply  determined  not  to  attempt 
in  Title  III  to  tackle  the  complex  and 
controversial  task  of  laying  down  proce- 
dures for  inforinational  as  well  as  evi- 
dentiary surveillances.^* 

The  plurality  can  point  to  only  two 
instances  where  statutory  language  or 
legislative  history  might  support  its  posi- 
tion. The  first  is  the  phrase  in  section 
2511(3)  which  states  that  "[njothing  con- 
tained in  this  chapter  shall 
limit  the  constitutional  power  of  the 
President."  Based  on  this  language,  the 
plurality  asserts: 

[I]t  is  reasonable  to  assume  that  Con- 
gress intended  to  prohibit  "unconstitu- 


32.  Plurality  Opinion  at  slip-page  887,  U.S. 

App.D.C.  at  ,  F.2d  at  . 

33.  Id.        at         slip-pages         886-889,         

U.S.App.D.C.  .  F.2d  . 

34.  Id.         at         slip-pages         887-888,         

U.S.App.D.C.  ,  F.2d  . 

35.  407  U.S.  at  306,  92  S.Ct.  at  2131. 

36.  Judge  McGowan,  agreeing  with  my  assess- 
ment of  the  court  plurality's  position,  points 


out  that  sections  2516  and  2518(l)(b)(i)  are  not 
the  only  provisions  of  Title  III  which  are  total- 
ly inapposite  in  the  context  of  an  information- 
al surveillance.  Sections  2518(l)(b)(iv). 
2518(3)(a),  (b)  &  (d),  2518(4)(c),  and  2519(l)(e) 
would  also  have  to  be  ignored  if  Judge 
Wright's  view  were  to  prevail.    (See  opinion  of 

Judge  McGowan  at  slip-page  908, U.S.App. 

D.C.  ,  F.2d  .) 
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tional"    Executive   surveillance,    which 
would  therefore  be  "in  violation  of  this 
chapter"  within  the  comprehension  of 
the    damages    provision    of    Title    IIL 
[Cite]    Thus,  even  if  the  procedures  of 
Title  III  were  inapplicable  to  national 
security  wiretapping,  the  remedies  of 
Title   III   should   apply  to    unconstitu- 
tional exercises  of  presidential  power." 
This  argument  collapses  virtually  of  its 
own  weight.     It  seems  clear  in  section 
2511(3)  that  Congress  meant  by  its  use 
of  "constitutional  power"  only  to  identi- 
fy the  source  of  the  President's  preroga- 
tive in  the  fields  of  foreign  affairs  and 
national  security.    If  in  the  body  of  Title 
III  Congress  did  not  legislate  any  proce- 
dures, or  any  other  requirement,  for  for- 
eign affairs  surveillances,  it  is  difficult 
to  fathom  the  logic  of  drawing  such  sur- 
veillance within  the  ambit  of  the  statute 
for  the  sole  purpose  of  assessing  dam- 
ages.    If  Congress  "simply  did  not  legis- 
late" with  regard  to  such  surveillances, 
it  did  not  legislate— period. 

The  second  piece  of  "evidence"  intro- 
duced  by   the   plurality   is   the   colloquy 
with  regard  to  section  2511(3)  between 
Senators   Hart,   Holland,   and   McClellan 
on  the  Senate  floor.    The  Supreme  Court 
in    Keith    observed    of    that    discussion, 
"One  could  hardly  expect  a  clearer  ex- 
pression     of      congressional      neutrality 
[concerning]    whatever    presi- 
dential   surveillance    powers    existed    in 
matters         affecting         the         national 
security."^     The  plurality  focuses  on  a 
statement  by  Senator  Hart,  in  which  he 
first   affirms   that   no   congressional    at- 
tempt was  being  made  to  define  the  lim- 
its of  the  President's  powers.     He  then 
adds  that  he  has  always  found  those  lim- 
its  "extremely  vague,   especially   in   do- 

37.    Plurality  Opinion  at  slip-pages  880-881, 
U.S.App.D.C.  at  ,  F.2d  at  . 


mestic  security  threats,  as  opposed  to 
threats  from  foreign  powers."  Specifi- 
cally: 

As  I  recall,  in  the  recent  Katz  case, 
some  of  the  Justices  of  the  Supreme 
Court  doubted  that  the  President  has 
any  power  at  all  under  the  Constitu- 
tion to  engage  in  tapping  and  bugging 
in  national  security  cases  without  a 
court  order.  Section  2511(3)  merely 
says  that  if  the  President  has  such  a 
power,  then  its  exercise  is  in  no  way 
affected  by  title  III.*^ 

The  Supreme  Court  omitted  this  por- 
tion  of  Senator   Hart's   statement  from 
its   quotation    in    Keith,   and    with   good 
reason.     It  seems  clear  that  the  Senator 
referred  to  Katz  and  the  questions  sur- 
rounding the  warrant  requirement  in  do- 
mestic security  cases  only  as  an  example 
of   the   "vagueness"   of   the   law   in   the 
area  covered  by  section  2511(3).     Obvi- 
ously,  under  that  section,   if   the   Presi- 
dent has  the  authority  to  order  warrant- 
less   wiretaps    in    domestic    security    or 
"foreign   affairs"   cases,   the   procedures 
he  employs  will  not  be  affected  by  Title 
III.    It  does  not  necessarily  follow,  how- 
ever, that  if  he  does  not  have  this  au- 
thority,  all   such   surveillances   must   be 
conducted   in   accordance   with   Title   III 
procedures.     Senator  Hart  does  not  say 
this,  and  neither  the   Senate  Report  of 
the  Act  or  the  Supreme  Court  in  Keith 
supports  the  proposition. 

In  sum,  there  is  little  basis  for  the 
plurality's  position  that  the  procedures 
of  Title  III  apply  to  all  "foreign  affairs" 
or  domestic  security  surveillances  in 
which  prior  judicial  approval  is  required. 
If  the  procedures  of  Title  III  do  not  ap- 

38.  407  U.S.  at  308,  92  S.Ct.  at  2132. 

39.  114  Cong.Rec.  at  308. 
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ply,  the  remedies  for  their  violation  can- 
not apply.  This  does  not  leave  the  ap- 
pellants in  this  case  without  a  remedy. 
If,  as  the  next  part  of  this  opinion  will 
elaborate,  the  wiretaps  of  the  JDL  were 
in  violation  of  the  Fourth  Amendment, 
the  appellants  have  a  direct  cause  of  ac- 
tion for  damages  under  the  Constitution. 
They  are  entitled  to  a  remand  to  the 
District  Court  for  an  assessment  of  the 
merits  of  their  claim  and  the  validity  of 
any  defenses  the  defendants  might 
have." 

II.     THE  CONSTITUTIONAL  CLAIM 

A.     The  Foreign  Affairs  Exemption — In- 
ner Distinctions  and  Limitations 

The  issue  which  remains  is  whether 
the  surveillance  of  the  JDL  without  pri- 
or judicial  approval  violated  the  Fourth 
Amendment.  At  the  outset,  it  must  be 
made  clear  that  that  question  cannot  be 
answered  by  a  simple  talismanic  refer- 
ence to  the  "foreign  affairs"  power  of 
the  President.  No  matter  how  certain 
his  constitutional  mandate  in  this  or  any 
other  area,  the  President  is  never  free  to 
act  in  complete  disregard  of  the  protec- 
tion guaranteed  each  individual  by  the 
Bill  of  Rights.  If  his  foreign  affairs  au- 
thority affords  the  Executive  depart- 
ment an  exemption  from  the  require- 
ment of  prior  judicial  approval,  it  is  not 
because  the  President  can  ignore  consti- 
tutional safeguards  in  the  performance 
of  his  duties;  rather,  it  is  because,  on 
balance,  the  exigencies  of  foreign  intelli- 
gence gathering  outweigh  the  constitu- 

40.  See  Bivens  v.  Six  Unknown  Named  Agents 
of  the  Federal  Bureau  of  Narcotics,  456  F.2d 
1339  (2d  Cir.  1972)  (on  remand  from  the  Su- 
preme Court). 

Since  I  would  hold  as  a  matter  of  law  that 
there  was  no  violation  of  Title  III  in  this  case,  I 
do  not  reach  the  question  whether  it  is  possi- 


tional  value  placed  on  prior  judicial  ap- 
proval. 

The  Supreme  Court  engaged  in  just 
such  a  comparative  analytical  approach 
in  Keith,  and  found  that  the  cost  in 
terms  of  infringement  on  Fourth  and 
First  Amendment  values  was  too  high  to 
justify  allowing  a  national  security  sur- 
veillance to  be  conducted  without  a  war- 
rant. Appellees  in  the  instant  case  dis- 
tinguish the  Keith  decision  by  noting 
that  the  Court  in  that  case  took  great 
pains  to  observe  "[TJhere  [was]  no  evi- 
dence of  any  involvement,  directly  or  in- 
directly, of  a  foreign  power."  *^  That 
decision  "require[d]  no  judgment  on  the 
scope  of  the  President's  surveillance 
power  with  respect  to  the  activities  of 
foreign  powers,  within  or  without  this 
country."  *^  This  case,  on  the  other 
hand,  clearly  does  "involve"  a  foreign 
power  and  does  require  a  judgment  on 
the  reach  of  the  President's  "foreign  af- 
fairs" surveillance  authority.  It  can  be 
readily  granted,  therefore,  that  the  wire- 
tap of  the  JDL  is  distinguishable  from 
that  of  the  individuals  in  Keith,  but  the 
problem  remains  whether  the  situations 
are  constitutionally  different.  That 
question  can  only  be  answered  by  the 
same  kind  of  balancing  process  the  Su- 
preme Court  used  in  Keith. 

If  the  (jovernment's  view  of  the  Exec- 
utive's wiretap  authority  were  placed  on 
a  hypothetical  spectrum,  it  would  have 
three  parts.  At  one  terminal,  where  all 
wiretaps  in  ordinary  criminal  cases 
would  be  grouped,  officials  would  be  re- 
quired to  adhere  to  the  strict  procedural 

ble  judicially  to  imply  a  "good  faith"  defense 
under  the   statute.     See  Plurality  Opinion  at 

slip-pages  890-892,  U.S.App.D.C.  ,  

F.2d  and  Opinion  of  Chief  Judge  Bazelon. 

41.  407  U.S.  at  309.  92  S.Ct.  at  3132. 

42.  Id.  at  308.  92  S.Ct.  at  2132. 
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requirements  of  Title  III.     In  the  middle 
would  lie  surveillances  in  national  securi- 
ty cases,  as  in  Keith    Although  not  sub- 
ject to  the  strictures  of  Title  III,  these 
wiretaps  would  still  have  to  satisfy  basic 
constitutional      requirements,      including 
that  of  prior  judicial  approval.     At  the 
other  terminal  would  rest  all  surveillanc- 
es related  to  the  foreign  affairs  authori- 
ty of  the  President  to  protect  the  nation 
from  the  hostile  acts,  whether  direct  at- 
tack or  diplomatic  retaliation,   of  other 
countries.      According    to    the    Govern- 
ment, the  involvement  of  a  foreign  pow- 
er tips  the  constitutional  balance  in  such 
fashion  that  prior  judicial  approval  is  not 
required    for   this    kind   of   wiretap.      In 
brief,  the   "reasonableness"   standard   of 
the  Fourth  Amendment  is  met  without  a 
warrant. 

Weighing  the   Government's   rationale 
for  a  sweeping  "foreign  affairs"  exemp- 
tion to  the  warrant  requirement  against 
the    inroads    such    an    exemption    would 
make    on    important    Fourth    and    First 
Amendment  values,  I  must  first  conclude 
that  a  waiver  of  such  breadth  is  unjusti- 
fied.    If  a  "foreign  affairs"  exemption 
exists,  it  is  much  narrower — encompass- 
ing only  surveillances  on  foreign  agents 
and  those  in  criminal  collaboration  with 
a  foreign  power.    The  Government,  in  its 
attempt  to  justify  surveillances  of  per- 
sons because  of  their  involvement  or  con- 
nection   with   a   foreign   power,    fails   to 
distinguish    between    two    types    of    in- 
volvement which  are  quite  different,  al- 
though the  foreign  relations  of  the  Unit- 
ed States  may  be  drastically  affected  in 
either  case.    The  relationship  of  the  Jew- 
ish Defense  League  with  the  Soviet  Un- 
ion— characterized   by   bombs,   brickbats, 

43.  See  United  States  v.  Abel,  2  Cir.,  258  F.2d 
485.  affd.  362  U.S.  217,  80  S.Ct.  683,  4  L.Ed.2d 
668  (1960). 


and  verbal  and  written  abuse — was  ex- 
tremely antagonistic.  To  say  it  was  non- 
collaborative  is  an  understatement.  In 
contrast,  the  involvement,  for  example, 
of  Colonel  Abel "  with  the  Soviet  Union 
was  that  of  a  trusted  and  highly  valued 
agent  who  served  his  native  country  by 
acquiring  and  transmitting  the  national 
security  secrets  of  this  country  to  the 
Soviets,  until  his  espionage  work  was  cut 
short  by  arrest  and  incarceration.  Like 
Colonel  Abel,  David  Greenglass  and  the 
Rosenbergs,**  although  United  States  cit- 
izens, served  the  Soviet  Union  as  espio- 
nage agents.  All  were  collaborators 
with  a  foreign  power. 

That   the    activities    of   the   JDL,    the 
"Colonel   Abels,"    and   various   U.S.   citi- 
zens  engaged   in    espionage   for   foreign 
countries  all  have  an  impact  on  our  for- 
eign relations  and  security  cannot  be  de- 
nied.    That  the  President  and  appropri- 
ate Executive  departments  have  a  duty 
and  a  power,  derived  from  the  Constitu- 
tion, to  deal  with  such  persons  or  groups 
in  order  to  protect  the  nation  against  the 
hostile   acts  of  a  foreign   power  and  to 
preserve  national  security  information  is 
likewise    irrefutable.      But    the    issue    in 
the  instant  case  is  what  means  and  pro- 
cedures the  Executive  is  entitled  to  use 
in    discharging   its   duty.      And    on    that 
issue  it  makes  a  great  deal  of  difference 
whether  the  persons  or  groups  "involved 
with  a  foreign  power"  are  acting  as  col- 
laborators or  non-collaborators. 

Just  why  this  is  so  can  be  seen  by 
examining  the  rationales  which  have 
been  advanced  to  justify  an  exemption 
from  the  requirement  of  prior  judicial 
approval  for  "foreign  affairs"  surveil- 
lances. 

44.  See  United  States  v.  Rosenberg,  195  F.2d 
583  (2d  Cir.),  cert,  denied,  344  U.S.  838,  73 
S.Ct.  20,  97  L.Ed.  652  (1952). 
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B.  Rationales  for  the  Foreign  Affairs 
Exemption— the  Balancing  of  Con- 
stitutional Powers,  Responsibilities, 
and  Rights 
A  variety  of  rationales  have  been  ad- 
vanced to  support  the  recognition  of  an 
exemption  from  the  warrant  require- 
ment for  "foreign  affairs"  surveillances. 
Among  them  are  the  importance  of 
speed,  expertise,  and  great  secrecy  in  the 
decision  whether  to  place  this  kind  of 
wiretap;  the  necessity  for  a  free  flow  of 
intelligence  data  upon  which  the  Presi- 
dent can  base  informed  judgments  in  the 
area  of  foreign  affairs;  and  the  poten- 
tial for  harm  to  the  well-being  of  the 
entire  country  if  an  intelligence  opera- 
tion is  compromised  or  stymied  in  the 
process  of  securing  a  warrant.  As  will 
be  discussed  below,  these  arguments  may 
well  be  sufficiently  strong  to  outweigh 
competing  constitutional  values  when  ap- 
plied to  an  intelligence  operation  aimed 
at  foreign  agents  or  collaborators. 

The  broader  becomes  the  range  of  do- 
mestic activities  purportedly  covered  by 
the  "foreign  affairs"  exemption,  how- 
ever, the  deeper  the  inroads  it  makes  on 
the  Fourth  Amendment  values  of  priva- 
cy, political  freedom,  and  judicial  over- 
sight of  searches  and  seizures  by  the 
Government.  Virtually  every  political 
action  in  this  country  has  some  interna- 
tional repercussions.  Certainly  all  pro- 
tests against  this  country's  foreign  poli- 
cy, as  well  as  protests  against  the  inter- 
nal or  foreign  policy  of  another  country 
(as  in  this  case),  would  have  to  be  includ- 
ed. Every  group,  to  mention  only  one 
example,  which  actively  protested  this 
country's  involvement  in  the  Vietnam 
war  could  have  been  subjected  to  a  war- 
rantless wiretap  under  the  exemption 
proposed  by  the  Government. 


The  constitutional  waiver  approved  by 
the  District  Court  in  the  instant  case 
would  cover  all  wiretaps  connected  with 
the  President's  conduct  of  our  foreign 
relations  with  any  country.  Little  re- 
flection is  required  to  recognize  that  this 
is  an  extremely  broad  exemption  whose 
employment  by  the  Executive  might  be 
subject  to  inordinate  abuse. 

The  possibility  that  officials  could 
abuse  their  prerogative  in  attempting  to 
act  under  so  vague  a  concept  as  the  pow- 
er to  protect  "domestic  security"  was  one 
of  the  major  factors  in  the  Supreme 
Court's  decision  to  reject  the  Govern- 
ment's appeal  for  a  "domestic  security" 
exemption  in  Keith.  "History  abundant- 
ly documents  the  tendency  of  Govern- 
ment— however  benevolent  and  benign 
its  motives — to  view  with  suspicion  those 
who  most  fervently  dispute  its 
policies."*^  "Related  to  the  conduct  of 
foreign  relations"  and  "involving  a  for- 
eign power"  are  also  extremely  mallea- 
ble criteria.  Their  utilization  as  stand- 
ards for  permitting  warrantless  surveil- 
lance activities  would  pose  not  only 
grave  Fourth  Amendment  problems  but 
also  would  threaten  important  First 
Amendment  values. 

"Foreign  affairs"  might  easily  be  sub- 
stituted for  "national  security"  in  the 
following  quote  from  Keith: 

National  security  cases,  moreover,  of- 
ten reflect  a  convergence  of  First  and 
Fourth  Amendment  values  not  present 
in  cases  of  "ordinary"  crime.  Though 
the  investigative  duty  of  the  executive 
may  be  stronger  in  such  cases,  so  also 
is  there  greater  jeopardy  to  constitu- 
tionally protected  speech.** 

Keith  was  not  a  case  in  which  the  de- 
fendants had  engaged  in  protected  First 


45.     407  U.S.  at  314,  92  S.Ct.  at  2135. 


46.     Id.  at  313,  92  S.Ct.  at  2135. 
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Amendment  activity.  They  were 
charged  with  a  conspiracy  to  destroy 
government  property.  In  the  instant 
case,  some  JDL  protest  activity  was  con- 
stitutionally protected  and  some  was  not. 
(Not  unexpectedly,  the  Soviet  Union  re- 
acted adversely  to  both  lawful  and  un- 
lawful demonstrations  of  JDL  disaffec- 
tion with  Soviet  policy.)  Notwithstand- 
ing the  illegality  of  the  defendants'  ac- 
tions, the  Supreme  Court  observed  in 
Keith  :  "Given  the  difficulty  of  defining 
the  domestic  security  interest  [or,  it  is 
submitted,  "foreign  affairs"  interest], 
the  danger  of  abuse  in  acting  to  protect 
that  interest  becomes  apparent."" 

To  be   sure,   the  Court's  concern  was 
that  "[t]he  price  of  lawful  public  dissent 
must  not  be  a  dread  of  subjection  to  an 
unchecked     surveillance     power."**       It 
would    appear,    however,    that    in    the 
Court's   estimation   the   knowledge   that 
the  Executive  could  engage  in  wiretap- 
ping without  prior  judicial  approval  sim- 
ply    by     invoking     "domestic     security" 
would  deter  lawful  as  well  as  unlawful 
dissent.     The  same  reasoning  is  applica- 
ble in  the  instant  case.     Energetic  pro- 
test activity  often  includes  an   element 
which     is     arguably     unlawful.       Public 
knowledge  that  the  Executive  has  plena- 
ry power  to  authorize  wiretaps  without 
judicial  scrutiny  when   the   Government 
suspects   an   individual   or   group   is   en- 
gaged  in   unlawful   activity   might   well 
limit   the   general    exercise   of   vigorous 
dissent  to  an  administration's  conduct  of 
our  foreign  affairs. 

In  Keith  the  Government  attempted  to 
counter  the  weight  of  Fourth  and  First 
Amendment  arguments  against  a  "do- 
mestic security"  exception  vdth  the  same 
kinds  of  reasons  advanced  in  the  instant 

47.  Id.  at  314,  92  S.Ct.  at  2135. 

48.  Ibid. 


case — speed,  secrecy,  expertise,  and  the 
need  to  avoid  any  impediment  to  the 
President's  discharge  of  his  constitution- 
al duty.*'  The  Supreme  Court  found 
none  of  these  rationales  of  sufficient 
persuasiveness  (or  importance)  to  justify 
waiving  minimal  Fourth  Amendment  re- 
quirements. There  would  appear  to  be 
only  three  factors  in  this  case  which 
might  alter  the  constitutional  balance  es- 
tablished in  Keith. 

The  first  is  that  the  President  enjoys 
somewhat  greater  autonomy  in  the  field 
of  foreign  affairs  than  in  the  exercise  of 
his  domestic  duties.  As  was  explained  at 
the  beginning  of  Part  II,  however,  the 
certainty  of  the  President's  authority  in 
this  field  cannot  ipso  facto  justify  the 
abrogation  of  constitutionally  protected 
individual  rights. 

The  second  possible  distinguishing  fea- 
ture is  that  the  determination  whether 
probable  cause  exists  for  a  surveillance 
requires  greater  expertise  where  foreign 
affairs  are  involved  than  when  domestic 
security  is  in  question.    That  the  reason- 
ableness of  a  request  for  a  "foreign  af- 
fairs"  wiretap  is   something  so  far  be- 
yond  the   ken   of   federal   judges   as   to 
render  them  incompetent  to  make  such  a 
determination  is  at  best  a  dubious  propo- 
sition.    "If  the  threat  is  too  subtle  or 
complex  for  our  senior  law  enforcement 
officers  to  convey  its  significance  to  a 
court,  one  may  question  whether  there  is 
probable      cause      for      surveillance."^ 
Moreover,  the  Government  does  not  con- 
test that  an  evaluation  by  a  judge  must 
be  made  when,  as  here,  there  is  an  at- 
tempt to  prosecute  someone  who  is  over- 
heard.     If   a  judge   is   able   to   make   a 
proper  evaluation  after  a  wiretap  is  con- 

49.  Id.  at  318-21,  92  S.Ct.  2125. 

50.  Id.  at  320,  92  S.Ct.  at  2138, 
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ducted,  it  is  certainly  questionable  why 
his  judg^nent  is  less  sound  before  it  is 
installed.  Finally,  judges  are  fully 
aware  of  the  special  expertise  the  Exec- 
utive department  possesses  in  this  area. 
If  there  is  error  in  a  court's  decision,  it  is 
likely  to  stem  from  excessive  reliance  on 
that  expertise  rather  than  too  little  re- 
spect for  the  Executive's  judgpnent. 

The  third  factor  which  might  distin- 
guish the  result  reached  in  Keith  from 
that  which  should  obtain  here  is  the  add- 
ed danger  to  the  welfare  of  the  country 
which  the  involvement  of  a  foreign  pow- 
er brings  to  a  criminal  case.  It  is  this 
factor  which  necessitates  speed  and 
great  secrecy  in  determining  whether 
surveillance  is  necessary.  However  per- 
suasive this  argument  might  be  when 
the  resources  of  another  nation  are  cov- 
ertly directed — through  the  medium  of 
an  enemy  agent  or  domestic  collabora- 
tor— toward  the  overthrow  of  the 
government,  it  is  not  convincing  when 
the  threat  is  the  more  generalized  and 
uncertain  one  of  a  "deterioration  in  our 
foreign  relations."  Certainly  the  subver- 
sive activities  of  a  purely  domestic  or- 
ganization intent  on  destroying  govern- 
ment institutions  present  a  much  strong- 
er case  for  secrecy  and  speed  of  surveil- 
lance than  the  protest  activities  of  a 
group  which  adversely  affect  the  con- 
duct of  our  foreign  relations.  The  Su- 
preme Court  nevertheless  was  unable  to 
find  in  Keith  that  the  danger  of  compro- 
mising or  hindering  a  domestic  intelli- 
gence operation  was  sufficiently  great  to 
justify  impinging  on  basic  Fourth 
Amendment   values    by   eliminating   the 


warrant  requirement.  The  constitutional 
balance  established  in  that  case  would 
appear  to  control  the  instant  case  as 
well. 

Important  support  for  the  position 
that  any  "foreign  affairs"  exemption 
which  would  apply  to  all  surveillances 
"related  to  the  conduct  of  foreign  rela- 
tions" is  simply  too  broad  is  found  in 
past  Executive  claims  of  constitutional 
privilege  in  this  area.  When  President 
Roosevelt  asserted  the  power  to  autho- 
rize warrantless  surveillances  on  "nation- 
al security"  grounds,  he  limited  that  au- 
thorization to  "communications  of  per- 
sons suspected  of  subversive  activities 
against  the  Government  of  the  United 
States,  including  suspected  spies."  ^' 
Subsequent  Presidential  claims  expanded 
the  term  "national  security"  to  include 
"cases  vitally  affecting  the  domestic  se- 
curity," but  none  argued  a  blanket  au- 
thority to  engage  in  warrantless  surveil- 
lances in  all  cases  touching  upon  the  con- 
duct of  foreign  affairs.  Moreover,  al- 
though there  is  very  general  language  in 
some  cases  about  the  inherent  authority 
of  the  President  to  gather  foreign  intelli- 
gence, the  only  case  in  which  the  object 
of  a  warrantless  "foreign  affairs"  sur- 
veillance has  been  revealed  involved  an 
alien  agent  of  another  country  acting  in 
collaboration  with  a  citizen  of  this  coun- 
try.^^  This  authority,  while  arguing 
against  the  extremely  broad  constitu- 
tional waiver  requested  by  the  (Govern- 
ment in  the  instant  case,  naturally  raises 
the  question  whether  a  narrow  exemp- 
tion, limited  to  surveillances  on  those 
working  on  behalf  of  a  foreign  govern- 


51.  Memorandum  from  President  Roosevelt  to 
Attorney  General  Jackson,  21  May  1940,  re- 
produced in  United  States  v.  United  States 
District  Court,  444  F.2d  651,  669-70  (6th  Cir. 
1971),  affd,  407  U.S.  297,  92  S.Ct.  2125,  32 
L.Ed.2d  752  (1972)  (subsequent  authorizations 


of  Presidents  Truman  and  Johnson  also  repro- 
duced). 

52.  United  States  v.  Butenko,  494  F.2d  593  (3 
Cir.  1974),  cert,  denied,  Ivanov  v.  United 
States,  419  U.S.  881,  95  S.Ct.  147,  42  L.Ed.2d 
121  (1974). 
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ment  and  against  this  country,  might  not 
be  constitutionally  acceptable. 

C.     Collaborators  and  Non-Collaborators 
with  a  Foreign  Power 

The  Supreme  Court  in  Keith  viewed 
the  difference  between  domestic  and  for- 
eign groups,  for  the  purpose  of  judging 
whether  a  case  was  one  involving  domes- 
tic or  foreign  aspects  of  national  securi- 
ty, as  a  question  of  the  degree  of  collab- 
oration between  a  group  and  agents  or 
agencies  of  a  foreign  power.^^  This  dis- 
tinction reflects  the  primary  concern  of 
the  Executive  and  the  Judiciary,  since 
the  concept  of  special  Presidential  pre- 
rogatives in  the  field  of  foreign  intelli- 
gence gathering  was  first  introduced, 
not  to  hamper  the  President's  ability  to 
safeguard  this  country  against  the  sub- 
versive activities  of  foreign  agents  and 
fifth  columnists.  The  constitutional  va- 
lidity of  a  "foreign  affairs"  exemption 
limited  to  surveillances  on  this  narrow 
class  of  especially  dangerous  criminals  is 
supported  by  the  fact  that  it  minimizes 
conflict  with  First  and  Fourth  Amend- 
ment values." 

To  sum  up  the  importance  and  rele- 
vance of  the  distinction  between  collabo- 
rators and  non-collaborators  to  the  issue 
of  the  existence  of  (or  limits  on)  the 
Executive's  power  to  conduct  electronic 
surveillance  without  prior  judicial  ap- 
proval : 

First:  the  process  of  balancing  the  in- 
terests, which  support  recognition  of  an 
exemption  from  the  warrant  require- 
ment for  all  "foreign  affairs"  wiretaps, 

53.  407  U.S.  at  309  n.8,  92  S.Ct.  2125. 

54.  It  is  important  to  make  clear  that  the  dis- 
tinction drawn  here  is  not  between  surveillanc- 
es of  aliens,  on  the  one  hand,  and  United 
States  citizens,  on  the  other.  Aliens  and  citi- 
zens alike  are  protected  by  the  First  and 
Fourth  Amendments,  at  least  within  the  bor- 
ders of  this  country.     See  Colyer  v.  Skeffing- 


against  the  inroads  such  blanket  recogni- 
tion would  make  on  the  constitutionally 
protected  rights  of  groups  and  individu- 
als, demonstrates  that,  while  there  may 
be  a  case  for  an  exemption  where  collab- 
orators are  concerned,  the  argument 
falls  flat  when,  as  in  this  case,  non-col- 
laborators are  the  targets: 

1.  The  importance  of  absolute  secre- 
cy, speed,  and  informality  in  making  the 
decision  to  conduct  a  surveillance  reaches 
its  zenith  where  collaborators  are  in- 
volved. Usually  operating  in  stealth, 
they  can  only  be  detected  by  great 
stealth.  The  operations  of  non-collabora- 
tors (e.  g.,  the  Jewish  Defense  League), 
on  the  other  hand,  are  likely  to  be  noto- 
rious. This  is  not  to  say  that  a  success- 
ful wiretap  does  not  need  to  be  surrepti- 
tious; but  it  is  hard  to  justify  any  more 
secrecy  or  less  formality  in  this  situation 
than  is  required  to  obtain  judicial  ap- 
proval for  an  ordinary  criminal  wiretap, 
when  the  whole  world  is  aware  of  the 
surveillance  target's  activities. 

2.  The  difficulty  of  finding  a  judge 
with  sufficient  background  to  make  an 
intelligent  decision  on  the  question 
whether  a  surveillance  is  justified  is  ar- 
guably greater  where  collaboration  with 
a  foreign  power  is  suspected.  If  the 
point  be  made  that  a  judge  with  insuffi- 
cient experience  would  probably  grant 
the  Executive's  application  automatical- 
ly, then  what  protection  is  afforded  any- 
one by  useless  formality  at  the  sacrifice 
of  speed  and  security?  Where  "foreign 
affairs"  are  involved,   but  only  because 

ton,  265  F.  17  (D.  Mass.  1920);  Ex  parte  Jack- 
son, 263  F.  110  (D.Mont.  1920).  More  impor- 
tant, domestic  agents  of  a  foreign  power  are 
equally,  if  not  more,  harmful  to  the  nation's 
welfare  than  their  foreign  counterparts.  Thus, 
the  suggested  exemption  would  draw  no  dis- 
tinction between  alien  and  citizen  agents. 
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of  the  connection  of  non-collaborators 
with  a  foreign  power,  there  should  be  no 
inordinately  greater  difficulty  in 
presenting  the  matter  to  a  judge  than  in 
the  usual  criminal  case.  The  instant 
case  is  a  good  example  of  non-collabora- 
tionist activity  which  involves  a  foreign 
nation,  but  nevertheless  is  readily  com- 
prehensible by  a  judge. 

3.  There  are  no  First  Amendment 
problems  of  dissuading  the  legitimate 
political  dissent  of  collaborators  with  a 
foreign  power,  since  they  rarely  have  as 
their  purpose  the  injection  of  their  posi- 
tion into  "the  marketplace  of  ideas."  ^^ 
In  contrast,  almost  invariably  non-collab- 
orators depend  heavily  on  their  First 
Amendment  freedom  in  order  to  propa- 
gandize their  cause;  that  freedom  would 
necessarily  be  inhibited  by  the  existence 
of  a  broad  Executive  power  to  conduct 
surveillances  under  a  loose  "foreign  af- 
fairs" exemption. 

4.  The  simple  domestic/foreign  dis- 
tinction— 1.  e..  Executive  surveillance  of 
purely  domestic  activity  restricted  by  the 
requirement  of  prior  judicial  approval, 
but  no  restriction  where  foreign  affairs 
are  concerned — is  too  easily  subject  to 
abuse.**  Almost  every  important  politi- 
cal action  in  this  country  has  some  inter- 
national repercussions.  Granting  the 
Executive's  constitutional  powers  and 
expertise  in  foreign  affairs,  his  authority 
would  seem  justifiably  unrestricted  only 
when  dealing  with  collaborators  with  a 
foreign  power,  not  with  non-collabora- 
tors such  as  those  involved  in  the  instant 
case. 

Second:  Executive  and  judicial  prece- 
dents supporting  the  existence  of  an  ex- 

55.  For  an  exception,  see  G.  S.  Viereck,  Spread- 
ing Germs  of  Hate  (1930). 

56.  Witness  the  recent  use  of  "foreign  affairs" 
as  a  justification  for  the  Watergate  break-in. 


traordinary  Executive  surveillance  au- 
thority within  the  ambit  of  the  Presi- 
dent's "foreign  affairs"  power  usually 
have  spoken  in  terms,  or  in  the  context, 
of  espionage  and  sabotage  by  alien  or 
domestic  agents  of  a  foreign  country. 
Reference  has  rarely,  if  ever,  been  made 
to  using  that  special  power  against  non- 
collaborators. 

1.  Executive  claims  of  privilege  in 
the  area  of  foreign  affairs  wiretapping 
have  generally  relied  upon  the  impor- 
tance of  monitoring  "persons  suspected 
of  subversive  activities  against  the 
Government  of  the  United  States,  in- 
cluding suspected  spies."  " 

2.  All  cases  which  have  upheld  the 
exemption  have  involved,  to  our  best 
knowledge,  either  foreign  agents  or  U.S. 
citizens  charged  with  collaboration.  The 
Supreme  Court's  opinion  in  Keith,  when 
eschewing  a  ruling  on  the  foreign  affairs 
aspects  of  "national  security,"  spoke  in 
terms  of  the  activities  of  "foreign  pow- 
ers or  their  agents."  ** 

3.  The  Supreme  Court  in  the  same 
case  viewed  the  difference  between  do- 
mestic and  foreign  groups,  for  the  pur- 
pose of  judging  whether  a  case  involved 
domestic  or  foreign  aspects  of  national 
security,  as  based  upon  the  degree  of 
collaboration  between  a  group  and 
"agencies  of  foreign  powers."  *' 

D.     The    Spectrum    of   Executive    Elec- 
tronic Surveillance  Authority 

My  analysis  thus  brings  me  to  a  spec- 
trum of  Executive  electronic  surveillance 
authority  composed  of  four  parts,  as 
compared  with  the  Government's  tripar- 
tite model.     At  one  end  are  all  wiretaps 

57.  See  note  51  supra. 

58.  407  U.S.  at  322,  92  S.Ct.  2125. 

59.  Id.   at  309  n.8,  92  S.Ct.  2125. 
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in  ordinary  criminal  cases,  in  which  offi- 
cials must  adhere  to  the  strict  require- 
ments of  Title  in.     Next  are  domestic 
security  surveillances,  as  in  Keith,  which 
the    Supreme    Court    declined    to    make 
subject  to  the  strict  procedures  of  Title 
III,  but  which  the  Court  held  neverthe- 
less are  subject  to  the  constitutional  re- 
quirements of  "prior  judicial  approval." 
Third,  if  the  above  analysis  is  accepted, 
are  surveillances,  such  as  that  in  the  in- 
stant case,  whose  primary  purpose  is  the 
protection  of  our  relations  with  another 
country.     This  type  of  "foreign  affairs" 
surveillance  might  differ  from  a  domes- 
tic security  surveillance  in  the  kind  of 
probable  cause  showing  required  to  justi- 
fy   a    wiretap;  ***     nevertheless,    it,    too, 
must     have      prior     judicial      approval. 
Fourth,  and  finally,  at  the  opposite  end 
of  the  spectrum  from  Title  III  surveil- 
lances, are  surveillances  directed  at  for- 
eign  agents   and   collaborators.     To   my 
mind  this  type  of  surveillance  presents 
the  only  circumstance  where  the  balance 
of  constitutional  {X)wers,  responsibilities, 
and  rights  may  justify  the  Executive  in 
dispensing   with   prior  judicial   approval. 
That  case  is  not  before  us;    and  nei- 
ther this  opinion  nor  the  plurality's  at- 
tempts to  decide  the  question.     Even  if 
a  "foreign  affairs"  exemption,  limited 
to    collaborators    and    foreign    agents, 
does  find  constitutional  support,  it  has 
no  application  to  the  warrantless  sur- 
veillance   practiced    by   the   Executive 
here. 

Thus,  on  the  particular  facts  of  this 
case,  I  join  in  the  plurality's  determina- 
tion that  the  defendants  were  in  viola- 
tion of  the  Fourth  Amendment  when 
they  placed  wiretaps  on  the  phones  of 
the  JDL  without  obtaining  prior  judicial 
approval.  Had  the  plurality  further  tak- 
en the  logical  position  that  the   remedy 


for  this  constitutional  violation  was  a 
damage  action  under  the  Constitution,  I 
would  have  no  substantive  quarrel  with 
their  opinion.  Instead,  however,  they 
have  chosen  to  draw  all  surveillances 
subject  to  Fourth  Amendment  require- 
ments— whether  involving  domestic  se- 
curity, foreign  affairs,  or  ordinary  crimi- 
nal activity — within  the  ambit  of  a  regu- 
latory statute  which  is  geared  entirely 
toward  auditory  searches  for  evidence  to 
support  the  prosecution  of  specifically 
enumerated  crimes.  Recognizing  the 
anomaly  of  their  position — which  finds 
no  support  in  the  legislative  history  of 
Title  III  or  in  Supreme  Court  case  law — 
the  plurality  determine  to  expunge  from 
the  regulatory  scheme  those  provisions 
which  are  in  most  glaring  conflict  with 
the  informational  character  of  domestic 
security  and  foreign  affairs  surveillanc- 
es. For  the  reasons  detailed  in  Part  I  of 
this  opinion,  I  strongly  dissent  from  this 
legislative  excursion  by  the  plurality  and 
the  concomitant  application  to  this  case 
of  the  statutory  damages  provision  of 
Title  III. 

MacKINNON,  Circuit  Judge  (concur- 
ring in  part  and  dissenting  in  part): 

Except  as  hereafter  indicated  I  concur 
in  Judge  Wilkey's  opinion  in  this  case, 
and  particularly  in  his  conclusion  that 
Title  III  of  the  Omnibus  Crime  Control 
and  Safe  Streets  Act  of  1968,  18  U.S.C. 
§§  2510-2520,  does  not  apply  to  the  in- 
stant situation.  United  States  v.  United 
States  District  Court,  407  U.S.  297,  92 
S.Ct.  2125,  32  L.Ed.2d  752  (1972),  stated 
that  Title  III  "does  not  attempt  to 
define  or  delineate  the  powers  of  the 
President  to  meet  domestic  threats  to 
the  national  security"  (Id.  at  322,  92 
S.Ct.  at  2139)  and  that  the  "standards 
and    procedures"   of   Title    III    were    not 


60.     See  United   States   v.   Smith.   321    F.Supp.  424,  428-29  (C.D.Cal.l971). 
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necessarily  applicable  to  the  facts  of  that 
domestic  security  case.  If  Title  III  does 
not  apply  to  the  exercise  of  presidential 
powers  in  the  domestic  security  field,  a 
fortiori  it  is  even  less  applicable  to  the 
exercise  of  presidential  power  in  the 
area  of  our  relations  with  foreign 
governments,  since  the  President  admit- 
tedly is  vested  with  greater  freedom  of 
action  in  foreign  affairs  than  in  the  do- 
mestic field.  I  readily  join  in  the  conclu- 
sion that  the  wiretaps  on  the  Jewish  De- 
fense League  were  placed  pursuant  to 
the  President's  foreig^i  affairs  power, 
and  I  do  not  read  the  majority  opinion 
as  disagreeing  with  that  finding. 

At  least  in  the  case  of  collaborators  or 
agents  of  a  foreign  power,  I  believe  the 
national  interest  requires  that  the  Presi- 
dent be  free  to  engage  in  his  informa- 
tion gathering  functions  without  the 
burden  of  obtaining  prior  judicial  ap- 
proval. United  States  v.  Butenko,  494 
F.2d  593  (3d  Cir.),  cert,  denied,  Ivanov  v. 
United  States,  419  U.S.  881,  95  S.Ct.  147, 
42  L.Ed.2d  121  (1974).  I  concur  in  Judge 
Wilkey's  balancing  of  the  interests  in  the 
case  of  agents  and  collaborators,  but  as 
all  opinions  correctly  note,  that  issue  is 

1.  As  Chief  Justice  Taft  said  in  Steele  v.  United 
States,  267  U.S.  498,  504-05,  45  S.Ct.  414,  417, 
69  L.Ed.  757  (1925): 

In  a  recent  case  we  have  had  occasion  to  lay 
down  what  is  probable  cause  for  a  search. 
Carroll  v.  United  States,  267  U.S.  132,  45 
S.Ct.  280,  69  L.Ed.  543.  "If  the  facts  and 
circumstances  before  the  officer  are  such  as 
to  warrant  a  man  of  prudence  and  caution  in 
believing  that  the  offense  had  been  commit- 
ted, it  is  sufficient." 

2.  Fed.R.Crim.P.  41(b)  and  (c)  provide: 

(b)  Grounds  for  Issuance.  A  warrant  may 
be  issued  under  this  rule  to  search  for  and 
seize  any  property 

(1)  Stolen  or  embezzled  in  violation  of  the 
laws  of  the  United  States;    or 


not  presented  by  the  instant  facts.  I 
would  not  through  dicta  suggest  a  solu- 
tion in  advance  of  the  problem. 

In  the  case  of  pure  information  gath- 
ering activities  directed  against  non-col- 
laborators, I  recognize  that  the  imposi- 
tion of  a  requirement  of  prior  judicial 
approval  of  wiretaps  may  in  some  in- 
stances protect  constitutional  interests  of 
the  targets  of  the  surveillance.  How- 
ever, I  have  considerable  difficulty  in  ap- 
plying the  probable  cause  requirements 
of  the  Fourth  Amendment  to  such  sur- 
veillances. The  first  clause  requiring 
that  searches  and  seizures  not  be  "unrea- 
sonable" can  be  applied,  but  where  evi- 
dence of  crime  is  not  sought  I  do  not 
know  the  rationale  for  applying  the 
second  clause  which  states  that  "no  war- 
rants shall  issue,  but  upon  probable 
cause  .  ."     This  traditionally  has 

been  interpreted  to  require  a  showing  of 
probable  cause  to  believe  that  a  crime 
has  been  committed.'  The  various  stat- 
utes and  Rules  which  authorize  courts  to 
issue  warrants  for  searches  and  seizures 
incorporate  this  standard.  See,  e.  g., 
Fed.R.Crim.P.  41(b),  (c)^;  18  U.S.C. 
§  2518(3).'    Obviously  this  criterion  is  in- 

(2)  Designed  or  intended  for  use  or  which 
is  or  has  been  used  as  the  means  of  commit- 
ting a  criminal  offense;    or 

(3)  Possessed,  controlled,  or  designed  or 
intended  for  use  or  which  is  or  has  been 
used  in  violation  of  Title  18,  U.S.C,  §  957. 

(c)  Issuance  and  Contents.  A  warrant 
shall  issue  only  on  affidavit  sworn  to  before 
the  judge  or  commissioner  and  establishing 
the  grounds  for  issuing  the  warrant.  If  the 
judge  or  commissioner  is  satisfied  that 
grounds  for  the  application  exist  or  that 
there  is  probable  cause  to  believe  that  they 
exist,  he  shall  issue  a  warrant  identifying  the 
property  and  naming  or  describing  the  per- 
son or  place  to  be  searched. 

3.     18  U.S.C.  §  2518(3)  provides: 

(3)  Upon  such  application  the  judge  may 
enter  an  ex  parte  order,  as  requested  or  as 
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applicable  to  situations  where  no  crime  is 
being  investigated  and  the  only  purpose 
of  the  tap  is  to  gather  information  rele- 
vant to  the  conduct  of  foreign  affairs. 
Saying  that  the  standard  is  merely 
"probable  cause"  without  defining  that 
term  ignores  the  history  of  the  provision 
and  its  interpretation  and  relegates  ap- 
plicants for  wiretaps  and  judges  con- 
sidering such  applications  to  weighing  an 
amorphous  concept  with  no  definite 
standards. 

Judge  Wright  recognizes  the  incom- 
pleteness of  the  standard  he  would  im- 
pose when  he  states  that  the  courts 
could  "fashion"  a  standard  of  probable 
cause.  Majority  Op.  at  slip- 
page 836,  U.S.App.D.C.  at  ,  

F.2d        at        .  He        apparently 

would  fashion  this  standard  by  striking 
out  of  Title  HI  certain  provisions  relat- 
ing to  probable  cause  which  he  finds  in- 
convenient to  reaching  his  desired  result 
and  replacing  them  with  a  balancing  of 
"possible  factor[s]  that  judges  might  con- 
sider in  determining  whether  a  proposed 
search  would  be  reasonable."     Majority 

Op.  at  slip-page    874,  U.S.App.D.C. 

at  ,  F.2d  at  .     Congress  cer- 

modified,  authorizing  or  approving  intercep- 
tion of  wire  or  oral  communications  within 
the  territorial  jurisdiction  of  the  court  in 
which  the  judge  is  sitting,  if  the  judge  deter- 
mines on  the  basis  of  the  facts  submitted  by 
the  applicant  that — 

(a)  there  is  probable  cause  for  belief  that 
an  individual  is  committing,  has  committed, 
or  is  about  to  commit  a  particular  offense 
enumerated  in  section  2516  of  this  chapter; 

(b)  there  is  probable  cause  for  belief  that 
particular  communications  concerning  that 
offense  will  be  obtained  through  such  inter- 
ception; 


tainly  did  not  intend  the  statute  to  be 
dissected  in  this  manner.  Furthermore, 
the  majority  specifically  declines  to  "de- 
lineate the  exact  procedures  the  Execu- 
tive  must  follow   in  securing  warrants" 

(Majority  Op.  at  slip-page   875,  U.S. 

App.D.C.  at  ,  F.2d  at  )  and 

thus  leaves  the  area  as  ambiguous  as  it 
found  it. 

When  the  Supreme  Court  encountered 
this  same  dilemma  in  United  States  v. 
United  States  District  Court,  supra,  in 
the  field  of  domestic  security  wiretaps,  it 
responded  by  urging  Congress  to  enact 
standards  governing  the  approval  of  ap- 
plications for  informational  surveillance. 
407  U.S.  at  322-23,  92  S.Ct.  2125.  Al- 
though Congress  has  not  yet  acted  on 
this  matter,  the  Court's  approach  is  still 
valid.  If  the  standards  are  to  be  judi- 
cially created,  that  is  more  properly  done 
by  the  Supreme  Court  which  can  formu- 
late nationwide  standards  than  by  the 
lower  courts  whose  standards  would  vary 
from  jurisdiction  to  jurisdiction. 

I  therefore  dissent  from  the  majority 
opinion,  and  I  concur  in  Judge  Wilkey's 
opinion  subject  to  the  differences  ex- 
pressed above. 

(c)  normal  investigative  procedures  have 
been  tried  and  h^ye  failed  or  reasonably  ap- 
pear to  be  unlikely  to  succeed  if  tried  or  to 
be  too  dangerous; 

(d)  there  is  probable  cause  for  belief  that 
the  facilities  from  which,  or  the  place  where, 
the  wire  or  oral  communications  are  to  be 
intercepted  are  being  used,  or  are  about  to 
be  used,  in  connection  with  the  commission 
of  such  offense,  or  are  leased  to,  listed  in  the 
name  of,  or  commonly  used  by  such  person. 
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NOTE:  Where  it  Is  feasible,  a  syllabus  (headnote)  will  be  re- 
leased, as  is  being  done  in  connection  with  this  case,  at  the  time 
the  opinion  is  Issued.  The  syllabus  constitutes  no  part  of  the  opinion 
of  the  Court  but  has  been  prepared  by  the  Reporter  of  Decisions  for 
the  convenience  of  the  reader.  See  United  States  v.  Detroit  Lumber 
Co.,  200  U.S.  321,  337. 

SUPEEME  COURT  OF  THE  UNITED  STATES 

Syllabus 
UNITED  STATES  et  al.  v.  BISCEGLIA 

CERTIORARI  TO  THE  UNITED  STATES  COURT  OF  APPEALS 
FOR   THE   SIXTH    CIRCUIT 

No.  73-1245.    Argued  November  11-12,  1974— 
Decided  February  19,  1975 

The  Internal  Revenue  Service  (IRS)  has  authority  under  §§  7601 
and  7602  of  th^  Internal  Revenue  Code  of  1954  to  issue  a  "John 
Doe"  summons"  to  a  bank  or  other  depository  to  discover  the 
identity  of  a  person  who  has  had  bank  transactions  suggesting  the 
possibility  of  liability  for  unpaid  taxes,  in  this  instance  a  summons 
to  respondent  bank  officer  during  an  investigation  to  identify  the 
person  or  persons  who  deposited  400  deteriorated  $100  bills  with 
the  bank  within  the  space  of  a  few  weeks.     Pp.  7-10. 

(a)  That  the  summons  was  styled  in  a  fictitious  name  is  not 
a  sufficient  ground  for  denying  enforcement.     Pp.  7-8. 

(b)  The  language  of  §  7601  permitting  the  IRS  to  investigate 
and  inquire  after  "all  persons  . . .  who  may  be  liable  to  pay  any  inter- 
nal revenue  tax  .  .  ."  and  of  §  7602  authorizing  the  summoning  of 
"any  .  .  .  person"  for  the  taking  of  testimony  and  examination  of 
books  and  witnesses  that  may  be  relevant  for  "ascertaining  the  cor- 
rectness of  any  return, . . .  determining  the  liabiUty  of  any  person  . . . 
or  collecting  any  such  liability  .  .  .  ,"  is  inconsistent  with  an  inter- 
pretation that  would  limit  the  issuance  of  summonses  to  investiga- 
tions which  have  already  focused  upon  a  particular  return,  a 
particular  named  person,  or  a  particular  potential  tax  liabihty, 
and  moreover  such  a  reading  of  the  summons  power  of  the  IRS 
ignores  the  agency's  legitimate  interest  in  large  or  unusual  finan- 
cial transactions,  especially  those  involving  cash.    Pp.  8-9. 

486  F.  2d  706,  reversed  and  remanded. 

Burger,  C.  J.,  delivered  the  opinion  of  the  Court,  in  which  Bren- 
NAN,  White,  Marshall,  Blackmun,  Poavell,  and  Rehnquist,  JJ., 
joined.  Blackmun,  J.,  filed  a  concurring  opinion,  in  which  Powell, 
J.,  joined.  Stewart,  J.,  filed  a  dissenting  opinion,  in  which  Doug- 
las, J.,  joined. 
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SUPEEME  COUET  OF  THE  UNITED  STATES 


No.  73-1245 


United  States  et  al., 

Petitioners, 

V. 

Richard  V.  Bisceglia. , 


On  Writ  of  Certiorari  to  the  United 
States  Court  of  Appeals  for  the 
Sixth  Circuit. 


[February  19,  1975] 

Mr.  Chief  Justice  Burger  delivered  the  opinion  of 
the  Court. 

We  granted  certiorari  to  resolve  the  question  whether 
the  Internal  Revenue  Service  has  statutory  authority  to 
issue  a  "John  Doe"  summons  to  a  bank  or  other  depository 
to  discover  the  identity  of  a  person  who  has  had  bank 
transactions  suggesting  the  possibility  of  liability  for  un- 
paid taxes. 

I 

On  November  6  and  16,  1970,  the  Commercial  Bank  of 
Middlesboro,  Kentucky,  made  two  separate  deposits  with 
the  Cincinnati  Branch  of  the  Federal  Reserve  Bank  of 
Cleveland,  each  of  which  included  $20,000  in  $100  bills. 
The  evidence  is  undisputed  that  the  $100  bills  were 
"paper  thin"  and  showed  signs  of  severe  disintegration 
which  could  have  been  caused  by  a  long  period  of 
storage  under  abnormal  conditions.  As  a  result  the  bills 
were  no  longer  suitable  for  circulation  and  they  were 
destroyed  by  the  Federal  Reserve  in  accord  with  estab- 
lished procedures.  Also  in  accord  with  regular  Federal 
Reserve  procedures,  the  Cincinnati  Branch  reported  these 
facts  to  the  Internal  Revenue  Service. 


1218 


2  UNITED  STATES  v.  BISCEGLIA 

It  is  not  disputed  that  a  deposit  of  such  a  large  amount 
of  high  denomination  currency  was  out  of  the  ordinary 
for  the  Commercial  Bank  of  Middlesboro ;  for  example, 
in  the  11  months  preceding  the  two  $20,000  deposits  in 
$100  bills,  the  Federal  Reserve  had  received  only  218  $100 
bills  from  that  bank.  This  fact,  together  with  the 
uniformily  unusual  state  of  deterioration  of  the  $40,000 
in  $100  bills,  caused  the  Internal  Revenue  Service  to  sus- 
pect that  the  transactions  relating  to  those  deposits  may 
not  have  been  reported  for  tax  purposes.  An  agent  was 
therefore  assigned  to  investigate  the  matter. 

After  interviewing  some  of  the  bank's  employees,  none 
of  whom  could  provide  him  with  information  regarding 
the  two  $20,000  deposits,  the  agent  issued  a  "John  Doe" 
summons  directed  to  respondent,  an  executive  vice  presi- 
dent of  the  Commercial  Bank  of  Middlesboro.  The  sum- 
mons'called  for  production  of  ''[tjhose  books  and  records 
which  will  provide  information  as  to  the  person (s)  or 
firm(s)  which  deposited,  redeemed,  or  otherwise  gave  to 
the  Commercial  Bank  $100  bills  which  the  Commercial 
Bank  sent  in  two  shipments  of  (200)  two  hundred  each 
$100  bills  to  the  Cincinnati  Branch  of  the  Federal  Re- 
serve Bank  on  or  about  November  6,  1970  and  November 
16,  1970."  This,  of  course,  was  simply  the  initial  step 
in  an  investigation  which  might  lead  to  nothing  or  might 
reveal  that  there  had  been  a  failure  to  report  money  on 
which   federal  estate,   gift  or  income  taxes  were  due.^ 


^  The  Internal  Revenue  Service  agent  testified : 

"Q:  What  possible  tax  effect  could  this  have  on  the  taxpayer 
if  his  identity  is  determined  ? 

"A:  Well,  it  could  be  anything  from  nothing  at  all,  a  simple 
explanation,  or  it  could  be  that  this  is  money  that  has  been  secreted 
away  for  a  period  of  time  as  a  means  of  avoiding  the  tax. 

"Q:  Then  you  have  really  not  reached  first  base  yet,  is  that 
correct. 

"A:  That's  correct." 
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Respondent,  however,  refused  to  comply  with  the  sum- 
mons even  though  he  has  not  seriously  argued  that  com- 
pliance would  be  unduly  burdensome. 

In  due  course,  proceedings  were  commenced  in  United 
States  District  Court  for  the  Eastern  District  of  Ken- 
tucky to  enforce  the  summons.  That  court  narrowed  its 
scope  to  require  production  only  of  deposit  slips  showing 
cash  deposits  in  the  amount  of  $20,000  and  deposit  slips 
showing  cash  deposits  of  $5,000  or  more  which  involved 
$100  bills,  and  restricted  it  to  the  period  between  Octo- 
ber 16,  1970,  and  November  16,  1970.  Respondent  was 
ordered  to  comply  with  the  summons  as  modified. 

The  Court  of  Appeals  reversed,  holding  that  §  7602 
of  the  Internal  Revenue  Code  of  1954,  26  U.  S.  C.  §  2602, 
pursuant  to  which  the  summons  had  been  issued,  "pre- 
supposes that  the  Internal  Revenue  Service  has  already 
identified  the  person  in  whom  it  is  interested  as  a  tax- 
payer before  proceeding."  486  F.  2d  706,  710.  We  dis- 
agree and  reverse  the  judgment  of  the  Court  of  Appeals. 

II 

The  statutory  framework  for  this  case  consists  of 
§§7601  and  7602  of  the  Internal  Revenue  Code  of  1954 
which  provide: 

"Section  7601.  Canvass  of  Districts  for  Taxable 
Persons  and  Objects, 
"(a)  General  Rule.  The  Secretary  or  his  dele- 
gate shall,  to  the  extent  he  deems  it  practicable, 
cause  ofiicers  or  employees  of  the  Treasury  Depart- 
ment to  proceed,  from  time  to  time,  through  each 
internal  revenue  district  and  inquire  after  and  con- 
cerning all  persons  therein  who  may  be  liable  to  pay 
any  internal  revenue  tax,  and  all  persons  owning  or 
having  the  care  and  management  of  any  objects  with 
respect  to  which  any  tax  is  imposed. 
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"Section  7602.  Examination  of  Books  and  Wit- 
nesses. 

'Tor  the  purpose  of  ascertaining  the  correctness 
of  any  return,  making  a  return  where  none  has  been 
made,  determining  the  habihty  of  any  person  for 
any  internal  revenue  tax  .  .  .  or  collecting  any  such 
liability,  the  Secretary  or  his  delegate  is  authorized — 

(1)  To  examine  any  books,  papers,  records,  or 
other  data  which  may  be  relevant  or  material  to 
such  inquiry; 

"(2)  To  summon  the  person  hable  for  tax  or 
required  to  perform  the  act,  or  any  officer  or  em- 
ployee of  such  person,  or  any  person  having  posses- 
sion, custody,  or  care  of  books  of  account  containing 
entries  relating  to  the  business  of  the  person  Hable 
for  tax  or  required  to  perform  the  act,  or  any  other 
person  the  Secretary  or  his  delegate  may  deem 
proper,  to  appear  before  the  Secretary  or  his  dele- 
gate at  a  time  and  place  named  in  the  summons 
and  to  produce  such  books,  papers,  records,  or  other 
data,  and  to  give  such  testimony,  under  oath,  as  may 
be  relevant  or  material  to  such  inquiry;  and 

"(3)  To  take  such  testimony  of  the  person  con- 
cerned, under  oath,  as  may  be  relevant  or  material 
to  such  inquiry." 

We  begin  examination  of  these  sections  against  the 
familiar  background  that  our  tax  structure  is  based  on 
a  system  of  self-reporting.  There  is  legal  compulsion 
to  be  sure,  but  basically  the  Government  depends  upon 
the  good  faith  and  integrity  of  each  potential  taxpayer 
to  disclose  honestly  all  information  relevant  to  tax  lia- 
bility. Nonetheless,  it  would  be  naive  to  ignore  the  reality 
that  some  persons  attempt  to  outwit  the  system,  and  tax 
evaders  are  not  readily  identifiable.  Thus,  §  7601  gives 
the    Internal    Revenue    Service    a    broad    mandate    to 
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investigate  and  audit  "persons  who  may  be  liable"  for 
taxes  and  §  7602  provides  the  power  to  "examine  any 
books,  papers,  records  or  other  data  which  may  be  rele- 
vant !  .  .  and  to  summon  ...  any  person  having  posses- 
sion ...  of  books  of  account  .  .  .  relevant  or  material  to 
such  inquiry."     Of  necessity,  the  investigative  authority 
so  provided  is  not  limited  to  situations  in  which  there 
is  probable  cause,  in  the  traditional  sense,  to  believe  that 
a   violation   of   the   tax  laws  exists.     United  States  v. 
Powell,  379  U.  S.  48  (1964).     The  purpose  of  the  statutes 
is  not  to  accuse,  but  to  inquire.     Although  such  investi- 
gations unquestionably  involve  some  invasion  of  privacy, 
they  are  essential  to  our  self-reporting  system,  and  the 
alternatives  could  well  involve  far  less  agreeable  invasions 
of  house,  business,  and  records. 

We  recognize  that  the  authority  vested  in  tax  collec- 
tors may  be  abused,  as  all  power  is  subject  to  abuse. 
However,  the  solution  is  not  to  restrict  that  authority 
so  as  to  undermine  the  efficacy  of  the  federal  tax  system, 
which  seeks  to  assure  that  taxpayers  pay  what  Congress 
has  mandated  and  prevents  dishonest  persons  from  escap- 
ing taxation  and  thus  shifting  heavier  burdens  to  honest 
taxpayers.      Substantial  protection   is   afforded   by   the 
provision   that  an  Internal  Revenue  Service  summons 
can  be  enforced  only  by  the  courts.    26  U.  S.  C.  §  7604 
(b) ;  Reisman  v.  Caplin.  375  U.  S.  440  (1964).     Once  a 
summons  is  challenged  it  must  be  scrutinized  by  a  court 
to  determine  whether  it  seeks  information  relevant  to  a 
legitimate  investigatory  purpose  and  is  not  meant  "to 
harass  the  taxpayer  or  to  put  pressure  on  him  to  settle  a 
collateral  dispute,  or  for  any  other  reason  reflecting  on 
the  good  faith  of  the  particular  investigation."     United 
States  v.  Powell,  379  U.  S.  58.     The  cases  show  that  the 
federal  courts  have  taken  seriously  their  obligation  to 
apply  this  standard  to  fit  particular  situations,  either  by 
refusing  enforcement  or  narrowing  the  scope  of  the  sum- 
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mons.  See,  e.  g.,  United  States  v.  Matras,  487  F.  2d  1271 
(CAS  1973) ;  United  States  v.  Theodore,  479  F.  2d  749, 
755  (CA4  1973) ;  United  States  v.  Pritchard,  438  F.  2d 
969  (CAS  1971) ;  United  States  v.  Dauphin  Deposit  Trust 
Co.,  3S5  F.  2d  129  (CA3  1967).  Indeed,  the  District 
Judgeln  this  case  viewed  the  demands  of  the  summons 
as  too  broad  and  carefully  narrowed  them. 

Finally,  we  note  that  the  power  to  summon  and  inquire 
in  cases  such  as  the  instant  one  is  not  unprecedented. 
For  example  ,  had  respondent  been  brought  before  a 
grand  jury  under  identical  circumstances  there  can  be 
little  doubt  that  he  would  have  been  required  to  testify 
and  produce  records  or  be  held  in  contempt.  In  Blair  v. 
United  States,  250  U.  S.  273  (1919),  petitioners  were 
summoned  to  appear  before  a  grand  jury.  They  refused 
to  testify  on  the  ground  that  the  investigation  exceeded 
the  authority  of  the  court  and  grand  jury,  despite  the 
fact  that  it  was  not  directed  at  them.  Their  subsequent 
contempt  convictions  were  affirmed  by  this  Court: 

"[The  witness]  is  not  entitled  to  set  limits  to  the 
investigation  that  the  grand  jury  may  conduct.  .  .  . 
It  is  a  grand  inquest,  a  body  with  powers  of  investi- 
gation and  inquisition,  the  scope  of  whose  inquiries 
is  not  to  be  limited  narrowly  by  questions  of  pro- 
priety or  forecasts  of  the  probable  result  of  the 
investigation,  or  doubts  whether  any  particular  in- 
dividual will  be  found  properly  subject  to  an  accusa- 
tion of  crime.  As  said  before,  the  identity  of  the 
offender,  and  the  precise  nature  of  the  offense,  if 
there  be  one,  normally  are  developed  at  the  con- 
clusion of  the  grand  jury's  labors,  not  at  the  begin- 
ning."    250  U.  S.  282. 

The  holding  of  Blair  is  not  insignificant  for  our  resolu- 
tion of  this  case.     In  United  States  v.  Powell,  supra,  Mr. 
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Justice  Harlan  reviewed  this  Court's  cases  dealing  with 
the  subpeona  power  of  federal  enforcement  agencies,  and 
observed : 

"[T]he  Federal  Trade  Commission   .   .   .  'has  a 
power  of  inquisition,  if  one  chooses  to  call  it  that, 
which  is  not  derived  from  the  judicial  function.     It 
is  more  analogous  to  the  Grand  Jury,  which  does  not 
depend  upon  a  case  or  controversy  for  power  to  get 
evidence  but  can   investigate  merely  on  suspicion 
that  the  law  is  being  violated,  or  even  just  because 
it  wants  assurance  that  it  is  not.'     While  the  power 
of  the  Commissioner  of  Internal  Revenue  derives 
from  a  different  body  of  statutes,  we  do  not  think 
that  analogies  to  other  agency  situations  are  without 
force  when  the  scope  of  the  Commissioner's  power 
is   called   into   question."      379   U.    S.   57,   quoting 
United  States  v.  Morton  Salt  Co.,  383  U.  S.  632, 

642-644. 

Ill 

Against  this  background,  we  turn  to  the  question 
whether  the  summons  issued  to  respondent,  as  modified 
by  the  District  Court,  was  authorized  by  the  Internal 
Revenue  Code  of  1954.^'  Of  course,  the  mere  fact  that 
the  summons  was  styled  ''In  the  matter  of  the  tax  lia- 
bility of  John  Doe"  is  not  sufficient  grounds  for  denying 
enforcement.  The  use  of  such  fictitious  names  is  com- 
mon in  indictments,  see,  e.  g.,  Baker  v.  United  States, 
115  F.  2d  533  (CAS  1940),  cert,  denied,  312  U.  S.  692 

2  Respondent  also  argues  that,  even  if  the  summons  issued  in  this 
case  was  authorized  by  statute,  it  violates  the  Fourth  Amendment. 
This  contention  was  not  passed  upon  by  the  Court  of  Appeals.  In 
any  event,  as  narrowed  by  the  District  Court  the  summons  is  at 
least  as  specific  as  the  reporting  requirements  which  was  upheld 
against  a  Fourth  Amendment  challenge  by  banks  in  California 
Bankers  Assn.  v.  Schidtz,  416  U.  S.  21,  63-70  (1974). 
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(1941),  and  other  types  of  compulsory  process.  Indeed, 
the  courts  of  appeals  have  regularly  enforced  Internal 
Revenue  Service  summonses  which  did  not  name  a  spe- 
cific taxpayer  who  was  under  investigation.  E.  g.,  IJyiited 
States  V.  Carter,  489  F.  2d  413  (CAS  1973) ;  Uyiited  States 
V.  Turner,  480  F.  2d  272,  279  (CA7  1973) ;  Tillotson  v. 
Boughner,  333  F.  2d  515  (CA7),  cert,  denied,  379  U.  S. 
913  (1964).  Respondent  undertakes  to  distinguish  these 
cases  on  the  ground  that  they  involved  situations  in 
which  either  a  taxpayer  was  identified  or  a  tax  liability 
was  known  to  exist  as  to  an  unidentified  taxpayer.  How- 
ever, while  they  serve  to  suggest  the  almost  infinite 
variety  of  factual  situations  in  which  a  "John  Doe"  sum- 
mons may  be  necessary,  it  does  not  follow  that  these 
cases  define  the  limits  of  the  Internal  Revenue  Service's 
power  to  inquire  concerning  tax  liability. 

The  first  question  is  whether  the  words  of  the  statute 
require  the  restrictive  reading  given  them  by  the  Court  of 
Appeals.     Section  7601   permits  the  Internal  Revenue 
Service  to  investigate  and  inquire  after  "all  persons  .  .  . 
who  may  be  liable  to  pay  any  internal  revenue  tax  .  .  .  ." 
To  aid  in  this  investigatory  function,  §  7602  authorizes 
the  summoning  of  "any  .  .  .  person"  for  the  taking  of 
testimony  and  examination  of  books  which  may  be  rele- 
vant for  "ascertaining  the  correctness  of  any  return,  .  .  . 
determining  the  liability  of  any  person  ...  or  collecting 
any  such  liability  .  .  .  ."     Plainly,  this  language  is  incon- 
sistent with  an  interpretation  that  would  limit  the  issu- 
ance of  summonses  to  investigations  which  have  already 
focused  upon  a  particular  return,  a  particular  named  per- 
son, or  a  particular  potential  tax  liability. 
"  Moreover,   such   a  reading   of  the  Internal  Revenue 
Service's  summons  power  ignores  the  fact  that  it  has  a 
legitimate  interest  in  large  or  unusual  financial  trans- 
actions, especially  those  involving  cash.     The  reasons  for 
that  interest  are  too  numerous  and  too  obvious  to  catalog. 
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Indeed,  Congress  has  recently  determined  that  informa- 
tion regarding  transactions  with  foreign  financial  institu- 
tions and  transactions  which  involve  large  amounts  of 
money  is  so  likely  to  be  useful  to  persons  responsible  for 
enforcing  the  tax  laws  that  it  must  be  reported  by  banks. 
See  generally  California  Bankers  Assn.  v.  Schultz,  416 
U.  S.  21,  26-40  (1974). 

It  would  seem  elementary  that  no  meaningful  investi- 
gation of  such  events  could  be  conducted  if  the  identity 
of  the  persons  involved  must  first  be  ascertained,  and 
that  is  not  always  an  easy  task.     Fiduciaries  and  other 
agents  are  understandably  reluctant  to  disclose  informa- 
tion regarding  their  principals,  as  respondent  was  in  this 
case.     Moreover,  if  criminal  activity  is  afoot  the  persons 
involved  may  well  have  used  aliases  or  taken  other  meas- 
ures to  cover  their  tracks.     Thus,  if  the  Internal  Revenue 
Service  is  unable  to  issue  a  summons  to  determine  the 
identity  of  such  persons,  the  broad  inquiry  authorized  by 
§  7601  will  be  frustrated  in  this  class  of  cases.     Settled 
principles   of   statutory   interpretation   require   that   we 
avoid  such  a  result  absent  unambiguous  directions  from 
Congress.     See  Labor  Board  v.  Lion  Oil  Co.,  352  U.  S. 
282,  288  (1957);   United  States  v.  American  Trucking 
Assn.,  310  U.  S.  534,  542-544  (1940).     No  such  congres- 
sional purpose  is  discernible  in  this  case. 

We  hold  that  the  Internal  Revenue  Service  was  acting 
within  its  statutory  authority  in  issuing  a  summons  to^ 
respondent  for  the  purpose  of  identifying  the  person  of 
persons  who  deposited  400  decrepit  $100  bills  with  the^ 
'Commercial  Bank  of  Middlesboro  within  the  space  of  af 
"lew  weeks.     Further  investigation  may  well  reveal  that 
"such  person  or  persons  have  a  perfectly  innocent  explana- 
tion for  the  transactions.     It  is  not  unknown  for  taxpay- 
ers to  hide  large  amounts  of  currency  in  odd  places  out  of 
a  fear  of  banks.     But  on  this  record  the  deposits  were 
extraordinary  and  no  meaningful  inquiry  can  be  made 
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until  respondent  complies  with  the  summons  as  modi- 
fied by  the  District  Court. 

We  do  not  mean  to  suggest  by  this  holding  that  respond- 
ent's fears  that  the  §  7602  summons  power  could  be  used 
to  conduct  "fishing  expeditions"  into  the  private  affairs 
of  bank  depositors  are  trivial.  However,  as  we  have  ob- 
served in  a  similar  context: 

"That  the  power  may  be  abused  is  no  ground  for 
denying  its  existence.  It  is  a  limited  power,  and 
should  be  kept  within  its  proper  bounds;  and,  when 
these  are  exceeded,  a  jurisdictional  question  is  pre- 
sented which  is  cognizable  in  the  courts."  McGrain 
v.  Daughertij,  273  U.  S.  135,  166  (1927),  quoting 
People  v.  Keeler,  99  N.  Y.  463, 482-483. 

So  here,  Congress  has  provided  protection  from  arbr 
trary  or  capricious  action  by  placing  the  federal  courts 
between  the  government  and  the  person  summonedr 
The  X5istrict  Court  m  this  case  conscientiously  discharged 
Its  dnty  to  see  that  a  legitimate  investigation  was  being 
conducted  and  that  the  summons  was  no  broader  than 
necessary  to  achieve  its  purpose. 

The  judgment  of  the  Court  of  Appeals  is  reversed  and 
the  cause  is  remanded  to  it  with  directions  to  affirm  the 
order  of  the  District  Court. 
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United  States  et  al.,|  ^^  ^^.^  ^^  Certiorari  to  the  United 
Petitioners,  g^^^^  ^^^^^  ^f  Appeals  for  the 

""^  Sixth  Circuit. 

Richard  V.  Bisceglia.  1 

[February  19,  1975] 

Mr.   Justice   Blackmun,   with   whom   Mr.   Justice 
Powell  joins,  concurring. 

I  join  the  Court's  opinion  and  its  judgment,  and  add 
this  word  only  to  emphasize  the  narrowness  of  the  issue 
at  stake  here.     We  decide  today  that  the  Internal  Reve- 
nue Service  has  statutory  authority  to  issue  a  summons 
to  a  bank  in  order  to  ascertain  the  identity  of  a  person 
whose  transactions  with  that  bank  strongly  suggest  ha- 
bility  for  unpaid  taxes.     Under  the  circumstances  here, 
there  was  an  overwhelming  probabiUty,  if  not  a  certitude, 
that  one  individual  or  entity  was  responsible  for  the 
deposits.     The  uniformly  decrepit  condition  of  the  cur- 
rency and  the  amount,   combined  with  other  unusual 
aspects,  gave  the  Service  good  reason,  and,  indeed,  the 
duty  to  investigate.     The  Service's  suspicion  as  to  pos- 
sible liability  was  more  than  plausible.*     The  summons 
was  closely  scrutinized  and  appropriately  narrowed  m 
scope  by  the  United  States  District  Court. 

The  summons,  in  short,  was  issued  pursuant  to  a 
genuine  investigation.  The  Service  was  not  engaged  in 
researching  some  general  problem;  its  mission  was  not 
exploratory.     The  distinction  between  an  investigatory 

*The  Service  may  not  have  reached  "first  base,"  see  ante,  at  2  n  1, 
but  it  had  been  at  bat  before,  and  it  knew  both  the  game  and  the 
ball  park  well. 
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and  a  more  general  exploratory  purpose  has  been  stressed 
appropriately  by  federal  courts,  see,  e.  g.,  United  States 
V.  Humble  Oil  &  Rejimng  Co.,  488  F.  2d  953,  958  (CA5 
1974),  petition  for  certiorari  pending,  No.  73-1827; 
United  States  v.  Armour,  376  F.  Supp.  318  (Conn.  1974), 
and  that  distinction  is  important  to  our  decision  here. 

We  need  not  decide  in  this  case  whether  the  Service 
has  statutory  authority  to  issue  a  ''John  Doe"  summons 
where  neither  a  particular  taxpayer  nor  an  ascertainable 
group  of  taxpayers  is  under  investigation.  At  most,  we 
hold  that  the  Service  is  not  always  required  to  state  a 
taxpayer's  name  in  order  to  obtain  enforcement  of  its 
summons,  and  that  under  the  circumstances  of  this  case 
it  is  definitely  not  required  to  do  so.  We  do  not  decide 
that  a  "John  Doe"  summons  is  always  enforceable  where 
the  name  of  an  individual  is  lacking  and  the  Service's 
purpose  is  other  than  investigatory. 

Upon  this  understanding,  I  join  the  Court's  opinion. 
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[February  19,  1975] 

Mr.  Justice  Stewart,  with  whom  Mr.  Justice  Doug- 
las joins,  dissenting. 

The  Court  today  says  that  it  ''recogniz[es]  that  the 
authority  vested  in  tax  collectors  may  be  abused,"  a7ite, 
p.  5,  but  it  is  nonetheless  unable  to  find  any  statutory 
limitation  upon  that  authority.     The  only  "protection 
from  abuse"  that  Congress  has  provided,  it  says,  is  "plac- 
ing the  federal  courts  between  the  government  and  the 
person  summoned,"  arite,  p.  10.     But  that,  of  course,  is 
no  protection  at  all,  unless  the  federal  courts  are  pro- 
vided with  a  measurable  standard  when  asked  to  enforce 
a  summons.      I  agree  with  the  Court  of  Appeals  that 
Congress  has  provided  such   a  standard,   and  that  the 
standard    was   not    met    in    this   case.      Accordingly,    I 
respectfully  dissent  from  the  opinion  and  judgment  of 

the  Court. 

Congress  has  carefully  restricted  the  summons  power 

to  certain  rather  precisely  delineated  purposes: 

"ascertaining  the  correctness  of  any  return,  making 
a  return  where  none  has  been  made,  determining  the 
liability  of  any  person  for  any  internal  revenue  tax 
or  the  liability  at  law  or  in  equity  of  any  transferee 
or  fiduciary  of  any  person  in  respect  of  any  internal 
revenue  tax,  or  collecting  any  such  liability."  26 
U.  S.  C.  §  7602. 


57-282   O  -  76  -  pt.2  -  36 
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This  provision  speaks  in  the  singular— referring  to  "the 
correctness  of  a«ii/-jeturn"  and  to  "the  liability  of  any 
person."  The  delineated  purposes  are  jointly  denom- 
inated an  "inquiry"  concerning  "the  person  liable  for  tax 
or  required  to  perform  the  act,"  and  the  summons  is  de- 
signed to  facilitate  the  "[ejxamination  of  books  and  wit- 
nesses" which  "may  be  relevant  or  material  to  such  in- 
quiry." 26  U.  S.  C.  §§7602(1),  (2),  and  (3).  This 
language  mdicates  unmistakably  that  the  summons  power 
is  a  tool  for  the  investigation  of  particular  taxpayers. 

By  contrast,  the  general  duties  of  the  IRS  are  vastly 
broader  than  its  summons  authority.  For  instance, 
§  7601  mandates  a  "canvass  of  districts  for  taxable  per- 
sons and  objects."  Unlike  §  7602,  the  canvassing  pro- 
vision speaks  broadly  and  in  the  plural,  instructing  Treas- 
ury Department  officials 

"to  proceed,  from  time  to  time,  through  each  internal 
revenue  district  and  inquire  after  and  concerning  all 
persons  therein  who  may  be  liable  to  pay  any  internal 
revenue  tax,  and  all  persons  owning  or  having  care 
and   management   of  any   objects   with   respect   to 
which  any  tax  is  imposed."     [Emphasis  added.] 
^^  Virtually  all  "persons"  or  "objects"  in  this  country 
"may,"  of  course,  have  federal  tax  problems.     Every  day 
the  economy  generates  thousands  of  sales,  loans,  gifts, 
purchases,  leases,  deposits,  mergers,  wills,  and  the  like 
which— because  of  their  size  or  complexity— suggest  the 
possibility  of  tax  problems  for  somebody.     Our  economy 
is  "tax  relevant"  in  almost  every  detail.     Accordingly,  if 
a  summons  could  issue  for  any  material  conceivably  rele- 
vant to  "taxation"— that  is,  relevant  to  the  general  duties 
of  the  IRS— the  Service  could  use  the  summons  power 
as  a  broad  research  device.     The  Service  could  use  that 
power  methodically  to  force  disclosure  of  whole  categories 
of  transactions  and  closely  monitor  the  operations  of 
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myriad  segments  of  the  economy  on  the  theory  that  the 
information  thereby  accumulated  might  facilitate  the 
assessment  and  collection  of  some  kind  of  a  federal  tax 
from  somebody.  Cf.  United  States  v.  Humble  Oil  & 
Refining  Co.,  488  F.  2d  953.  And  the  Court's  opinion 
today  seems  to  authorize  exactly  that. 

But  Congress  has  provided  otherwise.     The  Congress 
has  recognized  that  information  concerning  certain  classes 
of  transactions  if  of  peculiar  importance  to  the  sound 
administration  of  the  tax  system,  but  the  legislative  so- 
lution has  not  been  the  conferral  of  a  limitless  summons 
power.     Instead,  various  special-purpose  statutes  have 
been  written  to  require  the  reporting  or  disclosure  of  par- 
ticular kinds  of  transactions.     E.  g.,  26  U.  S.  C.  §§  6049, 
6051-6053,  and  31  U.  S.  C.  §§  1081-1083,  1101,  and  1121- 
1143.     Meanwhile,  the  scope  of  the  summons  power  it- 
self has  been  kept  narrow.     Congress  has  never  made  that 
power  coextensive   with   the   Service's  broad   and   gen- 
eral convassing  duties  set  out  in  §  7601.     Instead,  the 
summons  power  has  always  been  restricted  to  the  particu- 
lar purposes  of   individual   investigation,   delineated   in 
S  7602.^ 


1  The  canvassing  duties  and  the  summons  power  have  always  been 
found   in  separate   and   distinct   statutory  provisions.    The   spatial 
proximitv  of  the  two   contemporary  provisions  is  utterly  without 
legal     significance.      26     U.     S.     C.     §7806  (b).      The     general 
mandate     to     canvass     and     inquire,     now    found     in     §7601,    is 
derived  from  §  3172  of  the  Revised  Statutes  of  1874.     See  Donald- 
son v.  United  States,  400  U.  S.  517,  523-524.    The  summons  power, 
however,   has   different   historical   roots.     Section   7602,   enacted   m 
1954,  was  meant  to  consolidate  and  carry  forward  several  prior  stat- 
utes '  with  "no  material  change  from  existing  law."    H.  R.  Rep.  No. 
1337,  83d  Cong.,  2d  Sess.,  p.  A536;  S.  Rep.  No.  1622,  83d  Cong., 
2d  Sess    p   617.    The  relevant  prior  statutes  were  §§  3614  and  3615 
(a)-(c)'of  the  Internal  Revenue  Code  of  1939.     See  Table  II  of  the 
1954  Code,  68A  Stat.  969.    Section  3614  granted  the  summons  power 
to  the  Commissioner    'for  the  purpose  of  ascertaining  the  correct- 
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Thus,  a  financial  or  economic  transaction  is  not  subject 
to  disclosure  through  summons  merely  because  it  is  large 
or  unusual  or  generally  "tax  relevant" — but  only  when 
the  summoned  information  is  reasonably  pertinent  to  an 
ongoing  investigation  of  somebody's  tax  status.  This 
restriction  checks  possible  abuses  of  the  summons  power 
in  two  rather  obvious  ways.  First,  it  guards  against  an 
overbroad  summons  by  allowing  the  enforcing  court  to 
prune  away  those  demands  which  are  not  relevant  to  the 
particular,  ongoing  investigation.  See,  e.  g.,  First  Nat'l 
Bank  of  Mobile  v.  United  States,  160  F.  2d  532,  533-535. 
Second,  the  restriction  altogether  prohibits  a  summons 
which  is  wholly  unconnected  with  such  an  investigation. 

The  Court  today  completely  obliterates  the  historic 
distinction  between  the  general  duties  of  the  IRS,  sum- 
marized in  §  7601,  and  the  limited  purposes  for  which  a 
summons  may  issue,  specified  in  §  7602.  Relying  heavily 
on  §  7601,  and  noting  that  the  IRS  "has  a  legitimate  in- 
terest in  large  or  unusual  financial  transactions,  especially 
those  involving  cash,"  ante,  p.  8,  the  Court  approves  en- 
forcement of  a  summons  having  no  investigatory  predi- 
cate. The  sole  premise  for  this  summons  was  the 
Service's  theory  that  the  deposit  of  old  wornout  $100 
bills  was  a  sufficiently  unusual  and  interesting  transac- 
tion to  justify  compulsory  disclosure  of  the  identities  of 
all  the  large-amount  depositors  at  the  respondent's  bank 
over  a  one-month  period.^     That  the  summons  was  not 


ness  of  any  return  or  for  the  purpose  of  making  a  return,  where 
none  has  been  made."  Section  3615  (a)-(c)  granted  the  summons 
power  to  "collectors"  and  provided  that  a  "summons  may  be  issued" 
whenever  "any  person"  refuses  to  make  a  return  or  makes  a  false  or 
fraudulent  return.  Thus,  like  the  present  §  7602,  these  earlier  pro- 
visions clearly  limited  use  of  the  summons  power  to  the  investigation 
of  particular  taxpayers. 

2  The  summons  here  used  a  scattershot  technique  to  learn  the 
identity  of  the  unknown  depositor.  Rather  than  merely  asking  bank 
officials  who  the  depositor  was,  the  IRS  required  production  of  all 
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incident  to  an  ongoing,  particularized  investigation,  but 
was  merely  a  shot  in  the  dark  to  see  if  one  might  be  war- 
ranted, was  freely  conceded  by  the  IRS  agent  who  served 
the  summons.^ 

Xhe-Court'-s-opinion-thus-approves  a  breathtaking  ex- 
pansion of  the  summons  power:  There  are  obviously 
thousands  of  transactions  occurring  daily  throughout  the 
country  which,  on  their  face,  suggest  the  possibility  of 
tax  complications  for  the  unknown  parties  involved. 
These  transactions  will  now  be  subject  to  forced  disclo- 
sure at  the  whim  of  any  IRS  agent,  so  long  only  as  he Js 
actingin  *^*good  faith."     Ante,  p.  5. 

This  is  a  sharp  and  dangerous  detour  from  the  settled 
course  of  precedent.  The  decision  of  the  Court  of  Ap- 
peals in  this  case  has  been  explicitly  accepted  as  sound  by 
the  courts  of  appeals  of  two  other  Circuits.  See  United 
States  V.  Berkowitz,  488  F.  2d  1235,  1236  (CA3),  and 
United  States  v.  Humble  Oil  &  Refining  Co.,  488  F.  2d 
953,  960  (CAS).     No  federal  court  has  disagreed  with  it. 

The  federal  courts  have  always  scrutinized  with  par- 
ticular care  any  IRS  summons  directed  to  a  "third  party," 
i.  e.,  to  a  party  other  than  the  taxpayer  under  investiga- 
tion.    See,  e.  q..  United  States  v.  Humble  Oil  &  Refining 


deposit  slips  exceeding  specified  amounts  that  had  been  filled  out 
during  the  period  when  the  suspect  deposits  were,  presumably,  made. 
Thus,  enforcement  of  the  summons,  even  as  redrafted  by  the  District 
Court,  will  doubtlessly  apprise  the  IRS  of  the  identities  of  many 
bank  depositors  other  than  the  one  who  submitted  the  old  and  worn- 
out  $100  bills. 

3  He  testified  at  the  enforcement  hearing: 

"Q:  What  possible  tax  effect  could  this  have  on  the  taxpayer  if  his 
identity  is  determined? 

"A:  Well,  it  could  be  anything  from  nothing  at  all,  a  simple  ex- 
planation, or  it  could  be  that  this  money  that  has  been  secreted 
away  for  a  period  of  time  as  a  means  of  avoiding  the  tax. 

"Q:  Then  you  have  really  not  reached  first  base  yet,  is  that 
correct  ? 

"A:  That's  correct." 
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Co.,  488  F.  2d,  at  963;  Venn  v.  United  States,  400  F.  2d 
207,  211-212;  United  States  v.  Harrington,  388  F.  2d  520, 
523.  When,  as  here,  the  third  party  summons  does  not 
identify  the  party  under  investigation,  a  presumption 
naturally  arises  that  the  summons  is  not  genuinely  in- 
vestigatory but  merely  exploratory — a  device  for  general 
research  or  for  the  hit-or-miss  monitoring  of  "unusual" 
transactions.  Unless  this  presumption  is  rebutted  by  the 
Service,  the  courts  have  denied  enforcement. 

Thus,  the  IRS  was  not  permitted  to  summon  from  a 
bank  the  names  and  addresses  of  all  beneficiaries  of  cer- 
tain types  of  trust  arrangements  merely  on  the  theory 
that  these  arrangements  were  unusual  in  form  or  size. 
Mays  V.  Davis,  7  F.  Supp.  596.  Nor  could  the  Service 
force  a  company  to  disclose  the  identity  of  whole  classes 
of  its  oil  land  lessees  merely  on  the  theory  that  oil  lessees 
commonly  have  tax  problems.  United  States  v.  Humble 
Oil  &  Refining  Co.,  supra.  See  also  McD enough  v.  Lam- 
bert, 94  F.  2d  838;  First  Nat'l  Bank  of  Mobile  v.  United 
States,  160  F.  2d,  at  533-535;  Local  174,  Int'l  Bros,  of 
Teamsters  v.  United  States,  240  F.  2d  387,  390. 

On  the  other  hand,  enforcement  has  been  granted 
where  the  Service  has  been  able  to  demonstrate  that  the 
John  Doe  summons  was  issued  incident  to  an  ongoing 
and  particularized  investigation.  Thus,  enforcement  was 
granted  of  summonses  seeking  to  identify  the  clients  of 
those  tax  return  preparation  firms  which  prior  investiga- 
tion had  shown  to  be  less  than  honest  or  accurate  in  the 
preparation  of  sample  returns.  United  States  v.  Theo- 
dore, 479  F.  2d  749 ;  United  States  v.  Turner,  480  F.  2d 
272;  United  States  v.  Berkowitz,  supra;  United  States  v. 
Carter,  489  F.  2d  413.  Similarly,  enforcement  was 
granted  of  summonses  directed  to  an  attorney,  and  his 
bank,  seeking  to  identify  the  client  for  whom  the  attorney 
had  mailed  to  the  IRS  a  large,  anonymous  check,  pur- 
porting to  satisfy  an  outstanding  tax  deficiency  of  the 
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client.     Tillotson  v.  Boughner,  333  F.  2d  515;  Schultz  v. 
Rayunec,  350  F.  2d  666.     Like  the  prior  investigative 
work  in  the  tax  return  preparer  cases,  the  receipt  of  the 
mysterious  check  estabhshed  the  predicate  of  a  particu- 
larized investigation  which  was  necessary,  under  §  7602, 
to  the  enforcement  of  a  summons.     In  each  case,  the 
Service  had  already  proceeded  to  the  point  where  the 
unknown  individual's  tax  liability  had  become  a  reason- 
able possibihty,  rather  than  a  matter  of  sheer  speculation. 
Today's  decision  shatters  this  long  line  of  precedent. 
For  this  summons,  there  was  absolutely  no  investigatory 
predicate.     The  sole  indication  of  this  John  Doe's  tax 
liability  was  the  unusual  character  of  the  deposit  trans- 
action itself.     Any  private  economic  transaction  is  now 
fair  game  for  forced  disclosure,  if  any  IRS  agent  happens 
in  good  faith  to  want  it  disclosed.     This  new  rule  simply 
disregards  the  language  of  §  7602,  and  the  body  of  estab- 
lished case  law  construing  it. 

The  Court's  attempt  to  justify  this  extraordinary  de- 
parture from  established  law  is  hardly  persuasive.     The 
Court  first  notes  that  a  witness  may  not  refuse  testimony 
to  a  grand  jury  merely  because  the  grand  jury  has  not  yet 
specified  the  "identity  of  the  offender,"  ante,  p.  6,  quoting 
Bimr  v.  United  States,  250  U.  S.  273,  282.     This  is  true 
but  irrelevant.     The  IRS  is  not  a  grand  jury.     It  is  a 
creature  not  of  the  Constitution  but  of  legislation  and  is 
thus  peculiarly  subject  to  legislated  constraints.     See  In 
re  Groban,  352  V.  S.  330,  346  (Black,  J.,  dissenting).     It 
is  true  that  the  Court  drew  an  analogy  between  an  IRS 
summons  and  a  grand  jury  subpoena  in  United  States  v. 
Powell,  379  U.  S.  48,  57,  but  this  was  merely  to  emphasize 
that  an  IRS  summons  does  not  require  the  support  of 
''probable  cause"  to  suspect  tax  fraud  when  the  summons 
is  issued  incident  to  an  ongoing,  individualized  investiga,- 
tion  oj  an  identified  party.     A  major  premise  of  Powell 
was  that  an  extrastatutory  "probable  cause"  requirement 
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was  unnecessary  in  view  of  the  "legitimate  purpose"  re- 
quirements already  specified  in  §  7602,  id.,  at  56-57. 

The  Court  next  suggests  that  this  expansion  of  the 
summons  power  is  innocuous,  at  least  on  the  facts  of  this 
case,  because  the  Bank  Secrecy  Act  of  1970^  itself  com- 
pels banks  to  disclose  the  identity  of  certain  cash  deposi- 
tors. Ante,  p.  9.  Aside  from  the  fact  that  the  summons 
at  issue  here  forces  disclosure  of  some  deposits  not  cov- 
ered by  the  Act  and  its  attendant  regulations,^  the  argu- 
ment has  a  more  basic  flaw.  If  the  summons  authority  of 
§  7602  allows  preinvestigative  inquiry  into  any  large 
or  unusual  bank  deposit,  the  1970  Act  was  largely  re- 
dundant. The  IRS  could  have  saved  Congress  months 
of  hearings  and  debates  by  simply  directing  §  7602  sum- 
monses on  a  regular  basis  to  the  Nation's  banks,  demand- 
ing the  identities  of  their  large  cash  depositors.  In  Cali- 
fornia Bankers  Assn.  v.  Schultz,  416  U.  S.  21,  we  gave 
extended  consideration  to  the  complex  constitutional  is- 
sues raised  by  the  1970  Act;  some  of  those  issues — e.  g., 
whether  and  to  what  extent  bank  depositors  have  Fourth 
Amendment  and  Fifth  Amendment  rights  to  the  secrecy 
of  their  domestic  deposits — were  left  unresolved  by  the 
Court's  opinion,  id.,  at  67-75.  If  the  disclosure  require- 
ments in  the  1970  Act  were  already  encompassed  within 
the  Service's  summons  power,  one  must  wonder  why  the 
Court  labored  so  long  and  carefully  in  Schultz. 


*  Pub.  L.  91-50S,  84  Stat.  1114,  12  U.  S.  C.  §§  1829b,  1730d,  1951- 
1959,  and  31  U.  S.  C.  §§  1051-1062,  1081-1083,  1101-1105,  1121- 
1122.    See  Cdifomia  Bankers  Assn.  v.  Schultz,  416  U.  S.  21. 

^  As  limited  by  the  District  Court,  the  summons  calls  for  produc- 
tion of  deposit  slips  showing  cash  deposits  in  the  amount  of  820,000 
and  deposit  slips  showing  cash  deposits  of  $5,000  or  more  involving 
SlOO  bills,  for  deposits  made  between  October  16  and  November  16, 
1970.  Current  regulations  under  the  Bank  Secrecy  Act  require  re- 
porting only  \\nth  respect  to  cash  transactions  exceeding  §10,000. 
31  CFR§  103.22  (1974). 
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Finally,  the  Court  suggests  that  respect  for  the  plain 
language  of  §  7602  would  "undermine  the  efficacy  of  the 
federal  tax  system,  which  seeks  to  assure  that  taxpayers 
pay  what  Congress  has  mandated  and  prevents  dishonest 
persons  from  escaping  taxation  and  thus  shifting  heavier 
burdens  to  honest  taxpayers."     Ante,  p.  5.     But  the  fed- 
eral courts  have  applied  the  strictures  of  §  7602,  and  its 
predecessors,  for  many  decades  without  occasioning  these 
dire  effects.     If  such  a  danger  exists.  Congress  can  deal 
with  it.     But  until  Congress  changes  the  provision  of 
§  7602,  it  is  our  duty  to  apply  the  statute  as  it  is  written. 
I  would  affirm  the  judgment  of  the  Court  of  Appeals. 
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(Slip  Opinion) 


NOTE :  Where  It  Is  feasible,  a  syllabus  (headnote)  will  be  re- 
leased, as  is  being  done  in  connection  with  this  case,  at  the  time 
the  opinion  is  issued.  The  syllabus  constitutes  no  part  of  the  opinion 
of  the  Court  but  has  been  prepared  by  the  Reporter  of  Decisions  for 
the  convenience  of  the  reader.  See  United  States  v.  Detroit  Lumber 
Co..  200  U.S.  321,  337. 
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CALIFORNIA  BANKERS  ASSN.  v.  SHULTZ,  SEC- 
RETARY OF  THE  TREASURY,  et  al. 

APPEAL    FROM    THE    UNITED    STATES    DISTRICT    COURT    FOR 
THE    NORTHERN     DISTRICT    OF    CALIFORNIA 

No.    72-985.     Argued   January    16,    1974— Decided   April    1,    1974* 

The  Bank  Secrecy  Act  of  1970,  which  was  enacted  following 
extensive  hearings  concerning  the  unavailabihty  of  foreign  and 
domestic  bank  records  of  customers  thought  to  be  engaged  in 
illegal  activities,  authorizes  the  Secretary  of  the  Treasury  to 
prescribe  by  regulation  certain  bank  recordkeeping  and  reporting 
requirements,  the  Act's  penalties  attaching  only  upon  violation 
of  the  regulations  thus  prescribed.  (Unless  otherwise  indicated, 
references  below  to  the  Act  also  include  the  accompanying  regu- 
lations.) The  Act  is  designed  to  obtain  financial  information 
having  "a  high  degree  of  usefulness  in  criminal,  tax,  or  regulatory 
investigations  or  proceedings."  Title  I  of  the  Act  requires  finan- 
cial institutions  to  maintain  records  of  their  customers'  identities, 
to  make  microfilm  copies  of  checks  and  similar  instruments,  and 
to  keep  records  of  certain  other  items.  Title  II  of  the  Act  requires 
the  reporting  to  the  Federal  Government  of  certain  foreign  and 
domestic  financial  transactions.  Title  II,  §  231,  requires  reports 
of  the  transportation  of  currency  and  specified  instruments  exceed- 
ing $5,000  into  or  out  of  the  country,  exception  being  made,  inter 
alia,  for  banks  and  security  dealers.  Section  241  requires  indi- 
viduals with  bank  accounts  or  other  relationships  with  foreign 
banks  to  provide  specified  information  on  a  tax  return  form. 
Section  221  delegates  to  the  Secretary-  of  the  Treasury-  the  author- 
ity to  require  reports  of  transactions  "if  they  involve  the  payment, 

*Together  with  No.  72-1073,  Shultz,  Secretary  of  the  Treasury, 
et  al.  v.  California  Bankers  Assn.  et  al.;  and  No.  72-1196,  Stark  et  al. 
v.  Shultz,  Secretary  of  the  Treasury,  et  al.,  also  on  appeal  from  the 
same  court. 
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receipt,   or   transfer   of   United   States   currency,   or   such    other 
monetary  instruments  as  the  Secretary  may  specify  ...,"§  222 
providing  that  he  may  require  such  reports  from  the  domestic 
financial  institution   ijivolved,  the  parties  to  the  transaction,  or 
both,  and  §  223  providing  that  he  may  designate  financial  institu- 
tions' to  receive  the  reports.    Under  the  implementing  regulations 
T)nly   financial   mstitutions   must   file   reports   with   the   Internal 
Revenue   Service    (IRS),   and   then   only   where   the   transaction 
involves  the  deposit,  withdrawal,  exchange,  or  other  payment  of 
currency   exceeding   $10,000.    The   regulations   provide   that   the 
Secretary  may  grant   exemptions  from  the  requirements  of  the 
regulations.     Suits  were  brought  by  various  plaintiffs  challenging 
the  constitutionality  of  the  Act,  principally  on  the  ground  that  it 
violated  the  Fourth  Amendment,  because  when  the  bank  makes 
and  keeps  records  under  compulsion  of  the  Secretary's  regulations 
it  acts  as  a  Government  agent  and  thereby  engages  in  a  "seizure" 
of  its  customer's  records.     A  three-judge  District  Court,  though 
upholding  the  recordkeeping  requirements  of  Title  I  of  the  Act 
and  the  foreign  transaction  reporting  requirements  of  Title  II, 
Qon.clu.ded   that   the   domestic    reporting    provisions   of   Title   II, 
§§221-223,   contravened   the  ToUTth   Ametidment,   and   enjoined 
their  enforcement.    Three  separate  appeals  were  taken.    In  No. 
72-985,    the    Californra    Bankers    Association,   a   plaintiff   below, 
asserts   that  Title  I's   recordkeeping   provisions   violate    (1)    due 
process,   because   there   is   no   rational   relationship   between   the 
Act's  objectives  and  the  required  recordkeeping  and  because  the 
Act  is  unduly  burdensome,  and  (2)  rights  of  privacy.     In  No.  72- 
1196,  a  bank  plaintiff,  certain  plaintiff  depositors,  and  the  Ameri- 
can Civil  Liberties  Union  (ACLU),  also  a  plaintiff,  as  a  depositor 
in  a  bank  subject  to  the  recordkeeping  requirements  and  as  a 
representative  of  its  bank   customer  members,  attack  both  the 
Title  I  recordkeeping  requirements  and  the  Title  II  foreign  finan- 
cial  transaction   reporting   requirements   on   Fourth   Amendment 
grounds;  on  Fifth  Amendment  grounds,  as  violating  the  privilege 
against  compulsory  self-incrimination;   and  on  First  Amendment 
grounds,  as  violating  free  speech  and  free  association  rights.     In 
No.  72-1073,  the  United  States  asserts  that  the  District  Court  erred 
in    holding    Title    II's    domestic    financial    transaction    reporting 
requirements  facially  invalid  without  considering  the  actual  imple- 
mentation of  the  statute  by  the  regulations.    Held: 

1.  Title   I's   recordkeeping   requirements,   which   are   a   proper 
exercise  of  Congress'  power  to  deal  with  the  problem  of  crime  in 
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interstate  and  foreign  commerce,  do  not  deprive  the  bank  plaintiffs 
of  due  process  of  law.     Pp.  21-26. 

(a)  There  is  a  sufficient  nexus  between  the  evil  Congress 
sought  to  address  and  the  recordkeeping  procedure  to  meet  the 
requirements  of  the  Due  Process  Clause  of  the  Fifth  Amendment, 
and  the  fact  that  banks  are  not  mere  bystanders  in  transactions 
involving  negotiable  instruments  but  have  a  substantial  stake  in 
their  availability  and  acceptance  and  are  the  most  easily  identifi- 
able party  to  the  instruments,  make  it  appropriate  for  the  banks 
rather  than  others  to  do  the  recordkeeping.  United  States  v. 
Darby,  312  U.  S.  100;  Shapiro  v.  United  States,  335  U.  S.  1. 
Pp.  21-25. 

(b)  The  cost  burdens  on  the  banks  of  the  recordkeeping 
requirements  are  not  unreasonable.    Pp.  25-26. 

(c)  The  bank  plaintiffs'  claim  that  the  recordkeeping  require- 
ments undermine  the  right  of  a  depositor  effectively  to  challenge 
an  IRS  third-party  summons  is  premature,  absent  the  issuance  of 
such   process   involving  a  depositor's  transactions.     P.  27. 

2.  Title  I't  recordkeeping  provisions  do  not  violate  the  Fourth 
Amendment  rights  of  either  the  bank  or  depositor  plaintiffs, 
the  mere  maintenance  by  the  bank  of  records  without  any  require- 
ment that  they  be  disclosed  to  the  Government  (which  can  secure 
access  only  by  existing  legal  process)  constituting  no  illegal  search 
and  seizure.    Pp.  28-30. 

3.  Title  I's  recordkeeping  provisions  do  not  violate  the  Fifth 
Amendment  rights  of  either  the  bank  or  depositor  plaintiffs. 
Pp.  30-31. 

(a)  The  bank  plaintiffs,  being  corporations,  have  no  consti- 
tutional privilege  against  compulsory  self-incrimination  by  virtue 
of  the  Fifth  Amendment.  Hale  v.  Henkel,  201  U.  S.  43,  74-75. 
Pp.  30-31. 

(b)  A  depositor  plaintiff  incriminated  by  evidence  produced 
by  a  third  party  sustains  no  violation  of  his  own  Fifth  Amendment 
rights.  Johnson  v.  United  States,  228  U.  S.  457,  458;  Coicch  v. 
'United  States,  409  U.  S.  322,  328.    Pp.  30-31. 

4.  The  ACLU's  claim  that  Title  I's  recordkeeping  requirements 
violate  its  members'  First  Amendment  rights  since  the  challenged 
provisions  could  possibly  be  used  to  identify  its  members  and 
contributors  (cf.  NAACP  v.  Alabama,  ^bl  U.  S.  440),  is  premature, 
the  Government  having  sought  no  such  disclosure  here.     Pp.  31-32. 

.     5.  The  reporting  requirements  in  Title  II  apphcable  to  foreign 
financial  dealings,  which  single  out  transactions  with  the  greatest 
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potential  for  avoiding  enforcement  of  federal  laws  and  which  involve 
substantial  sums,  do  not  abridge  plaintiffs'  Fourth  Amendment  rights 
and  are  well  within  Congress'  powers  to  legislate  with  respect  to 
foreign  commerce.  Carroll  v.  United  States.  267  U.  S.  132,  154; 
Almeida-Sanchez  v.  United  States,  413  U.  S.  226,  272.    Pp.  35-39. 

6.  The  regulations  for  the  reporting  by  financial  institutions 
of  domestic  financial  transactions,  are  reasonable  and  abridge  no 
Fourth  Amendment  rights  of  such  institutions,  which  are  them- 
selves parties  to  the  transactions  involved,  since  neither  "incorpo- 
rated nor  unincorporated  associations  [have]  an  unqualified  right 
to  conduct  their  affairs  in  secret,"  United  States  v.  Morton  Salt 
Co.,  338  U.  S.  632.  652.    Pp.  39-43. 

7.  The  depositor  plaintiffs,  who  do  not  allege  engaging  in  the 
type  of  SIO.OOO  domestic  currency  transaction  requiring  reporting, 
lack  standing  to  challenge  the  domestic  reporting  regulations.  It 
is  therefore  unnecessary-  to  consider  contentions  made  by  the 
bank  and  depositor  plaintiffs  that  the  regulations  are  constitu- 
tionally defective  because  they  do  not  require  the  financial  institu- 
tion to  notify  the  customer  that  a  report  wiH  be  filed  concerning 
the  domestic  cuTrency  transaction.    Pp:  43-  46. 

8.  The  depositor  plaintiffs  who  are  parties  in  this  litigation  are 
premature  in  challenging  the  foreign  and  domestic  reporting 
pro\asions  under  the  Fifth  Amendment.    Pp.  48-51. 

(a)  Since  those  plaintiffs  merely  allege  that  they  intend  to 
engage  in  foreign  currency  transactions  with  foreign  banks  and 
make  no  additional  allegation  that  any  of  the  information  required 
by  the  Secretary  will  tend  to  incriminate  them,  their  challenge 
to  the  foreign  reporting  requirements  cannot  be  considered  at  this 
time.  Communist  Party  v.  SACB,  367  U.  S.  1,  105-110,  foUowed; 
Albertson  v.  SACB,  382  U.  S.  70,  distinguished.    Pp.  48-50. 

(b)  The  depositor  plaintiffs'  challenge  to  the  domestic  report- 
ing requirements  are  similarly  premature,  since  there  is  no  allegation 
that  any  depositor  engaged  in  a  $10,000  domestic  transaction  with 
a  bank  that  the  latter  was  required  to  report  and  no  allegation 
that  any  bank  report  would  contain  information  incriminating 
any  depositor.  Marchetti  v.  United  States,  390  U.  S.  39;  Grosso 
v.  United  States,  390  U.  S.  62;  and  Haynes  v.  United  States,  390 
U.  S.  85,  distinguished.     Pp.  50-51. 

9.  The  bank  plaintiffs  cannot  vicariously  assert  Fifth  Amend- 
ment claims  on  behalf  of  their  depositors  under  the  circumstances 
present  here,  since  the  depositors  cannot  assert  those  claims  them- 
selves at  this  time.    See  para.  8,  supra.    P.  47. 
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10.  The  contentions  of  the  ACLU  that  the  reporting  require- 
ments with  respect  to  foreign  and  domestic  transactions  invade 
its  First  Amendment  associational  interests  are  too  speculative 
and  hypothetical  to  warrant  consideration,  m  view  of  the  fact 
that  the  ACLU  alleged  onl>'  that  it  maintains  accounts  at  a  San 
Francisco  bank  but  not  that  it  regularly  engages  in  abnormally 
large  domestic  currency  transactions,  transports  or  receives  mone- 
tary instruments  from  foreign  commercial  channels,  or  maintains 
foreign  bank  accounts.     Pp.  51-52. 

347  F.  Supp.  1242,  affirmed  in  part,  reversed  in  part,  and  remanded. 

Rehnquist,  J.,  delivered  the  opinion  of  the  Court,  in  which 
Burger,  C.  J.,  and  Stewart,  White,  Blackmun,  and  Powell,  JJ., 
joined.  Powell,  J.,  filed  a  concurring  opinion,  in  which  Blackmun, 
J.,  joined.  Douglas,  Brennan,  and  Marshall,  JJ.,  filed  dissenting 
opinions. 
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The   California   Bankers 

Association,  Appellant, 
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George  P.  Shultz,  Secretary  of 

the  Treasury,  et  al. 

George  P.  Shultz,  Secretary  of 
the   Treasury,   et   al.. 
Appellants, 
72-1073  V. 

The   Cahfornia   Bankers 
Association  et  al. 

Fortney  H.  Stark,  Jr.,  et  al., 

Appellants, 
72-1196  V. 

George  P.  Shultz  et  al.       J 

[April  1,  1974] 

Mr.  Justice  Rehnquist  delivered  the  opinion  of  the 
Court. 

These  appeals  present  questions  concerning  the  consti- 
tutionahty  of  the  so-called  Bank  Secrecy  Act  of  1970, 
and  the  implementing  regulations  promulgated  there- 
under by  the  Secretary  of  the  Treasury.  The  Act,  Pub. 
L.  No.  508,  84  Stat.  1114  (1970),  12  U.  S.  C.  §§  1829b, 
1730d,  1951-1959,  and  31  U.  S.  C.  §§  1051-1122,  was 
enacted  by  Congress  in  1970  following  extensive  hearings 
concerning  the  unavailability  of  foreign  and  domestic  bank 
records  of  customers  thought  to  be  engaged  in  activities 
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entailing  criminal  or  civil  liability.  Under  the  Act,  the 
Secretary  of  the  Treasury  is  authorized  to  prescribe  by 
regulation  certain  recordkeeping  and  reporting  require- 
ments for  banks  and  other  financial  institutions  in  this 
country.  Because  it  has  a  bearing  on  our  treatment  of 
some  of  the  issues  raised  by  the  parties,  we  think  it 
important  to  note  that  the  Act's  civil  and  criminal  penal- 
ties attach  only  upon  violation  of  regulations  promul- 
gated by  the  Secretary;  if  the  Secretary  were  to  do 
nothing,  the  Act  itself  would  impose  no  penalties  on 
anyone. 

The  express  purpose  of  the  Act  is  to  require  the  main- 
tenance of  records,  and  the  making  of  certain  reports, 
which  "have  a  high  degree  of  usefulness  in  criminal,  tax, 
or  regulatory  investigations  or  proceedings."  12  U.  S.  C. 
§§  1829b  (a)(2),  1951;  31  U.  S.  C.  §1051.  Congress 
was  apparently  concerned  with  two  major  problems  in 
connection  with  the  enforcement  of  the  regulatory,  tax, 
and  criminal  laws  of  the  United  States.^ 

First,  there  was  a  need  to  insure  that  domestic  banks 
and  financial  institutions  continued  to  maintain  adequate 
records  of  their  financial  transactions  with  their  cus- 
tomers. Congress  found  that  the  recent  growth  of  finan- 
cial institutions  in  the  United  States  had  been  paralleled 
by  an  increase  in  criminal  activity  which  made  use  of 
these  institutions.  While  many  of  the  records  which  the 
Secretary  by  regulation  ultimately  required  to  be  kept 
had  been  traditionally  maintained  b}'^  the  voluntary 
action  of  many  domestic  financial  institutions,  Congress 


^See  generally  S.  Rep.  No.  91-1139,  91st  Cong.,  2d  Sess.  (1970); 
H.  R.  Rep.  No.  91-975,  91st  Cong.,  2d  Sess.  (1970) ;  Heanngs  before 
the  House  Committee  on  Banking  and  Currency  on  Foreign  Bank 
Secrecy  and  Bank  Records,  91st  Cong.,  1st  and  2d  Sess.  (1970); 
Hearings  before  the  Subcommittee  on  Financial  Institutions  of  the 
Senate  Committee  on  Banking  and  Currency  on  Foreign  Bank 
Secrecy   (S.  3678),  91st  Cong.,  2d  Sess.   (1970). 
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noted  that  in  recent  years  some  larger  banks  had 
abolished  or  limited  the  practice  of  photocopying  checks, 
drafts,  and  similar  instruments  drawn  on  them  and  pre- 
sented for  payment.  The  absence  of  such  records, 
whether  through  failure  to  make  them  in  the  first 
instance  or  through  failure  to  retain  them,  was  thought 
to  seriously  impair  the  ability  of  the  Federal  Govern- 
ment to  enforce  the  myriad  criminal,  tax,  and  regulatory 
provisions  of  laws  which  Congress  had  enacted.  At  the 
same  time,  it  was  recognized  by  Congress  that  such 
required  records  would  "not  be  automatically  available 
for  law  enforcement  purposes  [but  could]  only  be 
obtained  through  existing  legal  process."  S.  Rep.  No. 
91-1139,  91st  Cong.,  2d  Sess.,  10  (1970);  see  H.  R.  Rep. 
No.  91-975,  91st  Cong.,  2d  Sess.,  5  (1970). 

In  addition,  Congress  felt  that  there  were  situations 
where  the  deposit  and  withdrawal  of  large  amounts  of 
currency  or  of  monetary  instruments  which  were  the 
equivalent  of  currency  should  be  actually  reported  to  the 
Government.  While  reports  of  this  nature  had  been 
required  by  previous  regulations  issued  by  the  Treasury 
Department,  it  was  felt  that  more  precise  and  detailed 
reporting  requirements  were  needed.  The  Secretary  was 
therefore  authorized  to  require  the  reporting  of  what  may 
be  described  as  large  domestic  financial  transactions  in 
currency  or  its  equivalent. 

Second,  Congress  was  concerned  about  a  serious  and 
widespread  use  of  foreign  financial  institutions,  located 
in  jurisdictions  with  strict  laws  of  secrecy  as  to  bank 
activity,  for  the  purpose  of  violating  or  evading  domestic 
criminal,  tax,  and  regulatory  enactments.  The  House 
Report  on  the  bill.  No.  91-975,  supra,  at  12,  described 
the  situation  in  these  words: 

"Considerable  testimony  was  received  by  the  Com- 
mittee from   the   Justice  Department,   the  United 
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States  Attorney  for  the  Southern  District  of  New 
York,  the  Treasury  Department,  the  Internal  Reve- 
nue Service,  the  Securities  and  Exchange  Commis- 
sion, the  Defense  Department  and  the  Agency  for 
International  Development  about  serious  and  wide- 
spread use  of  foreign  financial  facilities  located  in 
secrecy  jurisdictions  for  the  purpose  of  violating 
American  law.  Secret  foreign  bank  accounts  and 
secret  foreign  financial  institutions  have  permitted 
proliferation  of  'white  collar'  crime;  have  served  as 
the  financial  underpinning  of  organized  criminal 
operations  in  the  United  States;  have  been  utilized 
by  Americans  to  evade  income  taxes,  conceal  assets 
illegally  and  purchase  gold ;  have  allowed  Americans 
and  others  to  avoid  the  law  and  regulations  govern- 
ing securities  and  exchanges;  have  served  as  essen- 
tial ingredients  in  frauds  including  schemes  to 
defraud  the  United  States;  have  served  as  the 
ultimate  depository  of  black  market  proceeds  from 
Vietnam;  have  served  as  a  source  of  questionable 
financing  for  conglomerate  and  other  corporate  stock 
acquisitions,  mergers  and  takeovers;  have  covered 
conspiracies  to  steal  from  the  U.  S.  defense  and  for- 
eign aid  funds;  and  have  served  as  a  cleansing  agent 
for  'hot'  or  illegally  obtained  monies. 

"The  debilitating  effects  of  the  use  of  these  secret 
institutions  on  Americans  and  the  American  econ- 
omy are  vast.  It  has  been  estimated  that  hundreds 
of  millions  in  tax  revenues  have  been  lost.  Unwar- 
ranted and  unwanted  credit  is  being  pumped  into 
our  markets.  There  have  been  some  cases  of  corpo- 
ration directors,  officers  and  employees  who,  through 
deceit  and  violation  of  law,  enriched  themselves 
or  endangered  the  financial  soundness  of  their  com- 
panies   to    the    detriment    of    their    stockholders. 
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Criminals  engaged  in  illegal  gambling,  skimming, 
and  narcotics  traffic  are  operating  their  financial 
affairs  with  an  impunity  that  approaches  statutory 

exemption. 

"When  law  enforcement  personnel  are  confronted 
with  the  secret  foreign  bank  account  or  the  secret 
financial  institution  they  are  placed  in  an  impossible 
position.  In  order  to  receive  evidence  and  testimony 
regarding  activities  in  the  secrecy  jurisdiction  they 
must  subject  themselves  to  a  time  consuming  and 
ofttimes  fruitless  foreign  legal  process.  Even  when 
procedural  obstacles  are  overcome,  the  foreign  juris- 
dictions rigidly  enforce  their  secrecy  laws  against 
their  own  domestic  institutions  and  employees. 

"One  of  the  most  damaging  effects  of  an  Ameri- 
can's use  of  secret  foreign  financial  facilities  is  its 
undermining  of  the  fairness  of  our  tax  laws.     Secret 
foreign  financial  facilities,  particularly  in  Switzer- 
land, are  available  only  to  the  wealthy.    To  open 
a  secret  Swiss  account  normally  requires  a  substan- 
tial deposit,  but  such  an  account  offers  a  convenient 
means  of  evading  U.  S.  taxes.     In  these  days  when 
the  citizens  of  this  country  are  crying  out  for  tax 
reform  and  relief,  it  is  grossly  unfair  to  leave  the 
secret  foreign  bank  account  open  as  a  convenient 
avenue  of  tax  evasion.     The  former  U.  S.  Attorney 
for  the  Southern  District  of  New  York  has  character- 
ized the  secret  foreign  bank  account  as  the  largest 
single  tax  loophole  permitted  by  American  law." 

While  most  of  the  recordkeeping  requirements  imposed 
by  the  Secretary  under  the  Act  merely  require  the  banks 
to  keep  records  which  most  of  them  had  in  the  past 
voluntarily  kept  and  retained,  and  while  much  of  the 
required  reporting  of  domestic  transactions  had  been 
required  by  earlier  Treasury  regulations  in   effect  for 
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nearly  30  years,-  there  is  no  denying  the  impressive  sweep 
of  the  authority  conferred  upon  the  Secretary  of  the 
Treasury  by  the  Bank  Secrecy  Act  of  1970.  While  an 
Act  conferring  such  broad  authority  over  transactions 
such  as  these  might  well  surprise  or  even  shock  those 
who  lived  in  an  earlier  era,  the  latter  did  not  live  to  see 
the  time  when  bank  accounts  would  join  chocolate, 
cheese,  and  watches  as  a  symbol  of  the  Swiss  economy. 
Nor  did  they  live  to  see  the  heavy  utilization  of  our 
domestic  banking  system  by  the  minions  of  organized 
crime  as  well  as  by  millions  of  legitimate  businessmen. 
The  challenges  made  here  to  the  Bank  Secrecy  Act  are 
directed  not  to  any  want  of  legislative  authority  in  Con- 
gress to  treat  the  subject,  but  instead  to  the  Act's  asserted 
violation  of  specific  constitutional  prohibitions. 


Title  I  of  the  Act,  and  the  implementing  regulations 
promulgated  thereunder  by  the  Secretary  of  the  Treasury, 
require  financial  institutions  to  maintain  records  of  the 
identities  of  their  customers,  to  make  microfilm  copies 
of  certain  checks  drawn  on  them,  and  to  keep  records  of 
certain  other  items.  Title  II  of  the  Act  and  its  imple- 
menting regulations  require  reports  of  certain  domestic 
and  foreign  currency  transactions. 

A.  Title  I — The  Recordkeeping  Requirements 

Title  I  of  the  Bank  Secrecy  Act  contains  the  gen- 
eral recordkeeping  requirements  for  banks  and  other 
financial  institutions,  as  provided  by  the  Secretary  by 
regulation.  Section  101  of  the  Act,  12  U.  S.  C.  §  1829b, 
applies  by  its  terms  only  to  federally  insured  banks.  It 
contains  congressional  findings  "that  adequate  records 
maintained  by  insured  banks  have  a  high  degree  of  use- 

^See  11.  11,  infra. 
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fulness  in  criminal,  tax,  and  regulatory  investigations  and 
proceedings."     The  major  requirements  of  the  section 
are  that  insured  banks  record  the  identities  of  persons 
having  accounts  with  them  and  of  persons  having  signa- 
ture authority  thereover,  in  such  form  as  the  Secretary 
may  require.     To  the  extent  that  the  Secretary  deter- 
mines by  regulation  that  such  records  would  have  the 
requisite  "high  degree  of  usefulness,"  the  bar>«  must 
make  and  maintain  microfilm  or  other  reproductions  of 
each  check,  draft,  or  other  instrument  drawn  on  it  and 
presented  to  it  for  payment,  and  must  maintain  a  record 
of  each  check,  draft,  or  other  instrument  received  by  it 
for  deposit  or  collection,  together  with  an  identification 
of  the  party  for  whose  account  it  is  to  be  deposited  or 
collected.     Section  101  further  authorizes  the  Secretary 
to  require  insured  banks  to  maintain  a  record  of  the 
identity  of  all  individuals  who  engage  in  transactions 
which  are  reportable  by  the  bank  under  Title  II  of  the 
Act,    and    authorizes    the    Secretary    to    prescribe    the 
required  retention  period  for  such  records.     Section  102, 
12  U.  S.  C.  §  1730d,  amends  the  National  Housing  Act  to 
authorize  the  Secretary  to  apply  similar  recordkeeping 
requirements  to  institutions  insured  thereunder.      Sec- 
tions 121  and  123  of  the  Act,  12  U.  S.  C.  §§  1953,  1955, 
authorize   the   Secretary   to   issue   regulations   applying 
similar  recordkeeping  requirements  to  additional  domestic 
financial  institutions.^ 


3  Under  section  123(b),  the  authority  of  the  Secretary  extends 
to  any  person  engaging  in  the  business  of: 

"(1)  Issuing  or  redeeming  checks,  money  orders,  travelers'  checks, 
or  similar  instruments,  except  as  an  incident  to  the  conduct  of  its 
own  nonfinancial  business. 

"(2)  Transferring  funds  or  credits  domestically  or  internationally. 

"(3)  Operating  a  currency  exchange  or  otherwise  dealing  in  foreign 
currencies  or  credits. 

"(4)  Operating  a  credit  card  system. 
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Although  an  initial  draft  of  Title  I,  see  H.  R.  15073, 
91st  Cong.,  1st  Sess.,  would  have  compelled  the  Secretary 
of  the  Treasury  to  promulgate  regulations  requiring 
banks  to  maintain  copies  of  all  items  received  for  collec- 
tion or  presented  for  payment,  the  Act  as  finally  passed 
required  the  maintenance  only  of  such  records  and  micro- 
film copies  as  the  Secretary  determined  to  have  a  "high 
degree  of  usefulness."*  Upon  passage  of  the  Act,  the 
Treasury  Department  established  a  task  force  which  con- 
sulted with  representatives  from  financial  institutions, 
trade  associations,  and  governmental  agencies  to  deter- 
mine the  type  of  records  which  should  be  maintained. 
Whereas  the  original  regulations  promulgated  by  the 
Secretary  of  Treasury  had  required  the  copying  of  all 
checks,  the  task  force  decided,  and  the  regulations  were 
accordingly  amended,  to  require  check  copying  only  as 
to  checks  in  excess  of  $100.^     The  regulations  also  require 

"(5)  Performing  such  similar,  related,  or  substitute  functions  for 
any  of  the  foregoing  or  for  banking  as  may  be  specified  by  the  Secre- 
tary in  regulations." 

Section  122  of  the  Act,  12  U.  S.  C.  §  1954,  authorizes  the  Secre- 
tary to  require  reports  with  respect  to  the  ownership,  control,  and 
management  of  uninsured  domestic  financial  institutions. 

*See  House  Hearings,  n.  1,  supra,  at  60-61,  80,  146,  162,  314,  316, 
321,  333;  S.  Rep.  No.  91-1139,  mpra,  at  18-19  (supplemental 
views). 

^  For  a  summary  of  the  task  force  study,  see  Hearings  before  the 
Subcommittee  on  Financial  Institutions  of  the  Senate  Committee- 
on  Banking,  Housing,  and  Urban  Affairs  to  amend  the  Bank  Secrecy 
Act  (S.  3814),  92d  Cong.,  2d  Sess.,  60-64  (1972).  The  Secretary 
of  the  Treasury  initially  issued  regulations  on  April  5,  1972,  imple- 
menting the  provisions  of  the  Act.  See  31  C.  F.  R.  Part  103  (37  Fed. 
Reg.  6912).  The  Treasury  Department  task  force  found  that  law 
enforcement  would  not  be  greatly  impaired  by  limiting  the  check- 
copying  requirement  to  checks  in  excess  of  SIOO.  An  Assistant 
Secretary  of  the  Treasury  estimated  that  this  exclusion  would 
eUminate  90%  of  all  personal  checks  from  the  microfihning  re- 
quirement. Senate  Hearings  on  S.  3814,  supra,  at  42,  44,  57-58. 
The  regulations  were  thus  amended  shortly'  after  their  promulgation 
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the  copying  of  only  "on  us"  checks:  checks  drawn  on 
the  bank  or  issued  and  payable  by  it.  31  CFR  §  103.34 
(b)(3).  The  regulations  exempt  from  the  copying 
requirements  certain  ''on  us"  checks  such  as  dividend, 
payroll,  and  employee  benefit  checks,  provided  they  are 
drawn  on  an  account  expected  to  average  at  least  one 
hundred  checks  per  month."  The  regulations  also  require 
banks  to  maintain  records  of  the  identity  and  taxpayer 
identification  number  of  each  person  maintaining  a  finan- 
cial interest  in  each  deposit  or  share  account  opened  after 
June  30,  1972,  and  to  microfilm  various  other  finan- 
cial documents.      31  CFR  §  103.34.^      In  addition,  the 


to  exclude  the  copying  of  checks  drawn  for  SlOO  or  less.  31  CFR 
§103.34  (b)(3),  as  amended,  37  Fed.  Reg.  23114  (1972),  38  Fed. 
Reg.  2174  (1973),  ef!'ective  January  17,  1973. 

« Exempted  by  31  CFR  §  103.34  (b)  (3)  are  dividend  checks, 
payroll  checks,  employee  benefit  checks,  insurance  claim  checks, 
medical  benefit  checks,  checks  drawn  on  governmental  agency  ac- 
counts, checks  drawn  by  brokers  or  dealers  in  securities,  checks 
drawn  on  fiduciary  accounts,  checks  drawn  on  other  financial  insti- 
tutions, and  pension  or  annuity  checks,  provided  the>-  are  drawn 
on  an  account  expected  to  average  at  least  one  hundred  checks  per 

month. 

'  31  CFR  §  103.34  (b)  requires  that  each  bank  retain  either  the 
original  or  a  microfilm  or  other  copy  or  reproduction  of  (1)  docu- 
ments granting  signature  authority  over  accounts;  (2)  statements 
or  ledger  cards  showing  transactions  in  each  account;  (3)  each  item 
involving  more  than  810,000  remitted  or  transferred  to  a  person, 
account,  or  place  outside  the  United  States;  (4)  a  record  of  each 
remittance  or  transaction  of  funds,  currency,  monetary  instruments, 
checks,  investment  securities,  or  credit,  of  more  than  810,000  to  a 
person,  account,  or  place  outside  the  United  States;  (5)  each  check 
or  draft  in  an  amount  exceeding  810,000  drawn  on  or  issued  by  a 
foreign  bank  which  the  domestic  bank  has  paid  or  presented  to  a 
nonbank  drawee  for  payment;  (6)  each  item  of  more  than  810,000 
received  directly  from  a  bank,  broker,  or  dealer  in  foreign  exchange 
outside  the  United  States;  (7)  a  record  of  each  receipt  of  currency, 
monetarv  instruments,  checks,  or  investment  securities,  and  each 
transfer"  of  funds  or  credit  in  amounts  exceeding  810,000  received 
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Secretary's  regulations  require  all  financial  institutions 
to  maintain  a  microfilm  or  other  copy  of  each  extension 
of  credit  in  an  amount  exceeding  |5,000  except  those 
secured  by  interest  in  real  property,  and  to  microfilm 
each  advice,  request,  or  instruction  given  or  received 
regarding  the  transfer  of  funds,  currency  or  other  money 
or  credit  in  amounts  exceeding  $10,000  to  a  person, 
account  or  place  outside  the  United  States.  31  CFR 
§  103.33. 

Reiterating  the  stated  intent  of  the  Congress,  see,  e.  g., 
H.  R.  Rep.  No.  91-975,  supra,  at  5;  S.  Rep.  No.  91-1139, 
supra,  at  10,  the  regulations  provide  that  inspection, 
review  or  access  to  the  records  required  by  the  Act  to 
be  maintained  is  governed  by  existing  legal  process.  31 
CFR  §  103.51.^  Finally,  sections  125  through  127  of 
the   Act   provide"  for   civil   and   criminal   penalties   for 

directly  from  a  bank,  broker,  or  dealer  in  foreign  exchange  outside 
Ihe  United  States;  (8)  records  needed  to  reconstruct  a  demand 
deposit  account  and  to  trace  checks  in  excess  of  $100  deposited  in 

such  account. 

31  CFR  §  103.35  requires  brokers  and  dealers  in  securities  to  main- 
tam  similar  information  with  respect  to  their  brokerage  accounts. 

The  prescribed  retention  period  for  all  records  under  the  regula- 
tions is  five  years,  except  for  the  records  required  for  reconstructing 
a  demand  deposit  account,  which  must  be  retained  for  only  two 
years.    31  CFR  §103.36  (c). 

«31  CFR  §103.51  provides: 

"Except  as  provided  in  §§  103.34  (a)  (1)  and  103.35(a)(1),  and 
except  for  the  purpose  of  assuring  compliance  with  the  record- 
keeping and  reporting  requirements  of  this  part,  this  part  does  not 
authorize  the  Secretary  or  any  other  person  to  inspect  or  review 
the  records  required  to  be  maintained  by  subpart  C  of  this  part. 
Other  inspection,  review  or  access  to  such  records  is  governed  by 
other  applicable  law." 

This  regulation  became  effective  January  17,  1973.  37  Fed.  Reg. 
23114  (1972) ;  38  Fed.  Reg.  2174  (1973). 
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willful  violations  of  the  recordkeeping  requirements.     12 
U.   S.   C.   §§  1955-1957. 

B.  Title  II— Foreign  Financial  Transaction 
Reporting  Requirements 

Chapter  3  of  Title  II  of  the  Bank  Secrecy  Act  and  the 
regulations  promulgated  thereunder  generally  require 
persons  to  report  transportations  of  monetary  instru- 
ments into  or  out  of  the  United  States,  or  receipts  of  such 
instruments  in  the  United  States  from  places  outside  the 
United  States,  if  the  transportation  or  receipt  involves 
instruments  of  a  value  greater  than  $5,000.  Chapter  4 
of  Title  II  of  the  Act  and  the  implementing  regulations 
generally  require  United  States  citizens,  residents,  and 
businessmen  to  file  reports  of  their  relationships  with 
foreign  financial  institutions.  The  legislative  history  of 
the  foreign  transaction  reporting  provisions  indicates  that 
the  Congress  was  concerned  with  the  circumvention  of 
United  States  regulatory,  tax  and  criminal  laws  which 
United  States  citizens  and  residents  were  accomplishing 
through  the  medium  of  secret  foreign  bank  transactions. 
S.  Rep.  No.  91-1139,  supra,  at  7;  H.  R.  Rep.  No.  91-975, 
supra,  at  13. 

Section  231  of  the  Act,  31  U.  S.  C.  §  1101,  requires 
anyone  connected  with  the  transaction  to  report,  in  the 
manner  prescribed  by  the  Secretary,  the  transporta- 
tion into  or  out  of  the  country  of  monetary  instru- 
ments'    exceeding    $5,000    on    any    one    occasion.      As 

9  "Monetary  instrument"  is  defined  by  section  203  (1)  of  the  Act 
as  "com  and  currency  of  the  United  States,  and  in  addition,  such 
foreign  coin  and  currencies,  and  such  types  of  travelers'  checks, 
bearer  negotiable  instruments,  bearer  investment  securities,  bearer 
securities,  and  stock  with  title  passing  upon  delivery,  or  the  equiv- 
alent thereof,  as  the  Secretary  may  by  regulation  specify  for  the 
purposes  of  the  provision  of  this  title  to  which  the  regulation 
relates."    31  U.  S.  C.  §  1052. 
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provided  by  the  Secretary's  regulations,  the  report  must 
include  information  as  to  the  amount  of  the  instrument, 
the  date  of  receipt,  the  form  of  instrument,  and  the  per- 
son from  whom  it  was  received.  See  31  CFR  §§  103.23, 
103.25."  The  regulations  exempt  various  classes  of  per- 
sons from  this  reporting  requirement,  including  banks, 
brokers  or  dealers  in  securities,  common  carriers  and 
others  engaged  in  the  business  of  transporting  currency 
for  banks.  31  CFR  §  103.23  (c).  Monetary  instru- 
ments which  are  transported  without  the  filing  of  a 
required  report,  or  with  a  materially  erroneous  report, 
are  subject  to  forfeiture  under  section  232  of  the  Act,  31 
U.  S.  C.  §  1102;  a  person  who  has  failed  to  file  the 
required  report  or  who  has  filed  a  false  report  is  subject 
to  civil  penalties  under  sections  207  and  233,  31  U.  S.  C. 
§§  1056,  1103,  as  well  as  criminal  penalties  under  sections 
209  and  210,  31  U.  S.  C.  §§  1058,  1059. 

Section  241  of  the  Act,  31  U.  S;  C.  §  1121,  authorizes 
the  Secretary  to  prescribe  regulations  requiring  residents 
and  citizens  of  the  United  States,  as  well  as  nonresidents 
in  the  United  States  and  doing  business  therein,  to  main- 
tain records  and  file  reports  with  respect  to  their  trans- 
actions and  relationships  with  foreign  financial  agencies. 
Pursuant  to  this  authority,  the  regulations  require  each 
person  subject  to  the  jurisdiction  of  the  United  States 
to  make  a  report  on  yearly  tax  returns  of  any  "financial 
interest  in,  or  signature  or  other  authority  over,  a  bank, 

"'The  form  provided  by  the  Treasury  Department  for  the  re- 
porting of  these  transactions  is  Form  4790  (Report  of  International 
Transportation  of  Currency  or  Monetary  Instruments).  See  Mo- 
tion to  Affirm  on  behalf  of  the  United  States  in  No.  72-985,  App.  C, 
at  29-30.  The  report  must  identify  the  person  required  to  file  the 
report,  Iiis  capacity  and  the  identity  of  persons  for  whom  he  acts, 
and  must  specify  the  amounts  and  types  of  monetary  instruments, 
the  method  of  transportation,  and,  if  applicable,  the  name  of  the 
person   from   whom   the   shipment   was   received. 
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securities  or  other  financial  account  in  a  foreign  country." 
31  CFR  §  103.24.  Violations  of  the  reporting  require- 
ment of  section  241  as  implemented  by  the  regulations 
are  also  subject  to  civil  and  criminal  penalties  under  sec- 
tions 207,  209,  and  210  of  the  Act,  31  U.  S.  C.  §§  1056, 
1058,  1059. 

C.  Title  II — Domestic  Financial  Transaction 
Reporting  Requirements 

In  addition  to  the  foreign  transaction  reporting 
requirements  discussed  above,  Title  II  of  the  Bank 
Secrecy  Act  provides  for  certain  reports  of  domestic 
transactions  where  such  reports  have  a  high  degree  of 
usefulness  in  criminal,  tax,  or  regulatory  investigations 
or  proceedings.  Prior  to  the  enactment  of  the  Bank 
Secrecy  Act,  financial  institutions  had  been  providing 
reports  of  their  customers'  large  currency  transactions 
pursuant  to  regulations  promulgated  by  the  Secretary  of 
Treasury''  which  had  required  reports  of  all  currency 
transactions  that,  in  the  judgment  of  the  institution, 
exceeded  those  "commensurate  with  the  customary  con- 
duct of  the  business,  industry  or  profession  of  the  person 
or    organization    concerned.'"'     In    passing   the    Bank 

11  In  issuing  these  regulations,  the  Secretary  relied  upon  the 
authority  of  two  statutory  provisions:  (1)  the  Trading  with  the 
Enemy  Act,  40  Stat.  411,  as  amended  by  §2,  Act  of  Mar.  9,  1933, 
c  1,  48  Stat.  1,  and  by  §301,  First  War  Powers  Act,  c.  593,  55 
Stat.  838  (1941).  See  12  U.  S.  C.  §  95a  (Supp.  V,  1940  ed.); 
(2)  §  251  of  the  Revised  Statutes,  31  U.  S.  C.  §  427. 

1-  The  previous  regulations  promulgated  by  the  Secretary,  see  31 
CFR  §102.1  (1949  ed.),  10  Fed.  Reg.  6556,  originally  mentioned 
transactions  involving  $1,000  or  more  in  denominations  of  $50  or 
more,  or  $10,000  or  more  in  any  denominations.  In  1952,  the 
former  amount  was  raised  to  $2,500  in  denominations  of  $100  or 
more.  See  17  Fed.  Reg.  1822,  2306.  When  these  regulations  were 
revised  in  1959  to  simplif>-  the  reporting  form,  the  Secretary  noted 
The  great  value  of  the  reports  to  law  enforcement.     See  Treasury 
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Secrecy  Act,  Congress  recognized  that  the  use  of  financial 
institutions,  both  domestic  and  foreign,  in  furtherance 
of  activities  designed  to  evade  the  regulatory  mechanisms 
of  the  United  States,  had  markedly  increased.  H.  R. 
Rep.  No.  91-975,  supra,  at  10;  S.  Rep.  No.  91-1139, 
supra,  at  2-3.  Congress  recognized  the  importance  of 
reports  of  large  and  unusual  currency  transactions  in 
ferreting  out  criminal  activity  and  desired  to  strengthen 
the  statutory  basis  for  requiring  such  reports.  H.  R.  Rep. 
No.  91-975,  supra,  at  11-12.  In  particular,  Congress 
intended  to  authorize  more  definite  standards  for  deter- 
mining what  constitutes  the  type  of  unusual  transaction 
that  should  be  reported.  S.  Rep.  No.  91-1139,  supra, 
at  6. 

Section  221  of  the  Bank  Secrecy  Act,  31  U.  S.  C.  §  1081, 
therefore  delegates  to  the  Secretary  of  the  Treasury  the 
authority  for  specifying  the  currency  transactions  which 
should  be  reported,  "if  they  involve  the  payment,  receipt, 
or  transfer  of  United  States  currency,  or  such  other  mone- 
tary instruments  as  the  Secretary  may  specify."  Section 
222  of  the  Act,  31  U.  S.  C.  §  1082,  provides  that  the 
Secretary  may  require  such  reports  from  the  domestic 
financial  institution  involved  or  the  parties  to  the  trans- 
actions or  both.''  Section  223  of  the  Act,  31  U.  S.  C. 
§  1083,  authorizes  the  Secretary  to  designate  financial 
institutions  to  receive  such  reports. 

In  the  implementing  regulations  promulgated  under 
this  authority,  the  Secretary  of  the  Treasury  has  required 
only  that  financial  institutions  file  certain  reports  with 
the  Commissioner  of  Internal  Revenue.  The  regulations 
require  that  a  report  be  made  for  each  deposit,  with- 

Release  No.  A-590,  August  3,  1959,  included  in  the  Jurisdictional 
Statement  for  the  United  States  in  No.  72-1073  App  E  at 
127-130. 

"  The  proper  interpretation  of  this  section  is  a  source  of  dispute 
in  these  appeals.    See  n.  29,  injra. 
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drawal,  exchange  of  currency"  or  other  payment  or 
transfer  "which  involves  a  transaction  in  currency  of 
more  than  $10,000."  31  CFR  §  103.22/^'  The  regula- 
tions exempt  from  the  reporting  requirement  certain 
intrabank  transactions  and  "transactions  with  an  estab- 
lished customer  maintaining  a  deposit  relationship  [in 
amounts]  commensurate  with  the  customary  conduct  of 
the  business  industry  or  profession  of  the  customer  con- 
cerned." Ihidy-  Provision  is  also  made  in  the  regula- 
tions whereby  information  obtained  by  the  Secretary  of 


14  "Currency"  is  defined  in  the  Secretary's  regulations  as  the  "com 
and  currency"  of  the  United  States  or  of  an>-  other  country,  which 
circulate  in  and  are  customarily  used  and  accepted  as  money  in 
the  country  in  which  issued.  It  includes  United  States  silver  cer- 
tificates, United  States  notes  and  Federal  Reserve  notes,  but  does 
not  include  bank  checks  or  other  negotiable  instruments  not  cus- 
tomarily accepted  as  money."    31  CFR   §  103.11. 

15  The  form  prescribed  by  the  Secretary,  see  31  CFR  §  103.25  (a), 
for  the  reporting  of  the  domestic  currency  transactions  is  Treasury 
Form    4789     (Currency    Transaction    Report).      See    Juri.sdictional 
Statement  for  the  United  States  in  No.  72-1073,  App.  D.  at   121. 
Form  4789  requires  information  similar  to  that  required  by  the  pre- 
vious Treasury  reporting  form,  see  n.  12,  suyra,  including  (1)  the 
name,  address,  business  or  profession  and  social  security  number 
of  the  person  conducting  the  transaction;   (2)  similar  mformation  as 
to  the  person  or  organization  for  whom  it  was  conducted:    (3)   a 
summary   description   of   Ihc   nature   of   the   transaction,   the   type, 
amount  and  denomination  of  the  currenc>-  involved  and  a  descrip- 
tion  of   anv   check   hivolved   m   the   transaction;     (4)    the   type   of 
identification  presented;  and  (5)  the  identity  of  the  reporting  finan- 
cial institution. 

The  regulations  also  provide  that  the  names  of  all  customers  whose 
currency'transactions  m  excess  of  $10,000  are  not  reported  on  Form 
4789   must   be   reported   to   the   Secretary   on   demand.     31   CFR 

§  103.22. 

1'^  Transactions  with  Federal  Reserve  Banks  or  Federal  Home  Loan 
Banks,  or  solely  with  or  originated  by  financial  institutions  or  foreign 
banks,  are  also  excluded  from  these  reporting  requirements.  31 
CFR  §  103.22. 
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the  Treasury  may  in  some  instances  and  in  confidence  be 
available  to  other  departments  or  agencies  of  the  United 
States.  31  CFR  §103.43;  see  31  U.  S.  C.  §1061.^' 
There  is  also  provision  made  in  the  regulations  whereby 
the  Secretary  may  in  his  sole  discretion  make  exceptions 
to  or  grant  exemptions  from  the  requirements  of  the 
regulation.     31  CFR  §  103.45  (a).^«     Failure  to  file  the 


1'  Section  212  of  the  Art,  31  U.  S.  C.  §  1061,  authorizes  the  Secre- 
tary to  provide  by  reguhition  for,  the  avaih^bility  of  information 
provided  in  the  reports  required  by  the  Act  to  other  departments 
and  agencies  of  the  Federal  Government.  Pursuant  to  this  authority, 
the  Secretary  has  promulgated  31   CFR  §  103.43,  which  provides: 

"The  Secretary  may  make  any  information  set  forth  in  any  report 
received  pursuant  to  this  part  available  to  any  other  department 
or  agency  of  the  United  States  upon  the  request  of  the  head  of 
such  department  or  agencx',  made  in  writing  and  stating  the  par- 
ticular information  desired,  the  criminal,  tax,  or  regulatory  investi- 
gation or  proceeding  in  connection  with  which  the  information  is 
sought,  and  the  official  need  therefor.  Any  information  made  avail- 
able under  this  section  to  other  departments  or  agencies  of  the 
United  States  shall  be  received  by  them  in  confidence,  and  shall  not 
be  disclosed  to  any  person  except  for  official  purposes  relating  to 
the  investigation  or  proceeding  in  connection  with  which  the  infor- 
mation is  sought." 

The  last  sentence  of  this  regulation  was  added  by  an  amendment, 
see  37  Fed.  Reg.  23114  (1072),  3S  Fed.  Reg.  2174  (1973),  effective 
January  17,  1973. 

IS  31  CFR  §  103.45  (a)  provides: 

"The  Secretary,  in  his  sole  discretion,  may  by  written  order  or 
authorization  make  exceptions  to,  or  grant  exemptions  from,  the 
requirements  of  this  part.  Sucli  exceptions,  or  exemptions,  may  be 
conditional  or  unconditional,  may  apply  to  particular  persons  or  to 
classes  of  persons,  and  may  apply  to  particular  transactions  or 
classes  of  transactions.  They  shall,  however,  be  applicable  only  as 
expressly  stated  in  the  order  or  authorization,  and  they  shall  be 
revocable  in  the  sole  discretion  of  the  Secretary." 

When  originally  promulgated,  this  regulation  additionally  gave  the 
Secretary  the  authority  to  ''impose  additional  recordkeeping  or 
reporting  requirements  authorized  by  statute,  or  otherwise  modify 
the  requirements  of"  the  Act.       37  Fed.  Reg.  6912    (1972).     The 
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required  report  or  the  filing  of  a  false  report  subjects  the 
banks  to  criminal  and  civil  penalties.  31  U.  S.  C. 
§§  1056,  1058,  1059. 

II 

This  litigation  began  in  June  1972  in  the  United 
States  District  Court  for  the  Northern  District  of  Cali- 
fornia. Various  plaintiffs  applied  for  a  temporary 
restraining  order  prohibiting  the  defendants,  including 
the  Secretary  of  the  Treasury  and  heads  of  other  federal 
agencies,  from  enforcing  the  provisions  of  the  Bank 
Secrecy  Act,  enacted  by  Congress  on  October  26,  1970, 
and  thereafter  implemented  by  the  Treasury  Regula- 
tions. The  plaintiffs  below  included  several  named 
individual  bank  customers,  the  Security  National  Bank, 
the  California  Bankers  Association,  and  the  American 
Civil  Liberties  Union,  suing  on  behalf  of  itself  and  its 
various  bank  customer  members. 

The  plaintiffs'  principal  contention  in  the  District 
Court  was  that  the  Act  and  the  Regulations  were  viola- 
tive of  the  Fourth  Amendment's  guarantee  against  unrea- 
sonable search  and  seizure.  The  complaints  also  alleged 
that  the  Act  violated  the  First,  Fifth,  Ninth,  Tenth,  and 
Fourteenth  Amendments.  The  District  Court  issued  a 
temporary  restraining  order  enjoining  the  enforcement  of 
the  foreign  and  domestic  reporting  provisions  of  Title  II 
of  the  Act,  and  requested  the  convening  of  a  three- judge 
court  pursuant  to  28  U.  S.  C.  2284  to  entertain  the 
myriad  of  constitutional  challenges  to  the  Act. 

The  three- judge  District  Court  unanimously  upheld 
the  constitutionality  of  the  recordkeeping  requirements 
of  Title  I  of  the  Act  and  the  accompanying  Regulations, 
and  the  requirements  of  Title  II  of  the  Act  and  the 
Regulations  requiring  reports  concerning  the  import  and 


amendment  to  the  present  form  became  effective  January  17,  1973. 
37  Fed.  Reg.  23114  (1972);  38  Fed.  Reg.  2174  (1973). 
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export  of  currency  and  monetary  instruments  and  rela- 
tionships with  foreign  financial  institutions.  The  Dis- 
trict Court  concluded,  however,  with  one  judge  dissenting, 
that  the  domestic  reporting  provisions  of  sections  221- 
223  of  Title  II  of  the  Act,  31  U.  S.  C.  §§  1081-1083,  were 
repugnant  to  the  Fourth  Amendment  of  the  Constitu- 
tion. 347  F.  Supp.  1242  (1972).  The  court  held  that 
since  the  domestic  reporting  provisions  of  thp  Act  p£^r- 
mitted  the  Secretary  of  the  Treasury  to  require  detailed 
reports  of  virtually  all  domestic  financial  transactions, 
including  those  involving  personal  checks  and  drafts,  and 
since  the  Act  could  conceivably  be  administered  in  such 
a  manner  as  to  compel  disclosure  of  all  details  of  a  cus- 
tomer's financial  affairs,  the  domestic  reporting  provisions 
must  fall  as  facially  violative  of  the  Fourth  Amend- 
ment.    Their  enforcement  was  enjoined. 

Both  the  plaintiffs  and  the  Government  defendants 
filed  timely  notices  of  appeal  from  the  portions  of  the 
District  Court  judgment  adverse  to  them.  We  noted 
probable  jurisdiction  over  three  separate  appeals  from 
the  decision  below  pursuant  to  28  U.  S.  C.  §§  1252  and 
1253.    U.  S.  (1973): 

No.  72-985.  The  appellant  in  this  appeal  is  the  Cali- 
fornia Bankers  Association,  an  association  of  all  state 
and  national  banks  doing  business  in  California.  The 
Association  challenges  the  constitutionality  of  the  record- 
keeping provisions  of  Title  I,  as  implemented  by  the  regu- 
lations, on  two  grounds.  First,  the  Association  contends 
that  the  Act  violates  the  Due  Process  Clause  of  the 
Fifth  Amendment  because  there  is  no  rational  rela- 
tionship between  the  objectives  of  the  Act  and  the 
recordkeeping  required,  and  because  the  Act  places  an 
unreasonable  burden  on  the  Association's  member  banks. 
Second,  the  Association  contends  that  the  recordkeeping 
requirements  of  Title  I  violate  the  First  Amendment 
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right  of  privacy  and  anonymity  of  the  member  banks' 

customers. 

No.  72-1196.    This  appeal  was  filed  on  behalf  of  a 
number  of  plaintiffs  in  the  original  suit  in  the  District 
Court:    on  behalf  of  the  Security  National  Bank,  on 
behalf  of  the  American  Civil  Liberties  Union  as  a  deposi- 
tor in  a  bank  subject  to  the  recordkeeping  requirements 
and  as  a  representative  of  its  bank  customer  members, 
and  on  behalf  of  certain  bank  customers.     The  appeal 
first  challenges  the  constitutionality  of  the  recordkeeping 
requirements  of  Title  I  of  the  Act  and  the  implementing 
regulations,  as  does  the  appeal  in  72-985,  supra.     Second, 
the  appeal  challenges  the  constitutionality  of  the  foreign 
financial  transaction  reporting  requirements  of  Title  II  of 
the  Act  and  the  implementing  regulations.     These  record- 
keeping and  foreign  reporting  requirements  are  challenged 
on  three  grounds:  first,  that  the  requirements  constitute 
an  unreasonable  search  and  seizure  in  violation  of  the 
Fourth  Amendment;  second,  that  the  requirements  con- 
stitute a  coerced  creation  and  retention  of  documents  in 
violation  of  the  Fifth  Amendment  privilege  against  com- 
pulsory self-incrimination;  and  third,  that  the  require- 
ments violate  the  First  Amendment  rights  of  free  speech 
and  free  association. 

No.  72-1073.  In  this  appeal,  the  United  States,  as 
appellant,  challenges  that  portion  of  the  District  Court's 
order  holding  the  domestic  financial  transaction  reporting 
requirements  of  Title  II  to  violate  the  Fourth  Amend- 
ment. The  Government  contends  that  the  District 
Court  erred  in  holding  these  provisions  of  Title  II  to  be 
unconstitutional  on  their  face,  without  considering  the 
actual  implementation  of  the  statute  by  the  Treasury 
Regulations.  The  Govermnent  urges  that  since  only 
those  who  violate  these  regulations  may  incur  civil  or 
criminal  penalties,  it  is  the  actual  regulations  issued  by 


57-282   O  -  76  -  pt.  2  -  38 
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the  Secretary  of  the  Treasury,  and  not  the  broad  author- 
izing language  of  the  statute,  which  are  to  be  tested 
against  the  standards  of  the  Fourth  Amendment;  and 
that  when  so  tested  they  are  valid. 

For  convenience,  we  will  refer  throughout  the  remain- 
der of  this  opinion  to  the  District  Court  plaintiffs  as 
plaintiffs,  since  they  are  both  appellants  and  appellees 
in  the  appeals  filed  in  this  Court. 

Ill 

We  entertain  serious  doubt  as  to  the  standing  of  the 
plaintiff  California  Bankers  Association  to  litigate  the 
claims  which  it  asserts  here.     Its  complaint  alleged  that 
it  is  an  unincorporated  association  consisting  of  158  state 
and  national  banks  doing  business  in  California.     So  far 
as  appears  from  the  complaint,  the  Association  is  not  in 
any  way  engaged  in  the  banking  business,  and  is  not  even 
subject  to  the  Secretary's  regulations  which  it  challenges. 
While  the  District  Court  found  that  the  Association  sued 
on  behalf  of  its  member  banks,  the  Association's  com- 
plaint  contains   no   such    allegation.      The   Association 
seeks  to  litigate  not  only  claims  on  behalf  of  its  member 
banks,  but  also  claims  of  injury  to  the  depositors  of  its 
member  banks.     Since  the  Government  has  not  ques- 
tioned the  standing  of  the  Association  to  litigate  the 
claims  peculiar  to  banks,  and  more  importantly  since 
plaintiff   Security   National   Bank  has  standing  as  an 
affected  bank,  and  therefore  determination  of  the  Associ- 
ation's standing  would  in  no  way  avoid  resolution  of  any 
constitutional  issues,  we  assume  without  deciding  that 
the  Association  does  have  standing.     See  Doe  v.  Bolton 
410  U.  S.  179,  189  ( 1973) ;  Sierra  Club  v.  Morton,  405 
U.  S.  727,  739  (1972) ;  iXAACP  v.  Button,  371  U.  S  415 
428  (1963). 

We  proceed  then  to  consider  the  initial  contention  of 
the  bank  plaintiffs  that  the  recordkeeping  requirements 
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imposed  by  the  Secretary's  regulations  under  the  author- 
ity of  Title  I  deprives  the  banks  of  due  process  by  impos- 
ing unreasonable  burdens  upon  them,  and  by  seeking  to 
make  the  banks  the  agents  of  the  Government  in  surveil- 
lance of  its  citizens.     Such  recordkeeping  requirements 
are  scarcely  a  novelty.     The  Internal  Revenue  Code,  far 
example,  contains  a  general  authorization  to  the  Secre- 
tary of  Treasury  to  prescribe  by  regulation  records  to  be 
kept  by  both  business  and  individual  taxpayers,  26  U.  S.  C. 
§6001,    which    has   been    implemented    by    the    Secre- 
tary in  various  regulations."     And  this  Court  has  been 
faced  with  numerous  cases  involving  similar  recordkeep- 
ing requirements.     Similar  requirements  imposed  on  the 
countless  businesses  subject  to  the  Price  Control  Act  dur- 

19  See    e.  g.,  Treas.  Reg.  §1.368-3    (records  to  be  kept  by  lax- 
payers  who  participate  in  tax-free  exchanges  in  connection  with  a 
corporate  reorganization);   §1.374-3   (records  to  be  kept  by  a  rail- 
road corporation  engaging  m  a  tax-free  exchange  m  connection  with 
a  raUroad  reorganization) ;   §  1.857-6  (real  estate  investment  trusts 
must   keep   records   of   stock   ownership);    §1.964-3    (shareholders 
must  keep  records  of  their  interest  in  a  controlled  foreign  corporation) ; 
§1.1101-4    (records  must  be  kept  by  a  stock  or  security  holder 
who    receives   stock   or   securities   or   other   property  upon  a   dis- 
tribution made  bv  a  qualified  bank  holding  corporation) ;  §  1.1247-5 
(foreign    investment    company    must    keep    records    sufficient    to 
verify  what  taxable  income  it  may  have);   §1.6001-1   (all  persons 
liable  to  tax  under  subtitle  A  of  the   Int.   Re^^  Code  shall  keep 
records  sufficient  to  establish  gross  income,  deductions,  and  credits) ; 
§316001  et  seq.  (requirements  that  various  employers  keep  records 
of  withholding  under  the  Railroad  Retirement  Tax  Act  and  the 
Federal   Unemplovment  Tax  Act);    §45.6001    (records  to  be  kept 
by  manufacturers  of  butter  and  cheese),  §46.6001   (records  to  be 
kept  bv  manufacturers  of  sugar) ;  §  46.6001-4  (records  to  be  kept  by 
persons  paying  premiums  on  policies  issued  by  foreign  insurers). 
Treas.  Reg.  §301.7207-1  provides  for  criminal  penalties  for  willful 
deliverv  or  disclosure  to  the  Internal  Revenue  Service  of  a  document 
known"  by  the  person  disclosing  it  to  be  false  as  to  any  material 
matter. 
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ing  the  Second  World  War  were  upheld  in  Shapiro  v 
United  States,  335  U.  S.  1  (1948),  the  Court  observing 
that  there  was  "a  sufficient  relation  between  the  activity 
sought  to  be  regulated  and  the  pubhc  concern  so  that  the 
Government  can  constitutionally  regulate  or  forbid  the 
basic  activity  concerned,  and  can  constitutionally  require 
the  keeping  of  particular  records,  subject  to  inspec- 
tion .  .  .  :'  Id.,  at  32.  In  United  States  v.  Darby,  312 
U.  S.  100  (1941),  the  Court  held  that  employers  subject 
to  the  Fair  Labor  Standards  Act  could  be  required  to 
keep  records  of  wages  paid  and  hours  worked: 

"Since,  as  we  have  held,  Congress  may  require  pro- 
duction for  interstate  commerce  to  conform  to  [wage 
and  hour]  conditions,  it  may  require  the  employer, 
as  a  means  of  enforcing  the  vahd  law,  to  keep  a 
record  showing  whether  he  has  in  fact  complied  with 
it."    Id.,  at  125. 

We  see  no  reason  to  reach  a  different  result  here.  The 
plenary  authority  of  Congress  over  both  interstate  and 
foreign  commerce  is  not  open  to  dispute,  and  that  body 
was  not  limited  to  any  one  particular  approach  to  effec- 
tuate its  concern  that  negotiable  instruments  moving  in 
the  channels  of  that  commerce  were  significantly  aiding 
criminal  enterprise.  The  Secretary  of  the  Treasury, 
authorized  by  Congress,  concluded  that  copying  and 
retention  of  certain  negotiable  instruments  by  the  bank 
upon  which  they  were  drawn  would  facihtate  the  detec- 
tion and  apprehension  of  participants  in  such  criminal 
enterprises.  Congress  could  have  closed  the  channels  of 
commerce  entirely  to  negotiable  instruments,  had  it 
thought  that  so  drastic  a  solution  were  warranted;  it 
could  have  made  the  transmission  of  the  proceeds  of  any 
criminal  activity  by  negotiable  instruments  in  interstate 
or  foreign  commerce  a  separate  criminal  offense.    Had 
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it  chosen  to  do  the  latter,  under  the  precise  authority  of 
Darby  or  Shapiro,  supra,  it  could  have  required  that  each 
individual  engaging  in  the  sending  of  negotiable  instru- 
ments through  the  channels  of  commerce  maintain  a 
record  of  such  action;  the  bank  plaintiffs  concede  as 
much.^° 

The  bank  plaintiffs  contend,  however,  that  the  Act 
does  not  have  as  its  primary  purpose  regulation  of  the 
banks  themselves,  and  therefore  the  requirement  that 
the  banks  keep  the  records  is  an  unreasonable  burden  on 
the  banks.  Shapiro  and  Darby,  which  involved  legisla- 
tion imposing  recordkeeping  requirements  in  aid  of  sub- 
stantive regulation,  are  therefore  said  not  to  control. 
But  provisions  requiring  reporting  or  recordkeeping  by 
the  paying  institution,  rather  than  the  individual  who 
receives  the  payment,  are  by  no  means  unique.  The 
Internal  Revenue  Code  and  its  regulations,  for  example, 
contain  provisions  which  require  businesses  to  report  in- 
come payments  to  third  parties  (26  U.  S.  C.  §  6041  (a)), 
employers  to  keep  records  of  certain  payments  made  to 
employees  (Treas.  Reg.  §  31.6001),  corporations  to  report 
dividend  payments  made  to  third  parties  (26  U.  S.  C. 
§  6042),  cooperatives  to  report  patronage  dividend  pay- 
ments (26  U.  S.  C.  §  6044),  brokers  to  report  customers' 
gains  and  losses  (26  U.  S.  C.  §  6045),  and  banks  to  report 
payments  of  interest  made  to  depositors  (26  U.  S.  C. 
§6049). 

In  Darby  an  identifiable  class  of  emplojfer  was  made 
subject  to  the  Fair  Labor  Standards  Act,  and  in  Shapiro 
an  identifiable  class  of  businesseB  had  been  placed  under 
the  Price  Control  Act;  in  each  of  those  instances,  Con- 
gress found  that  the  purpose  of  its  regulation  was  ade- 
quately secured  by  requiring  necords  to  be  kept  by  the 

-°  Brief  for  Appellant  California  Bankers  Association  in  No.  72-985, 
at  25. 
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persons  subject  to  the  substantive  commands  of  the 
legislation.  In  this  case,  however,  Congress  determined 
that  recordkeeping  alone  would  suffice  for  its  purposes, 
and  that  no  correlative  substantive  legislation  was  re- 
quired. Neither  this  fact,  nor  the  fact  that  the  principal 
congressional  concern  is  with  the  activities  of  the  banks' 
customers,  rather  than  with  the  activities  of  the  bmiks 
themselves,  serve  to  invalidate  the  legislation  on  due 
process  grounds. 

The  bank  plaintiffs  proceed  from  the  premise  that 
they  are  complete  bystanders  with  respect  to  transactions 
involving  drawers  and  drawees  of  their  negotiable  in- 
struments. But  such  is  hardly  the  case.  A  voluminous 
body  of  law  has  grown  up  defining  the  rights  of  the 
drawer,  the  payee,  and  the  drawee  bank  with  respect  to 
various  kinds  of  negotiable  instruments.  The  recogni- 
tion of  such  rights,  both  in  the  various  States  of  this 
country  and  in  other  countries,  is  itself  a  part  of  the 
reason  why  the  banking  business  has  flourished  and 
played  so  prominent  a  part  in  commercial  transactions. 
The  bank  is  a  party  to  any  negotiable  instrument  drawn 
upon  it  by  a  depositor,  and  upon  acceptance  or  payment 
of  an  instrument  incurs  obligations  to  the  payee.  While 
it  obviously  is  not  privy  to  the  background  of  a  transac- 
tion in  which  a  negotiable  instrument  is  used,  the  existing 
wide  acceptance  and  availability  of  negotiable  instru- 
ments is  of  inestimable  benefit  to  the  banking  industry 
as  well  as  to  commerce  in  general. 

Banks  are  therefore  not  conscripted  neutrals  in  trans- 
actions involving  negotiable  instruments,  but  parties  to 
the  instruments  with  a  substantial  stake  in  their  con- 
tinued availability  and  acceptance.  Congress  not  illog- 
ically  decided  that  if  records  of  transactions  of  negotiable 
instruments  were  to  be  kept  and  maintained,  in  order 
to  be  available  as  evidence  under  customary  legal  process 
if  the  occasion  warranted,  the  bank  was  the  most  easily 
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identifiable  party  to  the  instrument  and  therefore  should 
do  the  recordkeeping.  We  believe  this  conclusion  is  con- 
sistent with  Darby  and  Shapiro,  and  that  there  is  a 
sufficient  connection  between  the  evil  Congress  sought 
to  address  and  the  recordkeeping  procedure  it  required 
to  pass  muster  under  the  Due  Process  Clause  of  the 
Fifth  Amendment.-^ 

The  bank  plaintiffs  somewhat  halfheartedly  argue,  on 
the  basis  of  the  costs  which  they  estimate  will  be  incurred 
by  the  banking  industry  in  complying  with  the  Secre- 


21  Congress  had  before  it  ample  testimony  that  the  requirement 
that   banks    reproduce    checks   and   maintain    other   records   would 
significantly  aid  in  the  enforcement  of  federal  tax,  regulatory,  and 
criminal  laws.     See  House  Hearings,- n.  1,  supra,  at   151,  322,  359; 
Senate   Hearings,   n.    1.   supra,   at   61-68,    175,   230,   250-255,   282. 
WhHe  a  substantial  portion  of  the  checks  drawn  on  banks  m  the 
United  States  may  never  be  of  any  utility  for  law  enforcement,  tax 
or  regulatory  purposes,  the  regulations  do  hmit  the  check-copying 
requirement  to  checks  in  excess  of  SIOO.     31  CFR  §  103.34  (b)(3) 
and   (4).    This  SIOO  exception  was  added  to  the  regulations  since 
tliis   litigation   was   instituted,   see   n.   5,   sitpra;    in    reviewing   the 
judgment  of  the  District  Court  m  this  case,  we  look  to  the  statute 
and  the  regulations  as  they  now  stand,  not  as  they  once  did.    Hall  \. 
Beds,  396  U.  S.  45,  48   (1969)    {per  curiam);    Thorpe  v.  Housing 
Avthonty.  393  U.  S.  268,  281  n.  38  (1969). 

The  California  Bankers  Association  contends  that  the  SIOO  excep- 
tion   IS   meaningless    since   microfilm    cameras    cannot    discriminate 
between  checks  in  different  amounts.     There  was,  however,  testimony 
during  the  House  Hearings  that  an  additional  step  could  be  added 
to   the    check-handling    procedures   to   sort   out   those    checks   not 
required  to  be  copied,  and  that  many  banks  have  equipment  that 
can  sort  checks  on  a  dollar-amount  basis.    House  Hearings,  n.  1, 
supra,   at   322,  359.     In  any   event,   it   is   clear  that   the  Act   and 
regulations  do  not  require  banks  to  microfilm  all  checks,  which  some 
banks  have  traditionally  done,  but  instead  leaves  the  decision  to  the 
banks.    Given  the  fact  that  the  cost  burdens  placed  on  the  banks 
in  implementing  the  recordkeeping  requirements  of  the  statute  and 
regulations  are  also   reasonable  ones,  see  n.  22,  infra,  we  do  not 
think  that  the  recordkeeping  requirements  are  unreasonable. 
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tary's  recordkeeping  requirements,  that  this  cost  burden 
alone  deprives  them  of  due  process  of  law.  They  cite  no 
cases  for  this  proposition,  and  it  does  not  warrant  ex- 
tended treatment.  In  its  complaint  filed  in  the  District 
Court,  plaintiff  Security  National  Bank  asserted  that  it 
was  an  "insured"  national  bank;  to  the  extent  that  Con- 
gress has  acted  to  require  records  on  the  jmrt  of  banks 
insured  by  the  Federal  Deposit  Insurance  Corporation, 
or  of  financial  institutions  insured  under  the  National 
Housing  Act,  Congress  is  simply  imposing  a  condition 
on  the  spending  of  public  funds.  See,  e.  g.,  Steivard 
Machine  Co.  v.  Davis,  301  U.  S.  548  (1937);  Helvering 
V.  Davis,  301  U.  S.  619  (1937).  Since  there  was  no 
allegation  in  the  complaints  filed  in  the  District  Court, 
nor  is  it  contended  here  that  any  bank  plaintiff  is  not 
covered  by  FDIC  or  Housing  Act  Insurance,  it  is  un- 
necessary to  consider  what  questions  would  arise  had 
Congress  relied  solely  upon  its  power  over  interstate 
commerce  to  impose  the  recordkeeping  requirements. 
The  cost  burdens  imposed  on  the  banks  by  the  record- 
keeping requirements  are  far  from  unreasonable,  and  we 
hold  that  such  burdens  do  not  deny  the  banks  due 
process  of  law." 


--  The  only  figures  in  the  record  as  to  the  cost  burdens  i)laced  on 
the  banks  by  the  recordkeeping  requirements  show  that  the  Bank 
of  America,  one  of  the  largest  banks  in  the  United  States,  with  997 
branches,  29  Ijillion  dollars  in  deposits  and  a  net  income  in  excess 
of  178  million  dollars  (Moody's  Bank  and  Finance  Manual  (1972). 
at  633-636),  expended  392  thousand  dollars  in  1971,  including  start- 
up costs,  to  comj^ly  with  the  microfilming  requirements  of  Title  I 
of  the  Act.     Affidavit  of  WilUam  Ehler,  App.  24-25. 

The  hearings  before  the  House  Committee  on  Banking  and  Cur- 
rency' indicated  that  the  cost  of  making  microfilm  copies  of  checks 
ranged  from  11/2  mills  per  check  for  small  banks  down  to  abotit  1/2 
mill  or  less  for  large  banks.  See  House  Hearings,  n.  1,  supra,  at 
341,  354-356;  H.  Rep.  No.  91-975,  supra,  at  11.     The  Hou.se  Report 
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The   bank    plaintiffs   also   contend   that   the   record- 
keeping requirements  imposed  by  the  Secretary  pursu- 
ant to  the  Act  undercut  a  depositor's  right  to  effectively 
challenge  a  third-party  summons  issued  by  the  Internal 
Revenue  Service.     See  Reisma7i  v.   CapBi,  375   U.   S^ 
440  (1964);  Donaldson  v.  U^iited  States,  400  U.  S.  517 
(1970);  Couch  v.  United  States,  409  U.  S.  322  (1973). 
Whatever  wrong  such  a  result  might  work  on  a  depositor, 
it  works  no  injury  to  his  bank.     It  is  true  that  m  a 
limited  class  of  cases  this  Court  has  permitted  a  party 
who  suffered  injury  as  a  result  of  the  operation  of  a  law 
to  assert  his  rights  even  though  the  sanction  of  the  law 
was  borne  by  another,  Pierce  v.  Society  of  Sisters,  268 
U.  S.  510  (1925),  and  conversely,  the  Court  has  allowed 
a  party  upon  whom  the  sanction  falls  to  rely  on  the 
wrong  done  to  a  third  party  in  obtaining  relief.  Barrows 
v.  Jackson,  346  U.  S.  249  (1953);  Eisenstadt  v.  Baird, 
405  U.  S.  438  (1972).     Whether  the  bank  might  m  other 
circumstances   rely   on   an   injury   to   its   depositors,   or 
whether  instead  this  case  is  governed  by  the  general  rule 
that  one  has  standing  only  to  vindicate  his  own  rights, 
e.  g..  Moose  Lodge  v.  Irvis,  407  U.  S.  163,  166  (1972), 
need  not  now  be  decided,  since,  in  any  event,  the  claim 
is  premature.     Claims  of  depositors  against  the  compul- 
sion by  lawful  process  of  bank  records  involving  the 
depositors'  own  transactions  must  wait  until  such  process 

Certain  of  the  plaintiffs  below,  appellants  in  No.  72- 
1196,  including  the  American  Civil  Liberties  Union,  the 
Security  National  Bank,  and  various  individual  plaintiff 
depositors,  argue  that  ''the  dominant  purpose  of  an  Act 

further  indicates  that  the  legislation  was  not  expected  to  significantly 
increase  the  costs  of  the  banks  involved  since  it  was  found  that 
many  banks  already  followed  the  practice  of  maintaining  the  records 
contemplated  by  the  legislation. 
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is  the  creation,  preservation  and  collection  of  evidence  of 
crime  [and]  ....  [i]t  is  aganist  the  standards  applicable 
to  the  criminal  law,  then,  that  its  constitutionality  must 
be  measured."  They  contend  that  the  recordkeeping  re- 
quirements violate  the  provisions  of  the  Fourth,  Fifth, 
and  First  Amendments  to  the  Constitution.  At  this 
point,  we  deal  only  with  such  constitutional  challenges 
as  they  relate  to  the  recordkeeping  provisions  of  Title  I 
of  the  Act. 

We  see  nothing  in  the  Act  which  violates  the  Fourth 
Amendment  rights  of  any  of  these  plaintiffs.  Neither 
the  provisions  of  Title  I  nor  the  implementing  regula- 
tions require  that  any  information  contained  in  the  rec- 
ords be  disclosed  to  the  Government ;  both  the  legislative 
history  and  the  regulations  make  specific  reference  to  the 
fact  that  access  to  the  records  is  to  be  controlled  by 
existing  legal  process. 

Plaintiffs  urge  that  when  the  bank  makes  and  keeps 
records  under  the  compulsion  of  the  Secretary's  regula- 
tions it  acts  as  an  agent  of  the  Government,  and  thereby 
engages  in  a  "seizure"  of  the  records  of  its  customers. 
But  all  of  the  records  which  the  Secretary  requires  to  be 
kept  pertain  to  transactions  to  which  the  bank  was  itself 
a  party.  See  United  States  v.  Biswell,  406  U.  S.  311,  316 
(1972).  The  fact  that  a  large  number  of  banks  volun- 
tarily kept  records  of  this  sort  before  they  were  required 
to  do  so  by  regulation  is  an  indication  that  the  records 
were  thought  useful  to  the  bank  in  the  conduct  of  its 
own  business,  as  well  as  in  reflecting  transactions  of  its 
customers.  We  decided  long  ago  that  an  Internal  Reve- 
nue summons  directed  to  a  third-party  bank  was  not  a 
violation  of  the  Fourth  Amendment  rights  of  either  the 
bank  or  the  person  under  investigation  by  the  taxing 
authorities.  See  First  National  Bank  v.  United  States, 
267  U.  S.  576  (1925),  aff'g  295  Fed.  142  (SD  Ala.  1924); 
Donaldson  v.  United  States,  400  U.  S.  517,  522  (1971). 


1271 


CALIFORNIA  BANKERS  ASSN.  v.  SHULTZ  29 

"[I]t  is  difficult  to  see  how  the  summoning  of  a  third 
party,  and  the  records  of  a  third  party,  can  violate  the 
rights  of  the  taxpayer,  even  if  a  criminal  prosecution  is 
contemplated  or  in  progress."  Donaldson  v.  United 
States,  supra,  at  537  (Douglas,  J.,  concurring). 

Plaintiffs  nevertheless  contend  that  the  broad  author- 
ization given  by  the  Act  to  the  Secretary  to  require  the 
maintenance  of  records,  coupled  with  the  broad  authority 
to    require    certain    reports    of    financial    transactions, 
amounts  to  the  power  to  commit  an  unlawful  search  of 
the  banks  and  the  customers.    This  argument  is  based 
on  the  fact  that  31  CFR  §  103.45,  as  it  existed  when  the 
District  Court  ruled  in  the  case,  permitted  the  Secretary 
to  impose  additional  recordkeeping  or  reporting  require- 
ments by  written  order  or  authorization;  this  authority 
has  now  been  deleted  from  the  regulation ;  "  plaintiffs 
thus  argue  that  the  Secretary  could  order  the  immediate 
reporting  of  any  records  made  or  kept  under  the  compul- 
sion of  the  Act.    We  of  course  must  examine  the  statute 
and  the  regulations  as  they  now  exist.    Hall  v.  Beals, 
396  U.  S.  45,  48  (1969)  {per  curiam) ;  Thorpe  v.  Housing 
Authority,  393  U.  S.  268,  281  n.  38   (1969).    Even  if 
plaintiffs  were  correct  in  urging  that  we  decide  the  case 
on  the  basis  of  the  regulation  as  it  existed  at  the  time  the 
District  Court  ruled,  their  contention  would  be  without 
merit.    Whatever  the  Secretary  might  have  authorized 
under  the  regulation,  he  did  not  in  fact  require  the 
reporting  of  any  records  made  or  kept  under  the  com- 
pulsion of  the  Act.     Indeed,  since  the  legislative  history 
of  the  Act  clearly  indicates  that  records  which  it  author- 
ized the  Secretary  to  require  were  to  be  available  only 
by  normal  legal  process,  it  is  doubtful  that  the  Secretary 
would  have  the  authority  ascribed  to  him  by  appellants 
even  under  the  earher  form  of  the  regulation.     But  in 

23  See  n.  18,  supra. 
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any  event,  whether  or  not  he  had  the  authority,  he  did 
not  exercise  it,  and  in  fact  none  of  the  records  were 
required  to  be  reported.  Since  we  hold  that  the  mere 
maintenance  of  the  records  by  the  banks  under  the  com- 
pulsion of  the  regulations  invaded  no  Fourth  Amendment 
right  of  any  depositor,  plaintiffs'  attack  on  the  record- 
keeping requirements  under  that  Amendment  fails.-^ 
That  the  bank  in  making  the  records  required  by  the 
Secretary  acts  under  the  compulsion  of  the  regulation  is 
clear,  but  it  is  equally  clear  that  in  doing  so  it  neither 
searches  nor  seizes  records  in  which  the  depositor  has  a 
Fourth  Amendment  right. 

Plaintiffs  have  briefed  their  contentions  in  such  a  way 
that  we  cannot  be  entirely  certain  whether  their  Fifth 
Amendment  attack  is  directed  only  to  the  reporting  pro- 
visions of  the  regulations,  or  to  the  recordkeeping  pro- 
visions as  well.  To  the  extent  that  it  is  directed  to  the 
regulations  requiring  the  banks  to  keep  records,  it  is  with- 
out merit.  Incorporated  banks,  like  other  organizations, 
have  no  privilege  against  compulsory  self-incrimination, 


24  Chapter  4  of  the  Act,  section  241,  31  U.  S.  C.  §  1121,  authorizes 
the  Secretary  to  by  regulation  require  the  maintenance  of  records 
by  persons  who  engage  in  any  transaction  or  maintain  a  relation- 
ship, directly  or  indirectly,  on  behalf  of  themselves  or  others,  with  a 
foreign  financial  agency.  The  Secretary'  has  by  regulation  required 
the  maintenance  of  such  records  by  persons  having  such  financial 
interests  and  by  domestic  financial  institutions  who  engage  in 
monetary  transactions  outside  the  United  States.  31  CFR  §§  103.32, 
103.33.  The  Act  also  provides  that  production  of  such  records  shall 
be  compelled  only  by  "a  subpena  or  summons  duly  authorized  and 
issued  or  as  may  otherwi.'^e  be  required  by  law."  31  U.  S.  C. 
§  1121  (b).  Though  it  is  not  apparent  from  the  various  briefs  filed 
in  this  Court  by  the  plaintiffs  below  wh^her  this  particular  record- 
keeping requirem.ent  is  challenged,  our  holding  that  a  mere  require- 
ment that  records  be  kept  does  not  violate  any  constitutional  right 
of  the  banks  or  of  the  depositors  necessarily  disposes  of  such  a 
claim,  since  there  is  no  indication  at  this  point  that  there  has  been 
any  attempt  to  compel  the  production  of  such  records. 
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e.  g.,  Hale  v.  Henkel,  201  U.  S.  43,  74-75  (1906) ;  Wilson 
V.  United  States,  221  U.  S.  361,  382-384  (1911);  United 
States  V.  White,  322  U.  S.  694,  699  (1944).  Since  a 
party  incriminated  by  evidence  produced  by  a  third  party 
sustains  no  violation  of  his  own  Fifth  Amendment 
rights,  Johnson  v.  United  States,  228  U.  S.  457,  458 
(1913);  Couch  v.  United  States,  409  U.  S.  322,  328 
(1973),  the  depositor  plaintiffs  here  present  no  meritori- 
ous Fifth  Amendment  challenge  to  the  recordkeeping 
requirements. 

Plaintiff  ACLU  makes  an  additional  challenge  to  the 
recordkeeping  requirements  of  Title  L  It  argues  that 
those  provisions,  and  the  implementing  regulations, 
violate  its  members'  First  Amendment  rights,  since  the 
provisions  could  possibly  be  used  to  obtain  the  identities 
of  its  members  and  contributors  thi:augh  the  examination 
of  the  organization's  bank  records.  This  Court  has 
recognized  that  an  organization  may  have  standing  to 
assert  that  constitutional  rights  of  its  members  to  be 
protected  from  governmentaBy  compelled  disclosure  of 
their  membership  in  the  organization,  and  that  absent  a 
countervailing  governmental  interest,  such  information 
may  not  be  compelled.  NAACP  v.  Alabama,  357  U.  S". 
440  (1958).  See  Pollard  v.  Roberts,  283  F.  Supp.  258 
(ED  Ark.  1968),  aff'd  per  curiam,  393  U.  S.  14  (1968). 

Those  cases,  however,  do  not  elicit  a  per  se  rule  that 
would  forbid  such  disclosure  in  a  situation  where  the 
governmental  interest  would  override  the  associational 
interest  in  maintaining  such  confidentiality.  Each  of 
them  was  litigated  after  a  subpoena  or  summons  had 
already  been  served  for  the  records  of  the  organization, 
and  an  action  brought  by  the  organization  to  prevent  the 
actual  disclosure  of  the  records.^^    No  such  disclosure 


2^  The  ACLU  recognizes  that  these  cases,  and  the  other  cases 
it  cites  involved  situations  in  which  a  subpoena  or  summons  had 
already  issued.     Brief  for  the  Appellant  ACLU   in   No.   72-1196, 
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has  been  sought  by  the  Government  here,  and  the 
ACLU's  challenge  is  therefore  premature.  This  Court, 
in  the  absence  of  a  concrete  fact  situation  in  which  com- 
peting associational  and  governmental  interests  can  be 
weighed,  is  simply  not  in  a  position  to  determine  whether 
an  effort  to  compel  disclosure  of  such  records  would  or 
would  not  be  barred  by  cases  such  as  NAACP  v,  Alabama, 
supra.^^  The  threat  to  any  First  Amendment  rights  of 
the  ACLU  or  its  members  from  the  mere  existence  of 
the  records  in  the  hands  of  the  bank  is  a  good  deal  more 
remote  than  the  threat  assertedly  posed  by  the  Army's 
system  of  compilation  and  distribution  of  information 
which  we  declined  to  adjudicate  in  Laird  v.  Tatum,  408 
U.  S.  1   (1972). 

IV 

We  proceed  now  to  address  the  constitutional  chal- 
lenges directed  at  the  reporting  requirements  of  the 
regulations  authorized  in  Title  II  of  the  Act.     Title  II 


at  57.  See  Lamont  v.  Postmaster  General,  381  U.  S.  301  (1965); 
Gibson  v.  Florida  Legislative  Investigations  Comm.,  372  U.  S.  539 
(1963);  Louisiana  ex  rel.  Gremillion  v.  NAACP,  366  U.  S.  293 
(1961);  Shelton  v.  Tucker,  364  U.  S.  479  (1960);  Bates  v.  Little 
Rock,  361  U.  S.  516  (1960);  NAACP  v.  Alabama,  357  U.  S.  449 
(1958);   United  States  v.  Rumley,  345  U.  S.  41   (1953). 

^'^  The  ACLU  contends  that  present  injunctive  relief  is  essential, 
since  the  banks  might  not  notify  it  of  the  fact  that  their  records 
have  been  subpoenaed,  and  might  comply  with  the  subpoena  with- 
out giving  the  ACLU  a  chance  to  obtain  judicial  review.  While 
noting  that  "most  banks  formally  prohibit"  it  (citing  American 
Banker,  May  12,  1972,  p.  1,  cols.  3-4),  the  ACLU  also  contends 
that  the  "day-to-day  practice  of  permitting  'informal'  access  to  bank 
records  is,  unfortunately,  widespread."  Brief  for  Appellant  ACLU 
inNo.  72-1196,  at  58-59. 

The  record  contains  no  showing  of  any  attempt  by  the  Govern- 
ment, formal  or  informal,  to  compel  the  production  of  bank  records 
containing  information  relating  to  the  ACLU;  we  accordingly  ex- 
press no  opinion  whether  notice  would  in  such  an  instance  be  required 
by  either  the  Act  or  the  Constitution. 
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authorizes  the  Secretary  to  require  reporting  of  two  gen- 
eral categories  of  banking  transactions:  foreign  and  do- 
mestic. The  District  C'ourt  upheld  the  constitutionality 
of  the  foreign  transaction  reporting  requirements  of  reg- 
ulations issued  under  Title  II;  certain  of  the  plaintiffs 
below,  appellants  in  No.  72-1196,  have  appealed  from  that 
portion  of  the  District  Court's  judgment,  and  here  renew 
their  contentions  of  constitutional  infirmity  in  the  for- 
eign reporting  regulations  based  upon  the  First,  Fourth, 
and  Fifth  Amendments.  The  District  Court  invalidated 
the  Bank  Secrecy  Act  insofar  as  it  authorized  the  Secre- 
tary to  promulgate  regulations  requiring  banks  to  report 
domestic  transactions  involving  their  customers,  and  the 
Government  in  No.  72-1073  apeals  from  that  portion  of 
the  District  Court's  judgment. 

As  noted  above,  the  regulations  issued  by  the  Secretary 
under  the  authority  of  Title  II  contain  two  essential 
reporting  requirements  with  respect  to  foreign  financial 
transactions.  Chapter  3  of  Title  II  of  the  Act,  31  U.  S.  C. 
§  1101-1105,  and  the  corresponding  regulation,  31  CFR 
§  103.23,  require  individuals  to  report  transportation  of 
monetary  instruments  into  or  out  of  the  United  States, 
or  receipts  of  such  instruments  in  the  United  States 
from  places  outside  the  United  States,  if  the  instrument 
transported  or  received  has  a  value  in  excess  of  $5,000. 
Chapter  4  of  Title  II  of  the  Act,  31  U.  S.  C.  §  1121-1122, 
and  the  corresponding  regulation,  31  CFR  §  103.24,  gen- 
erally require  United  States  citizens,  residents,  and  busi- 
nessmen to  file  reports  of  their  relationships  with  foreign 
financial  institutions. 

The  domestic  reporting  provisions  of  the  Act  as  imple- 
mented by  the  regulations,  in  contrast  to  the  foreign 
reporting  requirements,  apply  only  to  banks  and  finan- 
cial institutions.  In  enacting  the  statute.  Congress  pro- 
vided in  section  221,  31  U.  S.  C.  §  1081,  that  the  Secretary 
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might  specify  the  types  of  currency  transactions  which 
should  be  reported: 

"Transactions  involving  any  domestic  financial  in- 
stitution shall  be  reported  to  the  Secretary  at  such 
time,  in  such  manner,  and  in  such  detail  as  the 
Secretary  may  require  if  they  involve  the  payment, 
receipt,  or  transfer  of  United  States  currency,  or 
such  other  monetary  instruments  as  the  Secretary 
may  specify,  in  such  amounts,  denominations,  or 
both,  or  under  such  circumstances,  as  the  Secretary 
shall  by  regulation  prescribe." 

Section  222  of  the  Act,  31  U.  S.  C.  §  1082,  authorizes  the 
Secretary  to  require  such  reports  from  the  domestic  fi- 
nancial institution  involved,  from  the  parties  to  the 
transactions,  or  from  both.  In  exercising  his  authority 
under  these  sections,  the  Secretary  has  promulgated 
regulations  which  require  only  that  the  financial  insti- 
tutions make  the  report  to  the  Internal  Revenue  Service; 
he  has  not  required  any  report  from  the  individual  par- 
ties to  domestic  financial  transactions.-^  The  applicable 
regulation,  31  CFR  §  103.22,  requires  the  financial  insti- 
tution to  "file  a  report  on  each  deposit,  withdrawal, 
exchange  of  currency  or  other  payment  or  transfer,  by, 
through,  or  to  such  financial  institution,  which  involves 
a  transaction  in  currency  of  more  than  $10,000."  The 
regulation  exempts  several  types  of  currency  transactions 
from  this  reporting  requirement,  including  transactions 
"within  an  established  customer  maintaining  a  deposit 
relationship  with  the  bank,  in  amounts  which  the  banks 
may  reasonably  conclude  do  not  exceed  amounts  com- 
mensurate with  the  customary  conduct  of  the  business. 
industry  or  profession  of  the  customer  concerned."     Ibid. 


2'^  See  n.  29,  infra. 
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A.  Fourth  Amendment  Challenge  to  the  Foreign 
Reporting  Requirements 

The  District  Court,  in  differentiating  for  constitutional 
purposes  between  the  foreign  reporting  requirements  and 
the  domestic  reporting  requirements  imposed  by  the  Sec- 
retary, relied  upon  our  opinion  in  United  States  v. 
United  States  District  Court,  407  U.  S.  297  (1972),  for 
the  proposition  that  Government  surveillance  in  the  area 
of  foreign  relations  is  in  some  instances  subject  to  less 
constitutional  restraint  than  would  be  similar  activity 
in  domestic  affairs.     Our  analysis  does  not  take  us  over 

this  ground. 

The  plenary  authority  of  Congress  to  regulate  foreign 
commerce,  and  to  delegate  significant  portions  of  this 
power  to  the  Executive,  is  well-established.     C  <^  S  Air- 
lines v.   Waterman  Corp.,  333  U.  S.   103,   109   (1948); 
Norwegian  Nitrogen  Products  Co.  v.  United  States,  288 
U.  S.  294  (1933).     Plaintiffs  contend  that  in  exercising 
that  authority  to  require  reporting  of  previously  de- 
scribed foreign  financial  transactions.  Congress  and  the 
Secretary  have  abridged  their  Fourth  Amendment  rights. 
The  familiar  language  of  the  Fourth  Amendment  pro- 
tects ''the   right  of  the   people   to  be   secure   in   their 
persons,  houses,  papers  and  effects  against  unreasonable 
searches  and  seizures  .  .  .  ."     Since  a  statute  requiring 
the  filing  and  subsequent  publication  of  a  corporate  tax 
return  has  been  upheld  against  a  Fourth  Amendment 
challenge,  Flint  v.  Stone  Tracy  Co.,  220  U.  S.  107,  174- 
176    (1911),   reporting  requirements  are  by  no  means 
per  se  violations  of  the  Fourth  Amendment.     Indeed, 
a  contrary  holding  might  well   fly  in  the  face  of  the 
settled  sixty-year  history  of  self-assessment  of  individual 
and  corporate  income  taxes  in  the  United  States.     This 
Court  has  on  numerous  occasions  recognized   the  im- 
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portance  of  the  self-regulatory  aspects  of  that  system, 
and  interests  of  the  Congress  in  enforcing  it: 

"In  assessing  income  taxes  the  Government  relies 
primarily  upon  the  disclosure  by  the  taxpayer  of  the 
relevant  facts.  This  disclosure  it  requires  him  to 
make  in  his  annual  return.  To  insure  full  and 
honest  disclosure,  to  discourage  fraudulent  attempts 
to  evade  the  tax,  Congress  imposes  sanctions.  Such 
sanctions  may  confessedly  be  either  criminal  or  civil. 
Helvering  v.  Mitchell,  303  U.  S.  391,  399   (1938). 

To  the  extent  that  the  reporting  requirements  of  the 
Bank  Secrecy  Act  and  the  settled  practices  of  the  tax 
collection  process  are  similar,  this  history  must  be  over- 
come by  those  who  argue  that  the  reporting  requirements 
are  a  violation  of  the  Fourth  Amendment.  Plaintiffs 
contend,  however,  that  Boyd  v.  United  States,  116  U.  S. 
G16  (1886),  establishes  the  invalidity  of  the  foreign  re- 
porting requirement  under  the  Fourth  Amendment,  and 
that  the  particular  requirements  imposed  are  so  indis- 
criminate in  their  nature  that  the  regulations  must  be 
deemed  to  be  the  equivalent  of  a  general  warrant  of  the 
kind  condemned  as  obnoxious  to  the  Fourth  Amend- 
ment in  cases  such  as  Stanford  v.  Texas,  379  U.  S.  476 
(1965).  We  do  not  think  these  cases  would  support 
plaintiffs  even  if  their  contentions  were  directed  at  the 
domestic  reporting  requirements;  in  light  of  the  fact  that 
the  foreign  reporting  requirements  deal  with  matters  in 
foreign  commerce,  we  think  plaintiffs'  reliance  on  the 
cases  to  challenge  those  requirements  must  fail. 

Boyd  V.  United  States,  supra,  is  a  case  which  has  been 
the  subject  of  repeated  citation,  discussion,  and  explana- 
tion since  the  time  of  its  decision  88  years  ago.  In 
Communist  Party  v.  SACB,  367  U.  S.  1  (1961),  the  Court 
described  the  Boyd  holding  as  follows: 

"The  Boyd  case  involved  a  statute  providing  that 
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in  proceedings  other  than  criminal  arising  under  the 
revenue  laws,  the  Government  could  secure  an  order 
of  the  court  requiring  the  production  by  an  opposing 
claimant  or  defendant  of  any  documents  under  his 
control  which,  the  Government  asserted,  might  tend 
to  prove  any  of  the  Government's  allegations.     If 
production  were  not  made,  the  allegations  were  to 
be    taken    as    confessed.     On    the    Government's 
motion,   the   District   Court  had   entered   such   an 
order,  requiring  the  claimants  in  a  forfeiture  pro- 
ceeding to  produce  a  specified  invoice.     Although 
the  claimants  objected  that  the  order  was  improper 
and  the  statute  unconstitutional  in  coercing  self- 
incriminatory  disclosures  and  permitting  unreason- 
able searches  and  seizures,  they  did,  under  protest, 
produce  the  invoice,  which  was,  again  over  their 
constitutional    objection,    admitted    into    evidence. 
This  Court  held  that  on  such  a  record  a  judgment 
for  the  United  States  could  not  stand,  and  that  the 
statute  was  invalid  as  repugnant  to  the  Fourth  and 
Fifth  Amendments."     367  U.  S.  1,  110. 

But  the  Boyd  Court  recognized  that  the  Fourth  Amend- 
ment does  not  prohibit  all  requirements  that  information 
be  made  available  to  the  Government: 

"[T]he  supervision  authorized  to  be  exercised  by 
officers  of  the  revenue  over  the  manufacture  or  cus- 
tody of  excisable  articles,  and  the  entries  thereof  in 
books  required  by  law  to  be  kept  for  their  inspec- 
tion, are  necessarily  excepted  out  of  the  category  of 
unreasonable  searches  and  seizures."  Boyd  v.  United 
States,  supra,  116  U.  S.,  at  623-624. 

Stanford  v.  Texas,  supra,  involved  a  warrant  issued  by 
a  state  judge  which  described  petitioner's  home  and 
authorized  the  search  and  seizure  of  "books,  records, 
pamphlets,   cards,  receipts,  lists,  memoranda,   pictures, 
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recordings  and  other  written  instruments  concerning  the 
Communist  Party  of  Texas."  This  Court  found  the 
warrant  to  be  an  unconstitutional  general  warrant,  and 
invalidated  the  search  and  seizure  conducted  pursuant 
to  it.  Unlike  the  situation  in  Stanford,  the  Secretary's 
regulations  do  not  authorize  indiscriminate  rummaging 
among  the  records  of  the  plaintiffs,  nor  do  the  reports 
they  require  deal  with  literary  material  as  in  Stanford; 
the  information  sought  is  about  commerce,  not  litera- 
ture. The  reports  of  foreign  financial  transactions 
required  by  the  regulations  must  contain  information  as 
to  a  relatively  limited  group  of  financial  transactions  in 
foreign  commerce,  and  are  reasonably  related  to  the 
statutory  purpose  of  assisting  in  the  enforcement  of  the 
laws  of  the  United  States. 

Of  primary  importance,  in  addition,  is  the  fact  that 
the  information  required  by  the  foreign  reporting  require- 
ments pertains  only  to  commercial  transactions  which 
take  place  across  national  boundaries.  Chief  Justice 
Taft,  in  his  opinion  for  the  Court  in  Carroll  v.  United 
States,  267  U.  S.  132  (1925),  observed: 

"Travellers  may  be  so  stopped  in  crossing  an  inter- 
national boundary  because  of  national  selfprotection 
reasonably  requiring  one  entering  the  country  to 
identify  himself  as  entitled  to  come  in,  and  his 
belongings  as  effects  which  may  be  lawfully  brought 
in."    Id.,  at  154. 

This  settled  proposition  has  been  reaffirmed  as  recently 
as  last  Term  in  Almeida-Sanchez  v.  United  States,  413 
U.  S.  266,  272  (1973).  If  reporting  of  income  may  be 
required  as  an  aid  to  enforcement  of  the  federal  revenue 
statutes,  and  if  those  entering  and  leaving  the  country 
may  be  examined  as  to  their  belongings  and  effects,  all 
without  violating  the  Fourth  Amendment,  we  see  no 
reason   to   invalidate   the   Secretary's  regulations  here. 
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The  statutory  authorization  for  the  regulations  was  based 
upon  a  conclusion  by  Congress  that  international  cur- 
rency transactions  and  foreign  financial  institutions  were 
being  used  by  residents  of  the  United  States  to  circum- 
vent the  enforcement  of  the  laws  of  the  United  States. 
The  regulations  are  sufficiently  tailored  so  as  to  single 
out  transactions  found  to  have  the  greatest  potential 
for  such  circumvention  and  which  involve  substantial 
amounts  of  money.  They  are  therefore  reasonable  in 
the  light  of  that  statutory  purpose,  and  consistent  with 
the  Fourth  Amendment. 

B.  Fourth  Amendment  Challenge  to  The  Domestic 
Reporting  Requirements 

The  District  Court  examined  the  domestic  reporting 
requirements  imposed  on  plaintiffs  by  looking  to  the 
broad  authorization  of  the  Act  itself,  without  specific 
reference  to  the  regulations  promulgated  under  its 
authority.    The  District  Court  observed: 

''[A]lthough  to  date  the  Secretary  has  required 
reporting  only  by  the  financial  institutions  and  then 
only  of  currency  transactions  over  $10,000,  he  is 
empowered  by  the  Act,  as  indicated  above,  to  require, 
if  he  so  decides,  reporting  not  only  by  the  financial 
institution,  but  also  by  other  parties  to  or  partici- 
pants in  transactions  with  the  institutions  and,  fur- 
ther, that  the  Secretary  may  require  reports,  not 
only  of  currency  transactions  but  of  any  transaction 
involving  any  monetary  instrument — and  in  any 
amount— large  or  small."     347  F.  Supp.,  at  1246. 

The  District  Court  went  on  to  pose,  as  the  question 
to  be  resolved,  whether  "these  provisions,  broadly 
authorizing  an  executive  agency  of  government  to 
require  financial  institutions  and  parties  [thereto]  to 
routinely  report  ...  the  detail  of  ahnost  every  conceiv- 
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able  financial  transaction  .  ,  .  [are]  such  an  invasion  of 
a  citizen's  right  of  privacy  as  amounts  to  an  unreasonable 
search  and  seizure  within  the  meaning  of  the  Fourth 
Amendment."    Ihid. 

Since,  as  we  have  observed  earlier  in  this  opinion,  the 
statute  is  not  self-executing,  and  were  the  Secretary  to 
take  no  action  whatever  under  his  authority  there  would 
be  no  possibility  of  criminal  or  civil  sanctions  being 
imposed  on  anyone,  the  District  Court  was  wrong  in 
framing  the  question  in  this  manner.  The  question  is 
not  what  sort  of  reporting  requirements  might  have  been 
imposed  by  the  Secretary  under  the  broad  authority  given 
him  in  the  Act,  but  rather  what  sort  of  reporting  require- 
ments did  he  in  fact  impose  under  that  authority. 

"Even  where  some  of  the  provisions  of  a  compre- 
hensive legislative  enactment  are  ripe  for  adjudica- 
tion, portions  of  the  enactment  not  immediately 
involved  are  not  thereby  thrown  open  for  a  judicial 
determination  of  constitutionality.  'Passing  upon 
the  possible  significance  of  the  manifold  provisions 
of  a  broad  statute  in  advance  of  efforts  to  apply  the 
separate  provisions  is  analogous  to  rendering  an 
advisory  opinion  upon  a  statute  or  a  declaratory 
judgment  upon  a  hypothetical  case,'  Watson  v. 
Buck,  313  U.  S.  387,  402."  Communist  Party  v. 
SACB,  supra,  367  U.  S.,  at  71. 

The  question  for  decision,  therefore,  is  whether  the 
regulations  relating  to  the  reporting  of  domestic  trans- 
actions, violations  of  which  could  subject  those  required 
to  report  to  civil  or  criminal  penalties,  invade  any  Fourth 
Amendment  right  of  those  required  to  report.  To  that 
question  we  now  turn. 

The  regulations  issued  by  the  Secretary  require  the 
reporting  of  domestic  financial  transactions  only  by 
financial  institutions.     United  States  v.  Morton  Salt  Co., 
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338  U.  S.  632  (1950),  held  that  organizations  engaged 
in  commerce  could  be  required  by  the  Government  to  file 
reports  dealing  with  particular  phases  of  their  activities. 
The  language  used  by  the  Court  in  that  case  is  instructive : 
"It  is  unnecessary  here  to  examine  the  question 
of  whether  a  corporation  is  entitled  to  the  protec- 
tion  of   the   Fourth    Amendment.      Cf.    Oklahoma 
Press  Publishing   Co.   v.    Walling,  327   U.   S.    186. 
Although  the  'right  to  be  let  alone— the  most  com- 
prehensive of  rights  and  the  right  most  valued  by 
civihzed  men,'  Brandeis,  J.,  dissenting  in  Olmstead 
V.  United  States,  277  U.  S.  438,  471,  at  478,  is  not 
confined  literally  to  searches  and  seizures  as  such, 
but  extends  as  well  to  the  orderly  taking  under  com- 
pulsion of  process,  Boyd  v.  United  States,  116  U.  S. 
616,  Hale  v.  Henkel,  201  U.  S.  43,  70,  neither  incor- 
porated nor  unincorporated  associations  can  plead 
an  unqualified  right  to  conduct  their  affairs  in  secret. 
Hale  V.  Henkel,  supra;  United  States  v.  White,  322 
U.  S.  694. 

"While  they  may  and  should  have  protection  from 
unlawful  demands  made  in  the  name  of  public  inves- 
tigation, cf.  Federal  Trade  Comm'n  v.  American 
Tobacco  Co.,  264  U.  S.  298,  corporations  can  claim 
no  equality  with  the  individuals  in  the  enjoyment 
of  a  right  of  privacy.  Cj.  United  States  v.  White, 
supra.  They  are  endowed  with  public  attributes. 
They  have  a  collective  impact  upon  society,  from 
which  they  derive  the  privilege  of  acting  as  artificial 
entities.  The  Federal  Government  allows  them 
the  privilege  of  engaging  in  interstate  commerce. 
Favors  from  government  often  carry  with  them 
an  enhanced  measure  of  regulation.  [Citations 
omitted.]  Even  if  one  were  to  regard  the  request 
for  information   in   this  case   as  caused  by  noth- 
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ing  more  than  official  curiosity,  nevertheless  law- 
enforcing  agencies  have  a  legitimate  right  to  satisfy 
themselves   that   corporate   behavior   is   consistent 
with  the  law  and  the  public  interest."    338  U.  S 
632,  651-652. 

We  have  no  difficulty  then  in  determining  that  the 
Secretary's  requirements  for  the  reporting  of  domestic 
financial  transactions  abridge  no  Fourth  Amendment 
right  of  the  banks  themselves.  The  bank  is  not  a  mere 
stranger  or  bystander  with  respect  to  the  transactions 
which  it  is  required  to  record  or  report.  The  bank  is 
itself  a  party  to  each  of  these  transactions,  earns  portions 
of  its  income  from  conducting  such  transactions,  and  in 
the  past  may  have  kept  records  of  similar  transactions 
on  a  voluntary  basis  for  its  own  purposes.  See  United 
States  V.  Bisweil,  406  U.  S.  311,  316  (1972).  The  regula- 
tions presently  in  effect  governing  the  reporting  of 
domestic  currency  transactions  require  information  as 
to  the  personal  and  business  identity  of  the  person  con- 
ducting the  transaction  and  of  the  person  or  organiza- 
tion for  whom  it  was  conducted,  as  well  as  a  summary 
description  of  the  nature  of  the  transaction.  It  is 
conceivable,  and  perhaps  likely,  that  the  bank  might  not 
of  its  own  volition  compile  this  amount  of  detail  for  its 
own  purposes,  and  therefore  to  that  extent  the  regula- 
tions put  the  bank  in  the  position  of  seeking  information 
from  the  customer  in  order  to  eventually  report  it  to  the 
Government.  But  as  we  have  noted  above,  "neither 
incorporated  nor  unincorporated  associations  can  plead 
an  unqualified  right  to  conduct  their  affairs  in  secret." 
United  States  v.  Morton  Salt  Co.,  supra,  at  652. 

The  regulations  do  not  impose  unreasonable  reporting 
requirements  on  the  banks.  The  regulations  requu-e  the 
reporting  of  information  with  respect  to  abnormally 
large  transactions  in  currency,  much  of  which  informa- 
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tion  the  bank  as  a  party  to  the  transaction  already 
possesses  or  would  acquire  in  its  own  interest.  To  the 
extent  that  the  regulations  in  connection  with  such 
transactions  require  the  bank  to  obtain  information 
from  a  customer  simply  because  the  Government  wants 
it,  the  information  is  sufficiently  described  and  limited  in 
nature,  and  sufficiently  related  to  a  tenable  congressional 
determination  as  to  improper  use  of  transactions  of  that 
type  in  interstate  commerce,  so  as  to  withstand  the 
Fourth  Amendment  challenge  made  by  the  bank  plain- 
tiffs. "[T]he  inquiry  is  within  the  authority  of  the 
agency,  the  demand  is  not  too  indefinite  and  the  informa- 
tion sought  is  reasonably  relevant.  'The  gist  of  the 
protection  is  in  the  requirement,  expressed  in  terms,  that 
the  disclosure  sought  shall  not  be  unreasonable.'  "  United 
States  V.  Morton  Salt  Co.,  supra,  at  652-653,  see  Okla. 
Press  Pub.  Co.  v.  Walli7ig,  327  U.  S.'  186,  208  (1946). 

In  addition  to  the  Fourth  Amendment  challenge  to 
the  domestic  reporting  requirements  made  by  the  bank 
plaintiffs,  we  are  faced  with  a  similar  challenge  by  the 
depositor  plaintiffs,  who  contend  that  since  the  reports 
of  domestic  transactions  which  the  bank  is  required  to 
make  will  include  transactions  to  which  the  depositors 
were  parties,  the  requirement  that  the  bank  make  a 
report  of  the  transaction  violates  the  Fourth  Amendment 
rights  of  the  depositor.  The  complaint  filed  in  the  Dis- 
trict Court  by  the  ACLU  and  the  depositors  contains 
no  allegation  by  any  of  the  individual  depositors  that 
they  were  engaged  in  the  type  of  $10,000  domestic 
currency  transaction  which  would  necessitate  that  their 
bank  report  it  to  the  Government.  This  is  not  a  situ- 
ation where  there  might  have  been  a  mere  oversight 
in  the  specificity  of  the  pleadings  and  where  this  Court 
could  properly  infer  that  participation  in  such  a  transac- 
tion was  necessarily  inferred  from  the  fact  that  the  indi- 
vidual plaintiffs  allege  that  they  are  in  fact  "depositors." 
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Such  an  inference  can  be  made,  for  example,  as  to  the 
recordkeeping  provisions  of  Title  I,  which  require  the 
banks  to  keep  various  records  of  certain  transactions  by 
check;  as  our  discussion  of  the  challenges  by  the  indi- 
vidual depositors  to  the  recordkeeping  provisions,  supra, 
imphcitly  recognizes,  the  allegation  that  one  is  a  deposi- 
tor is  sufficient  to  permit  consideration  of  the  challenges 
to  the  recordkeeping  provisions,  since  any  depositor 
would  to  some  degree  be  affected  by  them.  Here,  how- 
ever, we  simply  cannot  assume  that  the  mere  fact  that  one 
is  a  depositor  in  a  bank  means  that  he  has  engaged  or  will 
engage  in  a  transaction  involving  more  than  $10,000  in 
currency,  which  is  the  only  type  of  domestic  transaction 
which  the  Secretary's  regulations  require  that  the  banks 
report.  That  being  so,  the  depositor  plaintiffs  lack  stand- 
ing to  challenge  the  domestic  reporting  regulations,  since 
they  do  not  show  that  their  transactions  are  required  to 
be  reported. ^^ 

"Plaintiff's  in  the  federal  courts  'must  allege  some 
threatened  or  actual  injury  resulting  from  the  puta- 
tively  illegal  action  before  a  federal  court  may  as- 
sume jurisdiction.'  Linda  R.  S.  v.  Richard  D.,  410 
U.  S.  614,  617  (1973).  There  must  be  a  'personal 
stake  in  the  outcome'  such  as  to  'assure  that  con- 
crete adverseness  which  sharpens  the  presentation 
of  issues  upon  which  the  court  so  largely  depends  for 
illumination  ot  difficult  constitutional  questions.' 
Baker  v.  Carr,  369  U.  S.  186,  204  (1962) 
Abstract  injury  is  not  enough.  It  must  be  alleged 
that  the  plaintiff  'has  sustained  or  is  immediately 

28  We  hold  here  and  m  other  parts  of  this  opinion  that  certain 
of  the  plaintiffs  did  not  make  the  requisite  allegations  in  the  District 
Court  to  give  them  standing  to  challenge  the  Act  and  the  regulations 
issued  pursuant  to  it.  In  so  holding,  we  do  not,  of  course,  mean 
to  imply  that  such  claims  would  be  meritorious  if  presented  by  a 
litigant  who  has  standing. 
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in  danger  of  sustaining  some  direct  injury'  as  the 
result  of  the  challenged  statute  or  official  conduct. 
Massachusetts  v.  Mellon,  262  U.  S.  447,  488  (1923). 
The  injury  or  threat  of  injury  must  be  both  'real 
and  immediate/  not  'conjectural'  or  'hypothetical.' 
Golden  v.  Zwickler,  394  U.  S.  103,  109-110  (1969); 
Maryland  Casualty  Co.  v.  Pacific  Coal  &  Oil  Co., 
312  U.  S.  270,  273  (1941) ;  United  Public  Workers  v. 
Mitchell,  330  U.  S.    75,  89-91  (1947)."    O'Shea  v. 

Littleton,   414   U.    S.    ,   (1974)    (footnote 

omitted). 
We  therefore  hold  that  the  Fourth  Amendment  claims 
of  the  depositor  plaintiffs  may  not  be  considered  on  the 
record  before  us.  Nor  do  we  think  that  the  California 
Bankers  Association  or  the  Security  National  Bank  can 
vicariously  assert  such  Fourth  Amendment  claims  on  be- 
half of  bank  customers  in  general. 

The  regulations  promulgated  by  the  Secretary  require 
that  a  report  concerning  a  domestic  currency  transaction 
involving  more  than  $10,000  be  filed  only  by  the  financial 
institution  which  is  a  party  to  the  transaction ;  the  regu- 
lations do  not  require  a  report  from  the  customer.     31 
CFR  §  103.22;  see  31  U.  S.  C.  §  1082.     Both  the  bank 
and  depositor  plaintiffs  here  argue  that  the  regulations 
are  constitutionally  defective  because  they  do  not  require 
the  financial  institution  to  notify  the  customer  that  a 
report  will  be  filed  concerning  the  domestic  currency 
transaction.      Since   we   have   held   that   the   depositor 
plaintiffs  have  not  made  a  sufficient  showing  of  injury  to 
make  a  constitutional  challenge  to  the  domestic  report- 
ing requirements,  we  do  not  address  ourselves  to  the 
necessity  of  notice  to  those  bank  customers  whose  trans- 
actions must  be  reported.     The  fact  that  the  regulations 
do  not  require  the  banks  to  notify  the  customer  of  the 
report  violates  no  constitutional  right  of  the  banks,  and 
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the  banks  in  any  event  are  left  free  to  adopt  whatever 
customer  notification  procedures  they  desire.^^ 

C.  Fifth  Amendment  Challenge  to  The  Foreign 
AND  Domestic  Reporting  Requirements 

The  District  Cmiit  rejectpd  the  (jgp.Qsto  Elaiulif[§' 
claim  that  the  foreign^rspiuling  requirements  violated 

29  Plaintiffs  similarly  contend  that  the  Secretary's  regulation  re- 
quiring the  reporting  of  domestic  currency  transactions  oiily  by  the 
banks  or  financial  institutions  which  are  parties  thereto,  violates 
a  specific  requirement  of  the  Act.  Section  222  of  the  Act,  31 
U.  S.  C.  §  1082,  provides  in  pertinent  part: 

"The  report  of  any  transaction  required  to  be  reported  under  this 
chapter  shall  be  signed  or  otherwise  made  both  by  the  domestic 
financial  institution  involved  and  by  one  or  more  of  the  other 
parties  thereto  or  participants  therein,  as  the  Secretary  may  require." 
Plaintiffs  contend  that  this  language  requires  the  Secretary  to  require 
either  a  signature  on  the  report  by  the  individual  customer  in  the 
currency  transaction,  or  a  report  from  that  customer.  Since  the 
Secretary  has  only  required  a  report  from  the  financial  institution, 
plaintiffs  urge,  in  addition,  that  there  will  not  be  notice  to  the  indi- 
vidual customer  of  the  report  made  by  the  financial  institution. 

In  rebuttal,  the  Government  urged  in  oral  argument,  Tr.  of  Oral 
Arg.  64-70,  that  not  only  does  section  206  of  the  Act,  31  U.  S.  C. 
§  1055,  give  the  Secretary  broad  authority  to  make  exceptions  to 
the  requirements  of  the  Act  in  promulgating  the  regulations,  but 
that  the  House  and  Senate  Reports  on  the  bills  considered  by  each 
house  of  the  Congress,  each  of  which  contained  a  provision  identical 
to  the  language  of  section  222,  indicated  that  each  chamber  read 
.  that  language  differently.  The  Senate  Committee  believed  that  the 
language  permitted  the  Secretary  to  require  reports  from  the  finan- 
cial institution,  the  customer,  or  both,  S.  Rep.  No.  91-1139.  swpra, 
at  15,  while  the  House  Committee  felt  that  the  language  required 
reports  to  be  filed  by  both  the  financial  institution  and  the  customer, 
H.  R.  Rep.  No.  91-975,  suvra,  at  22. 

We  similarly  do  not  reach  this  claim  as  it  relates  to  the  depositor 
plaintiffs  since  they  failed  to  allege  sufficient  injury  below.  What- 
ever the  merits  of  such  a  contention  vis-a-vis  the  depositors,  the 
regulation  clearly  has  no  adverse  effect  on  any  constitutional  right 
of  the  banks,  since  the  statute  indisputably  authorizes  the  Secre- 
tary to  require  a  report  from  the  bank. 
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the  depositors'  Fifth  Amendment  privilege  against  com- 
pulsory self-incrimination,  and  found  it  unnecessary  to 
consider  the  similarly  based  challenge  to  the  domestic 
reporting  requirements  since  the  latter  were  found  to  be 
111  vrolatioTf  of  the  Fourth  AmendmenT.     The  appeal  ot 
the  depositor  plaintiffs  in  No.  72-1196  challenges  the  for- 
eign reporting  requirements  under  the  Fifth  Amendment, 
and  their  brief  likewise  challenges  the  domestic  reporting 
requirements  as  violative  of  that  Amendment.      Since 
they  are  free  to  urge  in  this  Court  reasons  for  affirming 
the  judgment  of  the  District  Court  which  may  not  have 
been  relied  upon  by  the  District  Court,  we  consider  here 
the  Fifth  Amendment  objections  to  both  the  foreign  and 
the  domestic  reporting  requirements. 

As  we  noted  above,  the  bank  plaintiffs,  being  corpora- 
tions, have  no  constitutional  privilege  against  compulsory 
self-incrimination  by  virture  of  the  Fifth  Amendment. 
Hale  V.  Henkel,  supra.  Their  brief  urges  that  they  may 
vicariously  assert  Fifth  Amendment  claims  on  behalf  of 
their  depositors.  But  since  we  hold  infra  that  those 
depositor  plaintiffs  who  are  actually  parties  to  this  action 
are  premature  in  assertmg  any  Fifth  Amendment  claims, 
we  do  not  believe  that  the  banks  under  these  circumstances 
have  standing  to  assert  Fifth  Amendment  claims  on 
behalf  of  customers  in  general. 

The  individual  depositor  plaintiffs  below  made  various 
allegations  in  the  complaint  and  affidavits  filed  in  the 
District  Court.  Plaintiff  Stark  alleged  that  he  was,  in 
addition  to  being  president  of  plaintiff  Security  National 
Bank,  a  customer  of  and  depositor  in  the  bank.  Plaintiff 
Marson  alleged  that  he  was  a  customer  of  and  depositor 
in  the  Bank  of  America.  Plaintiff  Lieberman  alleged 
that  he  had  repeatedly  in  the  recent  past  transported  or 
shipped  one  or  more  monetary  instruments  exceeding 
$5,000  in  value  from  the  United  States  to  places  outside 
the  United  States,  and  expected  to  do  likewise  in  the  near 
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future.  Plaintiffs  Lieberman,  Harwood,  Bruer,  and 
Durell  each  alleged  that  they  maintained  a  financial 
interest  in  and  signature  authority  over  one  or  more  bank 
accounts  in  foreign  countries.  This,  so  far  as  we  can 
ascertain  from  the  record,  is  the  sum  and  substance  of  the 
depositors'  allegations  of  fact  upon  which  they  seek  to 
mount  an  attack  on  the  reporting  requirements  of  regu- 
lations as  violative  of  the  privilege  against  compulsory 
self-incrimination  granted  to  each  of  them  by  the  Fifth 
Amendment. 

Considering  first  the  challenge  of  the  depositor  plain- 
tiffs to  the  foreign  reporting  requirements,  we  hold  that 
such  claims  are  premature.  In  United  States  v.  Sullivan, 
274  U.  S.  259  (1927),  this  Court  reviewed  a  judgment  of 
the  Circuit  Court  of  Appeals  for  the  Fourth  Circuit,  15 
F.  2d  809  (1926),  which  had  held  that  the  Fifth  Amend- 
ment protected  the  respondent  from  being  punished  for 
failure  to  file  an  income  tax  return.  This  Court  reversed 
the  decision  below,  stating: 

"As  the  defendant's  income  was  taxed,  the  statute 
of  course  required  a  return.  See  United  States  v 
Sischo,  262  U.  S.  165.  In  the  decision  that  this  was 
contrary  to  the  Constitution  we  are  of  opinion  that 
the  protection  of  the  Fifth  Amendment  was  pressed 
too  far.  If  the  form  of  return  provided  called  for 
answers  that  the  defendant  v/as  privileged  from 
making  he  could  have  raised  the  objection  in  the 
return,  but  could  not  on  that  account  refuse  to  make 
any  return  at  all.  We  are  not  called  on  to  decide 
what,  if  anything,  he  might  have  withheld.  Most 
of  the  items  warranted  no  complaint.  It  would  be 
an  extreme  if  not  an  extravagant  application  of  the 
Fifth  Amendment  to  say  that  it  authorized  a  man 
to  refuse  to  state  the  amount  of  his  income  because 
It  had  been  made  in  crime.     But  if  the  defendant 
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desired  to  test  that  or  any  other  point  he  should 
have  tested  it  in  the  return  so  that  it  could  be  passed 
upon.     He  could  not  draw  a  conjurer's  circle  around 
the  whole  matter  by  his  own  declaration  that  to 
write  any  word  upon  the  government  blank  would 
bring  him  into  danger  of  the  law."     274  U.  S.,  at 
263-264. 
Here  the  depositor  plaintiffs  allege  that  they  intend 
to  engage  in  foreign  currency  transactions  or  dealings 
with  foreign  banks  which  the  Secretary's  regulations  will 
require  them  to  report,  but  they  make  no  additional 
allegation  that  any  of  the  information  required  by  the 
Secretary  will  tend  to  incriminate  them.     It  will  be  time 
enough  for  us  to  determine  what,  if  any,  relief  from  the 
reporting  requirement  they  may  obtain  in  a  judicial  pro- 
ceeding when  they  have  properly  and  specifically  raised 
a  claim  of  privilege  with  respect  to  particular  items  of 
information  required  by  the  Secretary,  and  the  Secretary 
has  overruled  their  claim  of  privilege.     The  posture  of 
plaintiffs'   Fifth    Amendment   rights   here   is   strikingly 
similar  to  those  asserted  in  Communist  Party  v.  SACB, 
supra,  367  U.  S.,  at  105-110.     The  Party  there  sought  to 
assert  the  Fifth  Amendment  claims  of  its  officers  as  a 
defense  to  the  registration  requirement  of  the  Subversive 
Activities  Control  Act,  although  the  officers  were  not  at 
that  stage  of  the  proceeding  required  by  the  Act  to 
register,  and  had  neither  registered  nor  refused  to  register 
on  the  grounds  that  registration  might  incriminate  them. 
The  Court  said: 

'Tf  a  claim  of  privilege  is  made,  it  may  or  may  not 
be  honored  by  the  Attorney  General.  We  cannot, 
on  the  basis  of  supposition  that  privilege  will 
be  claimed  and  not  honored,  proceed  now  to 
adjudicate  the  constitutionality  under  the  Fifth 
Amendment  of  the  registration  provisions.     What- 
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ever  proceeding  may  be  taken  after  and  if  the  privi- 
lege is  claimed  will  provide  an  adequate  forum  for 
litigation  of  that  issue/'     367  U.  S.,  at  107. 

Plaintiffs  argue  that  cases  such  as  Alhertson  v.  SACB, 
382  U.  S.  70  (1965),  have  relaxed  the  requirements  of 
earlier  cases,  but  we  do  not  find  that  contention  sup- 
ported by  the  language  or  holding  of  that  case.     There 
the  Attorney  General  had  petitioned  for  and  obtained  an 
order  from  the  SACB  compelling  certain  named  members 
of  the  Communist  Party  to  register  their  affiliation      In 
response  to  the  Attorney  General's  petitions,  both  before 
the  Board  and  in  subsequent  judicial  proceedings    the 
Communist  Party  members  had  asserted  the  privilege 
against   self-incrimination,   and   their   claims  had   been 
rejected  by  the  Attorney  General.     A  previous  decision 
ot  this  Court  had  held  that  an  affirmative  answer  to  the 
inquiry  as  to  membership  in  the  Communist  Party  wa^ 
an  mcrimmating  admission  protected  under  the  Fifth 
Amendment.     Blau   v.    United  States,   340   U.   S.    159 
( 1950) .     The  differences  then  between  the  posture  of  the 
depositor  plaintiffs  in  this  case  and  that  of  petitioner  in 
Alhertson  v.  SACB,  supra,  are  evident. 

We  similarly  think  that  the  depositor  plaintiffs'  chal- 
lenge to  the  domestic  reporting  requirements  are  prema- 
ture.    As  we  noted  above,  it  is  not  apparent  from  the 
allegations  of  the  complaints  m  these  actions  that  any  of 
the   depositor   plaintiffs   would   be   engaged   in   $10  000 
domestic  transactions  with  the  bank  which  the  latter 
would  be  required  to  report  under  the  Secretary's  regula- 
tions  pertainmg   to   such    domestic   transactions.      Not 
only  IS  there  no  allegation  that  any  depositor  engaged  in 
such  transactions,  but  there  is  no  allegation  in  the  com- 
plaint that  any  report  which  such  a  bank  was  required  to 
make  would  contain  information  incriminating  any  de- 
positor.    To  what  extent,  if  any,  depositors  may  claim  a 
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privilege  arising  from  the  Fiftli  Amendment  by  reason 
of  the  obligation  of  the  bank  to  report  such  a  transaction 
may  be  left  for  resolution  when  the  claim  of  privilege  is 
properlv  asserted. 

Depositor  plaintiffs  rely  on  Marchetti  v.  United  States, 
390  U.  S.  39  (1968),  Grosso  v.  United  States,  390  U.  S.  62 
(1968),  and  Haynes  v.  United  States,  390  U.  S.  85  (1968), 
as  supporting  the  merits  of  their  Fifth  Amendment  claim. 
In  each  of  those  cases,  however,  a  claim  of  privilege  was 
asserted  as  a  defense  to  the  requirement  of  reporting 
particular  information  required  by  the  law  under  chal- 
lenge, and  those  decisions  therefore  in  no  way  militate 
against  our  conclusion  that  depositor  plaintiffs'  efforts  to 
litigate   the   Fifth   Amendment  issue   at  this  time   are 
premature. 

D.  Plaintiff  ACLU's  First  Amendment  Challenge 

TO  THE  Foreign  and  Domestic  Reporting 

Requirements 

The  ACLU  claims  that  the  reporting  requirements 
with  respect  to  foreign  and  domestic  transactions  invade 
its  associational  interests  protected  by  the  First  Amend- 
ment. We  have  earlier  held  a  similar  claim  by  this 
organization  to  be  speculative  and  hypothetical  when 
addressed  to  the  recordkeeping  requirements  imposed  by 

the  Secretary.     Ante,  pp. •     The  requirement 

that  particular  transactions  be  reported  to  the  Govern- 
ment, rather  than  records  merely  being  kept  to  be  avail- 
able through  normal  legal  process,  removes  part  of  the 
speculative  quality  of  the  clahn.  But  the  only  allegation 
found  in  the  complaints  with  respect  to  the  financial 
activities  of  the  ACLU  states  that  it  maintains  accounts 
at  one  of  the  San  Francisco  offices  of  the  Wells  Fargo 
Bank  and  Trust  Company.  There  is  no  allegation  that 
the  ACLU  engages  with  any  regularity  in  abnormally 
large  domestic  currency  transactions,  transports  or  re- 
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ceives  monetary  instruments  from  channels  of  foreign 
commerce,  or  maintains  accounts  in  financial  institutions 
in  foreign  countries.  Until  there  is  some  showing  that 
the  reporting  requirements  contained  in  the  Secretary's 
regulations  would  require  the  reporting  of  information 
with  respect  to  the  organization's  financial  activities,  no 
concrete  controversy  is  presented  to  this  Court  for 
adjudication.     O'Shea  v.  Littleton,  supra,  414  U.  S..  at 


All  of  the  bank  and  depositor  plaintiffs  have  stressed 
in  their  presentations  to  the  District  Court  and  to  this 
Court  that  the  recordkeeping  and  reporting  requirements 
of  the  Bank  Secrecy  Act  are  focused  in  large  part  on  the 
acquisition  of  information  to  assist  in  the  enforcement  of 
the  criminal  laws.      While,  as  we  have  noted,  Congress 
seems  to  have  been  equally  concerned  with  civil  liabihty 
which  might  go  undetected  by  reason  of  transactions  of 
the  type  required  to  be  recorded  or  reported,  concern  for 
the  enforcement  of  the  criminal  law  was  undoubtedly 
prominent  in  the  minds  of  the  legislators  who  considered 
the  Act.     We  do  not  think  it  is  strange  or  irrational  that 
Congress,  having  its  attention  called  to  what  appeared  to 
be  serious  and  organized  efforts  to  avoid  detection  of 
criminal  activity,  should  have  legislated  to  rectify  the 
situation.      We  have   no   doubt  that  Congress,   in   the 
sphere  of  its  legislative  authority,  may  just  as  prop- 
erly   address    itself    to    the    effective    enforcement    of 
criminal  laws  which  it  has  previously  enacted  as  to  the 
enactment  of  those  laws  in  the  first  instance.      In  so 
doing,  it  is  of  course  subject  to  the  strictures  of  the  Bill 
of   Rights,   and   may   not   transgress   those   strictures.'" 

30  There  have  been  recent  hearings  in  Congress  on  various 
legislative  proposals  to  amend  the  Bank  Secrecy  Act.  Hearings 
before   the   Subcommittee  on   Financial   Institutions  of  the  Senate 
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But  the  fact  that  a  legislative  enactment  manifests  a 
concern  for  the  enforcement  of  the  criminal  law  does  not 
cast  any  generalized  pall  of  constitutional  suspicion  over 
it  Having  concluded  that  on  the  record  m  these 
appeals,  plaintiffs  have  failed  to  state  a  clahn  for  relief 
under  the  First,  Fourth,  and  Fifth  Amendments,  and 
having  concluded  that  the  enactment  in  question  was 
within  the  legislative  authority  of  Congress,  our  inquiry 

is  at  an  end.  .     . 

On  the  appeal  of  the  California  Bankers  Association 
in  No.  72-985  from  that  portion  of  the  judgment  of  the 
District  Court  upholding  the  recordkeeping  requirements 
imposed  by  the  Secretary  pursuant  to  Title  I,  the  judg- 
ment is  affirmed.     On  the  appeal  of  the  bank  and  de- 
positor plaintiffs  in  No.  72-1196  from  that  portion  of  the 
District  Court's  judgment  upholding  the  recordkeeping 
requirements  and  regulations  of  Title  I  and  the  foreign 
reporting  requirements  imposed  under  the  authority  of 
Title  II,  the  judgment  is  likewise  affirmed.     On  the  Gov- 
ernment's appeal  in  No.  72-1073  from  that  portion  of 
the  District  Court's  judgment  which  held  that  the  do- 
mestic reporting  requirements  imposed  under  Title  II  of 
the  Act  violated  the  Constitution,  the  judgment  is  re- 
versed.    The  cause  is  remanded  to  the  District  Court 
for  disposition  consistent  with  this  opinion. 

So  ordered. 


Committee  on  Banking,  Housing,  and  Urban  Affairs  to  amend  the 
Bank  Secrecy  Act,  92d  Cong.,  2d  Sess.  (1972).  See  S.  3S14  and 
S.  3828,  92d  Cong.,  2d  Sess.  (1972) . 
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The  California  Bankers 
Association,  Appellant, 
72-985  V. 

George  P.  Schultz,  Secretary  of 
the  Treasury,  et  al. 

George  P.  Schultz,  Secretary  of 
the  Treasury,  et  al., 
Appellants, 
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The  California  Bankers 
Association  et  al. 

Fortney  H.  Stark,  Jr.,  et  al., 

Appellants, 
72-1196  V. 

George  P.  Shultz  et  al. 

[April  1,  1974] 

Mr.  Justice  Powell,  with  whom  Mr.  Justice  Black- 
MUN  joins,  concurring. 

I  join  the  Court's  opinion,  but  add  a  word  concerning 
the  Act's  domestic  reporting  requirements. 

The  Act  confers  broad  authority  on  the  Secretary  to 
require  reports  of  domestic  monetary  transactions  from 
the  financial  institutions  and  parties  involved.  31 
U.  S.  C.  §§  1081  and  1082.  The  implementing  regula- 
tions, however,  require  only  that  the  financial  institution 
''file  a  report  on  each  deposit,  withdrawal,  exchange  of 
currency  or  other  payment  or  transfer,  by,  through,  or 
to  such  financial  institution,  which  involves  a  transac- 
tion in  currency  of  jnore  than  $10,000."  31  CFR  §  103.22 
(italics  added).     As  the  Court  properly  recognizes,  we 
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must  analyze  appellees'  contentions  in  the  context  of  the 

Act    as    narrowed   by    the   regulations.      Ante,   at   . 

From  this  perspective,  I  agree  that  the  regulations  do 
not   constitute   an   impermissible   infringement   on   any 

constitutional  right. 

A  significant  extension  of  the  regulation's  reporting 
rgmfehienfe,  however,  would  pose  substantial  and  diffi- 
"^t  constitutional  questions  for  me.     In  their  full  reach, 
the   reports   apparently   authorized   by   the   open-ended 
language  of  the  Act  touch   upon  intimate  areas  of  an 
individual's  personal  affairs.     Financial  transactions  can 
reveal   much    about   a   person's   activities,    associations, 
and  beliefs.     At  some  point,  governmental  intrusion  upon 
these  areas  would  implicate  legitimate  expectations  of 
privacy.     Moreover,  the  potential  for  abuse  is  particularly 
acute  where,  as  here,  the  legislative  scheme  permits  access 
to  this  information  without  invocation  of  the  judicial 
process.     In  such  instances,  the  important  responsibility 
for  balancing  societal  and  individual  interests  is  left  to 
unreviewed  executive  discretion,  rather  than  the  scrutiny 
of  a  neutral  magistrate.     United  States  v.  United  States 
District  Court,  407  U.  S.  297,  316-317  (1971).     As  the 
issues  are  presently  framed,  however,  I  am  in  accord  with 
the  Court's  disposition  of  the  matter. 
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George  P.  Shultz,  Secretary  of 
the   Treasury,   et   al., 
xA-ppellants, 
72-1073  V. 

The  California  Bankers 
Association   et  al. 

Fortney  H.   Stark,  Jr.,  et  al., 

Appellants, 
72-1196  V. 

George  P.  Shultz  et  al. 

[April  1,  1974] 

Mr.    Justice    Douglas,    dissenting. 


On  Appeals  from  the 
United  States  District 
Court  for  the  Northern 
District  of  California. 


The  Court  expresses  a  doubt  that  the  California  Bank- 
ers Association  has  standing  to  litigate  the  claims  it 
asserts.  That  doubt,  however,  should  be  dissipated  by 
our   decisions. 

Sierra  Club  v.  Morton,  405  U.  S.  727,  739  stated  un- 
equivocally that  "an  organization  whose  members  are 
injured  may  represent  those  members  in  a  proceeding  for 
judicial  review." 

Appellants  in  No.  72-1196  are  a  national  bank,  a  bank 
customer  and  depositor,  a  membership  organization  which 
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is  a  customer  of  banks  and  receives  money  through  banks 
for  its  members,  a  businessman  who  has  engaged  in  and 
expects  to  engage  in  foreign  financial  transactions,  and 
individuals  having  interests  in  or  authority  over  foreign 
bank  accounts.  There  can  hardly  be  any  doubt  that 
these  persons— at  least  the  individuals  and  the  member- 
ship organization— have  standing.  I  think  the  same  is 
true  of  the  national  bank  m  72-1196  and  the  California 
Bankers  Association  in  72-985. 

The  claims  the  associations  litigate  in  these  cases  are 
not   only   those   of  its  members  but  also  those   of  the 
depositors  of  those  member  banks.    This  will  cost  the 
banks,  it  is  estimated,  over  $6  million  a  year.     Certainly 
that  is  enough  to  give  the  banks  standing.     Moreover, 
they  must  spy  on  their  customers.     The  Bank  Secrecy 
Act  requires  banks  to  record  and  retain  the  details  of 
their  customers'  financial  lives.     In  Pierce  v.  Society  oj 
Sisters,  268  U.  S.  510,  the  Court  upheld  the  right  of  a 
representative  litigant,  a  parochial  school,  to  have  stand- 
ing to  raise  questions  pertaining  to  the  rights  of  parents, 
guardians,  and  children.     See  Barrows  v.  Jackson,  346 
U.  S.  249,  257.     In  Eisenstadt  v.  Boird,  405  U.  S.  438,  we 
upheld  the  standing  of  a  distributor  of  contraceptives 
to  assert  rights  of  unmarried  persons,  since  they  were 
denied  "a  forum  in  which  to  assert  their  own  rights." 
Id.,  at  446.     The  question  of  standing  has  been  variously 
described.     But  the  ''gist"  of  the  question  we  said  in 
Baker  v.  Carr,  369  U.  S.  186,  204,  was  whether  the  party 
has  ''such  a  personal  stake  in  the  outcome  of  the  contro- 
versy as  to  assure  that  concrete  adverseness  which  sliarp- 
ens  the  presentation  of  issues."     There  is  that  "concrete 
adverseness"  here;  and  that  doubtless  is  the  reason  the 
Solicitor  General  does  not  raise  the  question  which  the 
Court  now  stirs. 
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II 

The  Act  has  as  its  primary  goal  the  enforcement  of 
the  criminal  law.'  The  recordkeeping  requirements  orig- 
inated according  to  Congressman  Patman,  author  of  the 
measure,  with  the  Department  of  Justice  and  IRS  in 
response  to  two  problems:  (T)  "[a]  trend  was  developing 
in  the  larger  banks  away  from  their  traditional  practices 


iThe  House  Report  No.  91-975,  91.^t  Cong.,  2d  Sess.,  10  states: 

"Petty  criminals,  members  of  the  underworld,  those  engaging  in 
'white  collar'  crime  and  income  tax  invaders  use,  in  one  way  or 
another,  financial  institutions  in  carrying  on  their  affairs." 

That  was  the  reason  for  requiring  the  report  of  large  domestic 
cash  transactions.  "Criminals  deal  in  money — cash  or  its  equiva- 
lent. The  deposit  and  withdrawal  of  large  amounts  of  currency  or 
its  equivalent  (monetary  instruments)  under  unusual  circumstances 
may  betray  a  criminal  activity.  The  money  in  many  of  these  trans- 
actions may  represent  anything  from  proceeds  of  a  lottery  racket  to 
money  for  the  briber>-  of  public  officials."    Id.,  at  11. 

A  sponsor  on  the  floor  of  the  House  stated:  "With  respect  to 
full  financial  recordkeeping,  the  problem  can  be  simply  stated;  in 
the  past  decade,  as  organized  crime  and  criminals  have  become  more 
sophisticated,  more  and  greater  use  has  been  made  by  criminal 
elements  of  our  Nation's  financial  institutions.  Law  enforcement 
officials  believe  that  an  effective  attack  on  organized  crime  requires 
the  maintenance  of  adequate  and  appropriate  records  by  financial 
institutions."     116  Cong.  Rec.  16950. 

Congressman  Patman,  author  of  the  bill,  stated:  "This  is  really  a 
bill  which,  if  enacted  into  law.  will  be  the  longest  step  in  the  direction 
of  stopping  crime  than  any  other  we  have  had  before  this  Congress 
in  a  long  time."     Id  ,  at  16951. 

While  it  started  with  a  different  objective,  it  was  changed  to  serve 
an  additional  purp:se:  "We  also  di.sooverd  that  secret  foreign 
bank  accounts  were  not  the  only  criminal  activities  related  to  the 
banking  field.  The  major  law  enforcement  authority — the  Justice 
Department — of  the  U.  S.  Government  called  our  attention  to  the 
urgent  need  for  regulations  which  would  make  uniform  and  adequate 
the  present  recordkeeping  practices,  or  lack  of  recordkeeping  prac- 
tices, by  domestic  banks  and  other  financial  institutions."  Id.,  at 
16952. 
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of  microfilming  all  checks  drawn  on  them."  116  Cong. 
Rec.  16953.  (2)  As  respects  the  identification  of  deposi- 
tors, "A  typical  example  might  involve  a  situation  where 
a  person  with  a  criminal  reputation  holds  an  account  but 
does  not  personally  make  deposits  or  withdrawals."     Ihid. 

The  purpose  of  the  Act  was  to  give  the  Secretary  of 
the  Treasury  "primary  responsibility"  under  Title  II  "to 
see  to  it  that  criminals  do  not  take  undue  advantage 
of  international  trade  and  go  undetected  and  unpun- 
ished." Id.,  at  16954.  He  added;  "...  I  would  be  the 
first  to  admit  that  this  legislation  does  not  provide  per- 
fect crime  prevention.  However,  it  is  felt  that  the  legis- 
lation will  substantially  increase  the  risk  of  discovery  of 
any  criminal  who  undertakes  to  hide  his  activity  behind 
foreign  secrecy."     Id.,  at   16955. 

The  same  purpose  was  reflected  in  the  Senate.  Sena- 
tor Proxmire,  the  author  of  the  Senate  version  of  the 
bill,  stated,  ".  .  .  the  purpose  of  the  bill  is  to  provide 
law  enforcement  authorities  with  greater  evidence  of 
financial  transactions  in  order  to  reduce  the  incidence 
of  white-collar  crime."  -     116  Cong.  Rec.  32627. 

Customers  have  a  constitutionally  justifiable  expecta- 
tion of  privacy  in  the  documentary  details  of  the  finan- 
cial transactions  reflected  in  their  bank  accounts.  That 
wall  is  not  impregnable.  Our  Constitution  provides  the 
procedures  whereby  the  confidentiality  of  one's  financial 
afl"airs  may  be  disclosed. 

A 

First,  as  to  the  recordkeeping  requirements.^^  Their 
announced  purpose  is  that  they  will  have  "a  high  degree 


-The  Senate  Report,  No.  91-1139,  91st  Cong.,  2d  Sess.,  is  replete 
with  the  same  philosophy.     See  pp.  1,  5,  7,  8. 

3  The  Act  authorizes  the  Secretary  to  issue  Regulations  to  carry  out 
its   purposes,    12   U.   S.   C.   §  1829b  (b).     It   did   empower   him   to 
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of  usefulness  in  criminal,  tax,  or  regulatory  investigations 
or  proceedings,"  §U01  (a)(2),  123  (a),  12  U.  S.  C. 
§  1829b  (a)(2),  1953(a).  The  duty  of  the  banks  or 
institutions  is  to  microfihn  or  otherwise  copy  every  check, 
draft,  or  similar  instrument  drawn  on  it  or  presented 
to  it  for  payment  and  to  keep  a  record  of  each  one 
''received  by  it  for  deposit  or  collection,"  §  101  (d)(1) 
and  (2),  12  U.  S.  C.  §  1829b  (d)(1),  (d)(2).  The  re- 
tention is  for  up  to  six  years  unless  the  Secretary  deter- 
mines that  ''a  longer  period  is  necessary,"  §  101  (g),  12 
U.  S.  C.  §  1829b  (g).     The  Regulations^  issued  by  the 


define  institutions  or  persons  affected,  12  U.  S.  C.  §  1953  (a),  (b)(5) 
to  make  exceptions,  exemptions,  or  other  special  arrangements,  12 
U.  S.  C.  §  lS29b  (c),  (f);  to  seek  injunctions,  12  U.  S.  C.  §  1954; 
and  to  assess  and  collect  civil  penalties,  12  U.  S.  C.  §  1955. 

^  31  CFR  §  103.34  provided  that  hanks  shall: 

"...  secure  and  maintain  a  record  of  the  taxpayer  identification 
number  of  the  person  maintaining  the  account;  or  in  the  case  of  an 
account  of  one  or  more  individuals,  such  bank  shall  secure  and  main- 
tain a  record  of  the  social  security  number  of  an  individual  having 
a  financial  interest  in  that  account. 

"(b)  Each  bank  shall,  in  addition,  retain  either  the  original  or 
a  microfilm  or  other  copy  or  reproduction  of  each  of  the  following: 

"(1)  Each  document  granting  signature  authority  over  each 
deposit  or  share  account; 

"(2)  Each  statement,  ledger  card  or  other  record  on  each  deposit 
or  share  account,  showing  each  transaction  in,  or  with  respect  to, 
that  account; 

"(3)  Each  check,  clean  draft,  or  money  order  drawn  on  the  bank 
or  issued  and  payable  by  it,  except  those  drawn  on  accounts  which 
can  be  expected  to  have  drawn  on  them  an  average  of  at  least  100 
checks  per  month  over  the  calendar  year  or  on  each  occasion  on 
which  such  checks  are  issued,  and  which  are  (i)  dividend  checks, 
(ii)  payroll  checks,  (iii)  employee  benefit  checks,  (iv)  insurance 
claim  checks,  (v)  medical  benefit  checks,  (vi)  checks  drawn  on 
governmental  agency  accounts,  (vii)  checks  drawn  by  brokers  or 
dealers   in   securities,    (viii)    checks   drawn   on   fiduciary   accounts, 
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Secretary  show  the  depth  and  extent  of  the  quicksand 

in  which  our  financial  institutions  must  now  operate."' 

It  is  estimated  that  a  minimum  of  20  billion  checks — 


(ix)  checks  drawn  on  other  financial  institutions,  or  (x)  pension  or 
annuity  checks; 

"(4)  Each  item  other  than  bank  cliarges  or  periodic  charges  made 
pursuant  to  agreement  with  the  customer,  comprising  a  debit  to 
a  customer's  deposit  or  share  account,  not  required  to  be  kept,  and 
not  specifically  exempted,  under  subparagraph  (b)  (3)  of  this  section; 

"(5)  Each  item,  including  checks,  drafts,  or  transfers  of  credit, 
of  more  than  $10,000  remitted  or  transferred  to  a  person,  account 
or  place  outside  the  United  States; 

"(6)  A  record  of  each  remittance  or  transfer  of  funds,  or  of 
currency,  other  monetary  instruments,  checks,  investment  securities, 
or  credit,  of  more  than  $10,000  to  a  person,  account  or  place  outside 
the  United  States; 

"(7)  Each  check  or  draft  in  an  amount  in  excess  of  $10,000  drawn 
on  or  issued  by  a  foreign  bank,  purchased,  received  for  credit  or 
collection,  or  otherwise  acquired  by  the  bank; 

"(8)  Each  item,  including  checks,  drafts  or  transfers  of  credit, 
of  more  than  $10,000  received  directly  and  not  through  a  domestic 
financial  institution,  by  letter,  cable  or  any  other  means,  from  a 
person,  account  or  place  outside  the  United  States; 

"(9)  A  record  of  each  receipt  of  currency,  other  monetary  instru- 
ments, checks,  or  investment  securities,  and  of  each  transfer  of  funds 
or  credit,  of  more  than  $10,000  received  on  any  one  occasion  directly 
and  not  through  a  domestic  financial  institution,  from  a  person, 
account  or  place  outside  the  United  States;  and 

"(10)  Records  prepared  or  received  by  a  bank  in  the  ordinary 
course  of  business,  which  would  be  needed  to  reconstruct  a  demand 
deposit  account  and  to  trace  a  check  deposited  in  such  account 
through  its  domestic  processing  system  or  to  supply  a  description  of 
a  deposited  check.  This  subsection  shall  be  applicable  only  with 
respect  to   demand  deposits."     (31   CFR  §  103.34.) 

During  this  htigation  the  above  provision  was  amended  by  the 
Secretary  making  it  unnecessar.y  to  microfilm  copies  of  checks  "drawn 
for  SlOO  or  less,"  31  CFR  §  103.34  (b)(3)  (1973).  Since  banks 
must  copy  all  checks  it  is  hard  to  see  how  this  new  exemption  is 
meaningful. 

^  Like  requirements  are  placed  on  brokers  and  dealers  in  securities, 
31  CFR  §  103.35. 
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and  perhaps  30  billion — will  have  to  be  photocopied  and 
that  the  weight  of  these  little  pieces  of  paper  will  approxi- 
mate 166  million  pounds  a  year.'' 

It  would  -be  highly  useful  to  governmental  espionage 
to  have  like  reports  from  all  our  bookstores,  all  our  hard- 
ware and  retail  stores,  all  our  drugstores.  These  records 
too  might  be  ''useful"  in  criminal  investigations. 

One's  reading  habits  furnish  telltale  clues  to  those 
who  are  bent  on  bending  us  to  one  point  of  view.  What 
one  buys  at  the  hardware  and  retail  stores  may  furnish 
clues  to  potential  uses  of  wires,  soap  powders,  and  the 
like  used  by  criminals.  A  mandatory  recording  of  all 
telephone  conversations  would  be  better  than  the  record- 
ing of  checks  under  the  Bank  Secrecy  Act,  if  Big  Brother 
is  to  have  his  way.  The  records  of  checks — now  avail- 
able to  the  investigators — are  highly  useful.  In  a  sense 
a  person  is  defined  by  the  checks  he  writes.  By  examin- 
ing them  the  agents  get  to  know  his  doctors,  lawyers, 
creditors,  political  allies,  social  connections,  religious 
affiliation,  educational  interests,  the  papers  and  maga- 
zines he  reads  and  so  on  ad  infinitwm.  These  are  all 
tied  to  one's  social  security  number;  and  now  that  we 
have  the  data  banks,  these  other  items  will  enrich  that 
storehouse  and  make  it  possible  for  a  bureaucrat — by 
pushing  one  button — to  get  in  an  instant  the  names  of 
the  190  million  Americans  who  are  subversives  or  po- 
tential and  likely  candidates. 

It  is,  I  submit,  sheer  nonsense  to  agree  with  the  Secre- 
tary that  all  bank  records  of  every  citizen  "have  a  high 
degree  of  usefulness  in  criminal,  tax,  or  regulatory  inves- 
tigations or  proceedings."  That  is  unadulterated  non- 
sense unless  we  are  to  assume  that  every  citizen  is  a 
crook,  an  assumption  I  cannot  make. 


''  Hearings  on  H.  R.  15073,  H.  Committee,  Banking  and  Currency, 
91st  Cong.,  1st  Sess.,  320  (1970). 
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Since  the  banking  transactions  of  an  individual  give  a 
fairly  accurate  account  of  his  religion,  ideology,  opinions, 
and  interests,  a  regulation  impounding  them  and  making 
them  automatically  available  to  all  federal  investigative 
agencies  is  a  sledge  hammer  approach  to  a  problem  that 
only  a  delicate  scalpel  can  manage.  Where  fundamental 
personal  rights  are  involved^ — as  is  true  when  as  here 
government  gets  large  access  to  one's  beliefs,  ideas,  politics, 
religion,  cultural  concerns  and  the  like — the  Act  should 
be  ''narrowly  drawn"  (Cantwell  v.  Connecticut,  310  U.  S. 
296,  307)  to  meet  the  precise  evil.'  Bank  accounts  at 
times  harbor  criminal  plans.  But  we  only  rush  with  the 
crowd  when  we  vent  on  our  banks  and  their  customers 
the  devastating  and  leveling  requirements  of  the  present 
Act.  I  am  not  yet  ready  to  agree  that  America  is  so 
possessed  with  evil  that  we  must  level  all  constitutional 
barriers  to  give  our  civil  authorities  the  tools  to  catch 
criminals. 

Heretofore  this  Nation  has  confined  compulsory  record- 
keeping to  that  required  to  monitor  either  ( 1 )  the  record- 
keeper,  or  (2)  his  business.  Marchetti  v.  United  States, 
390  U.  S.  39,  and  United  States  v.  Darby,  312  U.  S.  100, 
are  illustrative.  Even  then,  as  Justice  Harlan  writing 
for  the  Court  said,  they  must  be  records  that  would 
"customarily"  be  kept,  have  a  "public"  rather  than  a 
private  purpose,  and  arise  out  of  an  "essentially  ijion- 

"  And  see  Roe  v.  Wade,  410  U.  S.  113,  155;  Police  Dept.  of  Chicago 
V.  Modey,  408  U.  S.  92,  101;  Gooding  v.  Wilson,  405  U.  S.  518,  522; 
Shuttlesworth  v.  Birmingham,  394  U.  S.  147,  151;  Cameron  v.  John- 
son, 390  U.  S.  611.  617;  Zwickler  v.  Koota,  389  U.  S.  241,  250;  White- 
hill  V.  Elkins,  389  U.  S.  54,  62;  Ashton  v.  Kentucky,  384  U.  S.  195, 
201;  Elfbrandt  v.  Russell,  384  U.  S.  11,  18. 

The  same  view  is  often  expressed  in  concurring  opinions.  See 
Doe  V.  Bolton,  410  U.  S.  179,  216  (Douglas,  J.,  concurring) ;  Gregory 
V.  Chicago,  394  U.  S.  Ill,  119  (Black,  J.,  concurring) ;  United  States 
V.  Robel,  389  U.  S.  258,  270  (Brennan,  J.,  concurring). 
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criminal  and  regulatory  area  of  inquiry."     Marchetti  v. 
United  States,  supra,  at  57. 

Those  requirements  are  in  no  way  satisfied  here,  and 
yet  there  is  saddled  upon  the  banks  of  this  Nation  an 
estimated  bill  of  over  $6  million  a  year  to  spy  on  their 
customers. 

B 

Second,  as  the  reporting  provisions  of  the  Act,  it 
requires  disclosure  of  two  types  of  foreign  financial  trans- 
actions and  relationships.  One  is  a  report  of  transporta- 
tion into  or  out  of  the  country  of  monetary  instruments 
exceeding  $5,000.^  Another  requires  parties  to  any  trans- 
action or  relationship  with  "a.  foreign  financial  agency"  to 
make  such  reports  or  make  and  keep  such  records  as  the 
Secretary  may  require.'*  Civil  "  and  criminal  ^^  penalties 
are  sanctions  behind  these  reporting  provisions. 

The  Act  also  requires  the  Secretary  to  make  the 
reported  injormation  concerning  transactions  "available 
for  a  purpose  consistent  with  the  provisions  of  this  chap- 
ter to  any  other  department  or  agency  of  the  Federal 
government"    upon    request.^"      And    to   overcome    any 


8  31  U.  S.  C.  §1101. 

^31  U.  S.  C.  §1121.  The  Secretary  requires  reports  in  yearly 
tax  returns  of  any  "financial  interest  in,  or  signature  or  other  au- 
thority over,  a  bank,  securities,  or  other  financial  account  in  a 
foreign  country,"  31  CFR  §  103.24. 

1031  U.  S.  C.  §1056,  1102-1103;  31  CFR  §103.47-48. 

"31  U   S.  C.  §1058-1059;  31  CFR  §103.49. 

1-31     U.    S.    C.    §1061.      The     Regulations    read    as    follows: 

"The  Secretary  may  make  any  information  set  forth  in  any 
reports  received  pursuant  to  this  jiart  available  to  any  other 
department  or  agency  of  the  United  States  upon  the  request  of  the 
head  of  such  department  or  agency,  made  in  writing  and  stating 
the  particular  information  desired,  the  criminal,  tax,  or  regulatory 
investigation  or  proceeding  in  connection  with  which  the  information 
is  sought,  and  the  official  need  therefore."    31  CFR  §  103.43. 
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claims  of  self-incrimination  it  requires  the  grant  of  use 
immunity." 

As  respects  domestic  transactions  the  Secretary  estab- 
lished two  reporting  requirements.  (1)  Routine  reports 
are,  with  some  exceptions,  required  concerning  any  trans- 
action of  more  than  $10,000  in  currency  from  each  finan- 
cial institution  involved."  The  signature  of  at  least  one 
principal  party  to  the  transaction  is  required.''^  (2)  The 
Secretary  at  the  time  of  the  trial  reserved  the  right  to 
grant  exemptions  from,  impose  additional  recordkeeping 
or  reporting  requirements  authorized  by  statute,  or  other- 
wise modify  the  requirements  of  this  part. 


16 


"  31  U.  S.  C.  §  1060.  The  Court  in  Kastigar  v.  United  States, 
406  U.  S.  441,  held  that  "u.se  immunity"  satisfies  the  Self-incrimina- 
tion Clause  of  the  Fifth  Amendment.  I  disagreed  then  and  persist 
in  my  view  that  it  is  "transactional"  immunity,  not  "use"  immunity, 
that  is  required  to  lift  this  constitutional  protection.  See  Kastigar 
V.  United  States,  supra,  pp.  462-467.  But  since  "use"  immunity  is 
"the  law"  of  the  present  Court — though  I  doubt  if  it  can  long  sur- 
vive— I  do  not  write  this  dissent  against  the  narrow  immunity  that  is 
granted. 

14  31  CFR  §  103.22. 

1^31  U.  S.  C.  §1082. 

1°  At  that  time  CFR  §  103.45  read  as  foUows:  "(a)  The  Secretary, 
hi  his  sole  discretion,  may  b>-  written  order  or  authorization  make 
exceptions  to,  grant  exemptions  from,  impose  additional  recordkeep- 
ing or  reporting  requirements  authorized  by  statute,  or  otherwise 
modify,  the  requirements  of  this  part.  Such  exceptions,  exemptions, 
requirements  or  modifications  may  be  conditional  or  unconditional, 
may  apply  to  particular  persons  or  to  classes  of  persons,  and  maj' 
apply  to  particular  transactions  or  classes  of  transactions.  They 
shall,  however,  be  applicable  only  as  expressly  stated  in  the  order  or 
authorization,  and  they  shall  be  revocable  to  the  sole  discretion  of 
the  Secretary,  (b)  The  Secretary  shall  have  authority  to  further 
define  all  terms  used  herein." 

Since  then  "impose  additional  recordkeeping  or  reporting  require- 
ments authorized  by  statute,  or  otherwise  modify"  have  been  deleted 
from  §  103.45. 
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We  said  in  Katz  v.  U7iited  States,  389  U.  S.  347,  351- 
352.  ."What  a  person  knowingly  exposes  to  the  pubhc, 
even  in  his  own  home  or  office,  is  not  a  subject  of  Fourth 
Amendment  protection.  .  .  .     But  what  he  seeks  to  pre- 
serve as  private,  even  in  an  area  accessible  to  the  public 
may  be  constitutionally  protected."     As  stated  in  United 
States  V.  White,  401  U.  S.  745,  752,  the  question  is  'Vhat 
expectations  of  privacy"  will  be  protected  by  the  Fourth 
Amendment  "in  the  absence  of  a  warrant."     A  search  and 
seizure  conducted  without  a  warrant  is  per  se  unreason- 
able subject  to  "jealously  and  carefully  drawn"  excep- 
tions, Jo7ies  V.  United  States,  357  U.  S.  493,  499.     One's 
bank  accounts  are  within  the  expectations  of  this  society 
iTTfhat  caTe"gory.     P(5rttfeyTTTirroT"rrot"bnly  one's  finances 
but  his  interest^  his  debts,  his  way  of  life,  his  family 
and  his  civic  commitments.     There  are  administrative 
summonses  for  documents,  cf.  Camara  v.  Municipal  Court, 
387  U.  S.  523;  See  v.  riiy  of  Seattle,  387  U.  S.  541.     But' 
there  is  a  requirement  that  their  enforcement  receive 
judicial  scrutiny  and--a  judicial  order.  United  Slales  v.. 
United  States  District  Court,  407  U.  S.  297,  313-318.'    As 
we  said  in  that  case,  "The  Fourth  Amendment  does  not 
contemplate    the   executive   officers   of   Government   as 
neutral  and  disinterested  magistrates.     Their  duty  and 
responsibility  are  to  enforce  the  laws,  to  investigate,  and 
to  prosecute.  .  .  .     But  those  charged  with  this  investiga- 
tive and  prosecutorial  duty  should  not  be  the  sole  judges 
of  when  to  utilize  constitutionally  sensitive  means  in 
pursuing   their   tasks.    The   historical   judgment,   which 
the    Fourth    Amendment    accepts,    is   that    unreviewed 
executive  discretion  may  yield  too  readily  to  pressures 
to  obtain  incriminating  evidence  and  overlook  potential 
invasions  of  privacy  and  protected  speech."     Id.,  at  317. 
Suppose  Congress  passed  a  law  requiring  telephone 
companies  to  record  and  retain  all  telephone  calls  and 
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make  them  available  to  any  federal  agency  on  request. 
Would  we  hesitate  even  a  moment  before  striking  it 
down?  I  think  not,  for  we  condemned  in  United  States 
V.  U7iited  States  District  Court  "the  broad  and  unsus- 
pected governmental  incursions  into  conversational  pri- 
vacy which  electronic  surveillance  entails."     Id.,  at  313. 

A  checking  account,  as  I  have  said,  may  well  record  a 
citizen's  activities,  opinion,  and  beliefs,  as  fully  as  tran- 
scripts of  his  telephone  conversations. 

The  Fourth  Amendment  warrant  requirements  may 
be  removed  by  constitutional  amendment  but  they  cer- 
tainly cannot  be  replaced  by  the  Secretary  of  the 
Treasury's  finding  that  certain  information  will  be  highly 
useful  in  "criminal,  tax,  or  regulatory  investigations  or 
proceedings."     12  U.  S.  C.  §  1951  (b). 

We  cannot  avoid  the  question  of  the  constitutionality 
of  the  reporting  provisions  of  the  Act  and  of  the  Regu- 
lations by  saying  they  have  not  yet  been  applied  to  a 
customer  in  any  criminal  case.  Under  the  Act  and  Regu- 
lations the  reports  go  forward  to  the  investigative  or 
prosecutmg  agency  on  written  request  without  notice  to 
the  customer.  Delivery  of  the  records  without  the  requi- 
site hearing  of  probable  cause  ^'  breaches  the  Fourth 
Amendment. 


^'  A  criminal  prosecution  in  this  country  for  not  reporting  an 
overseas  transaction  is  still  a  criminal  prosecution  under  the  Bill 
of  Rights;  and  to  these  the  Fourth  Amendment  has  been  applicable 
from  the  beginning.  Cases  of  immigration  officers  stopping  people 
at  the  border  who  are  leaving  or  entering  the  country  are  obviously 
inapposite  and  certainly  the  Court  cannot  be  serious  in  saying  that 
the  monetary  value  of  the  article  being  seized  is  relevant  to  whether 
the  search  and  seizure  without  a  warrant  was  constitutional.  As 
said  in  Katz  it  is  "persons"  not  "places"  that  the  Fourth  Amendment 
protects;  and  it  would  labor  the  point  to  engage  in  lengthy  argu- 
ment that  "things"  as  well  as  "places"  are  not  the  object  of  the 
Fourth  Amendment's  concerns. 


57-282   O  -  76  -  pt.2  -  41 
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I  also  agree  in  substance  with  my  Brother  Brennan's 
view  that  the  grant  of  authority  by  Congress  to  the 
Secretary  of  the  Treasury  is  too  broad  to  pass  constitu- 
tional muster.  This  legislation  is  symptomatic  of  the 
slow  eclipse  of  Congress  by  the  mounting  Executive 
power.  The  phenomenon  is  not  brand  new.  Tt  was  tile 
case  in  Schechter  Corp.  v.  United  States,  295  U.  S.  495. 
United  States  v.  Robel,  389  U.  S.  258,  is  a  more  recent 
example.     National   Cable    Television  Assn.   v.    United 

States, U.  S.  ,  and  FPC  v.  New  England  Power 

Co., U.  S. ,  are  even  more  recent.     These  omnibus 

grants  of  power  allow  the  Executive  Branch  to  make 
the  law  as  it  chooses  in  violation  of  th€  teachings,  of 
Youngstown  Sheet  &  Tube  Co.  v.  Sawyer,  343  U.  S.  579, 
as  well  as  Schechter,  that  lawmaking  is  a  congressional, 
not  an  Executive,  function. 
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[April  1,  1974] 

Mr.  Justice  Brennan,  dissenting. 

I  concur  in  Parts  I  and  IIA  of  Mr.  Justice  Douglas' 
opinion.  As  to  the  Act's  foreign  and  domestic  reporting 
requirements,  however,  I  see  no  need  to  address  the  inde- 
pendent constitutional  objections  the  plaintiffs  below 
attempt  to  raise.  The  reporting  requirements  are  in- 
separable from — and  in  some  cases  considerably  broader 
than — the  recordkeeping  requirements.  Thus,  since  in 
my  view  the  recordkeeping  provisions  unconstitutionally 
vest  impermissibly  broad  authority  in  the  Secretary  of 
the  Treasury,  see  United  States  v.  Robel,  389  U.  S.  258, 
269  (1967)  (Brennan,  J.,  concurring),  the  reporting 
provisions  too  are  invalid. 
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The  symbiotic  nature  of  the  recordkeeping  and  report- 
ing requirements  is  clearly  manifested  in  the  expressions 
of  congressional  purpose  found  in  12  U.  S.  C.  §  1951  (b) 
and  31  U.  S.  C.  §  1051,  which  lay  down  blanket  com- 
mands that  "records"  and  "reports"  be  required  where 
they  "have  a  high  degree  of  usefulness  in  criminal, 
tax,  or  regulatory  investigations  or  proceedings." 

One  example  of  this  interdependence  may  be  found  in 
12  U.  S.  C.  §§  1951-1953,  which  apply  to  "any  uninsured 
bank  or  uninsured  institution,"  terms  which  are  them- 
selves not  defined  in  the  Act.  Section  1953  authorizes 
the  Secretary  to  require  the  keeping  of  "any  records  or 
evidence  of  any  type"  so  long  as  he  may  require  them  of 
insured  banks.  Section  1952  authorizes  him  to  require 
"the  making  of  appropriate  reports  by  uninsured  banks 
or  uninsured  institutions  of  any  type  with  respect  to 
their  ownership,  control,  and  managements  and  any 
changes  therein."  As  appears  from  the  legislative 
history,  these  provisions  work  in  tandem,  permitting  the 
Secretary  to  detect  instances  of  the  use  of  sham  or  illegal 
transactions  in  which  the  institutional  party  is  merely 
an  alter  ego  of  the  customer  it  purportedly  services.  See 
S.  Rep.  No.  91-1139,  91st  Cong.,  2d  Sess.,  3  (1970); 
Hearings  before  the  House  Comm.  on  Banking  and  Cur- 
rency on  H.  R.  15073,  91st  Cong.,  1st  and  2d  Sess.,  10-14 
(1969-1970).  Neither  provision  would  usefully  aid  the 
detection  of  such  practices  without  the  other. 

Not  only  are  the  reporting  and  recordkeeping  re- 
quirements functionally  inseparable,  but  the  reporting 
requirements  impose  additional  requirements,  thus  add- 
ing to  the  power  of  the  Secretary  to  invade  individual 
rights.  For  instance,  the  reporting  requirement  for  all 
transactions  involving  domestic  financial  institutions,  31 
U.  S.  C.  §  1081,  authorizes  the  Secretary  to  require  reports 
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at  any  time  and  in  any  manner  and  detail,  of  any  trans- 
action that  involves  the  "payment,  receipt,  or  transfer 
of  United  States  currency,  or  such  other  monetary  in- 
struments as  the  Secretary  may  specify."  Although  the 
Secretary  has  by  regulation  limited  the  meaning  of 
"monetary  instruments,"  31  CFR  §  103.11,  and  invoked 
the  section  only  where  the  transaction  involves  more 
than  $10,000,  see  31  CFR  §  103.22,  this  in  no  way  alters 
the  fundamental  vice  of  the  statute. 

That  vice,  see  concurring  opinion  in  United  States  v. 
Robel,  supra,  is  the  delegation  of  power  to  the  Secretary 
in  broad  and  indefinite  terms  under  a  statute  that  lays 
down  criminal  sanctions  and  potentially  affects  funda- 
mental rights.  See  Bantam  Books,  Inc.  v.  Sullivan,  372 
U.  S.  58  (1963) ;  Cantwell  v.  Connecticut,  310  U.  S.  296, 
304-307   (1940).     My  view  in  Robel  applies  here: 

"Formulation  of  policy  is  a  legislature's  primary 
responsibility,  entrusted  to  it  by  the  electorate,  and 
to  the  extent  Congress  delegates  authority  under 
indefinite  standards,  this  policy-making  function  is 
passed  on  to  other  agencies,  often  not  answerable 
or  responsive  in  the  same  degree  to  the  people. 
'[S]tandards  of  permissible  statutory  vagueness  are 
strict  .  .  .'  in  protected  areas.  NAACP  v.  Button, 
371  U.  S.,  at  432.  'Without  explicit  action  by  law- 
makers, decisions  of  great  constitutional  import  and 
effect  would  be  relegated  by  default  to  administra- 
tors who,  under  our  system  of  government,  are  not 
endowed  with  authority  to  decide  them.'  Greene  v. 
McElroy,  360  U.  S.  474,  507."     389  U.  S.,  at  276. 

In  the  case  of  the  Bank  Secrecy  Act,  also  potentially 
involving  First,  Fourth,  and  Fifth  Amendment  rights  of 
the  vast  majority  of  our  citizenry,  it  exceeds  Congress' 
constitutional  power  of  delegation  to  empower  the  Secre- 
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tary  of  the  Treasury  to  require  whatever  reports  and 
records  he  believes  to  be  possessed  of  a  "high  degree  of 
usefulness"  where  the  purpose  is  to  further  "criminal, 
tax,  and  regulatory  investigations  and  proceedings." 
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SUPKEME  COUET  OF  THE  UNITED  STATES 


Nos.  72-985,  72-1073,  and  72-1196 


On  Appeals  from  the 
United  States  District 
Court  for  the  Northern 
District  of  California. 


The  Cahfornia  Bankers 

Association,  Appellant, 
72-985  V. 

George  P.  Shultz,  Secretary  of 
the  Treasury,  et  al. 

George  P.  Shultz,  Secretary  of 
the  Treasury,  et  al., 
Appellants, 
72-1073  V. 

The  California  Bankers 
Association  et  al. 

Fortney  H.   Stark,  Jr.,  et  al.. 

Appellants, 
72-1196  V. 

George  P.  Shultz  et  al. 

[April  1,  1974] 

Mr.  Justice  Marshall,  dissenting. 

Although  I  ani  in  general  agreement  with  the  opinions 
of  my  Brothers  Douglas  and  Brennan,  I  believe  it 
important  to  set  forth  what  I  view  as  the  essential  issue 
in  these  cases. 

The  purposes  of  the  recordkeeping  requirements  of  the 
Bank  Secrecy  Act  are  clear  from  the  language  of  the  legis- 
lation itself — to  require  the  maintenance  of  records  which 
will  later  be  available  for  examination  by  the  Govern- 
ment in  "criminal,  tax,  or  regulatory  investigations  or 
procedings."  See  12  U.  S.  C.  §§  1829b  (a)(2)  and 
1951  (b).  The  maintenance  of  the  records  is  thus  but 
the  initial  step  in  a  process  whereby  the  Government 


1316 


2  CALIFORNIA  BANKERS  ASSN.  v.  SHULTZ 

seeks  to  acquire  the  private  financial  papers  of  the 
millions  of  individuals,  businesses,  and  organizations  that 
maintain  accounts  in  banks  and  use  negotiable  instru- 
ments such  as  checks  to  carry  out  the  financial  side  of 
their  day-by-day  transactions.  In  my  view,  this  attempt 
to  acquire  private  papers  constitutes  a  search  and  seizure 
under  the  Fourth  Amendment. 

As  this  Court  settled  long  ago  in  Boyd  v.  United  States, 
116  U.  S.  616,  622  (1886),  ''a  compulsory  production  of  a 
man's  private  papers  to  establish  a  criminal  charge 
against  him  ...  is  within  the  scope  of  the  Fourth  Amend 
ment  to  the  Constitution  .  .  .  ."  The  acquisitimi  of 
records  in  this  case,  as  we  said  of  the  order  to  produce 
an  invoice  in  Boyd,  may  lack  the  ''aggravating  incidents 
of  actual  search  and  seizure,  such  as  forcible  entry  into 
a  man's  house  and  searching  amongst  his  papers  .  .  .  ." 
116  U.  S..  at  622.  But  this  cannot  change  its  intrinsic 
character  as  a  search  and  seizure.  We  do  well  to  recall 
the  admonishment  in  Boyd,  116  U.  S.,  at  635: 

"It  may  be  that  it  is  the  obnoxious  thing  in  its 
mildest  and  least  repulsive  form;  but  illegitimate 
and  unconstitutional  practices  get  their  first  footing 
in  that  way,  namely,  by  silent  approaches  and  slight 
deviations  from  legal  modes  of  procedure." 

By  compelling  an  otherwise  unwilling  bank  to  photo- 
copy the  checks  of  its  customers,  the  Government  has  as 
much  of  a  hand  in  seizing  those  checks  as  if  it  had  forced 
a  private  person  to  break  into  the  customer's  home  or 
office  and  photocopy  the  checks  there.  See  Byars  v. 
United  States,  273  U.  S.  28  (1927).  Cf.  Burdeau  v. 
McDowell,  256  U.  S.  465  (1921),  with  Lustig  v.  United 
States,  338  U.  S.  74,  78-79  (Frankfurter,  J.).  See  also 
Corngold  v.  United  States,  367  F.  2d  1  (CA9  1966).  Our 
Fourth  Amendment  jurisprudence  should  not  be  so 
wooden  as  to  ignore  the  fact  that  through  microfilming 
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and  other  techniques  of  this  electronic  age,  illegal  searches 
and  seizures  can  take  place  without  the  brute  force  char- 
acteristic of  the  general  warrants  which  raised  the  ire  of 
the  Founding  Fathers.  See  Entick  v.  Carrington,  19 
How.  St.  Tr.  1029  ( 1765) ;  Stanford  v.  Texas,  379  U.  S. 
476,  483^84  (1965).  As  we  emphasized  in  Katz  v. 
Uiiited  States,  389  U.  S.  347  (1967),  the  absence  of  any 
physical  seizure  of  tangible  property  does  not  foreclose 
Fourth  Amendment  inquiry.  389  U.  S.,  at  352-353. 
The  Fourth  Amendment  ''governs  not  only  the  seizure 
of  tangible  items  but  extends  as  well  to  the  recording  of 
oral  statements  .  .  .  ."  Id.,  at  353.  By  the  same  logic, 
the  Fourth  Amendment  should  apply  to  the  recording  of 
checks  mandated  by  the  Act  here.  And  such  a  massive 
and  indiscriminate  search  and  seizure,  not  only  without 
a  warrant  but  also  without  probable  cause  that  any  evi- 
dence to  be  obtained  is  relevant  to  any  investigation,  is 
plainly  inconsistent  with  the  principles  behind  the 
Amendment.  See  Stanford  v.  Texas,  supra,  379  U.  S.,  at 
485-486;  Katz  v.  United  States,  supra,  389  U.  S.,  at 
356-359. 

It  is  suggested  that  there  is  no  seizure  under  the  Fourth 
Amendment  because  the  bank,  which  is  required  to  create 
and  maintain  the  record,  is  already  a  party  to  the  trans- 
action. See  ante,  at  28.  Surely  this  is  irrelevant  to  the 
question  of  whether  a  Government  search  or  seizure  is 
involved.  The  fact  that  one  has  disclosed  private  j)apers 
to  the  bank,'^for  a  limited  purpose,  within  the  context  of 
a  confidentraTcusfdmer-bank  relatidnship,  does  not  meafi'^ 
that  one  has  waived  all  right  to  the  privacy  of  the  papers. 
Like  the  user  of  the  pay  phone  in  Katz  v.  United  States, 
who,  having  paid  the  toll,  was  "entitled  to  assume  that 
the  words  he  utters  into  the  mouthpiece  will  not  be 
broadcast  to  the  world,"  389  U.  S.,  at  352,  so  the  customer 
of  a  bank,  having  written  or  deposited  a  check,  has  a 
reasonable  expectation  that  his  check  will  be  examined 
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for  bank  purposes  only — to  credit,  debit  or  balance  his 
account — and  not  recorded  and  kept  on  file  for  several 
years  by  Government  decree  so  that  it  can  be  available 
for  Government  scrutiny.  See  United  States  v.  First 
Nat'l  Bank  of  Mobile,  67  F.  Supp.  616  (SD  Ala.  1946). 

The  majority  argues  that  any  Fourth  Amendment 
claim  is  premature,  since  the  Act  itself  only  affects  the 
keeping  of  records  but  in  no  way  changes  the  law  re- 
garding acquisition  of  the  records  by  the  Government. 
I  cannot  agree.  This  attempt  to  bifurcate  the  acquisi- 
tion of  information  into  two  independent  and  unrelated 
steps  is  wholly  unrealistic.  As  the  Government  itself 
concedes,  "banks  have  in  the  past  voluntarily  allowed 
law  enforcement  officials  to  inspect  bank  records  with- 
out requiring  the  issuance  of  a  summons."  Brief  for 
the  Appellees  in  Nos.  72-985  &  72-1196,  at  38  n.  19. 
Indeed,  the  Chief  of  the  Organized  Crime  and  Racketeer- 
ing Section  of  the  Criminal  Division  of  the  Justice  De- 
partment told  a  Senate  Subcommittee  in  1972  that  access 
by  the  FBI  to  bank  records  without  process  occurs  "with 
some  degree  of  frequency."  Hearing  before  the  Sub- 
committee on  Financial  Institutions  of  the  Senate  Com- 
mittee on  Banking  and  Currency  on  Foreign  Bank 
Secrecy,  91st  Cong.,  2d  Sess.,  at  114r-115. 

The  plain  fact  of  the  matter  is  that  the  Act's  record- 
keeping requirement  feeds  into  a  system  of  widespread 
informal  access  to  bank  records  by  government  agencies 
and  law  enforcement  personnel.  If  these  customers' 
Fourth  Amendment  claims  cannot  be  raised  now,  they 
cannot  be  raised  at  all,  for  once  recorded,  their  checks 
will  be  readily  accessible,  without  judicial  process  and 
without  any  showing  of  probable  cause,  to  any  of  the 
several  agencies  that  presently  have  informal  access  to 
bank  records. 

The  Government  suggests  that  the  Act  does  not  in 
any  way  preclude  banks  from  refusing  to  allow  informal 
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access  and  insisting  on  the  issuance  of  legal  process 
before  turning  over  a  customer's  financial  records. 
Such  a  refusal,  however,  even  if  accompanied  by  notice 
to  the  customer  with  an  opi)ortunity  for  him  to 
assert  his  constitutional  claims,  comes  too  late,  for  the 
seizure  has  already  taken  place.  By  virtue  of  the  Act's 
recordkeeping  requirement,  copies  of  the  customer's 
checks  are  already  in  the  bank's  files  and  amenable  to 
process.  The  seizure  has  already  occurred,  and  all  that 
remains  is  the  transfer  of  the  documents  from  the  agent 
forced  by  the  Government  to  accomplish  the  seizure  to 
the  Government  itself.  Indeed,  it  is  ironic  that  although 
the  majority  deems  the  bank  customers'  Fourth  Amend- 
ment claims  premature,  it  also  intimates  that  once  the 
bank  has  made  copies  of  its  customer's  checks,  the  cus- 
tomer no  longer  has  standing  to  invoke  his  Fourth  Amend- 
ment rights  when  a  demand  is  made  on  the  bank  by  the 
Government  for  the  records.  See  ante,  slip  op.,  at  28-29. 
By  accepting  the  Government's  bifurcated  approach  to 
the  recordkeeping  requirement  and  the  acquisition  of  the 
records,  the  majority  engages  in  a  hollow  charade  where- 
by Fourth  Amendment  claims  are  to  be  labelled  pre- 
mature until  such  time  as  they  can  be  deemed  too  late. 
Nor  can  I  accept  the  majority's  analysis  of  the  First 
Amendment  associational  claims  raised  by  the  American 
Civil  Liberties  Union  on  behalf  of  its  members  who  seek 
to  preserve  the  anonymity  of  their  financial  support  of 
the  organization.  The  First  Amendment  gives  Gr^- 
nizations  such  as  the  ACLU  the  right  to  maintain  in 
confidence  the  names  of  those  who  belong  or  contribute 
to  the  organization,  absent  a  compelling  governmental 
interest.  See  NAACP  v.  Alabama,  357  U.  S.  449  (1958). 
See  also  Lamont  v.  Postmaster  General,  381  IT.  S.  301 
(1965);  Gibson  v.  Florida  Legislative  Investigation 
Comm.,  372  U.  S.  539  (1963) ;  Louisiana  ex  rel.  Gremil- 
lion  v.  NAACP,  366  U.  S.  293  (1961) ;  Shelton  v.  Tucker, 
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364  U.  S.  479  (1960) ;  Bates  v.  City  of  Little  Rock,  361 
U.  S.  516  (1960) ;  United  States  v.  Rumely,  345  U.  S.  41 
(1953).  It  is  certainly  inconsistent  with  this  long  line 
of  cases  for  the  Government,  absent  any  showing  of  nee^d~ 
whatsoever,  to  require  the  bank  with  which  the  ACLU 
maintains  an  account  to  make  and  keep  a  microfilm 
record  of  all  checks  received  by  the  ACLU  and  deposited 
to  its  account.  The  net  result  of  this  requirement,  ob- 
viously, is  an  easily  accessible  list  of  all  of  the  ACLU's 
contributors.     And  given  the  widespread  informal  access 

to  bank  records  by  Government  agencies,  see  ante,  at , 

the  existence  of  such  a  list  surely  will  chill  the  exercise 
of  First  Amendment  rights  of  association  on  the  part  of 
those  who  wish  to  have  their  contributions  remain  anon- 
ymous. ^The  technique  of  examining  bank  accounts  to 
investigate  political  organizations  is,  unfortunately,  not 
rare.  See,  e.  g.,  Pollard  v.  Roberts,  283  F.  Supp.  248 
(ED  Ark.  1968),  aff'd  per  curiam,  393  U.  S.  14  (1968); 

United  States  Servicemen's  Fund  v.  Eastland, U.  S. 

App.  D.  C. ,  488  F.  2d  1252  (1973). 

First  Amendment  freedoms  are  ''delicate  and  vulner- 
able." They  need  breathing  space  to  survive.  NAACP 
v.  Button,  371  U.  S.  415,  433  (1963).  The  threat  of 
disclosure  entailed  in  the  existence  of  an  easily  accessible 
list  of  contributors  may  deter  the  exercise  of  First  Amend- 
ment rights  as  potently  as  disclosure  itself.  Cf.  ibid. 
See  also  United  States  Servicemen's  Fund  v.  Eastland, 

supra, U.  S.  App.  D.  C.,  at ;  488  F.  2d,  at  1265- 

1268.  More  importantly,  however  slight  may  be  the 
inhibition  of  First  Amendment  rights  caused  by  the 
bank's  maintenance  of  the  list  of  contributors,  the  crucial 
factor  is  that  the  Government  has  shown  no  need,  com- 
pelling or  otherwise,  for  the  maintenance  of  such  records. 
Surely  the  fact  that  some  may  use  negotiable  instruments 
for   illegal   purposes   cannot   justify   the   Government's 
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running  roughshod  over  the  First  Amendment  rights  of 
the  hundreds  of  lawful  yet  controversial  organizations 
like  the  ACLU.  Congress  may  well  have  been  correct 
in  concluding  that  law  enforcement  would  be  facilitated 
by  the  dragnet  requirements  of  this  Act.  Those  who 
wrote  our  Constitution,  however,  recognized  more  impor- 
tant values. 

I  respectfully  dissent. 
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Syllabus  409  T.  S. 

COUCH  V.  UNITED  STATES  et  al. 

CERTIORARI  TO  THE   UNITED  STATES  COURT  OF  APPEALS  FOR 

THE   FOURTH    CIRCUIT 

No.  71-S89.     Argued  November  14,  1972— Decided  January  9,  J!t73 

Petitioner  challenges  an  Internal  Revenue  Service  (IRS)  sunmuHis 
directing  an  accountant,  an  independent  contractor  with  numerous 
clients,  to  produce  business  records  that  slie  had  been  gi\ing  to 
him  for  preparation  of  lier  tax  returns  from  1955  to  1968,  when 
the  suimnons  was  issued.  The  District  Court  and  the  Court  of 
Appeals  concluded  that  the  privilege  against  self-incrimination 
asserted  by  petitioner  was  not  available.  Held:  On  the  facts 
of  this  case,  where  petitioner  had  effect i\-ely  surrendered  poi=ses- 
sion  of  the  records  to  the  accountant,  there  was  no  personal  com- 
pulsion against  petitioner  to  produce  the  records.  The  Fifth 
Amendment  therefor?  cansiitu4«9  ik+  bf^r  to-  th*4r  pxaduction  b\' 
the  accountant,  even  though  the  IRS  tax  in\estigation  may  entail 
possible  criminal  as  well  as  civil  consequences.  Nor  does  peti- 
tioner, who  was  ware  that  much  of  the  information  in  the 
records  had  to  be  disclosed  in  her  tax  returns,  have  any  legitimate 
expectation  of  pri\acy  that  would  bar  production  under  eitluT 
the  Fourth  or  Fifth  Amendment.     Pp.  327-33G. 

449  F.  2d  141,  affirmed. 

Powell.  J.,  deUvered  the  opinion  of  the  Court,  in  which  Burgkr, 
C.  J.,  and  Brexnan,  Stewart,  WifiTK,  Black.mun,  and  Rehn- 
QuisT,  J.I.,  joined.  Brennan,  J.,  filed  a  concurring  ojiinion,  y^.^t. 
p.  337.  Douglas,  J.,  post.  p.  33S,  and  Marshall,  J.,  -post,  p.  344, 
filed  dissenting  opinions. 

John  G.  Rocovich,  Jr.,  argued  the  cause  for  petitioner. 
With  him  on  the  i)riefs  was  Claude  D.  Carter. 

Lawrence  G.  Wallace  argued  the  cause  for  the  United 
States  et  al.  On  the  brief  were  Solicitor  General  Gm- 
wold,  Assistant  Attorney  General  Crampton,  Keith  A. 
Jones,  John  P.  Burke,  and  John  M.  Brant. 
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322  Ojiinion  of  tlie  Court 

Mr.  Justice  Powell  delivered  the  opinion  of  the 
Court. 

On  January  7,  1970,  the  Government  filed  a  petition 
in  the  United  States  District  Court  for  the  Western 
District  of  Virginia,  pursuant  to  26  U.  S.  C.  §§  7402  (b) 
and  7604  (a)/  seeking  enforcement  of  an  Internal  Rev- 
enue summons  in  connection  with  an  investigation  of 
petitioner's  tax  lialiility  from  1064-1968.  The  summons 
was  directed  to  petitioner's  accountant  for  the  produc- 
tion of: 

"All  books,  records,  bank  statements,  cancelled 
checks,  deposit  ticket  copies,  workpapers  a'nd  all 
other  pertinent  documents  pertaining  to  the  tax  lia- 
bility of  the  above  taxpayer."  - 

The  question  is  whether  the  taxpayer  may  invoke 
her  Fifth  Amendment  privilege  against  compulsory  self- 
incrimination  to  prevent  the  production  of  her  business 
and    tax   records   in    the   j)os,spssion   of   her   accountant. 


^  Sec.  7402.    Jurisdiction  of  District  Courts. 

"(b)  To  en  force  summons.  If  any  ]>crson  is  siiinmonfd  under 
the  internal  revenue  laws  to  a])pear,  to  testify,  or  to  produce  books, 
papers,  or  other  data,  the  district  court  of  the  United  States  for  the 
district  in  which  such  person  resides  or  may  be  found  shall  have 
jurisdiction  by  api)ropriate  process  to  compel  such  attendance,  testi- 
mony, or  production  of  books,  papers,  or  other  data." 

Sec.  7604.    Enforcement  of  Summons. 

"(a)  Jurisdiction  of  district  court.  If  any  person  is  siuninoned 
under  the  internal  revenue  laws  to  appear,  to  testify,  or  to  produce 
books,  papers,  records,  or  other  data,  the  United  States  district  court 
for  the  district  in  which  such  person  resides  or  is  found  shall  have 
jurisdiction  by  apj:)ropriate  process  to  compel  such  attendance, 
testimony,  or  production  of  books,  papers,  records,  or  other  data." 

-  .\pp.   59-GO. 
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Opinion  of  the  Court  409  U.S. 

Both  the  District  Court  '  and  the  Court  of  Ai)peals  for 
the  Fourtli  Circuit  ^  held  the  ])rivilege  unavailable.  We 
granted  certiorari,  405  V.  S.  1038. 

Petitioner  is  the  sole  proprietress  of  a  restaurant. 
Since  1955  she  had  given  bank  statements,  i)ayroll  rec- 
ords, and  reports  of  sales  and  expenditures  to  her 
accountant.  Plarold  Shaffer,  for  the  purpose  of  i)reparing 
her  income  tax  returns.  The  accountant  was  not  peti- 
tioner's ]:)ersonal  em])loyee  but  an  indei)endent  contrac- 
tor with  his  own  office  and  numerous  other  clients  who 
compensated  him  on  a  piecework  basis.  When  petitioner 
surrendered  possession  of  the  records  to  Shaffer^  she,  of 
course,  retained  title  in  herself. 

During  the  summer  of  1969,  Internal  Revenue  Agent 
Dennis  Groves  commenced  an  investigation  of  petitioner's 
tax  returns.  After  examining  her  books  and  records 
in  Shaffer's  office  with  his  i)ermission,  Groves  found 
indications  of  a  substantial  understatement  of  gross  in- 
come. Groves  thereupon  reported  the  case  to  the  Intelli- 
gence Division  of  the  Internal  Revenue  Service. 

Special  Agent  Jennings  of  the  Intelligence  Division 
next  commenced  a  joint  investigation  with  Groves  to 
determine  petitioner's  correct  tax  liability,  the  jDOssibil- 
ity  of  income  tax  fraud  and  the  imposition  of  tax  fraud 
penalties,  and,  lastly,  the  i)ossibility  of  a  recommenda- 
tion of  a  criminal  tax  violation.  Jermings  first  intro- 
duced himself  to  petitioner,  gave  her  Miranda  warnings 


■•  Tlu>  Di-^trict  Court  hold  iliai  ■'[s]infc,  at  the  time  the  summons 
was  .served,  the  taxjiayer,  LilHan  \'-  Couch,  \va>  not  in  po.'=.-e.s.sion  of 
the  books,  records  and  documents  flescrihed  in  thr-  summons,  she  may 
not  as-ert  any  Fifth  Amendment  prix'ilcjre  against  selt'-iniTimination 
as  a  l\ar  to  the  enforcement  of  the  >ummons."  Ajjp.  0,  11.  The 
opinion  of  the  District   Court    (\VI)  \'a.)   is  not   reported. 

■•The  Cfjurt  of  Ajipeal-  also  noted  tliat  the  answer  to  ])etitioner's 
Fifth  Amendment  contention-'  la\'  in  the  fact  that  '"'tlie  records  were 
not  in  the  mtfTNcnor'.-  [  taxp;i\  er'^]  po--ession  Ijut  were  in  the  custody 
of  her  accountant,"  419  F.  2d   111,   14;.^   (1971). 
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as  requircfl  by  IRS  directive,  and  then  issued  the  sum- 
mons to  Shaffer  •■  after  tlie  latter  refused  to  let  him 
see,  remove,  or  microfilm  petitioner's  records. 

When  Jemiings  arrived  at  Shaffer's  office  on  Septem- 
ber 2,  1969,  the  returii  day  of  the  summons,  to  view 
the  records,  he  found  that  Shaffer,  at  petitioner's  request, 
had  delivered  the  documents  to  ])etitioner's  attorney. 
Jennings  thereupon  petitioned  the  District  Court  for 
enforcement  of  the  summons,  and  petitioner  intervened, 
asserting  that  the  ownership  of  the  records  warranted 
a  Fifth  Amendment  privilege  to  bar  their  production.'' 


■'■' Tlip  .-umnion.^.  which  i>  jirinlofl  in  full  in  A]i]i.  .50-60,  was 
issncd  on  Avigust  is,  1!)G9,  i)ur^iiant  to  2(3  U.  S.  C.  §  7G02,  which 
provides : 

Examination  or  Books  and  Witnesses. 

"For  the  j^urpose  of  asrorfaining  the  corrertncs?  of  any  return, 
makinj:;  a  return  where  none  has  l)een  made,  determining;  the  haljility 
of  any  person  for  an\-  intfrnal  revenue  tax  fir  the  Hal)ility  at  law 
or  in  efinity  of  anv  transferee  or  fiduriary  of  any  jierson  in  respect 
of  any  internal  rexenuf  ta\,  or  collecting;  any  such  liability,  the 
Secretary  or  his  dele'j;ate  is  authorized — 

"(1)  To  examine  any  Ijooks,  papers,  records,  or  other  data  which 
may  be  relewaiu  or  material  to  such  incjuiry; 

"(2)  To  summon  the  ]ierson  liable  for  tax  or  requirecl  to  perform 
the  act,  or  any  oOiccr  or  emjiloyee  of  such  jierson,  or  any  person 
having  possession,  custody,  or  care  of  books  of  account  containing 
entries  relating  to  rhe  business  of  the  jxTson  liable  for  tax  or  re- 
quired to  perform  the  act,  or  any  other  jjcrson  the  Secretary'  or  his 
delegate  may  deem  ])roi)er,  to  ap])ear  liefore  the  Secretary  or  his 
delegate  at  a  time  and  place  n;imed  in  the  sunmions  and  to  produce 
such  l)ooks,  ]"),apers,  records,  or  other  data,  and  to  give  such  testi- 
mony, under  oath,  as  may  be  relevant  or  material  to  such  inquiry; 
and 

"(3)  To  take  such  testimony  of  the  ])erson  concerned,  under  oath, 
as  may  \)q  relewant  or  maten.al  to  such  iiKjuiry." 

''  Petitioner  abo  claimed  that  enforcement  of  the  summons  would 
violate  her  Fourth  Amendment  riuht  to  b(>  secure  from  unreasonable 
searches  anti  siTzure,-.  We  agree  with  the  ( io\-ermnenl ,  howexer, 
that   "this  claim  is  not   further  articulated  and  does  not  api)Ciir  to 
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I 

It  is  now  undisputed  that  a  sj^ccial  agent  is  author- 
ized, pursuant  to  26  U.  S.  C.  ^^  7602,  to  issue  an  Internal 
Revenue  summons  in  airl  of  a  tax  investigation  with 
civil  and  possible  criminal  consequences."  In  Donaldson 
V.  United  States,  400  U.  S.  517  (1971),  the  Court  upheld 
such  a  summons,  noting  that: 

"Congress  clearly  has  authorized  the  use  of  the 
sunmions  in  investigating  what  may  prove  to  be 
criminal  conduct.  .  .  .  There  is  no  statutory  sug- 
gestion for  any  meaningful  line  of  distinction,  for 
civil  as  compared  with  criminal  purposes,  at  the 
point  of  a  special  agent's  appearance.  ...  To  draw 
a  line  where  a  special  agent  ap])ears  would  require 
the  Service,  in  a  situation  of  susj^ected  but  un- 
determined fraud,  to  forgo  either  the  use  of  the 
summons  or  the  potentiality  of  an  ultimate  recom- 
mendation for  prosecution.  We  refuse  to  draw 
that  line  and  thus  to  stultify  enforcement  of  federal 
law."     Id.,  at  535-536.^ 

The  Court  in  Donaldson  noted  that  the  taxpayer  there 
had  attempted  to  intervene,  i)ursuant  to  Fed.  Rule  Civ. 
Proc.  24  (a)(2),  to  bar  ])ro(lucti()n  of  records  "in  which 
the  taxpayer  has  no  jiroprietary  interest  of  any  kind, 
which  are  owned  by  the  third  person,  which  are  in  his 


be  independent  of  her  Fiftli  Amendment  argument."  Brief  for 
United  Stale.s  21-22.     See  part   IV,  infra. 

''  There  is  clearly  the  joint  civil  and  possibly  criminal  investigatory 
purpose  in  the  instant  ca.se,  see  supra,  at  324. 

^  DonaIdso7i  cautioned  only  that  the  summons  be  issued  in  good 
faith  and  prior  to  a  recommendation  for  criminal  prosecution.  400 
U.  S.,  at  536.  Neither  of  those  conditions  is  successfully  challenged 
here. 
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hands,  and  which  relate  to  the  third  person's  business 
transactions  with  the  taxpayer."'  Id.,  at  523.  The 
Court  quite  properly  concluded  that,  under  those  facts, 
no  absolute  right  to  intervene  existed.  Id.,  at  530- 
531.  The  instant  case,  however,  presents  a  different 
question.  Here  n£tiiioncr  does  own  the  business  rec- 
ords which  the  Government  seeks  to  review  and  the  . 
courts  below  did  permit  her  to  intervene.  The  essentfal 
Inquiry  is  whether  her  pro])rictary  mterest  lurtlier  en- 
ables her  to  assert  successfully  a  privilege  against  com- 
pulsory  self-incrimination  to  bar  enlorcement  of  the 
summons  and  production  oflh"e  records,  despite  the  facl 
that  the  records  no  longer  remained  in  "her  possession. 

II 

The  importance  of  preserving  inviolate  the  i)rivilege 
against  compulsory  self-incrimination  has  often  been 
stated  by  this  Court  and  need  not  be  elaborated.  Couu- 
selman  v.  Hitchcock,  142  U.  S.  547  (1892);  Malloy  v. 
Hogan,  378  U.  S.  1  (1964);  Miranda  v.  Arizona,  384 
U.  S.  436  (1966).  By  its  very  nature,  the  privilege  is 
an  intimate  and  personal  one.  It  respects  a  private 
inner  sanctum  of  individual  feeling  and  thought  and 
proscribes  state  intrusion  to  extract  self-condemnation. 
Historically,  the  privilege  si)rang  from  an  aljhorrence  of 
governmental  assault  against  the  single  inrjividual  ac- 
cused of  crime  and  the  temptation  on  the  part  of  the 
State  to  resort  to  the  expedient  of  compelling  incrim- 
inating evidence  from  one's  own  mouth.  United  States 
v.  White,  322  U.  S.  694,-  698  (1944).  The  Court  has 
thought  the  jorivilege  necessary  to  i^revent  any  "recur- 
rence of  the  Inquisition  and  tlie  Star  Chamljer.  even 
if  not  in  their  stark  brutality,'"  Ull»/ann  v.  I' nilcd  States, 
350  U.  S.  422,  428  (1956). 
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In  MurpJty  v.  Wnterjront  Cnnnn'n,  378  U.  S.  52,  55 
(19G4),  the  Court  articulatcfl  tlie  i)o]icios  and  purposes 
of  the  privilege: 

"[0]ur  unwilHngness  to  subject  those  suspected 
of  crime  to  the  cruel  trilemnia  of  self-accusa- 
tion, ])eriury  or  contenii)t;  our  preference  for  an 
accusatorial  rather  than  an  inquisitorial  system  of 
criminal  justice;  our  fear  that  self-incriminating 
statements  will  be  elicited  by  inhumane  treatment 
and  abuses;  our  sense  of  fair  play  which  dictates 
'a  fair  state-individual  balance  by  requiring  the 
government  ...  in  its  contest  with  the  individual 
to  shoulder  the  entire  load,'  .  .  .  our  respect  for 
the  inviolability  of  the  human  personality  and  of 
the  right  of  each  individual  'to  a  private  enclave 
where  he  may  lead  a  private  life'  .  .  .  ." 

It  is  important  to  reiterate  that  the  Fifth  Amendment 
privilege  is  a  personal  privilege:  It^  aTUieres  basically 
to  the  jK'rson,  noi  uv  miorlnanoii  that  may  iiicrim- 
inate  him.  As  ^Ir.  Justice  Holmes  })ut  it:  "A  party 
isj2rivilcged  from  producing  thc^  evidence  Ijut  not  froni 
"its  production."  Johnson  v.  United  Slates,  228  1..  S. 
457r458'~Tl913j.  The  Constitution  ex])licitly  i)rohihits 
comjielling  an  accuserl  to  bear  witness  "against  himself"; 
it  necessarily  does  not  ])ros('ribe  incriminating  state- 
ments elicited  from  another.  (om])ulsion  ujjon  the 
person  asserting  it  is  an  imi)ortant  element  of  the  i)riv- 
ilege,  and  "prohibition  of  compellijig  a  man  ...  to  be 
witness  against  himself  is  a  jjrohibition  of  the  use  of 
physical  or  moral  comj^ulsion  to  extort  communications 
from  h.iui,"  Holt  v.  United  States.  218  V.  S.  245,  252-253 
(1010)  (emphasis  arlded).  It  is  extortion  of  informa- 
tion from  the  accused  himself  that  offends  our  sense 
of  justice. 
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111  the  case  before  us  the  ingredient  of  personal  coni- 
l)ulsion  against  an  accused  is  lacking.  The  summons 
and  the  order  of  the  District  Court  enforcing  it  are 
directed  against  the  accountant."  Tie.  iiot  the  tax- 
payer, is  the  only  one  compelled  to  do  anything.  And 
the  accountant  makes  no  claim  that  he  may  tenrl 
to  be  incriminated  by  the  production.  Inquisitorial 
pressure  or  coercion  against  a  potentially  accused  ])ers()n, 
compelling  her,  against  her  will,  to  utter  self-condemning 
words  or  produce  incriminating  documents  is  absent. 
In  the  present  case,  no  "shadow  of  testimonial  com- 
pulsion upon  or  enforced  communication  by  the  accused" 
is  involved.  Sclnnerber  v.  California,  384  U.  S.  757, 
7G5   (1900). 

The  divulgence  of  i)otentially  incriminating  eviflence 
against  i)etitioner  is  naturally  unwelcome,  l^ut  peti- 
tioner's distress  would  be  no  less  if  the  divulgence  came 
not  from  her  accountant  but  from  some  other  thirfl 
party  with  whom  she  was  connecterl  and  wIkj  possessed 
substantially  equivalent  knowledge  of  her  business  affairs. 
The  basic  complaint  of  petitioner  stems  from  the  fact 
of  divulgence  of  the  i)ossibly  incriniinating  information, 
not  from  the  manner  in  which  or  the  i)erson  from  whom 
it  was  extracterl.  ^et  such  divulgence,  wliere  it  does  not 
result  from  coercion  of  the  susjiect  herself,  is  a  necessary 
l^art  of  the  process  of  law  ejiforcement  and  tax 
investigation. 


'^  Tocl)nic:illy  the  oi'dcr  lo  iiroiiui'c  tlu'  records  was  dirciMrd  to 
petitioner's  .attorney  since,  after  tlie  suinnifjiis  was  served  upon  the 
aeroiintant,  he  ignored  it  and  snrr(ii(lered  the  records  to  the  attorney. 
But  constitutional  rights  ol)\ioudy  cannot  he  enlarged  by  this  kind 
of  action.  The  riclits  and  obligation--  f)f  the  ])arties  liecame  fixed 
when  the  ,-uinnions  was  ser\a'd,  an<l  the  transfer  did  not  alter  them. 
See  Unitnl  Statrs  v.  Zakutnii.^kii.  401  F.  '2d  OS,  72  {(\\7  lOOS),  cert, 
denied,  39::!  U.  S.  1021  (19G9);  United  States  v.  Lyons,  442  F.  2d 
1144  (CM   1971). 


/ 
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Ill 

Petitioner's  reliance  on  Boyd  v.  United  States,  116 
U.  S.  616  (1886),  is  misplaced.  In  Boyd,  the  person 
asserting  the  privilege  was  in  possession  of  the  written 
statements  in  question.  The  Court  in  Boyd  did  hold 
that  "any  forcible  and  compulsory  extortion  of  a  man's 
own  testhnony  or  of  his  private  papers  to  be  used  as 
evidence  to  convict  him  of  crmie,"  violated  the  Fourth 
and  Fifth  Amendments.  Id.,  at  630.  That  case  did 
not,  however,  address  or  contemplate  the  divergence 
of  ownership  and  possession/^  and  petitioner  concedes 
that  court  decisions  applying  Boyd  have  largely  been 
in  instances  where  possession  and  ownershi])  conjoined/^ 
see,  e.  g..  Hill  v.  Philpott,  445  F.  2d  144  (CA7  1971); 
United  States  v.  Judson,  322  F.  2fl  460.  63-2  USTC  H  9658 
(CA9  1963).^-  In  Boyd,  the  production  order  was  di- 
rected against  the  owner  of  the  {)roperty  who,  by  re- 
sponding, would  have  been  forced  "to  produce  and 
authenticate  any  personal  documents  or  effects  that 
might   incriminate  him."     United  States  v.   White,  322 


^"  A  later  Court  ronininntinK  on  the  Boyd  pri\ilege  noted  that 
"the  papers  and  efleets  which  the  privilep;e  protects  must  be  the 
pri\ate  jirojierty  of  tlie  person  claiminc;  the  privilege,  or  at  lea-it  in 
his  possession  j'n  a  purely  personal  capacity."  United  States  v. 
White,  322  U.  S.  694.  699  (1944).     (Empha.'^is  added.) 

"  Brief  for  Petitioner  13-14. 

^-See  also  United  States  v.  Cohen,  388  F.  2d  464,  468  (CA9  1967), 
where  tlie  court,  in  upholding  the  riglit  of  a  possessor,  nonowiicr  to 
assert  the  privilege,  noted  that  "it  is  po.=session  of  papers  sought  by 
the  government,  not  ownership,  which  set.s  the  stage  for  exercise  of  the 
governmental  compulsion  which  it  is  the  purpose  of  the  privilege 
to  prohibit."  Though  the  instant  case  concerns  the  scope  of  the 
privilege  for  an  owner,  nonpossessor,  the  Ninth  Circuit's  linkage  of 
possession  to  the  purposes  served  by  the  privilege  was  appropriate. 

We  do  not,  of  course,  decide  what  qualifies  as  rightful  possession 
enabling  the  possessor  to  assert  the  privilege. 
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U.  S.,  at  60S.  But  we  reiterate  tliat  in  the  instant  case 
there  was  no  enforced  comniiinication  of  any  kind  from 
any  accused  or  ])otential  accused. 

Petitioner  would,  in  effect,  have  us  read  J^oyd  to 
mark  ownership,  not  possession,  as  the  bounds  of  the 
privilege, '■■'  despite  the  fact  that  i)ossession  bears  the 
closest  relationship  to  tlie  jjersonal  compulsion  forbidden 
by  the  Fifth  Amendment.  To  tie  the  privilege  against 
self-incrimination  to  a  concept  of  ownership  would  be 
to  draw  a  meaningless  line.  It  would  hold  here  that 
the  business  records  which  petitioner  actually  owned 
would  be  protected  in  the  hands  of  her  accountant,  while 
business  information  communicated  to  lier  accountant 
by  letter  and  conversations  in  which  the  accountant  took 
notes,  in  addition  to  the  accountant's  own  workpapers 
and  photocopies  of  i)etitioner's  records,  would  not  be 
subject  to  a  claim  of  privilege  since  title  rested  in  the 
accountant.  Such  a  holding  would  thus  place  unnec- 
essary emphasis  on  the  form  of  comnmnication  to  an 
accountant  and  the  accountant's  own  working  methods, 
while  diverting  the  inquiry  from  the  basic  purposes 
of  the  Fifth  Amendment's  protections. 

Other  })recedents  debatefl  by  the  parties  lend  no  sup- 
port to  ])etitioner's  contention  that  ownershij)  of  docu- 
ments should  determine  the  availability  of  the  i)rivilege.^'' 


'■■'Brief  for  Petitioner  11-17. 

'' Bunk  an  v.  MrDoircU,  2.50  U.  S.  40.3  (1921),  ;iI--o  debatod  and 
cited  in  the  brief.-,  lield  that  the  (io\eriinifnt  ina\'  retain  fnr  use 
against  tlieir  owner  in  a  criminal  ])roceedin<r  ineriniinatiiiK  tlocu- 
ment.-'  whicli  were  stolen  b>'  i)ri\ate  individual.-,  without  any  j];ovcrn- 
mental  knowledge  or  comj)licii\',  and  turned  oscr  to  the  Ciovern- 
nient.  The  Court,  in  denying:  the  owner'.--  j)rivilet:f>.  .'ilhuled  prim.arily 
to  the  ab^enff^  of  any  governmental  eomjiul-ion  ag.ain.-t  the  arru.-ed, 
the  jireci.-e  factor  ccjn.-idered  in  the  in.-tant  ca.-e.  It  i.-"  true,  as 
I)etiuoncr  arguc.<,  that  the  ca.sc  turn.-  .<oinewhat  (;n  a  dL-cu.-.-ion  of 
governmental    vcrsu.s    ])rivate    compulsion    and    invasion,    but    it    is 


1332 

3:52  OCTOBER  Tl'im,  1072 

Opinion  of  the  Court  409  U.  S. 

In  rvrluKiu  V.  Uiuted  States,  247  U.  S.  7  (1918),  the 
Court  held  tho  i)riviloge  unavaiLible  to  a  party  seeking 
t(j  su])i)rnss  tlie  admission  of  incriminating  documents 
anrl  exhibits  before  a  grand  jury.  The  movant's  expec- 
tations of  i)rivacy  in  the  exhibits  had,  according  to  the 
Court,  Ijeen  destroyed  when  he  voluntarily  surrendered 
the  exhibits  as  evidence  in  a  ])atent  infringement  case 
he  had  earlier  brought  in  Federal  District  Court.  Peti- 
tioner's claims  of  ownership  failed  to  overcome  this 
fact.     The   Court   noted   pertinently: 

"But  Perlman  insists  that  he  owned  the  ex- 
hibits and  ajjpears  to  contend  that  his  ownersiiip 
exem])ted  them  from  any  use  by  the  Ciovernment 
without  his  consent.  The  extent  of  the  insistence 
is  rather  elusive  of  measurement.  It  seems  to  be 
that  the  owner  of  i:)roperty  must  be  considered  as 
having  a  constructive  i)ossession   of  it  wherever  it 


(■'qnally  true  tlmt  the  Court  in  BurrJmu  failed  to  find  an\'  impermis- 
sible pul)lir  eompul?ion  on  tlie  owner  absent  his  posses.sion: 

''We  know  of  no  constitutional  prinrijile  which  rerjuires  the  riox-erii- 
ment  to  surrr^ndcr  the  papers  under  .-uch  r'ireum-tanees.  Had  it 
learned  that  such  incrinunatory  j>aper~.  tending;  to  show  a  violation 
of  federal  law.  were  in  the  hands  of  a  jjerson  other  than  the  accused, 
It  havinri;  had  no  part  in  wroncfully  obtaining  them,  we  know  of 
no  reasf)n  whv  a  >ul(pocna  mip;ht  not  i--uo  for  the  production  of  the 
jiajiers  a-  (n  iddice.  Such  ])roduction  would  require  no  unreasonable 
search  or  -(Mzure,  nor  would  it  amount  to  comj)ellinp:  the  accused 
to  tc-tify  against    liinisclf."     /r/,,  at    47r>. 

In  ./<>hns,ni  v.  United  States,  22S  T'.  S.  457  (191.3),  the  Court  held 
that  the  books  and  records  of  a  baid^ruj)!  transferred  to  a  tru-tee  in 
l)ankruj)tc\- Could  be  used  as  evidence  ae;ain-t  the  baiikru])t  in  a 
pro--e<'ution  lor  concealine;  money  from  the  trustee.  I'nlike  the 
in-<tant  ca-e.  both  title  ;uid  ]io.-se.-sion  pas<erl  in  that  tran.-fer  and 
the  records  were,  in  one  .--eiico,  ''published"  b\'  it.  But  the  Court, 
m  den\ini:  the  ])ri\  lle^(^  recojinizcd  th;it  the  transfer  abo  succeeded 
in  remo\  nm  the  important  element  of  per.-onal  com])ulsion  apainsl 
the  accused,  id.,  at  -l.')n,  ju-t  a.-,  in  this  case,  the  nattire  of  the  dive.st- 
ment    of  po.-.-e-.-ion  (iid. 


322 


1333 

COUCH  V.  uxrna)  stati:s  333 

Opiiiinn  of  the  C'nurt 

be  and  in  whosesoever  haiirls  it  he,  and  it  is  always, 
therefore,  in  a  kind  of  asylum  of  eonstitutional 
privilege.  And  to  be  of  awail  the  eontention  must 
be  pushed  to  this  extreme.  It  is  opposed,  however, 
by  all  the  cited  cases.  They,  as  we  have  said,  make 
the  criterion  of  immunity  not  the  ownership  of 
l)roperty  but  the  'uhysical  or  moral  compulsionl 
exerted."     /</.,  at   In. 

Petitioner  argues,  nevertheless,  that  grave  prejudice 
will  result  from  a  denial  of  her  claim  to  equate  ownor- 
shij-)  and  the  scoi)e  of  the  privilege.  She  alleges  that  "\]\i 
the  IRS  is  able  to  reach  her  records  the  instant  those 
rerords  leave  her  hands  and  are  deposited  in  tlie  hands 
of  her  retainer  \\h()m  she  has  hired  foi-  a  special  ])ur- 
]oose  then  the  meaning  of  the  ]irivilege  i.s  lost."'  ''•  That 
is  not,  however,  the  im])ort  of  today's  decision.  We 
do  indeefl  believe  that  actual  ])ossession  of  flocuments 
bears  the  most  significant  relationship  to  Fifth  Amenrl- 
ment  pi'oteetions  against  governmental  com])ulsions  u]ion 
the  inrli\irlual  aecusecl  of  crime,  ^'et  situations  may 
well  arise  where  construetive  possession  is  so  clear  or  the 
relinquishment  of  jiossession  is  so  temporary  and  in- 
significant as  to  leave  tlie  jx-rsonal  compulsions  u])on 
the  accused  substantiallv  mtact."'     But  this  is  ]iot  the 


'"' I5r)i't'  for  Pctitioiior  13.  At  oral  ariruiiKiii  ])otinoiicr  r.ii~<'(l  a 
siinil.'ir  roiirorn: 

"Tlio  C'lOXfrniiKMit  coos  so  far  ri^'  to  ffintond,  I  liclic\c,  wiili  tlifir 
tliror\'  that  any  tiiiie  it  is  out  of  your  aciual  ])h\-ical  ]io.--c--ion 
it  is  s\ib.io'"t  to  subpoena  ...  If  I  were  helpinor  yf)n  aeross  Con- 
stitution Avenue  by  earryinjr  your  briefease,  tlie  GoA-ernment  holds 
that  they  could  hand  me  a  summons  in  the  mifldle  of  Con-titution 
Avenue  and  seize  >-our  doruments  to  use  acainst  you  in  a  eriminal 
trial."     Tr.  of  Oral  Arfi.   14, 

"■See.  e.  g..  Srinrimwcr  v.  Uirifrd  States.  232  F.  2d  S.",,",  (C.\« 
1!1.^')).  which  iiuobed  an  attorney's  p.'irtialiv  sucee-sful  nioHon  to 
([ua.-h  two  ^ubpoen.as  iluns  ti'inn  is-ned  in  ;i  irraiid  jnrv  jirorccdinc 
ac.iinst  a  eorjioration  where  the  at  tonic}-  h.'id  >tored  his  office  files. 
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case  before  us.  Here  there  was  no  mere  flectiiii:  di- 
^jistnient  of  possession :  the  records  had  been  given  to 
this  accountant  regularly  since  1955  and  remained  in 
his  continuous  possession  until  the  summer  of  1969  when 
the  summons  was  issued.''  Moreover,  the  accountant 
himself  worked  neither  in  petitioner's  office  nor  as  her 
employee.''*  The  length  of  his  possession  of  petitioner's 
records  and  his  independent  status  confirm  the  belief  that 
petitioner's  divestment  of  possession  was  of  such  a  char- 


Sec  also  United  States  v.  Gutcrmn.  272  F.  2d  344  (CA2  1959),  con- 
oerninj:^  the  "-torarce  of  tn\]iayer  >  personal  records  in  a  safe  in  ofTircs 
of  a  rorjioration  whieli  the  ta\])ayer  liarl  served  as  Chairman  of  the 
Boanl.  Only  ihc  taxpayer  and  an  indirted  ro-defendant  knew  the 
combination  of  the  safe,  and  the  corjioration  had  no  access  to  it. 
The  Court  of  Appeals  upheld  the  taxpayer's  assertion  of  Fifth 
Amendment  ])rivilep;e  as  to  liis  jiersonal  records  in  the  face  of  a  grand 
jury  subpoena  directed  to  the  coriioration. 

Petitioner  argues  tlicse  cases  s\ipport  lier  position  (Brief  for  Peti- 
tioner 14-15);  the  Covernment  argues  they  can  be  distinguished 
from  the  in-iant  case  as  in\-ol\ing  mere  custodial  safekeeping  of 
ri^cords,  not  disclosure  of  their  information  to  a  third  persf)n  (Ikief 
for  United  States  21).  We  refrain  from  judging  the  merits  of  such 
distinctions  today. 

I'Tr.  of  Oral  ArK.  31, 

'^  .\s  we  noted,  supra,  at  324,  liis  status  is  that  of  an  independent 
contractor.  lie  actually  did  "very  little  work  for  the  petitioner," 
had  many  other  clients,  and  was  c()mj)ens,'itcd  by  the  job.  Tr.  of 
Oral  Arg.  S. 

This  is  a  fignificmt  point.  Tlie  Government  noted  in  oral 
argument : 

"In  the  Internal  Revenue  Ser\ice  practice,  so  long  as  the  taxpayer 
has  retained  possession  of  the  records  and  they  are  beinj;  used  only 
by  his  full-time  employees  or  others  on  the  taxpaj'cr's  premises,  with- 
out the  taxpayer  having  relinquished  possession  and  control  of  the 
records,  we  ordinarily  in  those  situations  issue  the  summons  to  the 
taxpayer,  because  it  is  the  taxpayer  who  has  the  dominion  over  the 
records  and  the  authority  to  return  the  summons.  And  if  the  tax- 
payer chooses  to  ple.ad  the  ])rivilege  against  self-incrimination,  that 
is  up  to  the  taxp.ayer."     Tr.  of  Oral  Arg.  30. 
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acter  as  to  disciualify  her  entirely  as  an  object  of  any 
impermissible   Fifth    Amendment   compulsion. 

IV 

Petitioner  further  argues  that  the  confidential  nature 
of  the  accountant-client  relationship  and  her  resulting 
exjiectation  of  privacy  in  delivering  the  records  protect 
her,  under  the  Fourth  and  Fifth  Amendments,  from 
their  })roduction.  Although  not  in  itself  controlling,  we 
note  that  no  confidential  accountant-client  privilege 
exists  under  federal  law,  and  no  state-created  privilege 
has  beeii  recognized  in  federal  cases,  Fahonc  v.  United 
States,  205  F.  2d  734  (CA5  1953),  cert,  denied.  346 
U.  S.  864;  Gariepy  v.  United  States,  189  F.  2d  459, 
463-464  (CAO  1951);  Hiwmeljarh  v.  United  States, 
175  F.  2d  924.  939  (CA9  1949).  cert,  denied.  338 
U.  S.  860;  Olender  v.  United  States,  210  F.  2d  795,  806 
(CA9  1954).  Nor  is  there  justification  for  such  a  ])riv- 
ilegc  where  records  relevant  to  income  tax  returns  are 
invoh'erl  in  a  criminal  investigation  or  prosecution.  In 
Boyd,  a  pre-income  tax  case,  the  Court  spoke  of  protec- 
tion of  i)rivacy.  116  U.  S.,  at  630,  but  there  can  be  little 
expectation  of  i)rivacy  where  records  are  handed  to  an 
accountant,  knowing  that  mandatory  disclosure  of  nuich 
of  the  information  therein  is  required  in  an  income  tax 
return.  WJiat  information  is  not  discloserl  is  largely 
in  the  accountant's  discretion,  not  petitioner's.  Indeed, 
tlie  accountant  himself  risks  criminal  i)rosecution  if  he 
willfully  assists  in  the  j:)reparation  of  a  false  return. 
26  U.  S.  C.  §  7206  (2).  His  own  need  for  self-i)rotection 
would  often  require  the  right  to  disclo.>re  the  informa- 
tion given  him.  Petitioner  seeks  extensions  of  consti- 
tutional iM'otections  against  sclf-incrimmation  in  the 
very  situation  where  obligations  of  disclosure  exist  anrl 
under  a  system  largely  depeiiflcnt  ujion  honest  self- 
reporting  even  to  survive.     Accordingly,  petitioner  here 
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cannot  roasona])]y  claim,  cithfM-  for  Fourth  ^''  or  Fifth 
Amendment  purposes,  an  expectation  of  protected  pri- 
vacy or  confidentiahty. 

V 

The  criterion  for  Fiftli  Amendment  innuuiiity  remains 
not  tlie  owMKM'ship  of  proix'rty  l)Ut  tlie  "  '])hysical  or  moral 
coini)ulsion'  exerted."'  Perbnan,  247  U.  S.,  at  15.  \Ve 
hold  today  that  no  Fourth  or  Fifth  Amendment  claim  can 
prevail  where,  as  in  this  case,  there  exists  no  legitimate 
expectation  of  privacy  and  no  semblance  of  govern- 
mental comimlsion  against  the  ])erson  of  the  accused.-*^ 
It  is  im])ortant,  in  ajjplying  constitutional  i')rinciples. 
to  inter])ret  them  in  light  of  the  fundamental  interests 
of  i)ersonal  liberty  they  were  meant  to  serve.  Resj)ect 
for  these  principles  is  eroded  when  they  leap  their 
l)roper  bounds  to  interfere  with  the  legitimate  interest 
of  society  in  enforcement  of  its  laws  and  collection  of 
the  revenues. 

The  judgment  of  tlie  Court  of  A])peals  is 

Affirmed. 


'^  Sfc  n.  n.  siiprn.  Th'-  ;-unmions  -ati-fird  the  rrfiuirnnont.-  in 
J'nitrd  Statis  V,  Pnirrll,  .370  V.  S.  i^,  r-tJ-'^R  (l!ir,4),  and.  as  cx- 
])Iainocl  al)<)\p,  tlio  nc(T--ar\'  e.\i)i'i'tat ion  of  ]iri\'ac\'  to  launch  a  valid 
Fourth  .Antfndniont  rlaini  doo  not  cxi-t.  Katz  v.  United  States,  .3S9 
U.  S.  .347   (19r,7|. 

-'"  Tlu'  <lis-('ntini:  opinion  n\  Mi;,  .lr>iKi;  Mahshat.l  ini]>lie.-  ihat 
the  Couit  has  crcaird  a  "hricrht-Iinc  riili'  that  mi  con-i  iiutimial  rich! 
of  ])f'l  it  loner  i>  \'iolal('(l  by  (■nfor(an<i  a  .-uninions  of  pajxTs  not  in  her 
pos.-f'ssion."  Post,  at  341.  This  implication  does  not  reflect  accu- 
rately- the  pu.Mtii)n  of  the  Ccnirt.  Tmleed,  it  i^imres  the  lanjiuace 
of  the  ("ouri.  sn])ra.  al  .'■I33-33.T.  and  iin  l.")--ls.  We  do  indeed  attach 
con.-tituiional  iinj)ort;ince  io  i)().--c,-.-i(jn,  hut  onl\'  hecau-e  ol  its  close 
relaiinn-hii)  to  those  ])ers(,nal  c()in])ulsi(in.~  and  iiitni-ions  which  ihe 
Fifth  .\niendnient  forbids.  Yet,  contrary-  to  ain'  intiniaiKni  in  ihe 
dissent,  we  ijo  not  ado]it  an>'  ]irr  se  rule.  We  alxi  decline  in  ciiii- 
jecture  l>roatlly  on  the  sitinilicance  of  pos-es.-ion  in  ca.-es  .and  cir- 
(aiiii>lances    not    before   this   Court. 
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BiiKNXAN,  J.,  (•(incnrrino; 


]Mr.  Justice   Bhknnax.  coiifurrinf;;. 

I  join  the  o])iiiioii  of  the  Court  on  tlio  uiKlci-staiHiiii^ 
that  it  (loos  not  cstal)hs]i  a  ])rr  s{  nilo  ilofoal  iii;^^  a  claim 
c>t",  Fil'th  Anu'iirhiimt  nrix'ilogp  whciiovcr  the  docuiiuMits 
ill  quostioii  aro  not  in  tho  possession  of  the  person  elaini- 
in^  the  privilein'.  In  niv  view,  iho  Mi'ivilege  is  availahle 
fo  f}]]r^  •^vliQ  ||..-..-  ,-pj.^|j-,[^  n^■(.^  to  a  third  pefsoii  fof 
custodial  safekeepiiiL'-  rather  than  disclosure  of  th(>  iu- 
inrionhmi  TTnifrrI  States  V.  Gutcmia,  'J72  F.  2d  344  (('A2 
[llol)),  cf.  ScJin-niiincr  v.  Vnitcd  Slates,  232  F.  2d  S.').") 
(CAS  lOoC));  to  one  who  turns  rocoi'fls  o\-er  to  a  third 
])ei'son  at  the  inrluciMncnt  of  the  Cio\-eriinieiit.  Slunrt  \. 
L'nitcd  States,  41G  F.  2d  400  ( CAo  lOfiO);  to  one  who 
Ijlaces  records  in  a  safety  dei)osit  ])()X  or  in  hidin<r:  and 
to  similar  cases  where  I'easonaljle  steps  have  heen  taken 
to  safe<j;uai'd  the  confid(>ntiality  of  the  c(jiitents  of  tlie 
recortls.*  The  privilejie  caiuiot  (>xtend,  howcn-er.  to  the 
jirotection  of  a  taxpayer's  records  conveyed  to  a  I'etaincd 
accountant  for  use  in  preparation  of  an  income  tax 
return,  where  the  acei^mtant  is  liimsclf  oljli^i'ated  to  pre- 
l^are  a  complete  and  lawful  icturn.     20  I'.  S.  C.  >  720G 


*In  some  f)f  \\\c~('  iii-i;iiiccs,  td  lie  .-uic.  ilw  jM-r-dii  clMimiiiL'  tlic 
])ri\iic'i('  Wdiild  not  liim-clf  h;i\<'  liccii  the  -ulijcit  i\\  dirccl  '',()\rrii- 
IlK'Iit  coiniiill-inii.  And  there  i-  no  dt>iil)t  llial  ll:e  |-"li'tll  Anteiidliieiil 
i-  cniicerni'd  snleh'  Willi  C()iuj)n^snnj  -ell-inei'miiii.ii  mil.  I'lUt  -uit!\' 
the  ;n:iil;il)ilil\-  of  i  ho  t'liih  .\ineiidiiu  ni  iii-ivileirr'  c.iniKit  ihpeiid 
(111  whether  (ir  luil  the  owner  i)f  ihe  ddciiiiK  nt-  i-  eninpelh  d  ])ei-i.ii:in\' 
Id  turn  the  dneiuneni.-  oxer  to  the  ( ".ox  ernnifii! ,  ll  ]iri\';iie.  le-ii- 
niDiii.il  documents  lield  in  \\\v  f)Wiier',-  own  po-^e-^ion  Mre  iirivih^ed 
under  tho  I'dfth  .\ineiidnieiit,  then  the  f'loxci  ninein  e;tnnoi  nulliU" 
lh;i1  jirivile^e  I)\-  findinfr  a  wa\'  '(j  oliLiiii  tlie  doi'uments  wiihoul 
rfTjuiniiii  the  owner  tf)  take  them  iti  hand  and  ]ler-onalt^  jiie-ent 
them  to  the  Coxfi  nineiif  atrents.  Wliore  tla'  ("loxenimeni  imK-c- 
])ri\aie  record-  from,  lor  exam])le,  a  r-afe)\-  depo-ii  tio\  a'jam-i  the 
will  of  the  owii''r  of  the  docunieni-.  the  owner  ha<  Keen  (■()ni;Mlled, 
in  in\-  \iew,  to  incriiniiiale  him-elf  within  the  leeamii'i  ol  the  liiih 
.\mendnient . 
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(2).  It  is  clear  on  the  facts  of  this  case  that  the  tax- 
payer has  vohiiUarily  removed  these  records  from  that 
"  'i^rivate  enclave  where  [she]  may  lead  a  private 
life  ....'"  Murphy  v.  Waterfront  Cominn,  378  U.  S. 
52,  55  (1904).  quoting  United  States  v.  Grunewald,  233 
F.  2d  556,  581-582  (CA2  1956)  (Frank,  J.,  dissenting), 
rev'd,  353  U.  S.  391  (1957),  and  for  that  reason  I  would 
affirm  the  judgment  below. 

Mr.  Justice  Douglas,  dissenting. 

_I  cannot  agree  with  t]ie__majority  that  the  Drivilege 
against  self-incrimination  was  not  available  to  the  peti- 
tioner jtnerelv  becaiise__she  did  not  have  possession' ol 
the  documents  in  ouestiojj  and~was^  nDt^iTefselT  subject 
tj>  conipnl^uicj;  f+i'uL r"^o.  Tlie  basic  concerns  which,  in 
my  opinion,  uiulerlie  tlie  i^rivilege  are  more  subtle  and 
far-reaching  than  mere  aversion  to  the  methods  of  the 
Inquisition  and  the  Star  Chamber  and  their  modern 
counterj:)arts.'  The  d.eci^iau-todiu^snmifioas  vet  another 
tno|  of  the  ever-widening  covernniental  invasion  and 
oversight  ot  our  private  lives.  As  I  urged  in  dissent  in 
WardeTi  v.  Hayden,  6bi  L  .  ."?.  294,  325.  without  the  right 
of  privacy  "the  Fourth  Amendment  and  the  Fifth  are 
ready  instruments  for  the  i^olice  state  that  the  Framers 
sought  to  avoid." 

I 

By  looking  solely  to  the  historical  antecedents  of  the 
privilege  and  focusing  on  "the  ingredient  of  personal 
compulsion,"  the  majority  largely  ignores  the  interplay 


'  Tliis  i.s  not  to  say,  of  foursc,  that  wo  must  not  be  ,'icntoly  alert 
to  aii>'  ■'recurreiiec  of  the  Inf|ni-it ion  and  the  Star  ("hamljer,  e\-en 
if  not  in  their  -lark  hrutalitx ."  ['Ihnann  \.  I'liitcd  Statrs.  ?,'>()  V.  S. 
422,  42S  (1950).    Sec,  c.  g.,  Miranda  v.  Anznna.  3s4  U.  S.  436  (196G), 
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of  the  fundamental  values  protecterl  by  the  Fourth  and 
Fifth  Amendments.  As  early  as  188G.  the  Court  recog- 
nized that  issues  often  cannot  be  pigeonholed  within 
one  amendment  or  the  other,  thereby  foreclosing  con- 
sideration of  related  i^olicies.  Boyd  v.  United  States,  116 
U.  S.  GIG.  In  dealing  with  the  compulsory  production 
of  a  jirivate  paper  for  use  in  a  forfeiture  proceeding,  the 
Court   stated: 

"The  princii)les  laid  down  [in  Entick  v.  Carrinq- 
ton.  19  How.  St.  Tr.  1029,  95  Eng.  Rep.  807]  af- 
fect the  very  essence  of  constitutional  liberty  and 
security.  .  .  .  [Tlhey  a])ply  to  all  invasions  on  the 
part  of  the  government  and  its  employes,  of  the 
sanctity  of  a  man's  home  and  the  privacies  of 
life.  It  is  not  the  breaking  of  his  doors,  and  the 
rumn;iaging  of  his  drawers,  that  constitutes  the  es- 
sence of  the  offence;  but  it  is  tlie  invasion  of  his 
indefeasible  right  of  jiersonal  sorurity,  personal  lib- 
erty and  private  ])r()])erty,  w]iere"inaT  iTght  has  never 
been  forfeited  by  liis  conviction  of  some  public  of- 
fence ....  Breaking  into  a  house  and  o])enii]g  boxes 
and  drawers  are  circumstances  of  aggravation;  l)Ut 
any  forcilde  and  compulsory  extortion  of  a  man's 
own  testimony  or  of  his  private  jiaj^ers  to  lie  used 
as  evidencf!  to  convict  him  of  crime  or  to  forfeit 
his  goods,  is  within  tlie  condemnation  of  that  judg- 
ment. In  this  regard  the  Fourth  and  Fifth  Amend- 
k        ments   run   almost    into   each   other."     Id.,   at    630. 

Although  the  subpoena  in  Boyd  was  directed  at  the  per- 
son as.serting  the  privilege,  that  fact  cannot  be  allowed 
to  obscure  the  basic  thrust  of  the  Court's  reasoning:  the 
Fourth  and  Fifth  Amendments  flelineate  a  "sphere  of 
privacy     which  nnist  be  i^i-otectcd  against  govermnental 
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intrusion.'"'  We  confinnor]  in  MurjiJiy  v.  Wnterjrnut 
Cnniin'u,  378  U.  S.  52,  55,  that  "our  respect  for  the 
inviolabiHty  of  tlie  human  personality  anrl  of  tlie  right 
of  each  individual  'to  a  ])rivate  enclave  where  he  may 
lead  a  j)rivate  life'  "  is  a  fundamental  ]:)olicy  underlying 
the  Fifth   Amendment. 

The  majority  contenrls,  however,  that  i)etitioner  cannot 
reasonably  claim  "an  e\))ectation  of  protected  privacy 
or  confidentiality."  The  reasons  asserted  for  tliis  posi- 
tion overlook  the  nature  of  tlie  accountant-cliont  rela- 
tionship. The  accountant,  an  agent  for  a  si)ecified  j)ur- 
]')ose — ?'.  f.,  completing  the  petitioner's  tax  returns — l)ore 
certain  fiihiciary  responsibilities  to  jjetitioncr.  One  of 
those  responsibilities  was  not  to  use  the  records  given 
hini  for  any  j)urpose  oflier  than  completing  the  returns. 
Under  tliese  circumstances,  it  harrlly  can  lie  said  that  by 
gi\iiig  tlie  records  to  tlie  accountant,  the  ju'titioner  com- 
mitter! them  to  the  pul)]ic  domain.'' 


■-' I'hr  Court  in  Boi/d  mIsc)  stntrd  tli;il  it  \v;is  nii;il)lr'  "Ui  jicrccix c 
that  ilio  -cizurc  of  a  iiianV  prixatf  lionk,-  and  ])aiir'i-  to  he  n-f-d 
in  f'\-idriic('  ;ip:ain-t  iuin  is  sul),~l ant  iall\-  diflV'rcnt  fiMm  coniiicllinu, 
liim  to  tic  a  witness  .■tirani.-t  liinisclf.  W'r  thmk  it  i-  witlnn  tlif 
cl'^ar  intent  and  nicainnt:;  of  tlio^c  tcrni-."'  Id.,  at  iV.]'.].  Snh-c- 
(|ii('ni  decisions,  lio\vi'\-cr,  lia\('  rcl'u-cd  to  applx-  the  [iruiieire  in 
bar  the  int rodiictifui  of  "testimonial"  e\i(h'nee  \\here  the  author 
no  hiiifier  has  an\'  ]iro]ierl\"  rights  or  a  valid  elaiin  td  <  lu■l^llentialll^■ 
and  ]iri\-acy.  See,  r.  g.,  Pcrlnian  v.  I' nit  i /J  St  ads,  247  W  S.  7: 
Jolni.'ioii  V.  Vriilrd  Statcx.  22^  P.  S.  4.')7.  ( )l)\iou-l\-.  the  ("onri 
is  not  disposed  to  rca-onsirier  those  deci-ion<  a<  they  apply  to  in- 
staiiees  where  the  author  ha<  not  knowinirlv  ;ind  iiitel!ii:entl\-  \\ai\ed 
his  ]iri\-ile[re  a;^ainst  self-incrimination.  In  ;in\-  e\cni,  T  do  not 
l)elic\-e  it  i-;  neces<ar\-  to  reach  that  i.-~iie  here  liecaii-e,  a-  I  \\i!l 
discaiss  below,  I  lielie\T  that  the  jietilioner  has  a  \aliil  cl.aim  to 
confident ialit\-  and  ]iri\acy. 

■"^  The    majorit\-    states    that    what    information    to   cli-cIo~e    in    the 
petitioner's    tax    returns    i^    l.arirely    in    the    accountant's    di-creficin 
'riier(>fore,   it    aruues,  the  Mccount;int's  own   need   for  ^■eII-j)r(itection 
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1  (l(^fiiir(l  what   I  Ix'lirx-c  to  1)0  tlio  hoiiiulai'ios  of  this 
riLi;ht  to  pi'ix-acy  in  Warden  v.  Ilnydcii,  387  V.  S.,  at  323: 

"Tho  constitutional  philosophx'  is,  T  tliiiik,  rloar. 
'I'ho  personal  olTccts  and  possc^ssions  of  tho  inrli\-iflna] 
(all  fontraband  and  tlio  liko  cxcoptorl )  afr  sacrosanct 
from  ])ryin<j:;  eyes,  fi'oni  the  loiiji  ai'ni  of  tlie  law.  fi'oin 
any  runnnaginji;  by  jtolice.  Pri\-acy  involves  the 
choice  of  the  individnal  to  disclose  or  to  reveal  what 
I  he  belie\('s.  A\hat  h(>  thinks,  what  he  ])ossesses.  Tlie 
I  article  may  be  a  nondesci'ijjt  work  of  art,  a  manu- 
scrijit  of  a  book,  a  i)ers()nal  acconnt  book,  a  diary, 
in\'oices.  pei'sonal  clotiiinii;.  j(>welr>',  or  whatnot. 
Those  who  wiote  tln^  Hill  of  Uijihts  believed  that 
every  inrlividual  needs  both  to  communicate  with 
otluM's  anij  to  keep  Iiis  affaii's  to  himself.  That  final 
aspect  of  i)i-i\-ac>'  means  that  the  indi\'idnal  should 
ha\'e  the  freedom  to  select  for  hims(df  tlie  lime  and 
circumstances  wIumi  he  will  sh;u'e  his  secrets  with 
others  and  d(^cid(>  the  e.xtent  of  that  .sharing;." 

The  majoiity.  b\-  tlie  seeming  im])lications  of  its  ojiin- 
ion,  has  cleared  the  way  for  in\'estiy:atory  authorities 
to  compel  disclosure  of  facets  of  our  life  we  hereto- 
fore considerefl  sacrosanct.  We  are  told  that  ''situations 
inaA'  w{-ll  arise  where  .  .  .  the  relinquishuKUit  of  posses- 
sion is  so  tem])orary  and  insijrnificant  as  to  leave  the  prv- 
sonal  com])nlsions  upon  the  accuseil  substantially  intact." 
T  can  see  no  basis  in  the  majorit>'  0{)inion,  liowe\-er. 
for  sto])pin<!;  short  of  condenminji;  oidy  those  iiUrusions 
restinnr  on  comj)ulsoiy  j)rocess  against  the  author  of  the 
thou,t2;hts  or  documents.     Are  we  now  to  encouraire  med- 


(U)  ;ii)>\vor  ,'i  pos>il)lo  fli:ir<Zf  i)f  .M-^i-tiiiL'  in  the  jircp.-ir.-it  ion  ni  ;i 
f;tl.-('  rcnirn)  woiil'l  often  rf'i|uirc  <!i('  v\'j:\\\  to  -li-.-lo-i'  \]v  inforiii;i- 
tion  i:i\cii  liiiii.  li  ni;i\-  1)0  tint  the  ;icconni:int 's  ll(liici;ir\'  I'l'-iion.-i- 
l)ilnics  niu-l   \\c](l  in  this  cxcnt,  hut   tli;il   \v:i-  not   tlif  ca-o  here. 
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dling  by  the  Governinent  and  ever  more  ingenious  meth- 
ods of  obtaining  access  to  sought-after  materials?  The 
premium  iiow  will  be  on  subterfuge,  on  bypassing  the 
master  of  the  domain  by  spiriting  the  materials  away 
or  com])ellmg  disclosure  by  a  trusted  employee  or  con- 
fidant." Inevitably,  this  will  lead  those  of  us  who  cherish 
our  privacy  to  refrain  from  recording  our  thoughts  or 
trusting  anyone  with  even  temporary  custody  of  docu- 
ments we  want  to  })rotect  from  ])ublic  disclosure.  In 
short,  it  will  stultify  the  exchange  of  ideas  that  we  have 
considered   crucial   to  our  democracy. 

II 

The  decision  may  have  a  more  immediate  impact 
which  the  majority  does  not  consider.  Our  tax  laws  have 
become  so  complex  that  very  few  ta.xi)ayers  can  afford 
the  luxury  of  completing  their  own  returns  without  pro- 
fessional assistance.  If  a  taxpayer  now  wants  to  insure 
the  confidentiality  and  privacy  of  his  records,  however, 
he  must  forgo  such  assistance.  To  my  mind,  the  major- 
ity thus  attaches  a  j)enalty  to  the  exercise  of  the  i)rivilege 
against  self-incrimination.  It  calls  for  little  more  dis- 
cussion than  to  note  that  we  have  not  tolerated  such 
penalties  in  the  past.  CT.  Uuijonncd  Snnitalinn  Men 
v.  Comtnissioner  of  Sanitation,  392  U.  8.  280;  Gardner  v. 
Broderick,  392  U.  S.  273. 


••  The  majority  notes  that  "the  arrounfant  himself  workod  noifhcr 
ill  potilioncr's  oflico  nor  as  her  omploxrc."  I  raiiuot  see  how  that 
factor  bears  on  wliotlicr  the  "ingredient  of  jiersonal  comijiil-ion 
against  [the]  acnised"  is  present,  or  whctlier  the  aceouiitant  was  a 
eonfidant.  The  niajorit>-  would  seem  to  suj:uest,  liowever,  that, 
petitioner,  heeanse  her  bii>nie-s  did  not  eall  for,  or  becan-e  >he  could 
not  afford,  a  full-time  aeeountant,  dc~er\-es  ]e,-s  protrciion  under 
the  Fifth  Amendment  than  a  taxpayer  more  fortunately  situated. 
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III 

Tlius,  I  wduld  rovorso  tho  flocision  ])o]o\v,  finrling  that 
the  siihpooiia  violatod  hotli  ])otitionor!^  1?'^"*'^^ -'^u-''^  Fifth 
Amcndj!''^'''!' •'i^jbi-'^''  .  J  offor  ono  iiiorc  observation.  Tlie 
fuSjority  cautions  that  respect  for  our  constitutional 
principles  is  eroded  "when  they  leap  their  proper  bounds." 
We  should  not  be  swayed  by  the  popular  cry  for  a 
formalistic  anrl  narrow  inter])retation  of  those  i)rovisions 
which  safeguard  our  fundamental  rights. 

It  is  a  Constitution  we  are  construing,  not  a  legisla- 
tive-jurlicial  code  of  conduct  tliat  suits  our  private  value 
choices  or  that  satisfies  the  appetite  of  prosecutors  for 
more  and  more  shortcuts  that  avoid  constitutional 
barriers.  Those  constitutional  barriers  anrl  the  judicial 
traditions  sujiporting  them  are  the  sources  of  the 
privacy  we  value  so  greatly.  That  privacy  "])rotects 
peoi)le,''  not  places,  under  the  Fourth  Amendment,  Katz 
V.  Umterl  States,  380  U.  S.  347,  3.53.  And.  as  already 
noted.  Boyd  v.  United  States,  supra,  held  that  when  it 
comes  to  the  "forcible  and  com])ulsory  extortion  of  a 
man's  own  testimony  or  of  his  private  i)apers  to  i)e  used 
as  evidence  to  convict  him  of  crime  or  to  forfeit  his 
goods."  that  is  an  illustration  of  the  maimer  in  which 
"the  Fourth  anrl  Fifth  Amendments  run  almost  into 
each  other.'"     116  U.  S.,  at  630. 

One's  privacy  embraces  what  the  j)er.son  has  in  his 
honieHii'S"  aesK'Tiis  liles,  and  his  safe  as  well  as  wliat  iie 


■■"'In  lioldiiiq;  ihat  "mere  evidence"  is  not  ])rfilect(Ml  from  .-cizure 
under  tho  Fourth  Anicndnient,  the  Court  exjire.'^.-ly  refusr-d  to  nn- 
.'^ider  "whether  there  are  items  of  evidential  x^jlue  who.'-'e  ver>-  n:i(ure 
l)r(^chide.s  tliem  from  beiiiK  tlie  objert  of  a  re.ison.-djle  .-f.'irch  ;ind 
••^eizuro."  Wnrdoi  v.  IlaurJoi.  M^T  U.  S.  21)4.  '.Ml.  The  answer  to 
thai  f|uesti(in  was  cloar  to  me  when  I  dissented  in  that  ca.-e  and 
remain-  clear  in  ;nc  now. 
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aarrics  on  his  person.  It  jilso  has  a  verv  meaningful, 
relationshij:)  to  \\TTatTTe^n*tT^  tiny  confidant — his  wife,  his- 
filihistcr,  his  lawyer,  or  his  tax  accountant.  Tl>e  con- 
staLaHonai  fences  of  law  areTjeniy,  DroKen  clown  by  an 
ever-increa^singly  powerful  Government  that  seeks  to 
reduce  every  jjerson  to  a  digit. 

Mr.  Justice  Marshall,  dissenting. 

I  cannot  agree  with  the  majority  that  the  C'onstitu- 
tion  permits  the  Government  to  enforce  the  summons 
issued  in  this  case.  The  opinion  of  the  Court  fails  to 
articulate  the  basis  of  its  result  in  a  way  that  addresses 
the  range  of  constitutional  concerns  involved.''  The  ma- 
jority seems  to  create  a  bright-line  rule  that  no  constitu- 
tional right  of  petitioner  is  violated  by  enforcing  a 
summons  of  i)ai)ers  not  in  her  ]:)ossession.  Like  Mr.  Ji;s- 
TiCE  Brennan,  I  could  not  accej^t  such  a  rule. 
However,  the  majority  blurs  the  line  by  suggesting  that 
temporary  relinquishment  of  possession  presents  a  dif- 
ferent case,  see  fuilr.  at  333.  The  Court  expressly 
disclaims  the  ])roposition  that  possession  alone  is  deter- 
minative of  the  availability  of  constitutional  jirotcction 
for  petitioner's  jiapers.  Autc,  at  330,  and  333  n.  16.  But 
neither  the  oi)inion  of  the  Court  nor  the  concurring  oj^in- 
ion  of  Mr.  Justice  Brennan  supplies  a  clearly  artic- 
ulated constitutional  basis  for  the  rule  adopted.  If  the 
considerations  that  uriderlie  the  Court's  ex]:>ressed  con- 
cerns are  stated  explicitly,  I  think  it  is  clear  that  the 
Court  has  failed  to  a])ply  correctly  the  standards  which 


'In  part  tlii-  result.-  from  tho  conflation  of  j-jctitionor's  claims 
under  the  T'ourtli  and  Fifth  .\inen(hneiit-.  See  (uitc,  at  M2.')-.S_'i'),  n.  >'<. 
But  the  constitutional  claims  are  cniniilirated.  and  their  articulation 
IS  diflicult.  The  opinion  of  the  Court  doe-  not,  I  beliexe,  pre.-ent  an 
acceijtahle  rationale  for  its  holdinc;. 
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it  appears  to  find  rolovaiit."  I  agree,  of  course,  that 
possession  does  not  define  the  Hmits  of  tlie  ]^roteetion 
tliat  th(>  Constitution  affords  to  private  pa]iers,  and  add 
tlu'se  conunents  to  indicate  how  I  would  treat  claims  like 
petitioner's. 

A.  I  begin  with  Boyd  v.  Vmtcd  States,  116  U.  S.  010 
(IScSO),  whose  continuing  vitality  is  indicated  l)y  the 
majority's  effort  to  distinguish  it.  That  was  a  suit  for 
the  forfeiture  of  35  cases  of  i:)late  glass  alleged  to  have 
been  illegally  imported.  In  the  course  of  the  forfeiture 
proceerling,  the  Government  introduced  into  evidence  an 
invoice  of  a  prior  shipment.  The  defendants  objected 
on  the  grounfl  that  the  use  of  the  invoice  violated  their 
rights  unrler  the  Fourth  and  Fifth  Amendments,  be- 
cause the  invoice  was  a  jirivate  i:>apcr  secured  by  a 
subjX)ena.  This  Court  found  a  violation  of  both 
ameiidments. 

One  might  intcri)ret  Boyd  as  hokling  that  the  Fifth 
Amendment  prohi})its  the  use  of  ])rivate  ]iapers  in  a 
criminal  ])roceeding  over  the  author's  objection.  The 
words  of  the  Fifth  Amendment  surely  can  he  read  in 
that  way.  The  use  of  the  i)ai)ers  over  objection  "com- 
pel [s  the  author]  in  [a]  criminal  case  to  be  a  witness 
against  himself."  The  compulsion  occurs  when  the 
paper  is  introfluced  over  objection,  not  when  the  j^aper 
is  written  or  subpoenaed. 


-  It  ni;i\-  bo  that  ovrr\-Thinfr  in  this  ojiininti  is  imi)licii  in  thf 
opiiiifiii  of  the  Court.  The  niajorit\-  rocopiiizcs  tho  iniiiortaiicr'  of 
the  purposes  of  tlie  tr.insfer,  aiitc.  at  334,  the  steps  taken  to  protect 
tho  privaey  of  the  rerords,  ibid.,  and  the  ordinary  operations  of 
the  reci]-)ient,  ibirl.  I  would  be  ])leased  lo  diseover  that  we  had 
no  serious  di<a;ireini('nts  aV)out  the  cuidine;  principles  in  this 
case,  but  f)nly  a  relatixely  minor  (H.-a{rreement  about  its  ])ro]")er 
di.-I)osition. 
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But  that  interpretation  has  not  been  adopted  by  this 
Court.  See,  c.  g.,  Perlman  v.  United  States,  247  U.  S. 
7  (1918) ;  Johnson  v.  United  States,  228  U.  S.  457  (1913). 
And  in  some  possible  cases,  consistent  apphcation  of 
that  interpretation  of  Boyd  might  lead  to  results  at  odds 
with  common  sense.^ 

Another  interpretation  of  Boyd  has  been  accepted  by 
this  Court  and  by  the  leading  commentators.  See,  e.  g., 
Curcio  V.  United  States,  354  U.  S.  118,  125  (1957);  8 
J.  Wigmore,  Evidence  §2264  (McNaughton  rev.  1961); 
C.  McCormick,  Evidence  §§126-127  (2d  ed.  1972). 
When  a  party  produces  potentially  incriminating  evidence 
in  response  to  a  summons  or  subpoena,  he  implicitly  testi- 
fies that  the  evidence  he  brings  forth  is  in  fact  the 
evidence  demanded.  "The  custodian's  act  of  producing 
books  or  records  in  response  to  a  subpoena  duces  tecum 


■'*  For  example,  suppose  a  noted  rriiniiial  lawyer  walked  into  a 
policf  station  and  presented  the  de.-k  serc;eant  with  his  handwritten 
eonfession  to  the  arson  of  liis  neif^hlDor's  liouse.  Boyd  v.  Lhiitcd 
States.  116  U.  S.  616  (1S86),  read  as  sujrgcstcd  in  the  text,  would 
Ixar  the  use  of  that  doeuinent   if,  at    trial,  the  defendant   objected. 

That  rase  inifrht  be  analyzed  as  a  problem  of  wai\-er:  did  the 
maimer  in  which  the  author  revealed  the  pajier  indicate  a  knowine; 
decision  to  surrender  his  richts?  The  cases  tliat  stand  in  the 
\va\-  of  the  simplest  interpretation  of  Buyd  inifrht  be  treated  sim- 
ilarly. But  the  "waiver"  in  those  cases  was  not  a  waiver  in  the 
ordinary  sense.  In  Ji)hnso7h  for  example,  the  defendant  had  been 
indicted  for  concealing  money  from  his  tru.-tee  in  bankruptc\'.  1  he 
Bankruptcy  .\ct  ref|uircd  that  he  turn  oxer  his  books  to  the  trustee, 
and  the  books  were  used  aKain.-t  .Johnson  in  the  criminal  case.  The 
transfer  of  the  books  was  recjuired  if  Johnson  was  to  ha\'e  the  ben- 
efits of  bankruptcy  available  to  iiini.  To  make  that  transfer  a 
wai'.er  of  Fifth  .\mcndment  rights  would  be  to  impo.<e  an  uncon- 
stitutional condition. 

Still,  e\-en  if  ''waiver"  is  an  inappropriate  term  here,  the 
tnulerl>ing  notion  that  somecjue  may  behave  in  a  way  that  indicates 
a  relinciuisliment  of  his  constitutional  rights  is  sdund.  I  rel\-  on  it 
as  the  ])roper  term  to  u-^e  in  analyzing  claims  like  petitioner's. 
See  infra,  at  350. 
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is  itself  a  representation  that  the  doouments  produced 
are  those  denianrlcd  }\v  the  sul)i)ocna.  Uequiriii^  tlie 
custodian  to  identify  or  authenticate  the  documents  for 
afhnission  in  eviflence  merely  makes  explicit  what,  is 
implicit  ill  the  production  itself."  Curcio  v.  United 
States,  354  U.  S..  at  125. 

The  i)otential  for  incrimination  inherent  in  the  act  of 
production  is  illustrated  by  this  case.  The  summons 
here  called  for  the  i)roduction  of  "[a]  11  books  .  .  .  pertain- 
ing to  the  tax  liability  of"'  petitioner.  Had  the  sunnnons 
been  directed  to  her,  she  would  have  implicitly  testified, 
on  producing  some  paj^ers,  that  these  were  "all"  the 
records  sought.  The  Internal  Revenue  agents  believed 
that  she  may  have  understated  her  income.  Their  belief 
might  have  l:)een  confirmed  on  examining  all  of  her 
records,  but  not  on  examining  only  some  of  them.  The 
records  could  tlien  be  used  in  a  subserjuent  criminal 
prosecution  for  underreporting  her  income.  If  she  pro- 
duced only  some  of  her  books,  though,  she  would  be 
liable  for  contempt  of  the  orrler.  The  Fifth  Amenrlment 
was  designed  to  i^revent  the  Government  from  plaeing 
jiotential  defendants  in  such  a  jiosition.  C'f.  Murplnj  v. 
Waterfront  Comin'n,  378  U.  S.  52.  55  a064.). 

These  considerations  operate  only  against  tlie  jierson 
in  jiossession  of  the  papers,  as  the  majority  correctly 
jioints  out.  In  this  case,  the  accountant  to  wliom  the 
summons  was  directed  made  no  claim  that  turning 
over  the  records  he  has  might  incriminate  him.  for  ex- 
ample, by  exposing  him  to  the  charge  that  he  had  ])er- 
jured  himself  in  representing  that  the  return  ])repared 
for  ]-)etitioncr  was  correct  to  the  best  of  his  knowledge 
anrl  belief.  26  U.  S.  C.  ?  0005.  or  that  he  had  knowinirly 
aided  in  the  preparation  of  a  false  return,  20  V.  S.  C. 
>j  7200(2).  Xor  could  he  l)e  held  to  have  rei)resented 
more  than  that  he  had  ]")roducerl  all  the  records  in  his 
jiossession. 
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However,  the  accepted  ii)ter]iretation  of  Boyd  has  an 
odd  sound  to  it.  Boyd  emphasized  that  the  invoice  there 
was  a  private  ]japer  written  by  the  defendants.  Yet  the 
accepted  interpretation  of  the  case  makes  the  autlior- 
ship  and  contents  of  the  pa])er  largely  irrelevant.  What 
is  incriminating  about  the  i^roduction  of  a  document  m 
response  to  an  order  is  not  its  contents,  as  oiie  might 
have  thought,  but  the  implicit  authentication  that  the 
document  is  the  one  named  in  the  order."*  If  that  is 
the  only  way  rationally  to  interpret  Boyd,  it  might  make 
sense  to  do  so.^  But  it  makes  better  sense  to  devise 
a  rationale  that  focuses  on  the  obvious  concern  of  the 
case,  the  desire  of  the  author  of  documents  to  keej)  them 
private. 

B.  This  Court  also  held  in  Boyd  that  the  Fourth 
Amendment  was  violated.  Indeed,  much  of  the  o]Hnion 
is  flevoted  to  a  discussion  of  Evtick  v.  Carringtou.  19 
How.  St.  Tr.  1020.  0")  Eng.  Rep.  807  (1765).  a  landmark 
in  the  develojjment  of  the  i)rohibition  against  unrea- 
sonable searches  and  seizures.  Here,  too,  the  doctrinal 
basis  of  the  holding  is  unclear,  in  j^art  because  the  Court 


■' .\notlior  way  of  scoint!;  the  ci(ldil_\-  of  this  intori)rftarif)ii  is  to 
consider  whether  the  person  who  jjroduces  doounents  other  than 
thoso  raHf'd  for  lias  eorninitted  iX'rjur^'.  ]\'rhaps  ho  hi-.  Ijiit  the 
])crjiir\"  IS  an  nniisn.al  one.  Yet  periur\-  i.-  thn  thirri  horn  of  tlie 
"cruel  trilrnnna"  that  the  Fiftli  .Xnicndinr'nt  wa.-  desifrncd  lo 
eliminate. 

■"'Another  interpretation  of  Baurl  make-  ownership  erueial.  A 
l>ersiin  who  own-  soiTiethins  has  the  riiiht  to  exerci.-e  a  fireat  deal 
of  control  over  it.  Wlieii  the  rioverninent  seizes  it,  the  owner  i- 
eoin])elle(l  to  jiiv(>  tip  that  ri^ht.  Thi.-  interpretation  is  coii-i-tent 
with  the  oh.-ervation  in  Bdiid  that  contraband  and  in<tninientalifies 
of  crime  can  be  seized  becan-e  the  C'>o\-ernment  li.a-'  a  superior 
projierty  richt  in  them.  However,  thi-  iiiter])retati()n  run-  into  rlie 
same  diflicult ie,<  as  the  accepted  one;  in  particular,  it  make-  the 
authorship  and  content  of  the  ]Tro])erty  irrele\ant.  And  the 
emphasis  on  pro])ert\"  riahts  in  thi-  are.a  li.a-  -ince  been  ab.aiidoned. 
See,  ,.  (J..   ]Var<l<)i  \.  Unudrn.  3^7  V.  S.  294    (1907). 
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correctly  perceived  that  "fi]n  this  regard  the  Fourth  and 
Fifth  AnKMidments  run  almost  into  each  other."  110 
U.  S..  at  630. 

Boi/d  suggested  that  the  Fourth  Amendment  i)ro- 
hibited  the  soizure  of  "mere  evidence."  110  I.  >..  ac 
023-024.  S(>e  Gouled  v.  United  States.  2d'j  U.  S7~2-,r> 
XJ,921).  JSearche"s  tor  nier(>  (^virjence  were  unreasonTTW^ 
even  if  such  searches  were  sure  to  i)roduce  evidence  lead- 

-  I'ity:;^  'va^^zoj^  ^.  >tu. "  ^Yhn  1  iTeFi se~co n t oTi r s  of  the  "mere 

-evidence''  rule^  were  shntiod  liy  concents  of  i)ronerty  la_\v 
\\:iiioi)  :ii:p  jipw  leo  as  outmoded.  See  Warden  v.  Haydev, 
387  U.  S.  294.  303-307^(1907).  But  those  concepts 
attempted  to  define,  however  imi)recisely.  a  sphere  of 
])ersonal  ]irivacy  that  the  Government  could  not  enter 
over  objection.  See,  e.  g.,  (iouhd  v.  United  States,  supra. 
at  304.  And  when  this  Court  repudiated  the  "mere 
evidence"  TTITeT  it  suggested  tJiat  "Fourl+i  A+uiuuimr-nt 
linukitioii3  /niullt   bi;   d(.  u.'.-ud  precMseiy  m    lefTTnr.rf-t+te 

"  inferest 'tn~T)fivacv.'"prohibiting  tlTe~?(TT[lre  Of-^itpmn  of"*- 
evidential  value  wjji).«e  very  nature  jjrecludes  thom  from 
being   tho   nh_ifpt    of   a   reasonable  &nareh    and    scii^ure." 

^^Tarden  v.  Hoyden.  387  V.  S..  at  303.  Cf.  Stanford  v. 
Terns,  379  V.  S.  470,  485  (1905). 

The  Fourth  anrl  Fifth  Amenrlments  do  not  speak  to 
totally  unrelated  concerns.  Cf.  Gnsvold  v.  Connectieut, 
381  U.  S.  479.  484-485  (1!)05);  Murphy  v.  Waterfront 
Conun'n.   378    U.   8.,    at   h^.     Both    involve   aspects  of 

.a  person's  right  to  develoj)  for  Jj^nnself  _a  siTliere  of  per- 

"ittil  prTr-^y      "  k..>.„m-,^  ^a ..]...„^^Ip  ^^-m  nlfnri^'-  ^n^ 

each  other."  ^  would  prohibit  tho  (p|Ovprnnipnf  from 
entering. •"•    The  ]2roiiiem,  as  I  see  it.  is  to  develop  criteria 

'''  I  rrTcijiiiizc  that  iluTc  i-  ,in  altcriiatr  \\r\\\  that  iinlo--  a  I'"ift!i 
.\iii''ii(lniPiif  i)n\ilc^p  i-  imnlvfd.  \\\o  I'^mrth  Aiiifiuiniciit  .anthorizfr-- 
iiitrn-ion  when  it  i<  not  uiircnsoiiabh^.  Ilowcn-cr.  thi>-  ("onrt  has 
licld  ih.'it  inrroa.-inp;l\'  sovrro  standards  ol  ])rot)ai)lp  caiiso  arc  uovo<- 
sary    to    justify    iiicroasinKlv    inirusivo    soarch^s.      Tf.    Cnrnarn    \. 
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for  determining  whetlicr  evidence  souglit  by  the  Ciov- 
ernnicnt  lies  witliin  tlie  sphere  of  activities  that  peti- 
tioner attempted  to  keep  private.  C.'f.  Katz  v.  United 
States,  389  U.  S.  347,  351-352  (1967). 

The  first  criterion,  as  Haydcn  suggests,  is  tlie  nature 
of  the  (!virlence.  Diaries  and  i)ersona]  letters  that 
record  only  their  author's  jjcrsonal  thoughts  he  at  the 
heart  of  our  sense  of  ])rivacy.  In  contrast.  I  see  no 
bar  in  the  Fourth  or  Fifth  Amendment  to  the  seizure 
of  a  letter  from  one  consi)irator  to  another  directing 
the  recijMent  to  take  steps  that  further  the  conspiracy. 
Business  recorrls  like  those  sought  in  this  case  lie  between 
those  cases.  We  are  not  so  outraged  by  the  intrusion 
on  privacy  that  accomi)aiiies  tlie  seizure  of  these  rec- 
ords as  we  aie  by  the  seizure  of  a  diary,  yet  the  records 
could  not  easily  be  called  "instrumentalities"'  of  tax 
evasion,   jjarticularly   if  they   are  accurate. 

Second,  we  must  consider  tlie  ordinary  operations  of 
the  person  to  whom  tlie  records  are  given.  A  transfer 
to  a  lawyer  is  protected,  not  simply  because  there  is  a 
recognized  attorney-client  i)rivilege.  but  also  because  the 
ordinary  expectation  is  that  the  lawyer  will  ]iot  further 
jMiblicize  what  he  has  been  given.  Again  in  contrast, 
a  transfer  to  a  trustee  in  bankrui)tcy  or  to  a  clerk  of  a 
court  floes  not  usually  carry  witli  it  such  exi)ectations. 
That  is  how  I  would  justify  Johnson  and  Prrlnuiu. 
Here,  too,  the  transfer  in  this  case  lies  ])etwcen  the  ex- 
tremes. It  would  be  relevant  to  a  decision  al)0Ut  the 
exi)ectation   of  privacy  that   an   accountant-client   ])riv- 


Miniiripal  Court.  :^7  V.  S.  .-)2;;  (I'.HiT);  Trrrji  v.  Ohio.  :-;9_'  E.  S.  ] 
(190^);  Stanford  v.  Texas.  :',7\)  E.  S.  47(1  flOC').")).  'I1ic  \<]rr\-v 
clcnionls  rcciviircd  of  a  I'lftli  Anicnilinciil  x'idlation  nord  not  (•diiicido 
cxacth-  wilh  iIh-  olciiiciits  of  an  invasion  of  pri\,ar\-  lli;ii  ,-liMiild 
he  corL-idfTrd  iiiin'M-onahlo.  and  I  -'■(•  no  n-ason  ((,  ((nirni*'  llic 
si)li(T('  of  iH-ivac\-  Irrr  from  iiitru-ion  to  jn-t  \vlia1  ilic  I-"ifili  Ani(  iid- 
incnt  ])rotc'cts. 
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ilege  oxistcd  nndor  local  law,  but  not  determinativo. 
Petitioner  disclaimed  reliance  on  such  a  privilege.  Tr. 
of  Oral  Arg.  7.  But  I  would  think  that,  jirivileged  or 
not,  a  disclosure  to  an  accountant  is  rather  close  to  dis- 
closure to  an  attorney. 

Third,  the  pur])Oses  for  which  the  records  were  trans- 
ferred is  an  element  of  an  informed  judgment  about  the 
author's  interest  in  the  privacy  of  the  i)aiiers.  That  a 
transfer  is  comjielled  by  practical  considerations  if  the 
author  is  to  claim  benefits  available  under  the  law, 
seems  to  me  quite  important.  If  petitioner  had  sought 
to  take  advantage  of  some  coinj)licated  i^rovision  of  the 
tax  laws,  and  needed  the  help  of  an  accountant  to  do 
so.  I  would  be  quite  reluctant  to  hold  that  the  transfer 
of  her  records  was  a  surrender  of  the  privacy  of  the 
papers.  But  cf.  Johnso)!  v.  United  States,  228  U.  S.  457 
( 1918).  As  I  uiulerstand  it.  the  majority's  exception  for 
temporary  relinquishment  of  possession,  and  several  of 
Mr.  Justice  Bkennan's  exceptions,  recognize  the  im- 
l^ortance  of  this  criterion. 

Finally,  we  must  take  into  account  the  stei)s  that  the 
author  took  to  insure  the  i)rivacy  of  the  recorrls.  Cf. 
///  re  Harris,  221  U..  S.  274.  280  (1911j.  Placing  them 
in  a  safe  dei:)Osit  box  is  different  from  letting  them  remain 
for  many  years  with  an  accountant. 

^  is  not  inn')ossil)le  thnt  no|itionfr  had  indeed  aban- 
d-(»ne(|  hpr  f|nini  [Q  ppi^-orj-  jii  t]ir  ]i|-||iri  -i  nrnii^^h t  liy  rnrn 
moi^S^iliJikiCase.  But  the  District  Court  and  the  Court 
of  Ai)i)eals  applied  a  rnthor  rip-id  to'^twhich  marTe  l)US* 
^£^gifli^aJtUiAdaai4«i4i*i***«*iF* Those  courts  have  more  experi- 
qncf-  tli.^n  ^^  do  wifh  the  ordinaTV  piaiTu^s  oF  taxpayers, 
ac£iiiUilajits.  and  Internal  Picvenue  agents.  -They  are 
therefore  better  alMe.  in  the  first  instance,  to  apply  the 
criteria  I  believe  are  relevant,  in  light  of  their  under- 
standing of  the  ordinary  practices  in  such  cases.  I  would 
vacate  the  judgment  and  remand  the  case  to  the  District 
Court  for  consideration  of  those  criteria. 
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UNITED  STATES  of  America, 
Plaintiff- Appellee, 


Slitehell   :MILLEK,   Susan    McDuffie 

Weeks,  and  John  Henry  McDuffie, 

Defendants-Appellants. 

No.  73-2405. 

United  States  Court  of  Appeals, 
Fifth  Circuit. 

Sept.  13,  1974. 
Rehearing  Denied  Oct.  11,  1974. 

Three  defendants  were  convicted  be- 
fore the  United  States  District  Court  for 
the  Middle  District  of  Georgia,  Wilbur 
D.  Owens,  Jr.,  J.,  of  conspiracy  to  de- 
fraud the  United  States  of  tax  revenues 
b}'  the  manufacture  and  possession  of 
distilled  spirits.  Additionally,  two  of 
the  three  defendants  were  also  convicted 
of  possession  of  an  unregistered  still, 
carrying  on  the  business  of  distillers 
without  giving-  bond  with  intent  to  de- 
fraud the  United  States  of  the  whiskey 
tax  and  possession  of  non-tax-paid  whis- 
key. Appeals  were  taken.  The  Court  of 
Appeals,  Goldberg,  Circuit  Judge,  held 
that  copies  of  telephone  bills  were  ad- 
missible under  the  Business  Records 
Act;  that  denial  of  two  defendants'  mo- 
tions to  discover  results  of  fingerprint 
and  handwriting  analyses  conducted  by 
government  experts  was  not  prejudicial ; 
that  obtaining  copies  of  one  defenuant's 
^bank  checks  by  means  of  fauT?^~su1Bp^(Je!^ 
nas  duces_ tecum  constituted  an  unlawful 
invasion  cf  .his-prlvj^cy'anB™evT3ence  so 
obtained  should  have_Jbeen  suppressed ; 
that  evidence  of  another  defendant's 
prior  conviction  of  possession  of  non- 
tax-paid whiskey  was  inadmissible;  and 
that  evidence  sustained  conviction  of 
third  defendant. 

Affirmed  in  part,  reversed  in  part 
and  remanded. 


L  Criminal  Law  <5='444 

Copies  of  telephone  bills  sent  to  de- 
fendants were  admissible  under  Business 
Records  Act  even  though  witnesses 
whose  testimony  laid  foundation  for  re- 
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ceipt  of  the  copies  were  not  the  persons 
v/ho  kept  the  records  and  copies  had 
been  made  up  monthly  from  records  and 
were  not  contemporaneous  with  transac- 
tions reflected  on  them.  28  U.S.C.A.  § 
1732. 


2.  Criminal  Law  <S=436,  1153(1) 

Trial  court  has  broad  zone  of  dis- 
cretion in  determining  admissibility  of 
documents  such  as  business  records  and 
its  ruling  with  respect  thereto  should  be 
disturbed  only  when  that  discretion  has 
been  abused.    28  U.S.C.A.  §  1732. 

3.  Criminal  Law  <3=>444 

Testimony  of  employee  of  telephone 
company  that  certain  exhibits  were  cop- 
ies of  customer  bills  and  company 
records,  that  the  documents  had  been 
kept  in  the  ordinary  course  of  business 
and  had  been  made  at  or  near  time  of 
transactions  reflected  on  them  was  suf- 
ficient to  provide  foundation  for  admis- 
sion of  the  records  under  the  Business 
Records  Act.    28  U.S.C.A.  §  1732. 

4.  Criminal  Law  ®=400(4) 

Best  evidence  rule  is  inapplicable  to 
records  admitted  under  the  Business 
Records  Act.    28  U.S.C.A.  §  1732. 

5.  Criminal  Law  €=436 

Copies  of  telephone  bills  were  ad- 
missible under  Business  Records  Act  as 
bills  had  been  kept  in  regular  course  of 
business  on  routine  basis  designed  to  as- 
sure their  accuracy,  purpose  for  keeping 
the  records  was  not  to  prepare  fcr  liti- 
gation but  to  assure  accurate  billing, 
and  they  were  not  mere  cumulations  of 
hearsay  or  informal  opinion  but  were 
made  at,  or  near,  time  of  transactions 
reflected  in  them.     28  U.S.C.A.  §  1732. 

6.  Criminal  Law  ©=1166(1) 

Denial  of  motion  to  discover  results 
of  fingerprint  and  handwriting  analyses 
conducted  by  government  experts  was 
not  prejudicial  where  government  had 
offered  defendants  access  to  the  hand- 
writing and  fingerprint  evidence,  there 
was  no  indication  that  government  had 
withdrawn  its  offer  or  declined  to  make 
the  information  available  and  all  evi- 
dence in  question  had  been  introduced  at 
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a    prior    trial.       Fed. Rules     Crim.Proc. 
rules   16(a,  b),   52(a),   18  U.S.C.A. 

7.  Searches  and  Seizxires  "S^Td) 

Bank  Secrecy  Act,  requiring  banks 
to  microfilm  all  checks  passing  through 
them,  did  not  violate  defendant  deposi- 
tor's right  to  be  free  from  unreasonable 
searches  and  seizures.  U.S.C.A. Const. 
Amend.  4;  Federal  Deposit  Insurance 
Act,  §  2  [21],  12  U.S.C.A.  §  1829b. 

8.  Constitutional  Law  <3=82 
Criminal  Law  <2=>394.1(2) 

Subpoenas  duces  tecum  requiring 
bank  presidents  to  appear  and  pi'oduce 
records  of  defendant's  bank  accounts 
constituted  unlawful  invasion  of  defend- 
j  ant's  privacy  and  evidence  obtained  as 
I  result  of  such  subpoenas  should  have 
been  suppressed  where  they  were  issued 
by  the  United  States  Attorney  rather 
than  by  court,  no  return  was  made  upon 
subpoenas  to  the  court  and  the  subpoe- 
nas were  issued  for  date  when  grand 
jury  was  not  in  session.  U.S.C.A. Const. 
Amend.  4 ;  Federal  Deposit  Insurance 
Act,  §  2  [21],  12  U.S.C.A.  §  1829b. 

9.  Cruninal  Law  "^^egT-SCS) 

Government  may  not  circumvent 
protection  against  compulsory  produc- 
tion of  a  person's  private  papers  to  es- 
tablish a  criminal  charge  against  him  by 
first  requiring  bank  to  copy  all  the  de- 
positor's personal  checks  and  then,  by 
improper  invocation  of  legal  process,  re- 
quire bank  to  allow  inspection  and  re- 
production of  copies  of  the  checks.  U. 
S.C.A. Const.  Amend.  4 ;  Federal  Depos- 
it Insurance  Act,  §  2  [21],  12  U.S.C.A. 
§  1829b. 

10.  Criminal  Law  ©=394.1(2) 

Fact  that  bank  officials  cooperated 
fully  and  without  objection  in  producing 
copies  of  depositor's  checks  when  re- 
quired to  do  so  by  means  of  faulty  sub- 
poenas duces  tecum  did  not  permit  intro- 
duction of  copies  obtained  from  the  bank 
officials  in  criminal  prosecution.  Fed- 
eral  Deposit  Insurance  Act,  §  2  [21], 
12  U.S.C.A.  §  1829b. 

11.  Criminal  Law  C=586,  622(2) 

Denial  tif  defendant's  motion  for 
continuance  and  severance  was  within 
trial  court's  discretion. 


12.  Criminal  Law  C=369.1 

In  prosecution  for  conspiracy  to  de- 
fraud the  United  States  of  tax  revenues 
by  the  manufacture  and  possession  of 
distilled  spirits  and  for  substantive  of- 
fenses, defendant  was  properly  not  per- 
mitted to  introduce  evidence  as  to  the 
existence  of  an  illicit  distillery  not  con- 
nected with  other  evidence  in  the  case. 

13.  Criminal  Law  C=371(l) 

In  prosecution  for  conspiracy  to  de-' 
fraud  the  United  States  of  tax  revenues 
by  the  manufacture  and  possession  of 
distilled  spirits  and  for  substantive  of- 
fenses, evidence  of  defendant's  prior 
conviction  of  possession  of  non-tax-paid 
whiskey  was  inadmissible  to  prove  in- 
tent, as  crime  of  possession  of  non-tax- 
paid  whiskey  required  no  intent  to  de- 
fraud the  United  States  or  to  carry  on 
the  business  of  a  distiller  with  intent  to 
defraud. 

14.  Criminal  Law  'C:=369.2(3) 

Even  if  defendant's  prior  conviction 
of  possession  of  non-tax-paid  whiskey 
had  some  probative  value  in  prosecution 
for  conspiracy  to  defx-aud  the  United 
States  of  tax  revenues  by  the  manufac- 
ture and  possession  of  distilled  spirits, 
such  evidence  was  inadmissible  absent 
showing  of  any  actual  need  for  such  evi- 
dence. 

15.  Criminal  Law  'S=>369.2(1) 

Rule  against  admission  of  evidence 
of  other  crimes  should  be  relaxed  only 
when  such  evidence  is  genuinely  needed 
and  relevant. 

16.  Conspiracy  0=47(9) 

Evidence,  inter  alia,  that  defendant 
was  daughter  of  one  participant  in  con- 
spiracy to  defraud  the  United  States  of 
tax  revenues  by  the  manufacture  and 
possession  of  distilled  spirits  and  secre- 
tary of  another  participant  and  that  de- 
fendant had  arranged  to  have  electricity 
turned  on  at  warehouse  where  distiller}' 
was  discovered  and  testimony  of  witness 
with  whom  pai'ticipant  had  discussed 
distillery  operations  that  participant  had 
told  him  that  information  should  be  giv- 
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en    to    defendant    and 
"what  was  going  on"  were  sufficient  to 
sustain  conviction  of  defendant  for  par- 
ticipating in  the  conspiracy. 


D.  L.  Rampey,  Jr.,  Warner  Robins, 
Ga.,  for  Miller. 

W.  W.  Larsen,  Jr.,  Dublin,  Ga.,  for 
Weeks  and  McDuffie. 

William  J.  Schloth,  U.  S.  Atty.,  Ronald 
T.  Knight,  O.  Hale  Almand,  Asst.  U.  S. 
Attys.,  Macon,  Ga.,  for  plaintiff-appel- 
lee. 


Before     GEWIN,     GOLDBERG 
CLARK,  Circuit  Judges. 


GOLDBERG,  Circuit  Judge: 

On  January  9,  1973,  a  fire  broke  out 
at  the  Southeastern  Metal  Company 
warehouse  in  Kathleen,  Georgia.  When 
officials  of  the  Houston  County  Sher- 
iff's Department  and  volunteer  fire  de- 
partment arrived  to  fight  the  blaze,  they 
discovered  in  the  building  a  7500  gal- 
lon-capacity distillery,  some  175  gallons 
of  non-tax-paid  whiskey,  and  related 
paraphernalia.  With  this  discovery  the 
lush  dreams  of  bourbon  living  that  the 
still  owTiers  must  have  harbored  were 
suddenly  scotched.  '  - 
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that  she  knew  spirits.  In  addition,  all  of  the  alleged 
co-conspirators  except  Weeks  were 
charged  with  substantive  counts  of  pos- 
session of  an  unregistered  still,  carrying 
on  the  business  of  distillers  without  giv- 
ing bond  and  with  intent  to  defraud  the 
United  States  of  the  whiskey  tax,  and 
possession  of  175  gallons  of  non-tax-paid 
whiskey.  Prior  to  trial  the  charges 
against  Smith  were  dismissed,  and  the 
court  granted  Brooks'  motion  for 
severance. 1 

The  trial  of  defendants  Miller,  Mc- 
Duffie, and  Weeks  began  on  April  23, 
1973,  and  ended  in  a  mistrial  on  May  1, 
1973.  A  second  trial  commenced  on  May 
7,  1973,  resulting  in  conviction  of  all 
three  defendants  on  all  charges.  Miller 
and  McDuffie  were  sentenced  to  three 
years  imprisonment;  Weeks  received 
five  years  probation. 


and 


Although  no  arrests  were  m$de  at 
that  time,  five  persons — Mitchell  Miller, 
John  Henn,'  McDuffie,  Susan  McDuffie 
Weeks,  Joseph  Kenneth  Brooks,  and  Ter- 
ry Lee  Smith — were  subsequently 
charged  with  conspiracy  to  defraud  the 
United  States  of  tax  revenues  by  the 
manufacture  and  possession  of  distilled 


On  this  appeal  defendant^  urge*  ten  .. 
separate  grounds  for  reversing  their 
convictions.  Only  one  issue  is  common 
to  all  three  defendants,  and  one  argu- 
ment is  made  by  both  McDuffie'  and 
Weeks;  in  addition,  Miller  argues  five 
alleged  trial  court  errors ;  McDuffie, 
two;  and  Weeks,  one. 

* 

I.  ISSUES  RAISED  BY  MORE 
THAN  ONE  DEFENDANT 

A.  The  Business  Records  Act.  The 
one  contention  shared  by  al!  three  de- 
fendants is  that  the  district  court  erred 
by  admitting  into  evidence  copies  of  cus- 
tomers' phone  bills  without  proper  foun- 
dation under  the  Business  Records  Act, 
28  U.S.C.  §  1732,2  and  without  the  nec- 


*.  Brooks  Kubs«'quenTl.r  entered  a  plea  «f 
guilty  to  one  count  of  the  indictment  and 
■wa.s  sentenced  lo  o  years  probation  witli  su- 
pervision. The  reniaininK  counts  against 
Brooks  were  dismissed. 

2.  §  nS2.  Record  matle  in  regular  course  of 
bu^incxs;  photographic  co[jies 
(a)  In  any  court  of  tlie  United  .States 
and  in  any  <-ourt  establislied  by  Act  of 
Congres.s.  any  writing  or  record,  whether 
in  the  form  of  an  entry  in  a  Ijook  or  oth- 
erwLse,  made  as  a  memorandum  or  record 
of    any     act,     transaction,     occurrenc-e,    or 

500  F.2d — <8 


event,  shall  be  admissible  as  evidence  of 
such  act,  transaction,  occurrence,  or  event, 
if  made  in  regular  course  of  any  busiue.ss, 
and  if  it  was  the  regular  course  of  such 
business  to  make  such  memorandum  or 
record  at  the  time  of  such  act,  transac- 
tion, occurrence,  or  event  or  within  a  rea- 
sonable time  thereafter. 

All  other  circumstances  of  the  making  of 
such  writing  or  record,  including  lack  of 
personal  knowledge  by  the  entrant  or 
maker,  may  be  shown  to  affect  its  weight, 
but  such  circumstances  shall  not  affe<n  its 
admissibilitv. 
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essary  showing  of  trustworthiness.  The 
thrust  of  defendants'  objection  is  that 
the  items  should  not  have  been  admitted 
because:  1)  they  were  not  prepared  un- 
der the  supervision  of  the  witnesses  who 
testified  as  to  their  authenticity;  and 
2)  they  were  copies  of  bills  made  up 
monthly  from  records  and  not  contempo- 
raneously with  the  transaction,  and  thus 
did  not  constitute  the  best  evidence  of 
the  matters  reflected  thereon. 

[1]  In  view  of  the  purpose  and  plain 
meaning  of  section  1732,  we  find  de- 
fgadants'  arguments  unE^rauasive — Xh£ 
statutfr-expiiciily_establishes  the  admissi- 
bility  of  "any  writing  or  record 
.  .  .  if  made  in  regulaFcburse-of-aaiL 
business,  and  if  it  was  the  regular 
course  of  such  business  to  make  such 
memorandum  or  record  .  .  .  ."In 
Sabatino  v.  Curtiss  National  Bank  of 
Miami  Springs,  5  Cir.  1969,  415  F.2d 
632,  this  Court  reviewed  cases  in  which 
items  offered  under  the  Business 
Records  Act  had  been  excluded.  We 
concluded  that  the  statute's  primary 
purpose  v/as  ''to  provide  a  check  on 
trustworthiness,"  and  that  records 
should  be  admitted  if  three  conditions 
are  met: 

(1)  the  records  must  be  kept  pursu- 
ant to  some  routine  procedure  de- 
signed to  assure  their  accuracy,  (2) 
they  must  be  created  for  motives  that 
would  tend  to  assure  accuracy  (prepa- 
ration for  litigation^  for  example,  is 
not  such  a  motive),  and  (3)  they  must 

The  term  "business,"  as  used  in  this  sec- 
tion, includes  business,  profession,  occupa- 
tion, and  calling  of  every  kind. 

(b)  If  any  business,  institution,  member 
of  a  profession  or  calling,  or  any  depart- 
ment or  agency  of  government,  in  the  reg- 
ular course  of  business  or  activity  has 
kept  or  recorded  any  memorandum,  writ- 
ing, entry,  print,  representation  or  combi- 
nation thereof,  of  any  act,  transaction,  oc- 
currence, or  event,  and  in  the  regular 
course  of  business  lias  caused  any  or  all 
of  tlie  same  to  be  recorded,  copied,  or  re- 
produced by  any  photographic,  photostatic, 
microfilm,  micro-card,  n.iniature  photo- 
graphic, or  other  process  which  accurately 
reproduces  or  forms  a  durable  medium  for 
so    reproducing    the    original,    the    original 


not  themselves  be  mere  cumulations  of 
hearsay  or  uninformed  opinion. 

415  F.2d  at  637.  The  type  of  telephone 
toil  records  introduced  in  the  trial  below 
clearly  meet  section  1732  standards. 
See  United  States  v.  Mirenda,  9  Cir. 
1971,  443  F.2d  1351,  1357;  cf.  United 
States  V.  Covello,  2  Cir.  1969,  410  F.2d 
536,  542,  cert,  denied,  396  U.S.  879,  90 
S.Ct.  150,  24  L.Ed.2d  136. 

[2,  3]  We  have  often  noted  that  the 
trial  court  has  a  broad  zone  of  discretion 
in  determining  the  admissibility  of  docu- 
ments such  as  business  records,  and  that 
the  court's  rulings  should  be  disturbed 
only  when  that  discretion  has  been 
abused.  E.  g..  United  States  v.  Middle- 
brooks,  5  Cir.  1970,  431  F.2d  299,  302, 
cert,  denied,  1971,  400  U.S.  1009,  91  S. 
Ct.  569,  27  L.Ed.2d  622.  Defendants 
contend  that  the  telephone  records  were 
rendered  inadmissible  because  the  wit- 
nesses whose  testimony  laid  the  founda- 
tion for  receipt  of  these  items  were  not 
the  persons  who  kept  the  records.  This 
contention  is  not  supported  by  the  stat- 
ute and  is  directly  contradicted  by  the 
weight  of  judicial  authority.  "[Tjhe 
person  who  actually  keeps  the  botrfts  and 
records  and  makes  the  entries  need  not 
testify  if  a  person  does  testify  who  is  in 
a  position  to  attest  to  the  authenticity  of 
the  records."  United  States  v.  Dawson, 
2  Cir.  1968,  400  F.2d  194,  199.  Indeed. 
section  1732  was  adopted  in  part  to 
eliminate  the  requirement  that  the  en- 
trant appear  to  authenticate  the  record. 

may  be  destroyed  in  the  regular  coarse  of 
business  unless  its  preservation  is  required 
by  law.  Sucli  reproduction,  when  satisfac- 
torily identifietl,  is  as  admissible  in  evi- 
dence as  the  original  itself  in  any  judicial 
or  administrative  proceeding  whether  the 
original  is  in  existence  or  not  and  an  en- 
largement or  facsimile  of  such  reproduc- 
tion is  likewise  admissible  in  evident^  if 
tlie  original  reproduction  is  in  existence 
and  available  for  inspection  under  direc- 
tion of  court.  The  introduciion  of  a  re- 
produced record,  enlargement,  or  facsimile 
does  not  pre<-lude  admission  of  the  origi- 
nal. This  subsection  shall  not  be  tou- 
strued  to  exclude  from  evidence  any  docu- 
ment or  copy  thereof  wliicli  is  otherwise 
admissible  under  the  rules  of  evidence. 
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Anderson,  8  Cir.  1971,      this  view  by  comparing  Rule  16(a)  with 


United  States  v 
447  F.2d  833,  839:  United  States  v.  Re, 
2  Cir.  1964,  336  F.2d  306,  314,  cert,  de- 
nied, 379  U.S.  904,  85  S.Ct.  188,  13  L. 
Ed. 2d  177.  Three  telephone  company 
employees  testified  that  the  government 
exhibits  in  question  were  copies  of  cus- 
tomer bills  and  company  records,  were 
kept  in  the  ordinary  course  of  business, 
and  were  made  at  or  near  the  time  of 
the  transactions  reflected  on  them. 
That  testimony  was  clearly  sufficient  to 
justify  admitting  the  records. 

[4]  Defendants'  argument  that  these 
records  were  not  the  best  evidence  is 
similarly  without  merit.  The  best  evi- 
dence rule  has  repeatedly  been  held  inap- 
plicable to  records  admitted  under  the 
Business  Records  Act.  United  States  v. 
Anderson,  supra;  United  States  v.  Van- 
dersee,  3  Cir.  1960,  279  F.2d  176,  180; 
United  States  v.  Kimmel,  2  Cir.  1960, 
274  F.2d  54,  57. 

[5]  The  telephone  records  in  ques- 
tion were  clearly  admissible  under  the 
three  prongs  of  the  Sabatino  test. 
First,  in  each  instance  they  were  records 
kept  in  the  regular  course  of  business  on 
a  routine  basis  designed  to  assure  their 
accuracy.  Second,  the  purpose  for  keep- 
ing the  records  was  not  to  prepare  for 
litigation  but  to  assure  accurate  billing 
of  customers.  Third,  they  were  not 
mere  cumulations  of  hearsay  or  informal 
opinion,  but  they  were  made  at  or  near 
the  time  of  the  transactions  reflected  in 
them.  We  therefore  hold  that  the  dis- 
trict court  did  not  abuse  its  discretion  in 
admitting  the  telephone  toll  records  into 
evidence. 

B.  Discovery.  Weeks  and  McDuffie 
also  claim  that  the  trial  court  improper- 
ly denied  their  motions  under  Rule 
16(a),  Federal  Rules  of  Criminal  Proce- 
dure, to  discover  the  results  of  finger- 
print and  handwriting  analyses  conduct- 
ed by  government  experts.  Defendants 
argue  that  Rule  16(a)  should  be  broadly 
construed  and  that  the  district  court 
should  be  given  only  limited  discretion 
to  deny  a  proper  motion  for  discovery. 
Professor  Wright  has  found  support  for 


Rule  16(b): 

Since  a  specified  showing  [of  materi- 
ality] is  required  under  (b),  but  not 
under  (a),  the  plain  inference  is  that 
no  showing  is  required  for  discovery 
under  (a),  and  that  while  that  subdi- 
vision is  cast  in  discretionary  terms  it 
gives  the  defendant  "virtually  an  ab- 
solute right"  to  discovery  of  the  mate- 
rials there  listed.  The  nature  of  the 
materials  covered  by  subdivision  (a), 
and  the  strong  interest  of  the  defend- 
ant in  having  access  to  them,  justifies 
such  discovery  as  a  matter  of  right. 

1  C.  Wright,  Federal  Practice  and  Pro- 
cedure, Criminal  §  253,  pp.  500-01. 

[6]  Although  this  Court  has  ap- 
proved a  standard  similar  to  that  sug- 
gested by  Professor  Wright,  see  United 
States  V.  White,  5  Cir.  1971,  450  F.2d 
264,  267-268,  we  have  also  adhered  to 
the  rule  that  "an  error  in  administering 
the  discovery  rules  is  not  reversible  ab- 
sent a  showing  that  the  error  was  preju- 
dicial to  the  substantial  rights  of  the  de- 
fendant." United  States  v.  Saitta,  5 
Cir.  1971,  443  F.2d  830,  831;  Fed.R. 
Crim.P.,  Rule  52(a).  We  are  satisfied 
that,  on  the  peculiar  facts  of  the  present 
case,  no  prejudice  to  defendants  could 
have  resulted  from  the  denial  of  their 
motion  for  discovery. 

In  the  first  place,  as  partial  grounds 
for  denial  of  the  motion,  the  trial  judge 
acknowledged  that  in  open  court  the 
government  had  offered  defendants  ac- 
cess to  the  handwriting  and  fingerprint 
evidence.  The  record  gives  no  indica- 
tion that  the  government  withdrew  its 
offer  or  declined  to  make  the  informa- 
tion available.  Moreover,  all  of  the  evi- 
dence in  question  was  introduced  at  the 
first  trial;  defendants  have  brought 
this  appeal  from  the  second  trial.  Thus, 
the  first  trial  itself  provided  disclosure 
not  only  of  the  contents  of  the  reports, 
but  also  of  the  substance  of  the  experts' 
testimony.  As  a  result  of  this  combina- 
tion of  circumstances,  any  error  in  deny- 
ing motions  for  discovery  was  rendered 
harmless  by  the  time  of  the  second  trial. 
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II.     MITCHELL  MILLER 

In  addition  to  his  Business  Records 
Act  claim,  defendant  Miller  makes  five 
assignments  of  error  on  this  appeal: 
(1)  the  trial  court  erred  by  admitting 
microfilm  copies  of  Miller's  bank  checks 
obtained  by  means  of  an  illegal  grand 
jury  subpoena  duces  tecum;  (2)  the 
trial  court  erred  by  overruling,  on  the 
ground  of  lack  of  standing,  Miller's  mo- 
tion to  suppress  evidence  from  a  Pepsico 
rental  truck;  (3)  the  trial  court  abused 
its  discretion  by  denying  Miller's  motion 
for  continuance;  (4)  the  trial  court 
abused  its  discretion  by  denying  Miller's 
motion  for  severance;  (5)  the  trial 
court  erred  in  denying  Miller's  motion 
for  directed  verdict  of  acquittal  as  to 
Counts  2,  3  and  5. 

A.  The  "Grand  Jury"  Subpoena. 
Miller's  objection  to  the  introduction  of 
microfilm  copies  of  his  bank  checks 
rests  on  two  separate  but  related  conten- 
tions. First,  relying  primarily  on  the 
three-judge  district  court  decision  in 
Stark  V.  Connally,  N.D.Cal.l972,  347  F. 
Supp.  1242,  Miller  asserts  that  provi- 
sions of  the  Bank  Secrecy  Act  of  1970 
requiring  banks  to  microfilm  all  checks 
passing  through  them  constitute  a  viola- 
tion of  depositors'  Fourth  Amendment 
rights  to  be  free  from  unreasonable 
searches  and  seizures.  Second,  Miller 
claims  that  the  subpoenas  used  to  obtain 
the  microfilm  copies  here  were  illegal 
because  they  were  issued  by  the  United 
States  Attorney  rather  than  by  the 
court,  because  no  return  was  made  upon 
the  subpoenas  to  the  court,  and  because 
the  subpoenas  were  issued  for  a  date 
when  the  grand  jury  was  not  in  session. 

[7, 8]  Miller's  argument  that  the 
Bank  Secrecy  Act  is  unconstitutional  is 
now  foreclosed  by  the  Supreme  Court's 
recent  decision  in  California  Bankers 
Ass'n  v.  Shultz,  1974,  416  U.S.  21,  94 
S.Ct.  1494,  39  L.Ed.2d  812,  reversing  in 
part  Stark  v.  Connally,  supra.  Hcnveve", 
in  view  of  the  long_x££ii£yiiae4-ifl^E«§* 


reinforced  by  the  Court's  reasoning   in 


of  private  papers  and  records  within  the 
scope  of  Fourth  Amendment  prntprtipris,. 


Califomia  Bankers,  we  hold  that  obtain- 
ing  copies   of   Miller's   bank  checEi    5y 
means  of  a  faulty  subpoena  duces  tecunT 
constituted  an  unlawful  invasion  ofilTlt:: — 
er's  privacy,  and  that. any  "evidfewee"  su  - 
obtained   should   have   be«n   suppressed. 

On  January  23,  1973,  agents  of  the 
government's  Alcohol,  Tobacco  &  Fire- 
arms (ATF)  Unit  presented  to  Barry 
Jones,  President  of  Citizens  and  South- 
ern National  Bank,  Warner  Robins, 
Georgia,  and  to  Harold  Peavey,  Presi- 
dent of  the  Bank  of  Byron,  Byron.  Geor- 
gia, purported  grand  jury  subpoenas  du- 
ces tecum  requiring  them  to  appear  in 
the  United  States  District  Court  for  the 
Middle  District  of  Georgia  at  9:00  a.  m., 
on  January  24,  1973.  The  subpoenas 
commanded  the  recipients  to  produce 

all  records  of  accounts,  i.  e.,  savings, 
checking,  loan  or  otherwise,  in  the 
name  of  Mr.  Mitch  Miller,  3859  Math- 
is  Street,  Macon,  Ga.  and/or  Mitch 
Miller,  Associates,  100  Executive  Ter- 
race, Warner  Robins,  Ga.,  from  Octo- 
ber 1,  1972,  through  the  present  date. 

^'^^'^nvla^t  MMIer  was  jiot^advised  that_ 
these  subpoenaaJiadJaggn  ser\-edr  After 
the  banks  supplied  the  requesteH  docu- 
ments to  the  ATF  agents,  Jones  and 
Peavey  were  advised  that  they  would  not 
need  to  appear  at  the  Januaiy  24  grand 
jury  session.  In  fact,  the  grand  jury 
did  not  meet  on  January  24;  their  next 
meeting  was  on  February  12,  nearly 
three  weeks  later. 

At  the  suppression  hearing  ATF 
Agent  Powell  testified  that  he  viewed 
microfilm  copies  of  all  checks  on  Miller's 
account  at  the  Bank  of  Byron  and  took 
copies  of  one  deposit  slip  and  one  or  two 
checks.  At  the  Citizens  and  Southern 
Bank  Agent  Powell  received  copies  of  ail 
of  Miller's  checks  for  the  period  covered 
by  the  subpoena  except  for  two  that 
would  not  print.  The  prosecution  intro- 
duced several  of  these  copies  into  evi- 
dence at  trial,  using  them  to  help  estab- 

"lish  at  least  three  of  the  overt  acts 
charged  against  Miller  in  furtherance  of 

-tha  conspiracy. 
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Both  Jones  and  Peavey  entered  stipu- 
lated testimony  that  their  banks  kept 
microfilm  copies  of  customers'  accounts 
and  of  personal  checks  paid  through 
those  accounts  "in  compliance  with 
Treasury  and  Banking  Regulations  is- 
sued under  the  Bank  Secrecy  Act."  ^ 
The  Citizens  and  Southern  Bank  had  not 
maintained  complete  microfilm  check 
records  prior  to  the  effective  date  of  the 
regulations  (Record,  Vol.  II,  pp.  35-36)  ; 
the  trial  transcript  does  not  reflect 
whether  the  Bank  of  Byron  had  pre- 
viously kept  such  records. 

As  we  have  noted,  the  Supreme 
Ck)urt's  decision  in  California  Bankers 
Ass'n  V.  Shultz,  supra,  disposes  of  Mill- 
er's challenge  to  the  constitutionality  of 
the  recordkeeping  requirements  of  the 
Bank  Secrecy  Act.  That  decision,  how- 
ever, did  not  place  the  judicial  stamp  of 
approval  upon  every  prosecutorial  tactic 
for  obtaining  records  compiled  under  the 
requirements  of  the  Act. 

[9]  The  Supreme  Court  determined 
almost  90  years  ago  that  "a  compulsory 
production  of  a  man's  private  papers  to 
establish  a  criminal  charge  against  him 
is  within  the  scope  of  the 
Fourth  Amendment  .      . ."    Boyd  v. 

United  States,  1886,  116  U.S.  616,  622,  6 
S.Ct.  524,  528,  29  L.Ed.  746.  The  vener- 
able Boyd  doctrine  still  retains  its 
vitality ;  *  the  government  may  not  cav- 
alierly circumvent  Boyd's  precious  pro- 


tection by  first  requiring  a  third  party 
bank  to  copy  all  of  its  depositors'  per- 
sonal checks  and  then,  with  an  improper 
invocation  of  legal  process,  calling  upon 
the  bank  to  allow  inspection  and  repro- 
duction of  those  copies.  In  upholding 
the  Bank  Secrecy  Act  the  divided  Cali- 
fornia Bankers  Court  determined  that 
the  government  could  take  the  first  of 
those  steps  without  exceeding  constitu- 
tional limits.  The  Court,  however,  did 
not  choose  to  abandon  90  years  of 
precedent  by  proclaiming  open  season  on 
personal  bank  records.  Indeed,  in  re- 
jecting the  Fourth  Amendment  claims  of 
bank  depositor  plaintiffs,  the  California 
Bankers  majority,  in  an  opinion  by  Jus- 
tice Rehnquist,  relied  heavily  upon  the 
proposition  that  depositors  have  ade- 
quate legal  protection  from  improper 
government  access  to  their  records : 

We  see  nothing  in  the  Act  which  vi- 
olates the  Fourth  Amendment  rights 
of  any  of  these  plaintiffs.  Neither 
the  provisions  of  Title  I  [Recordkeep- 
ing Requirements]  nor  the  implement- 
ing regulations  require  that  any  infor- 
mation contained  in  the  records  be 
disclosed  to  the  Government;  both  the 
legislative  history  and  the  regulations 
make  specific  reference  to  the  fact 
that  access  to  the  records  is  to  be  con- 
trolled by  existing  legal  process. 

416  U.S.  at  52,  94  S.Ct.  at  1513,  39  L.  ' 
Ed.2d    at    835.5      Surely    a    purported 


3.  Record.  Vol.  I,  pj).  73,  76.  The  pertinent 
section  of  tlie  Bank  Secrecy  Act,  12  U.S.C.  § 
1829b ((]).  provides: 

(d)  Each  insured  bank  shall  make,  to  the 
extent  that  the  regulations  of  the  Secre- 
tary so  require — 

(1)  a  microfilm  or  other  reproduction  of 
each  check,  draft,  or  similar  instrument 
drawn  on  it  and  and  presented  to  it  for 
liayment ;    and 

(2)  a  record  of  each  dieck,  draft,  or 
similar  instrument  received  b.v  it  for  de- 
t>osit  or  collection,  together  with  an  iden- 
tification of  the  party  for  whose  account 
it  is  to  be  dejiosited  or  collected,  unless 
the  bank  lias  already  made  a  record  of  the 
party's  identity  pursuant  to  subsection  (c) 
of  this  section. 

"The  regulations  promulgated  pursuant  to 
section     1829b(d)     essentially     require     that 


each  bank  retain  either  the  original  or  a 
copy  of  each  dieck,  draft,  or  money  order  in 
excess  of  $100  drawn  on  the  bank  or  issued 
and  payable  by  it.  31  C.F.R.  §  103.34(b)  (3) 
(1973).  Such  records  must  be  retained  for 
a  period  of  five  years.  31  C.F.R.  §  103.- 
36(c) (1973). 

4.  Boyd  was  recently  cited  as  the  "fountain- 
bead  case"  in  the  establishment  of  privacy 
as  a  fundamental  value  protected  by  the  Bill 
of  Rights.  Roe  v.  Wade,  1973,  410  U.S. 
113,  209  n.  2,  93  S.Ct.  705,  35  L.Ed.2d  147 
(Douglas,  J.  concurring). 

5.  Hee  31  C.F.R.  §  103.51  (1973).  The  Report 
of  the  House  Committee  on  Banking  and 
Currency  states : 

It  should   be  borne  in   mind  that  records 
to   be   maintained   pursuant   to   the    regula- 
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grand  jury  subpoena,  issued  not  by  the 
court  or  by  the  grand  jury,  but  by  the 
Uivited  States  Attorney's  office,  for  a 
date  when  no  grand  jury  was  in  session, 
and  which  in  effect  compelled  broad  dis- 
closure of  Miller's  financial  records  to 
the  government,  does  not  constitute  suf- 
ficient "legal  process"  within  the  mean- 
ing of  the  majority  opinion.^ 

[10]  It  is  no  answer  to  argue,  as 
does  the  government  on  this  appeal,  that 
bank  officials  cooperated  fully  and  with- 
out objection;  for  he  whose  rights  are 
threatened  by  the  improper  disclosure 
here  was  a  bank  depositor,  not  a  bank 
official,  and  depositors  as  well  as  banks 
must  be  accorded  the  protection  of  "le- 
gal process."  See  Donaldson  v.  United 
States,  1971,  400  U.S.  517,  537,  91  S.Ct. 
534,  27  L.Ed.2d  580  ( Douglas,  J.,  concur- 
ring);  United  States  v.  Kordel,  1970, 
397  U.S.  1,  7,  90  S.Ct.  763,  25  L.Ed.2d  1. 
The  trial  court  should  not  have  admitted 
into  evidence  copies  of  Miller's  bank 
checks  or  any  evidence  resulting  from 
investigative  leads  provided  by  informa- 
tion from  those  checks.  Without  at- 
tempting to  chart  any  future  course  to 
be  followed  to  validly  obtain  such  evi- 
dence, we  now  hold  that  defendant  Mill- 

tions    of    the    Secretary    of    the    Treasury 

will    not    be    made    automatically    available 

for   law    enforcement    purposes.      They   can 

only    be    obtained    through    existing    legal 

process. 

H.Rep.No.91-975,    fllst    Cong.    2d     Sess.    5 

(1970)  :     2    U.S.Code    Cong.    &    Admin.N'ews 

4395    (1970).      See    also    S.Rep.No.91-1139, 

91st  Cong.,  2d  Sess.,  10  (1970). 

6.  A  separate  opinion  filed  by  two  members  of 
the  six  Justice  majority  in  the  California 
Bankers  case  provides  additional  support  for 
this  proposition.  .Justice  Powell,  for  himself 
and  Justice  Blackmun,  joined  the  majority 
opinion,  but  entered  a  separate  coucurriug 
opinion  to  note  his  concern  over  the  scope 
of  the  reporting  provisions  of  the  Act,  which 
confer  broad  authority  on  the  Secretary  of 
the  Treasury  to  require  financial  institution.s 
to  file  reports  of  domestic  monetary  trans- 
actions. Limiting  his  approval  of  tliese  re- 
quirements to  the  boundaries  of  tlie  current 
implementing  regulations— transactions  in 
currency  of  more  than  $10,000,  31  C.F.R.  § 
103.22  (1973) — Justice  Powell  warned  that 
significant  e.-ctension  of  the  government's 
power     to     compel     disclosure     of     financial 


er  is  entitled  to  a  new  trial  free  from 
the  taint  of  evidence  improperly  ac- 
quired. 

B.  Standing  to  Challenge  the  Search 
of  the  Pepsico  Van.  Defendant  Miller 
raises  one  other  very  troublesome  issue 
on  this  appeal.  He  argues  that  the  trial 
court  improperly  overruled,  on  the  basis 
of  lack  of  standing,  his  motion  to  sup- 
press distillery  apparatus  and  raw  mate- 
rial seized  from  a  Pepsico  rental  truck. 
On  the  basis  of  information  supplied  by 
an  informant  that  a  "blue  van  type 
truck  would   be   picking   up 

some  kind  of  illegal  stuff  to  manufac- 
ture liquor,"  Deputy  Sheriff  Bumham 
stopped  a  Pepsico  truck,  which  was  oc- 
cupied by  Joseph  Brooks  and  Terry  Lee 
Smith.''  When  Brooks  and  Smith  were 
unable  to  produce  a  key  to  the  back  of 
the  van,  Deputy  Bumham  took  them  and 
the  truck  to  the  county  jail,  obtained  a 
search  warrant,  and  searched  the  truck; 
the  search  revealed  cylinders  of  bottled 
gas,  a  shotgun  condenser,  two  100  pound 
bags  of  wheat  shorts,  a  cap,  and  150  five 
gallon  plastic  jugs.  Defendants  Miller, 
Weeks,  and  McDuffie  all  filed  motions 
to  suppress  the  evidence  obtained  from 
the  Pepsico  truck.**     On  April  19,  1973, 

transactions  would  pose  substantial  constitu- 
tional difficulties : 
Financial     transactions    can     reveal    much 
about    a     person's    activities,     associationa, 
and   beliefs.      At  some  point,  governmental 
intrusion  upon  these  areas  would  implicate 
legitimate   expectations   of   privacy.     More- 
over, the  potential  for  abuse  is  particular- 
ly   acute    where,    as    here,    the    legislative 
scheme   permits   access   to   this   information 
without  invocation  of  the  judicial  process. 
In  such  instances,   the  important   responsi- 
bility for  balancing  societal   and  individaal 
interests    is    left    to    unreviewed    execntive 
discretion,    rather   than    the   scrutiny   of   a 
neutral  magistrate. 
416  U.S.  at  78,  94  S.Ct.  at  1526,  39  L.Ed.2d 
at  850-851    (Powell,  J.  concurring).     A  gov- 
ernmental order  to  disclose  copies  of  a  bank 
depositor's  checks  is  at  least  as  obnoxious  to 
constitutional    principles    wiieu    exercised,    as 
here,   without   sanction   in  statute  or  regula- 
tion as  it  would  be  under  authority  of  an  ex- 
tended legislative  sclieme. 

7.  .See  footnote  1  supra  &  accompanying  text. 

8.  Tlie     record     is     unclear     as     to     whether 
Brooks  and  Smith  filed  motions  to  suppress. 
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the  district  court  granted  those  motions, 
declaring  that: 

the  affidavit  in  question  and  the  re- 
sulting search  warrant  does  [sic]  not 
meet   the    minimum    requirements    of 
the    laws    of    the    State    of    Georgia, 
Georgia  Law  1966,  pp.  567-568,  as  in- 
formally   codified    in    Ga.Code    Ann. 
27-303,  and  the  constitutional  require- 
ments as  interpreted  by  the  Supreme 
Court  of  the  United  States  in  the  cas- 
es of  Aguilar  v.  Texas,  378  U.S.  108, 
12  L.Ed.2d  723,  84  S.Ct.  1509 ;   Spinel- 
li  V.  United  States,  393  U.S.  410,  21 
L.Ed.2d  637,  89  S.Ct.  584,  and  United 
States  V.  Harris,  403  U.S.  573,  29  L. 
Ed.2d  723,  91  S.Ct.  2075,  in  that  said 
affidavit,    among   other   things,    does 
not  contain  information  in  any  way 
sufficient    to    demonstrate    that    the 
Justice  of  the  Peace  who  issued  the 
search   warrant   in   question   was   af- 
forded information  by  which  the  Jus- 
tice of  the  Peace  had  the  opportunity 
to  independently  judge  the  sufficiency 
of  the  information  furnished  by  the 
informer     to     the     Deputy     Sheriff. 
(Record,  Vol.  I.,  pp.  78-79). 
On  the  morning  the  first  trial  began, 
the  government  moved  the  court  to  re- 
consider its  order  granting  defendants' 
motions  to  suppress,  claiming  that  de- 
fendants  Miller,   McDuffie,   and   Weeks 
lacked  "the  requisite  standing  to  chal- 
lenge  the   illegal   search"   because   they 
"were  neither  in  the  vehicle  nor  owners 
of,  nor  claimants  of  an  interest  in  the 
vehicle  or  the  object  seized  therefrom," 
(Record,   Vol.    I,   pp.   91,    93-94).     The 
court  granted  the  government's  motion 
and  permitted  the  evidence  to  be  intro- 
duced at  trial. 

In  his  motion  to  suppress,  defendant 
Miller  stated  that  he  "believes  that  the 
Government  will  attempt  to  prove  either 
the  purchase  of  or  ownership  by  him  of 
the  above  described  vehicle."  (Record, 
Vol.  I,  p.  34).  The  conspiracy  count  of 
the  original  indictment,  in  Overt  Act 
*  9,  charged  that  Miller  had  purchased 
the  Pepsico  van  in  question  on  Novem- 
ber 22,  1972,  from  Dixie  Truck  and 
Parts  Company  and  that  Miller  had  indi- 


cated that  the  purchase  was  for  Trans 
Aero  Corporation.  In  order  to  defeat 
Miller's  standing  to  challenge  the  search 
of  the  van,  the  government  agreed  to 
have  Overt  Act  #  9  deleted  from  the  in- 
dictment. At  the  hearing  on  the  gov- 
ernment's motion  to  reconsider  the  sup- 
pression order,  the  prosecution  took  the 
position  that  the  corporation,  not  Miller, 
owned  the  truck.  By  arrangement  of  its 
evidence  at  the  second  trial,  however, 
the  government  sought  to  show  that 
Miller  exercised  control  over  the  use  of 
the  van  and  that  the  purchase  in  the 
name-  of  the  corporation  was  merely  a 
straw  purchase  by  Miller.  Other  than 
his  allegation  that  "the  Government  will 
attempt  to  prove  .  .  .  ownership," 
Miller  made  no  claim,  either  before  or 
during  the  trial,  that  he  owned  the  van. 

The  facts  of  this  case  pose  the  ques- 
tion left  unanswered  by  Brown  v.  Unit- 
ed States,  1973,  411  U.S.  223,  93  S.Ct. 
1565,  36  L.Ed.2d  208,  the  Supreme 
Court's  most  recent  ruling  on  the  re- 
quirements for  standing  to  challenge  a 
search,  and  by  Broum's  gloss  on  the 
Court's  earlier  decision  in  Jones  v.  Unit- 
ed States,  1960,  362  U.S.  257,  80  S.Ct. 
725,  4  L.Ed.2d  697.  In  Brown  the  Court 
held  that,  at  least  when  prosecutorial 
self-contradiction  is  not  a  factor, 

there    is    no    standing    to    contest    a 
search    and    seizure    where 
the  defendants:    (a)  were  not  on  the 
premises  at  the  time  of  the  contested 
search    and   seizure;     (b)    alleged    no 
proprietary  or  possessory  interest  in 
the    premises;      and     (c)     were    not 
charged  with  an  offense  that  includes, 
as  an  essential  element  of  the  offense 
charged,  possession  of  the  seized  evi- 
dence  at   the   time   of   the   contested 
search  and  seizure. 
41i  U.S.  at  229,  93  S.Ct.  at  1569.    Miller 
alleged,  not  that  he  had  a  proprietary  or 
possessory  interest  in  the  premises,  but 
that  the  government  would  attempt  to 
prove  such  an  interest;    and  Miller  can- 
not claim  standing  on  the  basis  of  either 
standard    (a)   or  standard    (c).     There- 
fore, absent  the  element  of  prosecutorial 
self-contradiction    in    the    present  -case, 
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Miller  would  not  be  able  to  challenge  the 
search  and  seizure  of  the  van. 

The  Court's  earlier  Jones  decision, 
however,  clearly  deemed  that  missing  el- 
ement to  be  a  critical  factor: 

[T]o  hold  that  petitioner's  failure  to 
acknowledge  interest  in  the  narcotics 
or  the  premises  prevented  his  attack 
upon  the  search,  would  be  to  permit 
the  Government  to  have  the  advantage 
of  contradictory  positions  as  a  basis 
for  conviction.      ...      The  pros- 
ecution  here   thus   subjected   the    de- 
fendant to  the  penalties  meted  out  to 
one  in  lawless  possession  while  refus- 
ing him  the  remedies  designed  for  one 
in  that  situation.    It  is  not  consonant 
with  the  amenities,  to  put  it  mildly,  of 
the  administration  of  criminal  justice 
to  sanction  such  squarely  contradicto- 
ry assertions  of  power  by  the  Govern- 
ment. 
362  U.S.  at  263-264,  80   S.Ct.  at  732.9 
The     self-contradictory     prosecutorial 
conduct  in  the  present  case  is  within  the 
ambit  of  the  reasoning,  if  not  the  strict 
holding,  in  Jones.    The  Court  in  Brown, 
however,    viewing    Jones    through    the 
prism  of  the  intervening  case  of  Sim- 
mons v.  United  States,^"  left  open  the 
question    of    whether    standing    is    con- 
ferred as  a  matter  of  course,  even  ab- 
sent   any    of    the    three    stated    indicia, 
when  prosecutorial  self-contradiction  is 
demonstrated : 

[W]e  do  not  decide  that  this  vice  of 
prosecutorial    self-contradiction    war- 

9.  Although  in  the  case  suh  judice  ownership 
of  the  truck  was  not  an  e.ssential  element  of 
the  offense  charged  and  Miller's  proprietary 
or  possessory  interest  would  not  have  been 
lawless  per  se.  the  government  obviously 
coasiderefl  Miller's  ownership  and  control 
over  the  van  to  be  auite  important  in  estab- 
lishing his  connection  with  the  conspiracy. 
The  distinction  clearly  does  not  render  the 
government's  trial  and  pretrial  positions 
any  less  contradictory. 

10.    1968,  390  U.S.  377,  88   S.Ct.  967,   19  L 
Ed.2d    1247.      In    Simmons    the    Court    hehl 
that!  when  a  defendant  makes  statements  in 
a    pretrial    hearing    to   establisli    standing    to 
challenge   a   search,    that   testimony   may   not 


rants  the  continued  survival  of  'Jones^ 
"automatic"  standing  now  that  our  de- 
cision in  Simmons  has  removed  the 
danger  of  coerced  self-incrimination. 
We  simply  see  no  reason  to  afford 
such  "automatic"  standing  where,  as 
here,  [there  was  no]  risk  to  a  defend- 
ant of  either  self-incrimination  or 
prosecutorial  self-contradiction. 

Brown  v.  United  States,  supra,  411  U.S. 
at  229,  93  S.Ct.  at  1569. 

Given  the  posture  of  the  case  sub  jud- 
ice, we  also  may  defer  a  decision  as  to 
whether    the    government's    duplicitous 
tactics  were  sufficient  to  confer  stand- 
ing upon  defendant  Miller.    Miller  is  en- 
titled to  a  new  trial  because  of  the  trial 
court's  error  in  admitting  copies  of  his 
bank  checks  into  evidence.     See  Part  II 
A,  supra.     At  his  new  trial  Miller  may 
choose  to  assert  his  proprietary  interest 
at  the  suppression  hearing-     He  would 
thereby  establish,  under  standard  (b)  of 
the  BroK-n  test,  his  standing  to  challenge 
the  search  of  the  van,  and  would  obviate 
any  need  for  this  Court  to  decide  what 
follows  Jones  and  Brovm  in  this  trouble- 
some area  of  criminal  procedure. 

[11]  C.  Continuance,  Severance, 
and  Insufficient  Evidence.  After  care- 
ful consideration  of  the  record  on  appeal 
and  the  arguments  of  the  parties,  we 
find  no  merit  in  Miller's  remaining  as- 
signments of  error.  The  trial  court  did 
not  abuse  its  discretion  by  denying  Mill- 
er's motions  for  continuance"  and  for 

be  used  against  the  defendant  ar  trial.  Ac- 
cording to  the  Broim  Court,  Simmorvt  re- 
moved the  most  dangerous  aspects  of  the 
self-incrimination  element  from  the  Jones 
equation. 

I  I  Miller's  motion  for  continuance  prior  to 
the  secon.l  trial  was  based  on  Ins  assertion 
that  pretrial  publicity  and  erroneous  news 
reports  about  testimony  and  evidence  at  the 
first  trial  would  have  prevented  him  from 
receiving  a  fair  trial  before  an  impartial 
jury  at  that  time.  The  second  trial  waa 
scheduled  to  begin  only  six  days  .ifter  the 
first  had  ended  in  a  mistrial.  Our  indepen.i- 
ent  review  of  the  record  has  revealed  nei- 
ther   inherently    prejudicial    publicity.    Shei>- 
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severance.  See,  e 
1964,  376  U.S.  575,  84  S.Ct.  841,  11  L. 
Ed.2d  921  (continuance);  McKinney  v. 
Wainwright.  5  Cir.  1974,  488  F.2d  28, 
cert,  denied.  416  U.S.  973,  94  S.Ct.  1998, 
40  L.Ed.2d  562  (continuance) ;  Leach  v. 
United  States.  5  Cir.  1968,  402  F.2d  268, 
cert,  denied,  1969,  393  U.S.  1082,  89  S. 
Ct.  864,  21  L.Ed.2d  775  (severance). 
Finally,  we  conclude  that  there  was  suf- 
ficient evidence  for  the  district  judge  to 
submit  to  the  jury  the  questions  of  de- 
fendant Miller's  guilt  or  innocence  of 
possessing  an  unregistered  distillery 
(Count  2),  carrying  on  the  business  of  a 
distiller  without  giving  bond  (Count  3), 
and  possessing  non-tax-paid  whiskey 
(Count  5). 

III.     JOHN  HENRY  McDUFFIE 

[12,  13]  In  addition  to  his  Business 
Records  Act  claim  '^-  and  his  discovery 
claim, 13  defendant  John  Henry  McDuffie 
makes  two  assignments  of  error  on  this 
appeal:  1)  that  the  trial  court  erred  by 
refusing  to  allow  McDuffie  to  introduce 
evidence  as  to  the  existence  of  an  illicit 
distillery  not  connected  with  other  evi- 
dence in  the  case;  and  2)  that  the  trial 
court  erred  by  admitting  evidence  of 
McDuffie's  prior  indictment  and  guilty 
plea  for  possession  of  non-tax-paid  whis- 
key. We  find  no  merit  in  the  first 
claim.  We  conclude,  however,  that  de- 
fendant McDuffie  must  be  granted  a 
new  trial  because  the  introduction  of  ev- 
idence of  his  prior  offense  violated  the 
"universal  rule  .  .  .  that  evidence 
of  the  commission  of  a  wholly  separate 
and  independent  crime  is  not  admissible 

iwrd   V.   Maxwtrll.  196(J,  384  U.S.  333,  86  S. 
Ct.   1507,  16  L-EdJi<l  600.  nor  actual  preju- 
dice   oil    tlie    jury    [lanel.      Hale    v.    United 
States,  5  Cir.  1970,  435  F.2d  737. 
It  is  not  re^iuired     .  .     that  the  jurors 

be  totally  iguorant  of  the  facts  and  issues 
iuvolvefl.  lu  these  days  of  swift,  wide- 
epread  and  diverse  methods  of  communica- 
tion, an  imiKtnaiit  case  can  be  exi)ecteil  to 
arouse  the  interest  of  tlie  public  in  tlie  vi- 
ciuity,  and  scarcely  any  of  those  best  qual- 
ified to  ser^e  as  jurors  will  not  have 
formed  some  imjiression  or  opiniou  as  to 
the  merits  of  the  case.  This  is  particular- 
ly   true   in   criminal   cases.      To    hold    that 

500  F.2d — «8i^ 


ant."  2  C.  Wright,  Federal  Practice  and 
Procedure,  Criminal  §  410,  at  123. 

This  Court  has,  of  course,  recognized 
a  number  of  exceptions  to  the  "universal 
rule."  In  the  present  case  the  govern- 
ment urges  that  McDuffie's  prior  con- 
viction for  possession  of  non-tax-paid 
whiskey  was  properly  admitted  under 
the  "intent"  exception.  The  Fifth  Cir- 
cuit has  indeed  held  that,  in  certain  cas- 
es, 

evidence  of  other  offenses  by  the  ac- 
cused is  admissible  to  show  his  crimi- 
nal intent  as  to  the  offense  charged, 
where  the  other  offenses  are  similar 
to  and  not  too  remote  from  that 
charged,  and  where  intent  is  in  issue 
as  an  element  of  the  offense  charged. 

Weiss  v.  United  States,  5  Cir.  1941,  122 
F.2d  675,  682,  cert,  denied,  314  U.S.  687, 
62  S.Ct.  300,  86  L.Ed.  550.  The  govern- 
ment's rationale,  and  the  one  apparently 
adopted  by  the  court  below,  is  that  be- 
cause evidence  of  other  :rimes  may  be 
introduced  to  show  intent,  because  in- 
tent is  an  element  in  at  least  xwo  counts 
of  the  indictment  against  McDuffie,  and 
because  both  the  prior  crime  and  the 
presently  alleged  offenses  involve  moon- 
shine whiskey,  the  earlier  conviction 
must  be  admissible.  {See  Record,  Vol. 
Ill,  pp.  286-298 — in  chambers  discussion 
among  court  and  counsel  on  govern- 
ment's offer  of  prior  crime  evidence). 

That  analysis,  however,  fails  to  take 
into  account  the  constancy  with  which 
this  Court  has  adhered  to  the  view  that 
the   "universal   rule"  against  admitting 

tlie    mere    existence    of    any    preconceived 
notion   as   to   the  guilt  or   innocence  of  an 
accused,   without   more,   is  sufficient  to   re- 
but   the    presumption    of   a    prosftective   ju- 
ror's impartiality  would  be  to  establish  an 
imiHJSsible  standard.     It  is  sufficient  if  the 
juror  can  lay  aside  his  impression  or  opin- 
ion and  render  a  verdict  based  on  the  evi- 
dence presented  in  court. 
Irvin  V.  Dowd,  1961,  366  U.S.  717.  722-723, 
81  S.Ct.  1639,  1642,  6  L.Ed.2d  751 ;    Hale  v. 
United    Stales,   supra,   435   F.2d   at   745-746. 

1 2.  See  Part  I  A,  supra. 

13.  See  Part  I  B,  ««pra. 


1363 


762 


500  FEDERAL  REPORTER,  2d  SERIES 


evidence  of  other  crimes  is  a  just  and 
wise  rule,  and  that  the  exceptions  to 
that  principle,  each  of  which  has  been 
carved  out  to  serve  a  limited  prosecutor- 
ial and  judicial  purpose,  should  not  be 
permitted  to  swallow  the  rule.^*  Pursu- 
ant to  that  view  we  have  adopted  a  bal- 
ancing approach,  most  recently  articulat- 
ed in  United  States  v.  Goodwin,  5  Cir. 
1974,  492  F.2d  1141,  1150: 

Assuming,  of  course,  that  the  evidence 
of  other  crimes  is  clear  and  convinc- 
ing, we  must  balance  the  actual  need 
for  that  evidence  in  view  of  the  con- 
tested issues  and  the  other  evidence 
available  to  the  prosecution,  and  the 
strength  of  the  evidence  in  proving 
the  issue,  against  the  danger  that  the 
jury  will  be  inflamed  by  the  evidence 
to  decide  that  because  the  accused  was 
the  perpetrator  of  the  other  crimes,  he 
probably  committed  the  crime  for 
which  he  is  on  trial  as  well. 

See  also,  United  States  v.  Lawrance,  5 
Cir.  1973,  480  F.2d  688,  691-692  n.  6; 
United  States  v.  Johnson,  5  Cir.  1972, 
453  F.2d  1195,  1199;  United  States  v. 
Boyd,  5  Cir.  1971,  446  F.2d  1267,  1270- 
1271.  The  trial  record  reveals  that  vir- 
tually no  consideration  was  given  to  any 
of  the  crucial  elements  in  the  balancing 
process — the  government's  actual  need 
for  the  evidence,  the  probative  value  of 
the  evidence,  or  the  potential  prejudice 
to  the  accused. 

Our  own  e.xamination  of  the  relevant 
factors  indicates  that  the  evidence  in 
question  ought  to  have  been  excluded. 
The  government  argues  that  intent  to 
defraud  the  United  States  of  the  tax  on 
distilled  spirits  is  the  element  of  Count 
1  (conspiracy)  and  Count  4  (carrying  on 
the  business  of  distiller  of  spiritous  li- 
quors) that  justifies  admitting  Mc- 
Duffie's  prior  conviction.  We  cannot 
agree.  As  to  establishing  that  type  of 
intent,  we  see  no  probative  value  what- 

14.    As  Dean  McCormick  warned, 

[i]f  the  judges,  trial  and  appellate,  content 
themselves  with  merely  deterrainins 
wliether  the  particular  evidence  of  other 
crimes  does  or  does  not  fit  in  one  of  the 
approved    classes,    they   may    lose   sight   of 


soever  in  defendant's  earlier  conviction 
of  possession  of  non-tax-paid  whiskey,  a 
crime  which  requires  no  such  intent. . 
See  Hamilton  v.  United  States,  5  Cir. 
1969,  409  F.2d  928,  930;  McClain  v. 
United  States,  5  Cir.  1955,  224  F.2d  522, 
525.  The  government  urges  vigorously 
that  possession  is  one  of  the  items  in  the 
count  of  conspiracy  to  defraud  "by  man- 
ufacturing, distilling,  possessing,  trans- 
porting, removing,  depositing  and  con- 
cealing distilled  spirits  .  .  .";  but 
the  trial  record  clearly  demonstrates 
that  the  government's  proof  against 
McDuffie  went  primarily  to  conspiracy 
to  manufacture  and  distill  rather  than 
conspiracy  to  possess.  In  any  event,  the 
conduct  involved  in  simple  possession  of 
illicit  whiskey  has  precious  little  to  do 
with  the  state  of  mind  involved  in  con- 
spiracy with  intent  to  defraud  or  carry- 
ing on  the  business  of  a  distiller  with 
intent  to  defraud. 

[14]  Even  if  we  were  to  assume  that 
the  prior  conviction  had  some  probative 
value  in  the  present  case,  the  govern- 
ment has  done  little  to  show  any  actual 
need  for  that  evidence  in  view  of  other 
available  evidence.  Terry  Lee  Smith, 
the  alleged  co-conspirator,  testified  that 
McDuffie  helped  weld  the  still  pots, . 
helped  mix  the  mash  for  fermentation, 
paid  Smith  for  work  at  the  still,  and 
furnished  a  condenser,  a  still  cap,  wheat 
shorts,  and  plastic  containers  to  Smith 
to  be  carried  to  the  Macon  area.  If  the 
jury  believed  that  McDufffe  actually 
performed  these  acts,  they  logically 
would  infer  from  that  conduct  that  he 
possessed  the  requisite  criminal  intent. 
See  Fallen  v.  United  States,  5  Cir.  1955, 
220  F.2d  946,  948,  cert,  denied,  350  U.S. 
924.  76  S.Ct.  213,  100  L.Ed.  808. 

In  its  brief  on  appeal  the  government 
lists  several  instances  during  McDuffie's 
trial  testimony  in  which  he  offered  inno- 
cent explanations  for  potentially  suspi- 

the  underlying  jwlicy  of  protecting  the  ac- 
cused against  unfair  prejudice.  The  policy 
may  evaporate  through  tlie  interstices  of 
the  classification. 

C.   MfCormick,   Evidence   §   190,  at   453   (2d 

ed.  1954). 
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cious  acts  (e.  g.,  a  fingerprint  on  a  jug 
found  at  the  still  site  and  a  $1500  check 
from  McDuffie  to  Miller).  The  diver- 
gent explanations,  however,  would  ap- 
pear to  relate  more  to  actual  participa- 
tion in  the  conspiracy  than  to  intent. 
Moreover,  the  thrust  of  McDuffie's  de- 
fense was  alibi,  not  lack  of  criminal  pur- 
pose. Finally,  the  government's  argu- 
ment that  McDuffie's  testimony  created 
a  prosecutorial  need  to  introduce  prior 
crime  evidence  bears  the  stamp  of  disin- 
genuousness,  since  the  prior  conviction 
was  introduced  into  evidence  during  the 
government's  case-in-chief  before  Mc- 
Duffie ever  took  the  stand. 

On  the  other  side  of  the  scale,  al- 
though the  trial  court  carefully  instruct- 
ed the  jury  to  consider  McDuffie's  prior 
conviction  only  on  the  issue  of  intent,  we 
believe  there  is  a  substantial  possibility 
that  such  evidence  could  lead  a  jury  to 
believe  that  the  defendant  is  the  type  of 
person  who  engages  in  moonshining. 
And  as  Judge  Rives  has  said :  "Our  law 
makes  some  allowance  for  the  possibility 
of  reform,  and  does  not  yet  say  'once  a 
moonshiner,  always  a  moonshiner.' " 
Baker  v.  United  States,  5  Cir.  1955,  227 
F.2d  376,  378-379  (Rives,  J.,  concur- 
ring). 

[15]  All  that  we  demand  of  trial 
courts  and  litigants  in  this  seemingly 
complex  area  of  criminal  jurisprudence 
is  that  they  deal  in  reason,  not  catego- 
ries. The  treasured  principles  underly- 
ing the  rule  against  admitting  evidence 
of  other  crimes  should  be  relaxed  only 
when  such  evidence  is  genuinely  needed 
and  would  be  genuinely  relevant. 

This  Court  has  never  hesitated  to  ap- 
prove the  admission  of  other-crime  ev- 
idence when  that  evidence  has  been 
relevant  under  one  of  the  exceptions 
to  the  general  rule.  We  have  recog- 
nized, however,  and  we  must  continue 
'  to  recognize,  that  the  various  catego- 
ries of  exceptions — intent,  design  or 
plan,  identity,  etc. — are  not  magic 
passwords  whose  mere  incantation  will 


open  wide  the  courtroom  doors  to 
whatever  evidence  may  be  offered  in 
their  names. 

United  States  v.  Goodwin,  supra,  492  F. 
2d  1155. 

IV.     SUSAN  McDUFFIE  WEEKS 

[16]  In  addition  to  her  Business 
Records  Act  claim  ^^  and  her  discovery 
claim, 18  defendant  Susan  McDuffie 
Weeks  contends  that  the  government 
failed  to  offer  sufficient  evidence  to 
support  a  conviction  for  conspiracy,  and 
that  the  trial  court  therefore  erred  by 
denying  her  motions  for  judgment  of  ac- 
quittal. Having  examined  the  record 
with  great  care,  we  concede  that  the  is- 
sue is  extremely  close;  but  we  conclude 
ultimately  that  the  evidence  was  suffi- 
cient to  go  to  the  jury  and  that  the  trial 
court  did  not  err  by  refusing  to  order  a 
judgment  of  acquittal. 

In  analyzing  the  evidence  against  de- 
fendant Weeks,  we  begin  with  the  oft- 
quoted  standard  set  forth  by  the   Su- 
preme Court  in  Glasser  v.  United  States, 
1942,  315  U.S.  60,  80,  62  S.Ct.  457,  469, 
86  L.Ed.  680,  704: 
The  verdict  of  a  jury  must  be  sus- 
tained if  there  is  substantial  evidence, 
taking  the  view  most  favorable  to  the 
Government,  to  support  it.      .      .      . 
Participation  in  a  criminal  conspiracy 
need  not  be  proved  by  direct  evidence ; 
a  common  purpose  and  plan  may  be 
inferred  from  a  "development  and  col- 
location of  circumstances". 
As  in  every  case  resting  on  circumstan- 
tial evidence  it  is  unnecessary  to  find  ei- 
ther the  smoking  pistol  or  the  bottle  of 
non-tax-paid  whiskey  in  the  hand  of  the 
defendant.     This   Court  has  held   that, 
once  a  conspiracy  is  established,  the  gov- 
ernment   need    only    show    "slight    evi- 
dence" that  a  particular  person  was  a 
member     of    the     conspiracy.       United 
States  v.  Morado,  5  Cir.  1972,  454  F.2d 
167.  175,  cert,  denied,  406  U.S.  917,  92 
S.Ct.    1767,    32    L.Ed.2d    116;     United 
States  V.  Warner,  5  Cir.  1971,  441  F.2d 


5^  IS.  ^ee  Part  I  A,  supra. 
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821,  830,  cert,  denied,  404  U.S.  829,  92 
S.Ct.  65,  30  L.Ed.2d  58.  As  we  cau- 
tioned in  Morado,  however, 

[o]ur  adherence  to  the  "slight  evi- 
dence" rule  should  make  us  nonethe- 
less insistent  that  guilt  remain  "indi- 
vidual and  personal"  and  that  the  gov- 
ernment show  beyond  a  reasonable 
doubt  that  each  and  every  alleged 
member  of  the  conspiracy  had  the  de- 
liberate, knowing,  specific  intent  to 
join  the  conspiracy. 

454  F.2d  at  175. 

The  government's  evidence  in  the  case 
sub  judice  clearly  indicates  that  a  con- 
spiracy existed  and  that  defendant 
Weeks  performed  acts  whose  effect  was 
to  further  that  conspiracy.  Weeks' 
claim  of  insufficient  evidence  rests  on 
the  argument  that  the  government  failed 
to  prove  that  she  had  knowledge  of  the 
conspiracy  or  that  she  intentionally  act- 
ed to  further  its  objectives,  both  of 
which  are  prerequisite  to  conviction. 
See  Causey  v.  United  States,  5  Cir.  1965, 
352  F.2d  203,  207;  Duke  v.  United 
States,  5  Cir.  1956,  233  F.2d  897,  901. 
Although  we  recognize  that  knowledge 
cf  a  conspiracy  is  seldom  capable  of  di- 
rect proof  and  must  usually  appear  from 
surrounding  circumstances.  United 
States  V.  Martinez,  5  Cir.  1973,  486  F.2d 
15,  24,  we  also  demand  that  "the  evi- 
dence of  knowledge  must  be  clear,  not 
equivocal.  .      .     because  charges  of 

conspiracy  are  not  to  be  made  out 
by  piling  inference  upon  inference 
."  Ingram  v.  United  States, 
1959,  360  U.S.  672,  680,  79  S.Ct.  1314, 
1320,  3  L.Ed.2d  1503,  quoting  Direct 
Sales  Co.  v.  United  States,  1943,  319  U. 
S.  703.  711,  63  S.Ct.  1265,  87  L.Ed.  1674. 

Defendant  Weeks  is  the  daughter  of 
defendant  McDuffie,  and  until  late  1972 
or  early  1973  was  employed  as  a  secre- 
tary by  defendant  Miller  in  his  business 
as  a  manufacturer's  representative. 
Much  of  the  government's  evidence  of 
Weeks'  involvement  in  the  conspiracy  re- 
lated to  Weeks'  activities  in  her  secre- 
tarial capacity.  First,  the  government 
introduced  evidence  to  show  that  Weeks 


had  rented  a  post  office  box  at  Kathleen, 
Georgia,  in  the  name  of  John  Carroll, 
Vice  President,  Trans  Aero  Corporation. 
( Defendant  Miller  allegedly  had  used 
Trans  Aero  as  a  cover  for  certain  of  hia 
illicit  operations).  Weeks  testified, 
however,  that  in  renting  the  post  office 
box  at  the  direction  of  her  employer,  she 
was  doing  only  what  she  had  often  done 
before  as  a  courtesy  for  companies  rep- 
resented by  Miller;  she  frequently 
signed  the  names  of  corporations  and 
their  officers  in  connection  with  her 
work.  Weeks  made  no  effort  to  conceal 
her  identity  when  she  rented  the  box; 
she  followed  her  signing  of  John  Car- 
roll's name  with  the  word  "by"  and  her 
initials. 

The  government  also  showed  that 
Weeks  had  arranged  with  Flint  Electric 
Company  to  have  electricity  turned  on, 
in  the  name  of  Trans  Aero  Corporation, 
at  the  Kathleen,  Georgia  warehouse 
where  the  distillery  was  later  discovered. 
Weeks  noted  that  she  had  had  electricity 
connected  on  several  previous  occasions 
at  Miller's  direction,  that  she  again  ac- 
companied the  corporate  signature  with 
her  own  initials,  and  that  she  was  well 
known  at  Flint  Electric,  where  she  regu- 
larly paid  her  own  electric  bills  in  per- 
son. 

In  addition,  evidence  was  presented 
which  established  that  Weeks  had  par- 
tially filled  out  money  orders  to  Walter 
Puhan,  the  owner  of  the  property  on 
which  the  still  was  found,  and  that  those 
money  orders  bore  notations  indicating 
that  they  were  in  payment  for  the  Kath- 
leen, Georgia  warehouse  for  specified 
periods  of  time.  Weeks  gave  uncontra- 
dicted testimony,  howe\'er,  that  Miller 
customarily  placed  bills  on  her  desk  with 
checks  or  money  ordera  attached  for  her 
to  fill  out. 

The  government  also  offered  evidence 
that  Weeks  had  a  citizens'  band  radio 
antenna  on  her  house  similar  to  one 
found  at  the  location  of  the  illicit  still 
twelve  miles  from  Weeks'  home.  No  ev- 
idence was  introduced,  however,  to  indi- 
cate that  her  antenna  was  connected  to 
radio  equipment;    moreover  a  represent- 
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ative  of  the  distributing  company  testi- 
fied that  such  radios  could  not  be  used 
for  private  conversations  and  that  the 
average  antenna  range  was  only  five 
miles.  The  government  also  introduced 
telephone  company  records  to  establish 
that  numerous  toll  calls  had  been  made 
between  Weeks'  residence  and  defendant 
McDuffie's  residence,  a  situation  not 
difficult  to  understand  in  view  of  the 
parent-child  relationship,  and  particular- 
ly at  a  time  when  daughter  Weeks  (at 
that  time,  Susan  McDuffie)  was  plan- 
ning her  wedding. 

If  the  evidence  thus  far  described  had 
been  the  only  information  adduced  at 
trial,  we  would  be  compelled  to  conclude 
that  the  jury  must  have  entertained  a 
reasonable  doubt  as  to  Weeks'  knowledge 
of  the  conspiracy.  None  of  that  evi- 
dence is  inconsistent  with  the  hypothesis 
urged  by  Weeks  that  she  was  acting  in- 
nocently in  her  capacity  as  McDuffie's 
daughter  and  Miller's  secretary. 

Two  final  items  of  evidence,  however, 
when  considered  together,  demonstrated 
enough  inconsistency  in  Weeks'  theory 
to  make  the  government's  case  strong 
enough  to  submit  to  the  jury.  First  was 
the  testimony  of  witness  Henry  Mc- 
Dowell, with  whom  Miller  had  discussed 
his  distillery  operations  and  from  whom 
Miller  sought  to  obtain  large  quantities 
of  sugar  and  plastic  jugs.  Asked  wheth- 
er, in  a  meeting  on  January  2,  1973, 
Miller  had  given  him  any  instructions  as 
to  how  to  contact  him,  McDowell  replied: 

He  told  me  if  I  would  call  his  office 
and  I  had  any  information  for  him  at 
all  just  to  give  it  to  his  secretary,  that 
there  would  be  no  problem,  that  she 
knew  what  was  going  on  and  just  give 
her  that  information.  (Record,  Vol. 
Ill,  p.  303)." 

17.  W«eks  raisetl  no  objection,  eitlier  at  trial 
or  on  this  ai)i)«al,  to  tlie  introduction  of 
McDo-well's  testimony ;  and  the  declarant, 
tl€fendant  Miller,  took  the  stand  and  was 
available  for  cross-examination  on  this  sub- 
ject. Therefore,  we  need  not  consider 
whether  the  evidence  fell  within  the  confines 
of  the  federal  co-conspirator  exception  to 
the  beareav  rule. 


Weeks  argues  that  McDowell's  testimony 
is  meaningless  as  to  her  participation  in 
the  conspiracy,  since  she  terminated  her 
employment  with  Miller  at  Christmas  of 
1972,  and  the  record  is  silent  as  to  the 
identity  of  Miller's  secretary  on  January 
2,  1973. 

A  second  piece  of  evidence,  however, 
appears  to  cast  doubt  on  Weeks'  argu- 
ment. Philip  White,  a  handwriting  ex- 
pert, testified  that,  through  a  compari- 
son of  writing  samples,  he  had  deter- 
mined that  Weeks  "probably"  wrote  '*  a 
money  order  sent  to  Walter  Puhan  (the 
owner  of  the  still  site  property)  on  Jan- 
uary 8,  1973.  From  this  testimony  the 
jury  could  reasonably  have  reached  ei- 
ther of  two  damaging  conclusions:  1) 
that  Weeks  had  misstated  the  date  of 
her  termination  as  Miller's  secretary  and 
that  she  was  in  fact  in  Miller's  employ  on 
the  date  of  Miller's  incriminating  com- 
ment to  McDowell;  or  2)  that  Weeks 
filled  out  money  orders  in  furtherance 
of  the  illicit  distillery  operation,  not  as 
an  innocent  secretary,  but  even  beyond 
her  secretarial  tenure  as  a  knowing 
member  of  the  conspiracy.  In  either 
case  the  jury  could  have  decided  that 
Weeks,  if  less  than  a  majordomo,  was 
more  than  a  cubicle  secretary  or  an  un- 
suspecting pawn. 

We  emphasize  that  we  consider  the 
government's  case  against  Weeks  to  be 
far  from  overwhelming.  In  reading  and 
analyzing  the  record,  we  found  the  baro- 
metric pressure  of  guilt  rising  and  fall- 
ing. As  in  all  sufficiency  of  the  evi- 
dence cases,  our  opinion  is  tied  closely  to 
its  facts.  Although  we  have  not  written 
an  opinion  for  all  seasons,  or  for  all 
stills,  we  are  satisfied  that  the  jury 
could,  on  the  basis  of  the  government's 

18.  White  stated  that  he  had  six  categories  of 
characterizations  for  handwriting  compari- 
sons :  that  the  person  who  made  the  writing 
on  A  mude  the  writing  on  B  ;  probably  made 
the  writing  on  B  ;  could  have  made  the  writ- 
ing on  B ;  probably  did  not  make  the  writing 
on  B  ;  did  liot  m^ake  the  writing  on  B  ;  or 
that  White  is  unable  to  determine  who  made 
the  writing  on  B. 
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evidence,  have  felt  the  wintry  blast  of 
Weeks'  guilt  beyond  a  reasonable  doubt. 

V.    CONCLUSION 

The  judgment  is  affirmed  as  to  de- 
fendant Weeks.  As  to  defendants  Miller 
and  McDuffie,  the  judgments  are  re- 
versed and  the  case  remanded  for  fur- 
ther proceedings  not  inconsistent  with 
this  opinion. 

Affirmed  in  part;  reversed  in  part, 
and  remanded  for  new  trial. 


I  SISItM^ 


INTERNATIONAL    UNION    OF    OPER- 
ATING ENGINEERS,  LOCAL  NO.  18, 
AFL-CIO,  Plaintiff-Appellant, 

V. 

The  DAYTON  POWER  &  LIGHT  COM- 
PANY, Defendant-Appellee. 
No.  73-1905.    -. 

United  States  Court  of  Appejds, 
Sixth  Circuit 

Argued  Feb.  15,  1974. 
Decided  July  18,  1974. 


Action  brought  by  union  to  compel 
electric  station  owner  to  submit  griev- 
ance to  binding  arbitration.  The  United 
States  District  Court  for  the  Southern 
District  of  Ohio,  Western  Division,  Tim- 
othy S.  Hogan,  J.,  entered  judgment, 
which  denied  union's  motion  for  summa- 
ry judgment,  and  an  order  which  dis- 
missed complaint,  and  union  appealed. 
The  Court  of  Appeals  held  that  dispute 
between  owner  of  electric  station  and 
union  representing  construction  workers 
at  construction  site  was  not  arbitrable 
under  arbitration  clause  of  memorandum 
of  understanding  executed  by  union  rep- 


resentative and  construction  company 
which  acted  as  owner's  construction 
manager  on  project.  .-:;; 

Judgment  affirmed.  ^'^ 


1.  Labor  Relations  "3=411 

No  obligation  to  arbitrate  a  labor 
dispute  arises  solely  by  operation  of  law. 

2.  Arbitration  and  Award  <S=>1  .5' 
Contracts  '3=»292!/j 

Law  compels  a  party  to  submit  his 
grievance  to  arbitration  only  if  he  has 
contracted  to  do  so,  and  question  of 
whether  a  party  has  contracted  to  arbi- 
trate is  a  matter  for  courts  to  decide  oa 
basis  of  contract  entered  into  by  parties. 

3.  Labor  Relations  <3=«434  ^^ 

Dispute  between  owner  of  electric 
station  and  union  r^resenting  construc- 
tion workers  at  construction  site  was  not 
arbitrable  under  arbitration  clause  of 
memorandum  of  understanding  executed 
by  union  representative  and  construction 
company  which  acted  as  owner's  con- 
struction manager  on  project. 


Jeffrey  A.  Belkin,  Belkin  &.  Belkin, 
Cleveland,  Ohio,  on  brief,  for  plaintiff- 
appellant.  '      '  .| 

J.  R.  Newlin,  Dayton,  Ohio,  on  brief,  "f 
for  defendant-appeUee. 

Before    PECK  and   ENGEL,   Circuit    . 
Judges,  and  CONTIE  *,  District  Judge. .,: 

PER  CURIAM.  I 

Appellant  union  instituted  this  action 
against  the  Dayton  Power  &  Light  Com- 
pany (hereinafter  "Dayton"),  seeking  to 
compel  Dayton  to  submit  a  grievance  to 
binding  arbitration.  The  grievance  in- 
volved appellant's  allegation  that  Dayton 
had  violated  the  terms  of  a  "^lemoran- 
dum  of  Understanding"  between  Dayton 
and  local  construction  unions.  This 
matter  is  before  us  on  appeal  from  the 
district  court's  denial  of  appellant's  mo- 
tion for  summary  judgment  and  subse- 


*  Honorable  Leroy  J.  Contie,  Jr.,  United  States  District  Judge  for  the  Xortliern  PLstrict  of 
Ohio,  sitting  by  designation. 
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Appendix  26 

Relevant  Statutes 
Title  18,  U.S.  Code,  Sections  2231-2236  (Searches  and  Seizures) 

CHAPTER    109 — SEARCHES   AND    SEIZURES 

Sec. 

2231.  Assault  or  resistance. 

2232.  Destruction  or  removal  of  property  to  prevent  seizure. 

2233.  Rescue  of  seized  property. 

2234.  Authority  exceeded  in  executing  warrant. 

2235.  Search  warrant  procured  maliciously. 

2236.  Searches  without  warrant. 

§  2231.  Assault  or  resistance 

(a)  Whoever  forcibly  assaults,  resists,  opposes,  prevents,  impedes,  intimidates, 
or  interferes  with  any  person  authorized  to  serve  or  execute  search  warrants  or  to 
make  searches  and  seizures  while  engaged  in  the  performance  of  his  duties  with 
regard  thereto  or  on  account  of  the  perfoniianee  of  such  duties,  shall  be  fined  not 
more  than  .$.j,000  or  imprisoned  not  more  than  three  years,  or  both ;  and — 

(b)  Whoever,  in  committing  any  act  in  violation  of  this  section,  uses  any  deadly 
or  dangerous  weapon,  shall  be  fined  not  more  than  $10,000  or  imprisoned  not  more 
than  ten  years,  or  both. 

§  2232.  Destruction  or  removal  of  property  to  prevent  seizure 

Whoever,  before,  during,  or  after  seizure  of  any  property  by  any  person  author- 
ized to  make  searches  and  seizures,  in  order  to  prevent  the  seizure  or  securing  of 
any  goods,  wares,  or  merchandise  by  such  person,  staves,  breaks,  throws  over- 
board, destroys,  or  removes  the  same,  shall  be  fined  not  more  than  $2,000  or 
imprisoned  not  more  than  one  year,  or  both. 

§  2233.  Rescue  of  seized  property 

Whoever  forcibly  rescues,  dispossesses,  or  attempts  to  rescue  or  dispossess  any 
l)roperty,  articles,  or  objects  after  the  same  shall  have  been  taken,  detained,  or 
seized  by  any  oflScer  or  other  person  under  the  authority  of  any  revenue  law  of  the 
T'nited  States,  or  by  any  person  authorized  to  make  searches  and  seizures,  shall  be 
fined  not  more  than  $2,000  or  imprisoned  not  more  than  two  years,  or  both. 

§  222J'f.  Authority  exceeded  in  executing  warrant 

Whoever,  in  executing  a  search  warrant,  willfully  exceeds  his  authority  or 
exercises  it  with  unnecessary  severity,  shall  be  fined  not  more  than  $1,000  or 
imprisoned  not  more  than  one  year. 

§  2235.  Search  ivarrant  procured  maliciously 

Whoever  maliciously  and  without  prol)able  cause  procures  a  search  warrant 
to  be  issued  and  executed,  shall  be  fined  not  more  than  $1,000  or  imprisoned  not 
more  than  one  year. 

§  2236.  Searches  without  warrant 

Whoever,  being  an  oflScer,  agent,  or  employee  of  the  United  States  or  any 
department  or  agency  thereof,  engaged  in  the  enforcement  of  any  law  of  the 
United  States,  searches  any  private  dwelling  used  and  occupied  as  such  dwelling 
witliout  a  warrant  directing  such  search,  or  maliciously  and  without  reasonable 
cau.se  searches  any  other  building  or  property  without  a  search  warrant,  shall  be 
fined  for  a  first  offense  not  more  than  $1,000 ;  and,  for  a  subsequent  offense,  shall 
be  fined  not  more  than  $1,000  or  imprisoned  not  more  than  one  year,  or  both. 

This  section  shall  not  apply  to  any  person — 

(a )  serving  a  warrant  of  arrest :  or 

(b)  arresting  or  attempting  to  arrest  a  person  committing  or  attempting 
to  commit  an  offense  in  his  presence,  or  who  has  committed  or  is  suspected  on 
reasonable  grounds  of  having  committed  a  felony  ;  or 

(c)  making  a  search  at  the  request  or  invitation  or  with  the  consent  of 
the  occupant  of  the  premises. 
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Title  18,  U.S.  Code,  Sections  2510-2580 

Title  III,  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968 

(Wiretap  Statute) 

chapter   119 — WIRE  INTERCEPTION  AND  INTERCEPTION   OF   ORAL  COMMUNICATIONS 

Sec. 

2510.  Definitions. 

2511.  Interception  and  disclosure  of  wire  or  oral  communications  prohibited. 

2512.  Manufacture,  distribution,  possession,  and  advertising  of  wire  or  oral  com- 

munication intercepting  devices  prohibited. 

2513.  Confiscation  of  wire  or  oral  communication  intercepting  devices. 

2514.  Immunity  of  witnesses. 

2515.  Prohibition  of  use  as  evidence  of  intercepted  wire  or  oral  communications. 

2516.  Authorization  for  interception  of  wire  or  oral  communications. 

2517.  Authorization    for    disclosure    and    use    of    intercepted    wire    or    oral 

communications. 

2518.  Procedure  for  interception  of  wii'e  or  oral  communications. 

2519.  Reports  concerning  intercepted  wire  or  oral  communications. 

2520.  Recovery  of  civil  damages  authorized. 

%2S10.  Definitions 

As  used  in  this  chapter — 

(1)  "wire  communication"  means  any  communication  made  in  whole  or  in 
part  through  the  use  of  facilities  for  the  transmission  of  communications  by 
the  aid  of  wire,  cable,  or  other  like  connection  between  the  point  of  origin 
and  the  point  of  reception  furnished  or  operated  by  any  person  engaged  as 
a  common  carrier  in  providing  or  operating  such  facilities  for  the  trans- 
mission of  interstate  or  foreign  communications ; 

(2)  "oral  communication"  means  any  oral  communication  uttered  by  a 
person  exhibiting  an  expectation  that  such  communication  is  not  subject 
to  interception  under  circumstances  justifying  such  expectation  : 

(3)  "State"  means  any  State  of  the  United  States,  the  District  of  Columbia, 
the  Commonwealth  of  Puerto  Rico,  and  any  territory  or  possession  of  the 
United  States ; 

(4)  "intercept"  means  the  aural  acquisition  of  the  contents  of  any  wire 
or  oral  communication  through  the  use  of  any  electronic,  mechanical,  or 
other  device. 

(5)  "electronic,  mechanical,  or  other  device"  means  any  device  or  appa- 
ratus which  can  be  used  to  intercept  a  wire  or  oral  communication  other 
than — 

(a)  any  telephone  or  telegraph  instrument,  equipment  or  facility, 
or  any  component  thereof,  fi)  furnished  to  the  subscriber  or  user  by  a 
communications  common  carrier  in  the  ordinary  course  of  its  business 
and  being  used  by  the  subscriber  or  user  in  the  ordinary  course  of  its 
business;  or  (ii)  being  used  by  a  communications  common  carrier  in 
the  ordinary  course  of  its  business,  or  by  an  investigative  or  law  en- 
forcement officer  in  the  ordinary  course  of  his  duties; 

(b)  a  hearing  aid  or  similar  device  being  used  to  correct  subnormal 
hearing  to  not  better  than  normal ; 

(6)  "person"  means  any  employee,  or  agent  of  the  United  States  or  any 
State  or  political  subdivision  thereof,  and  any  individual,  partnership,  as- 
sociation, joint  stock  company,  trust,  or  corporation ; 

(7)  "Investigative  or  law  enforcement  officer"  means  any  officer  of  the 
United  States  or  of  a  State  or  political  subdivision  thereof,  who  is  empowered 
by  law  to  conduct  investigations  of  or  to  make  arrests  for  offenses  enumerated 
in  this  chapter,  and  any  attorney  authorized  by  law  to  prosecute  or  partici- 
pate in  the  prosecution  of  such  offenses ; 


1370 

(8)  "contents",  when  used  with  respect  to  any  wire  or  oral  communication, 
includes  any  information  concerning  the  identity  of  tlie  parties  to  such 
communication  or  the  existence,  substance,  purport,  or  meaning  of  that 
communication ; 

(9)  "Judge  of  competent  jurisdiction"  means — 

(a)  a  judge  of  a  United  States  district  court  or  a  United  States  court 
of  appeals ;  and 

(b)  a  judge  of  any  court  of  general  criminal  jurisdiction  of  a  State 
who  is  authorized  by  a  statute  of  that  State  to  enter  orders  authorizing 
interceptions  of  wire  or  oral  communications  ; 

(10)  "communication  common  carrier"  shall  liave  the  same  meaning  which 
is  given  the  term  "common  carrier"  by  section  153(h)  of  title  47  of  the 
United  States  Code  ;  and 

(11)  "aggrieved  person"  means  a  person  who  was  a  party  to  any  inter- 
cepted wire  or  oral  communication  or  a  person  against  whom  the  inter- 
ception was  directed. 

Added  Pub.L.  90-351,  Title  III,  §  802,  June  19,  1968,  82  Stat.  212. 

§  2511.    Interception  and  disclosure  of  wire  or  oral  communications  prohibited 

(1)  Except  as  otherwise  specifically  provided  in  this  chapter  any  person  who — 

(a)  willfully  intercepts,  endeavors  to  intercept,  or  procures  any  other 
person  to  intercept  or  endeavor  to  intercept,  any  wire  or  oral  communication  ; 

(b)  willfully  uses,  endeavors  to  use,  or  procures  any  other  person  to  use 
or  endeavor  to  use  any  electronic,  mechanical,  or  other  device  to  intercept 
any  oral  communication  when — 

(i)  such  device  is  afhxed  to,  or  otherwise  transmits  a  signal  through, 
a  wire,  cable,  or  other  like  connection  used  in  wire  communication ;  or 

(ii)  such  device  transmits  communications  by  radio,  or  interferes  with 
the  transmission  of  such  communication  ;  or 

(iii)  such  person  knows,  or  has  reason  to  know,  that  such  device  or 
any  component  thereof  has  been  sent  through  the  mail  or  transported 
in  interstate  or  foreign  commerce  ;  or 

(iv)  such  use  or  endeavor  to  use  (A)  takes  place  on  the  premises 
of  any  business  or  other  commercial  establishment  the  operation  of 
which  affect  interstate  or  foreign  commerce;  or  (B)  obtains  or  is  for 
the  purpose  of  obtaining  information  relating  to  the  operations  of  any 
business  or  other  commercial  establishment  the  operations  of  which 
affect  interstate  or  foreign  commerce  ;  or 

(v)  such  person  acts  in  the  District  of  Columbia,  the  Commonwealth 
of  Puerto  Rico,  or  any  teri'itory  or  possession  of  the  United  States ; 

(c)  willfully  discloses,  or  endeavors  to  disclose,  to  any  other  person  the 
contents  of  any  wire  or  oral  communication,  knowing  or  having  reason  to 
know  that  the  information  was  obtained  through  the  interception  of  a  wire 
or  oral  communication  in  violation  of  this  subsection  ;  or 

(d)  willfully  uses  or  endeavors  to  use,  the  contents  of  any  wire  or  oral 
commimication.  knowing  or  having  reason  to  know  that  the  information  was 
obtained  through  the  interception  of  a  wire  or  oral  communication  in  viola- 
tion of  this  subsection ; 

shall  be  fined  not  more  than  $10,000  or  imprisoned  not  more  than  five  years,  or 
both. 

(2)  (a)  (i)  It  shall  not  be  unlawful  under  this  chapter  for  an  operator  of  a 
switchboard,  or  an  officer,  employee,  or  agent  of  any  communication  common  car- 
rier, whose  facilities  are  used  in  the  transmission  of  a  wire  communication,  to 
intercept,  disclose,  or  use  that  communication  in  the  normal  course  of  his  em- 
ployment while  engaged  in  any  activity  which  is  a  necessary  incident  to  the 
rendition  of  his  service  or  to  the  protection  of  the  rights  or  property  of  the 
carrier  of  such  communication  :  Provided,  That  said  communication  common 
carriers  shall  not  utilize  service  observing  or  random  monitoring  except  for 
mechanical  or  service  quality  control  checks. 

(ii)  It  .shall  not  be  unlawful  under  this  chapter  for  an  officer,  employee,  or 
agent  of  any  communication  common  carrier  to  provide  information,  facilities, 
or  technical  assistance  to  an  investigative  or  law  enforcement  officer  who,  pur- 
suant to  this  chapter,  is  authorized  to  intercept  a  wire  or  oral  communication. 

(b)  It  shall  not  he  unlawful  under  this  chapter  for  an  officer,  employee,  or 
agent  of  the  Federal  Communications  Commission,  in  the  normal  course  of  his 
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employment  and  in  discharge  of  the  monitoring  responsibilities  exercised  by  the 
Commission  in  the  enforcement  of  chapter  5  of  title  47  of  the  United  .States 
Code,  to  intercept  a  wire  communication,  or  oral  communication  transmitted 
by   radio,   or   to  disclose  or   use  the   information   thereby  obtained. 

(c)  It  shall  not  be  unlawful  under  this  chapter  for  a  person  acting  under 
color  of  law  to  intercept  a  wire  or  oral  communication,  where  such  person  is  a 
party  to  the  communication  or  one  of  the  parties  to  the  communication  has 
given  prior  consent  to  such  interception. 

(d)  It  shall  not  be  unlawful  under  this  chapter  for  a  person  not  acting  under 
color  of  law  to  intercept  a  wire  or  oral  communication  where  such  person  is  a 
party  to  the  communication  or  where  one  of  the  parties  to  the  communication 
has  given  prior  consent  to  such  interception  unless  such  communication  is  inter- 
cepted for  the  purpose  of  committing  any  criminal  or  tortious  act  in  violation 
of  the  Constitution  or  laws  of  the  Ignited  States  or  of  any  State  or  for  the 
purpose  of  committing  any  other  injurious  act. 

(3)  Nothing  contained  in  this  chapter  or  in  section  605  of  the  Communica- 
tions Act  of  1934  (48  Stat.  1143;  47  U.S.C.  605)  shall  limit  the  constitutional 
power  of  the  President  to  take  such  measures  as  he  deems  necessary  to  protect 
the  Nation  against  actual  or  potential  attack  or  other  hostile  acts  of  a  foreign 
power,  to  obtain  foreign  intelligence  infornmtion  deemed  essential  to  the  secu- 
rity of  the  United  States,  or  to  protect  national  security  information  against 
foreign  intelligence  activities.  Nor  shall  anything  contained  in  this  chapter  be 
deemed  to  limit  the  constitutional  power  of  the  President  to  take  such  measures 
as  he  deems  necessary  to  protect  the  T'nited  States  against  the  overthrow  of 
the  Government  by  force  or  other  unlawful  means,  or  against  any  other  clear 
and  present  danger  to  the  structure  or  existence  of  the  Government.  The  con- 
tents of  any  wire  or  oral  communication  interceiited  by  authority  of  the  Presi- 
dent in  the  exercise  of  the  foregoing  powers  may  be  received  in  evidence  in  any 
trial  hearing,  or  other  proceeding  only  where  such  intercei>tion  was  reasonable, 
and  shall  not  be  otherwise  used  or  disclosed  except  as  is  necessary  to  implement 
that  power. 

Added  Pub.L.  90-351,  Title  III.  §  802,  .lune  19.  1968.  82  Stat.  213,  and  amended 
Pub.L.  91-358,  Title  II.  §  211(a),  July  29,  1970,  84  Stat.  654. 

§  2512.     Manufacture,  distribution,  possession,  and  advertising  of  wire  or  oral 
communication  intercepting  devices  prohiMted 

(1)  Except  as  otherwise  specifically  provided  in  this  chapter,  any  person  who 
willfully — 

(a)  .sends  through  the  mail,  or  sends  or  carries  in  interstate  or  foreign 
commerce,  any  electronic,  mechanical,  or  other  device,  knowing  or  having 
reason  to  know  that  the  design  of  such  device  renders  it  primarily  useful 
for  the  purpose  of  the  surreptitious  interception  of  wire  or  oral 
communicaticms ; 

(b)  manufactures,  as.sembles,  possesses,  or  sells  any  electronic,  mechani- 
cal, or  other  device,  knowing  or  having  reason  to  know  that  the  design  of 
such  device  renders  it  primarily  useful  for  the  purpose  of  the  surreptitious 
interception  of  wire  or  oral  communications,  and  that  such  device  or  any 
component  thereof  has  been  or  will  be  sent  through  the  mail,  or  trans- 
ported in  interstate  or  foreign  commerce  ;  or 

(c)  places  in  any  newspaiier,  magazine,  handbill,  or  other  publication 
any  advertisement  of — 

(i)  any  electronic,  mechanical,  or  other  device  knowing  or  having 
rea.son  to  know  that  the  design  of  such  device  renders  it  primarily 
useful  for  the  purpose  of  the  surreptitious  interception  of  wire  or  oral 
communications ;  or 

(ii)    any   other  electronic,  mechanical,  or  other  device,   where  such 
advertisement  promotes  the  use  of  such  device  for  the  purpose  of  the 
surreptitious  interception  of  wire  or  oral  communications, 
knowing  or  having  reason  to  know  that  such  advertisement  will  be  sent 
through  the  mail  or  transported  in  interstate  or  foreign  commerce, 
shall  be  fined  not  more  than  $10,000  or  imprisoned  not  more  than  five  years, 
'r    both. 

(2)  It  shall  not  be  unlawful  under  this  section  for — 

(a)  a  communications  common  carrier  or  an  officer,  agent,  or  employee  of, 
or  a  person  under  contract  with,  a  communications  common  carrier,  in  the 
normal  course  of  the  communications  common  carrier's  business,  or 
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(b)  an  officer,  agent,  or  employee  of,  or  a  person  under  contract  with,  the 
United  States,  a  State,  or  a  political  subdivision  thereof,  in  the  normal 
course  of  the  activities  of  the  United  States,  a  State,  or  a  jwlitical  subdivi- 
sion thereof,  to  send  through  the  mail,  send  or  carry  in  interstate  of  foreign 
commerce,  or  manufacture,  assemble,  possess,  or  sell  any  electronic,  mechan- 
ical, or  other  device  knowing  or  having  reason  to  know  that  the  design  of 
such  device  renders  it  primarily  useful  for  the  purpose  of  the  surreptitious 
interception  of  wire  or  oral  communications. 

Added  Pub.L.  90-351,  Title  III,  §  802,  June  19, 1968,  82  Stat.  214. 

§  2513.     Confiscation  of  wire  or  oral  communication  intercepting  devvces 

Any  electronic,  mechanical,  or  other  device  used,  sent,  carried,  manufactured, 
assembled,  possessed,  sold,  or  advertised  in  violation  of  section  2511  or  section 
2512  of  this  chapter  may  be  seized  and  forfeited  to  the  United  States.  All  pro- 
visions of  law  relating  to  (1)  the  seizure,  summary  and  judicial  forfeiture,  and 
condemnation  of  vessels,  vehicles,  mei'chandise,  and  baggage  for  violations  of  the 
customs  laws  contained  in  title  19  of  the  United  States  Code,  (2)  the  disposition 
of  such  vessels,  vehicles,  merchandise,  and  baggage  or  the  proceeds  from  the  sale 
thereof,  (3)  the  remission  or  mitigation  of  such  forfeiture,  (4)  the  compromise 
of  claims,  and  (5)  the  award  of  compensation  to  informers  in  respect  of  such 
forfeitures,  shall  apply  to  seizures  and  forfeitures  incurred,  or  alleged  to  have 
been  incurred,  under  the  provisions  of  this  section,  insofar  as  applicable  and  not 
inconsistent  with  the  provisions  of  this  section ;  except  that  such  duties  as  are 
imposed  upon  the  collector  of  customs  or  any  other  person  with  respect  to  the 
seizure  and  forfeiture  of  vessels,  vehicles,  merchandise,  and  baggage  under  the 
provisions  of  the  customs  laws  contained  in  title  19  of  the  United  States  Code 
shall  be  performed  with  respect  to  seizure  and  forfeiture  of  electronic,  mechani- 
cal, or  other  intercepting  devices  under  this  section  by  such  officers,  agents,  or 
other  persons  as  may  be  authorized  or  designated  for  that  purpose  by  the  Attor- 
ney General. 

Added  Pub.L.  90-351,  Title  III,  §  802,  June  19, 1968,  82  Stat.  215. 
§  251^.     Immunity  of  witnesses 

Whenever  in  the  judgment  of  a  United  States  attorney  the  testimony  of  any 
witness,  or  the  production  of  books,  pai^ers,  or  other  evidence  by  any  witness,  in 
any  case  or  proceeding  before  any  grand  jury  or  court  of  the  United  States  in- 
volving any  violation  of  this  chapter  or  any  of  the  offenses  enumerated  in  section 
2516.  or  any  conspiracy  to  violate  this  chapter  or  any  of  the  offenses  enumerated 
in  section  2516  is  necessary  to  the  public  interest,  such  United  States  attorney, 
upon  the  approval  of  the  Attorney  General,  shall  make  application  to  the  court 
that  the  witness  shall  be  instructed  to  testify  or  produce  evidence  subject  to 
the  provisions  of  this  section,  and  upon  order  of  the  court  such  witness  shall 
not  be  excused  from  testifying  or  from  producing  books,  papers,  or  other  evidence 
on  the  ground  that  the  testimony  or  evidence  required  of  him  may  tend  to  incrim- 
inate him  or  subject  him  to  a  penalty  or  forfeiture.  No  such  witness  shall  be 
prosecuted  or  subjected  to  any  penalty  or  forfeiture  for  or  on  account  of  any 
transaction,  matter  or  thing  concerning  which  he  is  compelled,  after  having 
claimed  his  privilege  against  self-incrimination,  to  testify  or  produce  evidence, 
nor  shall  testimony  so  compelled  be  used  as  evidence  in  any  criminal  proceeding 
(except  in  a  proceeding  described  in  the  next  sentence)  against  him  in  any  court. 
No  witness  shall  be  exempt  under  this  section  from  prosecution  for  perjury  or 
contempt  committed  while  giving  testimony  or  producing  evidence  under  com- 
pulsion as  provided  in  this  section. 

Added  Pub.L.  90-351,  Title  III,  §  802,  June  19.  1968,  82  Stat.  216. 

Repeal 

Puh.L.  91-452,  Title  II,  §§  221  {a),  260,  Oct.  15,  1970,  8^  Stat.  930,  931, 
repealed  thifi  section  effective  four  pears  followinri  the  sixtieth  day  after 
the  date  of  the  enactment  of  Pub.L.  91-J/52,  which  u-as  approved  Oct.  15, 
1970,  with  such  repeal  not  to  affect  an^y  immunity  to  which  any  individ- 
ual is  entitled  hereunder  by  reason  of  any  testimony  or  other  information 
ffiven  before  such  day. 

§  2515.     Prohibition  of  use  as  evidence  of  intercepted  wire  or  oral  communications 

Whenever  any  wire  or  oral  communication  has  been  intercepted,  no  part  of 

the  contents  of  such  communication  and  no  evidence  derived  therefrom  may  be 
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received  in  evidence  in  any  trial,  hearing,  or  other  proceeding  in  or  before  any 
court,  grand  jury,  department,  officer,  agency,  regulatory  body,  legislative  com- 
mittee, or  other  authority  of  the  United  States,  a  State,  or  a  political  subdivision 
thereof  if  the  disclosure  of  that  information  would  be  in  violation  of  this  chapter. 

Added  Pub.L.  90^351,  Title  III,  §802,  June  19,  1968,  82  Stat.  216. 

§  25t6.     Authorization  for  interception  of  tcire   or  oral  communications 

(1)  The  Attorney  General,  or  any  Assistant  Attorney  General  specially  des- 
ignated by  the  Attorney  General,  may  authorize  an  application  to  a  Federal 
judge  of  competent  jurisdiction  for,  and  such  judge  may  grant  in  conformity 
with  section  2518  of  this  chapter  an  order  authorizing  or  approving  the  intercep- 
tion of  wire  or  oral  communications  by  the  Federal  Bureau  of  Investigation,  or 
a  Federal  agency  having  responsibility  for  the  investigation  of  the  offense  as  to 
which  the  application  is  made,  when  such  interception  may  provide  or  has  pro- 
vided evidence  of — 

(a)  any  offense  punishable  by  death  or  by  imprisonment  for  more  than 
one  year  under  sections  2274  through  2277  of  title  42  of  the  United  States 
Code  (relating  to  the  enforcement  of  the  Atomic  Energy  Act  of  1954),  or 
under  the  following  chapters  of  this  title  :  chapter  37  (relating  to  espionage), 
chapter  105  (relating  to  sabotage),  chapter  115  (relating  to  treason),  or 
chapter  102  (relating  to  riots)  ; 

(b)  a  violation  of  section  186  or  section  501(c)  of  title  29,  United  States 
Code  (dealing  with  restrictions  on  payments  and  loans  to  labor  organiza- 
tions), or  any  offense  which  involves  murder,  kidnapping,  robbery,  or  ex- 
tortion, and  which  is  i)unisliable  under  this  title  : 

(c)  any  offense  which  is  punishable  under  the  following  sections  of  this 
title:  section  201  (bribery  of  public  officials  and  witnesses),  section  224 
(bribery  in  sporting  contests),  subsection  (d),  (e),  (f),  (g),  (h),  or  (i) 
of  section  844  (unlawful  use  of  explosives),  section  1084  (transmission  of 
wagering  information),  section  1.503  (influencing  or  injuring  an  officer, 
juror,  or  \^itness  generally),  section  1510  (obstruction  of  criminal  investiga- 
tions), section  1511  (obstruction  of  State  or  local  law  enforcement),  sec- 
tion 1751  (Presidential  assassinations,  kidnapping,  and  assault),  section 
1951  (interference  with  commerce  by  threats  or  violence),  section  1952 
(interstate  and  foreign  travel  or  transportation  in  aid  of  racketeering 
enterprises),  section  19.54  (offer,  acceptance,  or  solicitation  to  influence 
operations  of  employee  benefit  plan),  section  1955  (prohibition  of  busi- 
ness enterprises  of  gambling),  section  659  (theft  from  interstate  ship- 
ment), section  6(>4  (embezzlement  from  pension  and  welfare  funds),  sections 
2.314  and  2.315  (interstate  transportation  of  stolen  property),  section  1963 
(violations  with  respect  to  racketeer  influenced  and  corrupt  organizations) 
or  section  351  (violations  with  respect  to  congressional  assassination,  kid- 
naping and  assaidt)  ; 

(d)  any  offense  involving  counterfeiting  punishable  under  section  471. 
472,  or  473  of  this  title  ; 

(e)  any  offense  involving  bankruptcy  fraud  or  the  manufacture,  im- 
portation, receiving,  concealment,  buying,  selling,  or  otherwise  dealing  in 
narcotic  drugs,  marihuana,  or  other  dangerous  drugs,  punishable  under 
any  law  of  the  United  States  ; 

(f)  any  offense  including  extortionate  credit  rran.sactions  under  sections 
892,  893,  or  894  of  this  title  ;  or 

(g)  Any  conspiracy  to  commit  any  of  the  foregoing  offenses. 

(2)  The  principal  prosecuting  attorney  of  any  State,  or  the  principal  prosecut- 
ing attorney  of  any  political  subdivision  thereof,  if  such  attorney  is  authorized 
by  a  statute  of  that  State  to  make  application  to  a  State  court  judge  of  competent 
jurisdiction  for  an  order  authorizing  or  approving  the  interception  of  wire  or 
oral  communications,  may  apply  to  such  judge  for.  and  such  judge  may  grant  in 
conformity  with  section  2518  of  this  chapter  and  with  the  applicable  State  stat- 
ute an  order  authorizing,  or  approving  the  interception  of  wire  or  oral  commu- 
nications by  investigative  or  law  enforcement  officers  having  responsibility  for 
the  investigation  of  the  offense  as  to  which  the  application  is  made,  when  such 
interception  may  provide  or  has  provided  evidence  of  the  commission  of  the 
offense  of  murder,  kidnapping,  gambling,  robbery.  bril)ery,  extortion,  or  dealing 
in  narcotic  drugs,  marihuana  or  other  dangerous  drugs,  or  otlier  crime  danger- 
ous to  life.  limb,  or  property,  and  punishable  by  imprisonment  for  more  than  one 
year,  designated  in  any  applicable  State  statute  authorizing  such  interception, 
or  any  conspiracy  to  commit  any  of  the  foregoing  offenses. 
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Added  Pub.L.  90-351.  Title  III,  §  802,  June  19,  1968,  82  Stat.  216,  and  amended 
Pub.L.  91-152,  Title  VIII,  §  810,  Title  X,  S  902(a),  Title  XI,  §  1103,  Oct.  15,  1970, 
84  Stat.  940,  947,  959;  Pub.L.  91-644,  Title  IV,  §  16,  Jan.  2,  1971,  84  Stat.  1891. 

§  2511.     Authorization   for   disclosure   and   use     of   intercepted    wire    of    oral 
communications 

(1)  Any  investigative  or  law  enforcement  officer  who,  by  any  means  authorized 
by  this  chapter,  has  obtained  knowledge  of  the  contents  of  any  wire  or  oral 
communication,  or  evidence  derived  therefrom,  may  disclose  such  contents  to 
another  investigative  or  law  enforcement  officer  to  the  extent  that  such  disclosure 
is  appropriate  to  the  proper  performance  of  the  official  duties  of  the  officer 
making  or  receiving  the  disclosure. 

(2)  Any  investigative  or  law  enforcement  officer  who,  by  any  means  authorized 
by  this  chapter,  has  obtained  knowledge  of  the  contents  of  any  wire  or  oral 
communication,  or  evidence  derived  therefrom  may  use  such  contents  to  the  ex- 
tent such  use  is  appropriate  to  the  proper  performance  of  his  official  duties. 

(3)  Any  person  who  has  received,  by  any  means  authorized  by  this  chapter, 
any  information  concerning  a  wire  or  oral  communication,  or  evidence  derived 
therefrom  intercepted  in  accordance  with  the  provisions  of  the  chapter  may  dis- 
close the  contents  of  that  communication  or  such  derivative  evidence  while  testi- 
fying under  oath  or  affirmation  in  any  proceeding  held  under  the  authority  of 
the  United  States  or  of  any  State  or  political  subdivision  thereof. 

(4)  No  otherwise  privilege  wire  or  oral  communication  intercepted  in  accord- 
ance with,  or  in  violation  of,  the  provisions  of  this  chapter  shall  lose  its  privileged 
character. 

(5)  When  an  investigative  or  law  enforcement  officer,  while  engaged  in  inter- 
cepting wire  or  oral  communications  in  the  manner  authorized  herein,  intercepts 
wire  or  oral  communications  relating  to  offenses  other  than  those  specified  in  the 
order  of  authorization  or  approval,  the  contents  thereof,  the  evidence  derived 
therefrom,  may  be  disclosed  or  used  as  provided  in  subsections  (1)  and  (2)  of 
this  section.  Such  contents  and  any  evidence  derived  therefrom  may  be  used  under 
subsection  (3)  of  this  section  when  authorized  or  approved  by  a  judge  of  com- 
petent jurisdiction  where  such  judge  finds  on  subseciuent  application  that  the 
contents  were  otherwise  intercepted  in  accordance  with  the  provisions  of  this 
chapter.  Such  application  shall  be  made  as  soon  as  practicable. 

Added  Pub.L.  90-351,  Title  III,  §  802,  June  19.  1968,  82  Stat.  217  and  amended 
Pub.L.  91-452,  Title  IX.  §  902(b),  Oct.  15,  1970,  84  Stat.  947. 

§  2518.     Procedure  for  interception  of  wire  or  oral  communications 

(1)  Each  application  for  an  order  authorizing  or  approving  the  interception 
of  a  wire  or  oral  communication  shall  be  made  in  writing  upon  oath  or  affirma- 
tion to  a  judge  of  competent  jurisdiction  and  shall  state  the  applicant's  authority 
to  make  such  application.  Each  application  shall  include  the  following  informa- 
tion : 

(a)  the  identity  of  the  investigative  or  law  enforcement  officer  making 
the  application,  and  the  officer  authorizing  the  application ; 

(b)  a  full  and  complete  statement  of  the  facts  and  circumstances  relied 
upon  by  the  applicant,  to  justify  his  belief  that  an  order  should  be  issued, 
including  (i)  details  as  to  the  particular  offense  that  has  been,  is  being,  or 
is  about  to  be  committed,  (ii)  a  particular  description  of  the  nature  and 
location  of  the  facilities  from  which  or  the  place  where  the  communication 
is  to  be  intercepted,  (iii)  a  particular  description  of  the  type  of  communi- 
cations sought  to  he  intercepted,  (iv)  the  identity  of  the  person,  if  known, 
committing  the  offense  and  whose  communications  are  to  be  intercepted ; 

(c)  a  full  and  complete  statement  as  to  whether  or  not  other  investigative 
procedures  have  been  tried  and  failed  or  why  they  reasonably  appear  to  be 
unlikely  to  succeed  if  tried  or  to  be  too  dangerous ; 

(d)  a  statement  of  the  period  of  time  for  which  the  interception  is  required 
to  be  maintained.  If  the  nature  of  the  inve.stigation  is  such  that  the  authori- 
zation for  interception  should  not  automatically  terminate  when  the  described 
type  of  communication  has  been  first  obtained,  a  particular  description  of 
facts  establishing  probable  cause  to  believe  that  additional  communications 
of  the  same  type  will  occur  thereafter ; 

(e)  a  full  and  complete  statement  of  the  facts  concerning  all  previous 
applications  known  to  the  individual  authorizing  and  making  the  application, 
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made  to  any  judge  for  authorization  to  intercept,  or  for  approval  of  inter- 
ceptions of,  wire  or  oral  comnuuiications  involving  any  of  the  same  persons, 
facilities  or  places  specified  in  the  application,  and  the  action  taken  by 
the  judge  on  each  such  application ;  and 

(f)  where  the  application  is  for  the  extension  of  an  order,  a  statement 
setting  forth  the  results  thus  far  obtained  from  the  interception,  or  a  reason- 
able explanation  of  the  failure  to  obtain  such  results. 

(2)  The  judge  may  require  the  applicant  to  furnish  additional  testimony 
or  documentary  evidence  in  support  of  the  application. 

(3)  Upon  such  application  the  judge  may  enter  an  ex  parte  order,  as  requested 
or  as  modified,  authorizing  or  approving  interception  of  wire  or  oral  communi- 
cations within  the  territorial  jurisdiction  of  the  court  in  which  the  judge  is 
sitting,  if  the  judge  determines  on  the  basis  of  the  facts  submitted  by  the  appli- 
cant that — 

(a)  there  is  probable  cause  for  belief  that  an  individual  is  committing, 
has  committed,  or  is  about  to  commit  a  particular  offense  enumerated  in 
section  2516  of  this  chapter ; 

(b)  there  is  probable  cause  for  belief  that  particular  communications  eon- 
cerning  that  offense  will  be  obtained  through  such  interception ; 

(c)  normal  investigative  procedures  have  been  tried  and  have  failed  or 
reasonably  api>ear  to  be  unlikely  to  succeed  if  tried  or  to  be  too  dangerous ; 

(d)  there  is  probable  cause  for  belief  that  the  facilities  from  which,  or 
the  place  where,  the  wire  or  oral  communications  are  to  be  intercepted  are 
being  used,  or  are  about  to  be  used,  in  connection  with  the  commission  of 
such  offense,  or  are  leased  to,  listed  in  the  name  of,  or  commonly  used  by 
such  person. 

(4)  Each  order  authorizing  or  approving  the  interception  of  any  wire  or 
oral  communication  shall  specify — 

(a)  the  identity  of  the  person,  if  known,  whose  communications  are  to 
be  intercepted ; 

(b)  the  nature  and  location  of  the  communications  facilities  as  to  which, 
or  the  place  where,  authority  to  intercept  is  granted ; 

(c)  a  particular  description  of  the  type  of  communication  sought  to  be 
intercepted,  and  a  statement  of  the  particular  offense  to  which  it  relates : 

(d)  the  identity  of  the  agency  authorized  to  intercept  the  communications, 
and  of  the  i>erson  authorizing  the  application  :  and 

(e)  the  period  of  time  during  which  such  interception  is  authorized, 
including  a  statement  as  to  whether  or  not  the  interception  shall  auto- 
matically terminate  w^hen  the  described  communication  has  been  first 
obtained. 

An  order  authorizing  the  interception  of  a  wire  or  oral  conimimication  shall, 
upon  request,  of  the  applicant,  direct  that  a  communication  common  carrier, 
landlord,  custodian  or  other  person  shall  furnish  the  applicant  forthwith  all 
information,  facilities,  and  technical  assistance  necessary  to  accomplish  the 
interception  unobstrusively  and  with  a  minimum  of  interference  with  the  services 
that  such  carrier,  landlord,  custodian,  or  ijerson  is  according  the  i)erson  whose 
communications  are  to  be  intercepted.  Any  communication  common  carrier,  land- 
lord, custodian  or  other  person  furnishing  such  facilities  or  technical  assistance 
shall  be  comijensated  therefor  by  the  applicant  at  the  iirevailing  rates. 

(5)  No  order  entered  under  this  section  may  authorize  or  approve  the  inter- 
ception of  any  wire  or  oral  communication  for  any  period  longer  than  is  neces- 
sary to  achieve  the  objective  of  the  authorization,  nor  in  any  event  longer  than 
thirty  days.  Extensions  of  an  order  may  be  granted,  but  only  upon  application 
for  an  extension  made  in  accordance  with  subsection  (1)  of  this  section  and 
the  court  making  the  findings  re(]uired  by  subsection  (3)  of  this  section.  The 
period  of  extension  shall  be  no  longer  than  the  authorizing  judge  deems  necessary 
to  achieve  the  purposes  for  which  it  was  granted  and  in  no  event  for  longer 
than  thirty  days.  Every  order  and  extension  thereof  shall  contain  a  provision 
that  the  authorization  to  intercept  shall  be  executed  as  soon  as  practicable, 
shall  be  conducted  in  such  a  way  as  to  minimize  the  interception  of  communi- 
cations not  otherwise  subject  to  interception  under  this  chapter,  and  must  termi- 
nate ui)on  attainment  of  the  authorized  objectives,  or  in  any  event  in  thirty 
days. 

(6)  Whenever  an  order  authorizing  interception  is  entered  pursuant  to  tliis 
chapter,  the  order  may  require  reports  to  be  made  to  the  judge  who  issued  the 
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order  showing  what  progress  has  been  made  toward  achievement  of  the  author- 
ized objective  and  the  need  for  continued  interception.  Such  reports  shall  be 
made  at  such  intervals  as  the  judge  may  require. 

(7)  Notwithstanding  any  other  provision  of  this  chapter,  any  investigative 
or  law  enforcement  officer,  specially  designated  by  the  Attorney  General  or  by 
the  principal  prosecuting  attorney  of  any  State  or  subdi\ision  thereof  acting 
pursuant  to  a  statute  of  that  State,  who  reasonably  deteiTaines  that — 

(a)  an  emergency  situation  exists  with  respect  to  conspiratorial  activities 
threatening  the  national  security  interest  or  to  conspiratorial  activities 
characteristic  of  organized  crime  that  requires  a  wire  or  oral  communica- 
tion to  be  intercepted  before  an  order  authorizing  such  interception  can 
with  due  diligence  be  obtained,  and 

(b)  there  are  grounds  upon  which  an  order  could  be  entered  under  this 
chapter  to  authorize  such  intercepiton, 

may  intercept  such  wire  or  oral  communication  if  an  application  for  an  order 
approving  the  interception  is  made  in  accordance  with  this  section  within  forty- 
eight  hours  after  the  interception  has  occurred,  or  begins  to  occur.  In  the  absence 
of  an  order,  such  interception  shall  immediately  terminate  when  the  communica- 
tion sought  is  obtained  or  when  the  application  for  the  order  is  denied,  whichever 
is  earlier.  In  the  event  such  application  for  approval  is  denied,  or  in  any  other 
case  where  the  interception  is  terminated  without  an  order  having  been  is.sued, 
the  contents  of  any  wire  or  oral  communication  intercepted  shall  be  treated  as 
having  been  obtained  in  violation  of  this  chapter,  and  an  inventory  shall  be 
ser\-ed  as  provided  for  in  subsection  (d)  of  this  section  on  the  person  named  in 
the  application. 

(8)  (a)  The  contents  of  any  wire  or  oral  communication  intercepted  by  any 
means  authorized  by  this  chapter  shall,  if  pos.sible,  be  recorded  on  tape  or  wire  or 
other  comparable  device.  The  recording  of  the  contents  of  any  wire  or  oral  com- 
munication under  this  subsection  shall  be  done  in  such  way  as  will  protect  the 
recording  from  editing  or  other  alterations.  Immediately  upon  the  expiration  of 
the  period  of  the  order,  or  extensions  thereof,  such  recox'dings  shall  be  made 
available  to  the  judge  issuing  such  order  and  sealed  under  his  directions.  Custody 
of  the  recordings  shall  be  wherever  the  judge  orders.  They  .shall  not  be  destroyed 
except  upon  an  order  of  the  issuing  or  denying  judge  and  in  any  event  shall  be 
kept  for  ten  years.  Duplicate  recordings  may  be  made  for  use  or  disclosure  pur- 
suant to  the  provisions  of  subsections  (1)  and  (2)  of  section  2517  of  this  chapter 
for  investigations.  The  jiresence  of  the  seal  provided  for  by  this  subsection,  or  a 
satisfactory  explanation  for  the  absence  thereof,  shall  be  a  prerequisite  for  the 
use  or  disclosure  of  the  contents  of  any  wire  or  oral  communication  or  evidence 
derived  therefrom  under  subsection   (3)  of  section  2517. 

(b)  Applications  made  and  orders  granted  under  this  chapter  shall  be  sealed 
by  the  judge.  Custody  of  the  applications  and  orders  shall  be  wherever  the  judge 
directs.  Such  applications  and  orders  shall  be  disclosed  only  upon  a  showing  of 
good  cause  before  a  judge  of  competent  jurisdiction  and  shall  not  be  destroyed 
except  on  order  of  the  issuing  or  denying  judge,  and  in  any  event  shall  be 
kept  for  ten  years. 

(c)  Any  violation  of  the  provisions  of  this  subsection  may  be  punished  as 
contempt  of  the  issuing  or  denying  judge. 

(d)  Within  a  reasonable  time  but  not  later  than  ninety  days  after  the  fiMng 
of  an  application  for  an  oixler  of  approval  under  section  2518(7)  (b)  which  is 
denied  or  the  termination  of  the  period  of  an  order  or  extensions  thereof,  the 
is.suing  or  denying  judge  shall  cause  to  be  served,  on  the  persons  namefl  in  the 
order  or  the  application,  and  such  other  parties  to  intercepted  connnunications 
as  the  judge  may  determine  in  his  discretion  that  is  in  the  interest  of  justice,  an 
inventory  which  shall  include  notice  of — 

(1  the  fact  of  the  entry  of  the  order  or  the  application  ; 

(2)  the  date  of  the  entry  and  the  period  <if  authorized,  approved  or  dis- 
approved interception,  or  the  denial  of  the  application  :  and 

(3)  the  fact  that  during  the  period  wire  or  oral  communications  were  or 
were  not  intercepted. 

The  judge,  upon  the  filing  of  a  motion,  may  in  his  discretion  make  available  to 
such  person  or  his  counsel  for  inspection  such  portions  of  the  intercepted  com- 
munications, applications  and  orders  as  the  judge  determines  to  be  in  the 
interest  of  justice.  On  an  ex  parte  showing  of  good  cause  to  a  judge  of  competent 
jurisdiction  the  serving  of  the  inventory  required  by  this  subsection  may  be 
po.stponed. 


1377 

(9)  The  contents  of  any  intercepted  wire  or  oral  conuminication  or  evidence 
derived  therefrom  sliall  not  be  received  in  evidence  or  otherwise  disclosed  in 
any  trial,  htaring,  or  other  proceeding  in  a  Federal  or  State  court  unless  each 
party,  not  less  than  ten  days  before  the  trial,  hearing,  or  proceeding,  has  been 
furni.shed  with  a  copy  of  the  court  order,  and  accompanying  application,  under 
which  the  interception  was  authorized  or  approved.  This  ten-day  period  may 
be  waived  by  the  judge  if  he  finds  that  it  was  not  ix)ssible  to  furnish  the  party 
with  the  above  information  ten  days  before  the  trial,  hearing  or  proceeding  and 
that  the  party  will  not  be  prejudiced  by  the  delay  in  receiving  such  information. 

(10)  (a)  Any  aggreivetl  person  in  any  trial,  hearing,  or  proceeding  in  or  before 
any  court,  department,  otticer,  agency,  regulatory  body,  or  other  authority  of 
the  United  States,  a  State,  or  a  political  subdivision  thereof,  may  move  to  sup- 
press the  contents  of  any  intercepted  wire  or  oral  communication,  or  evidence 
derived  therefrom,  on  the  grounds  that — 

(i)  the  communication  was  unlawfully  intercepted  ; 

(ii)  the  order  of  authorization  or  approval  under  which  it  was  intercepted 
is  insufficient  on  its  face ;  or 

(iii )  the  interception  was  not  made  in  conformity  with  the  order  of  author- 
ization or  approval. 
Such  motion  shall  be  made  before  the  trial,  hearing,  or  proceeding  unless  there 
was  no  opportuntiy  to  make  such  motion  or  the  person  was  not  aware  of  the 
grounds  of  the  motion.  If  the  motion  is  granted,  the  contents  of  the  intercepted 
\rtre  or  oral  communication,  or  evidence  derived  therefrom,  shall  be  treated  as 
having  been  obtained  in  violation  of  this  chapter.  The  judge,  upon  the  filing 
of  such  motion  by  the  aggrieved  person,  may  in  his  discretion  make  available 
to  the  aggrieved  person  or  his  counsel  for  inspection  such  portions  of  the  inter- 
cepted commimication  or  evidence  derived  therefrom  as  the  judge  determines 
to  be  in  the  interest  of  justice. 

(b)  In  addition  to  any  other  right  to  appeal,  the  United  States  shall  have  the 
right  to  appeal  from  an  order  granting  a  motion  to  suppress  made  under  para- 
graph (a)  of  this  subsection,  or  the  denial  of  an  application  for  an  order  of 
approval,  if  the  United  States  attorney  shall  certify  to  the  jiidge  or  other 
official  granting  such  motion  or  denying  such  application  that  tlie  appeal  is  not 
taken  for  purposes  of  delay.  Such  appeal  shall  be  taken  within  thirty  days  after 
the  date  the  order  was  entered  and  shall  be  diligently  prosecuted. 
Added  Pub.  L.  90-351.  Title  III.  §  S02.  June  19,  198S,  82  Stat.  218  and  amended 
Pub.  L.  91-358,  Title  II,  §  211(b),  July  29,  1970,  84  Stat.  654. 

§  2519.  Reports  Goncerning  intercepted  wire  or  oral  communications 

(1)  Within  thirty  days  after  the  expiration  of  an  order  (or  each  extension 
thereof)  entered  under  .section  2518,  or  the  denial  of  an  order  approving  an 
interception,  the  issuing  or  denying  judge  shall  report  to  the  Administrative 
Office  of  the  United  States  Court.s — 

(a)  the  fact  that  an  order  or  extension  was  applied  for ; 

(b)  the  kind  of  order  or  extension  applied  for  ; 

(c)  the  fact  that  the  order  or  extension  was  granted  as  applied  for, 
was  modified,  or  was  denied  : 

(d)  the  period  of  interceptions  authorized  by  the  order,  and  the  number 
and  duration  of  any  extensions  of  the  order : 

(e)  the  offense  specified  in  the  order  or  application,  or  extension  of 
an  order ; 

(f)  the  identity  of  the  applying  investigative  or  law  enforcement  oflScer 
and  agency  making  the  application  and  the  person  authorizing  the  applica- 
tion ;  and 

(g)  the  nature  of  the  facilities  from  which  or  the  place  where  communica- 
tions were  to  be  intercepted. 

(2)  In  January  of  each  year  the  Attorney  General,  an  Assistant  Attorney  Gen- 
eral specially  designated  by  the  Attorney  General,  or  the  principal  prosecuting 
attorney  of  a  State,  or  the  principal  prosecuting  attorney  for  any  iwlitical  sub- 
division of  a  State,  shall  reiK)rt  to  the  Administrative  Office  of  the  United 
States  Courts — 

(a)  the  information  required  by  paragraphs  (a)  through  (g)  of  subsec- 
tion (1)  of  this  section  with  resi>ect  to  each  application  for  an  order  or 
extension  made  during  the  preceding  calendar  year ; 

(b)  a  general  description  of  the  interceptions  made  under  such  order  or 
extension,  including  (i)  the  approximate  nature  and  frequency  of  incrimi- 
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nating  communications  intercepted,  (ii)  the  approximate  nature  and  fre- 
quency of  other  communications  intercepted,  (iii)  the  approximate  number 
of  persons  whose  communications  were  intercepted,  and  (iv)  the  approximate 
nature,  amount,  and  cost  of  the  manpower  and  other  resources  used  in  the 
interceptions ; 

(c)  the  number  of  arrests  resulting  from  interceptions  made  under  such 
order  or  extension,  and  the  offenses  for  which  arrests  were  made ; 

(d)  the  number  of  trials  resulting  from  such  interceptions  ; 

(e)  tlie  number  of  motions  to  suppress  made  with  respect  to  such  inter- 
ceptions, and  the  number  granted  or  denied ; 

(f)  the  number  of  convictions  resulting  from  such  interceptions  and  the 
offenses  for  which  the  convictions  were  obtained  and  a  general  assessment 
of  the  importance  of  the  interceptions  ;  and 

(g)  the  infoi-mation  required  by  paragraphs  (b)  through  (f)  of  this  sub- 
section with  respect  to  orders  or  extensions  obtained  in  a  preceding  calendar 
year. 

(3)  In  April  of  each  year  the  Director  of  the  Administrative  Office  of  the 
United  States  Courts  shall  transmit  to  the  Congress  a  full  and  complete  report 
concerning  the  number  of  applications  for  orders  authorizing  or  approving  the 
interception  of  wire  or  oral  communications  and  the  number  of  orders  and 
extensions  granted  or  denied  during  the  preceding  calendar  year.  Such  report 
shall  include  a  summary  and  analysis  of  the  data  required  to  be  filed  with  the 
Administrative  Office  by  subsections  (1)  and  (2)  of  this  section.  The  Director  of 
the  Administrative  Office  of  the  United  States  Courts  is  authorized  to  issue 
binding  regulations  dealing  with  the  content  and  form  of  the  reports  required 
to  be  filed  by  subsections  (1)  and  (2)  of  this  section. 
Added  Pub.L.  90-351,  Title  III,  §  802.  June  19,  1968,  82  Stat.  222. 

§  2520.     Recovery  of  civil  damages  authorized 

Any  person  whose  wire  or  oral  communication  is  intercepted,  disclosed,  or 
used  in  violation  of  this  chapter  shall  (1)  have  a  civil  cause  of  action  against 
any  person  who  intercepts,  discloses,  or  uses,  or  procures  any  other  person  to 
intercept,  disclose,  or  use  such  communications,  and  (2)  be  entitled  to  recover 
from  any  such  person— 

(a)  actual  damages  but  not  less  than  liquidated  damages  computed  at  the 
rate  of  $100  a  day  for  each  day  of  violation  or  $1,000,  whichever  is  higher ; 

(b)  punitive  damages  ;  and 

(c)  a  reasonable  attorney's  fee  and  other  litigation  costs  reasonably 
incurred. 

A  good  faith  reliance  on  a  court  order  or  legislative  authorization  shall  con- 
stitute a  complete  defense  to  any  civil  or  criminal  action  brought  under  this 
chapter  or  under  any  other  law. 

Added  Pub.L.  90-351.  Title  III.  §  802.  June  19,  1968,  82  Stat.  223,  and  amended 
Pub.L.  91-358,  Title  II,  §  211(c),  July  29, 1970.  84  Stat.  654. 

Title  26.  U.S.  Code,  Sections  7601-7604   (IRS  AoMiNiSTRATrvE  Summons 

Provisions) 

§  7601.   Canvass  of  districts  for  taxable  persons  and  objects 

(a)  General  rule. — The  Secretary  or  his  delegate  shall,  to  the  extent  he  deems 
it  practicable,  cause  officers  or  employees  of  the  Treasury  Department  to  proceed, 
from  time  to  time,  through  each  internal  revenue  district  and  inquire  after  and 
concerning  all  persons  therein  who  may  be  liable  to  pay  any  internal  revenue  tax, 
and  all  persons  owning  or  having  the  care  and  management  of  any  objects  with 
respect  to  which  any  tax  is  inijwsed. 

(b)  Penalties. — 

For  penalties  applicable  to  forcible  obstruction  or  hindrance  of  Treasury 
officers  or  employees  in  the  performance  of  their  duties,  see  section  7212. 

§  7602.     Examination  of  books  and  witnesses  ■ 

For  the  purpose  of  ascertaining  the  correctness  of  any  return,  making  a  return 
where  none  has  been  made,  determining  the  liability  of  any  person  for  any 
internal  revenue  tax  or  the  liability  at  law  or  in  equity  of  any  transferee  or 
fiduciary  of  any  person  in  respect  of  any  internal  revenue  tax,  or  collecting  any 
such  liability,  the  Secretary  or  his  delegate  is  authorized — 

(1)    To  examine  any  book,  papers,  records,  or  other  data  which  may  be 
relevant  or  material  to  such  inquiry  ; 
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(2)  To  summon  the  person  liable  for  tax  or  required  to  perform  the  act, 
or  any  officer  or  employee  of  such  person,  or  any  person  having  possession, 
custody,  or  care  of  l>ooks  of  account  containing  entries  relating  to  the  l>usi- 
ness  of  the  person  liable  for  tax  or  required  to  i>erf()rm  the  act,  or  any 
other  i>erson  the  Secretary  or  his  delegate  may  deem  proper,  to  appear  before 
the  Secretary  or  his  delegate  at  a  time  and  placv  named  in  the  summons  and 
to  produce  such  books,  papers,  records,  or  other  data,  and  to  give  such  testi- 
mony, under  oath,  as  may  be  relevant  or  material  to  sucli  incjuiry  ;  and 

(3)  To  take  such  testimony  of  the  person  concerned,  under  oath,  as  may 
be  relevant  or  material  to  such  inquiry. 

§  7603.     Service  of  summons 

A  summons  issued  under  section  6420(e)  (2).  6421(f)  (2),  6424(d)  (2),  &427(e) 
(2),  or  7602  shall  be  served  by  the  Secretary  or  his  delegate,  by  an  attested  copy 
delivered  in  hand  to  the  person  to  whom  it  is  directed,  or  left  at  his  last  and 
usual  place  of  abode :  and  the  certificate  of  service  signed  by  the  person  serving 
the  summons  shall  be  evidence  of  the  facts  it  states  on  the  hearing  of  an  applica- 
tion for  the  enforcement  of  the  summons.  When  the  summons  requires  the  pro- 
duction of  books,  iKipers,  records,  or  other  data,  it  sliall  be  sufficient  if  such  books, 
papers,  records,  or  other  data  are  described  with  reasonable  certainty. 

§  7604-    Enjorcemcnt  of  summons 

[See  mail}  volume  for  test  of  (a)] 

(b)  Enforcement. — Whenever  any  per.son  summoned  under  section  6420(e)  (2), 
6421(f)(2),  6424(d)(2),  6427(e)(2),  or  7602  neglects  or  refu.ses  to  obey  such 
summons,  or  to  produce  books,  pai>ers,  records,  or  other  data,  or  to  give  testi- 
mony, as  requiretl,  the  Secretary  or  his  delegate  may  apply  to  the  judge  of  the 
district  court  or  to  a  United  States  commissioner  for  the  district  within  which 
the  i>erson  so  summoned  resides  or  is  found  for  an  attachment  against  him  as 
for  a  contempt.  It  shall  be  the  duty  of  the  judge  or  commissioner  to  hear  the 
application,  and,  if  satisfactory  proof  is  made,  to  issue  an  attachment,  directed 
to  some  proiier  officer,  for  the  arrest  of  such  person,  and  upon  his  being  brought 
before  him  to  proceed  to  a  hearing  of  the  case:  and  upon  such  liearing  the  judge 
or  the  United  States  commissioner  shall  have  power  to  make  such  order  as  he 
shall  deem  proper,  not  inconsistent  with  the  law  for  the  pimishment  of  contemi>ts, 
to  enforce  obedience  to  the  requirements  of  the  summon.s  and  to  punish  .such 
person  for  his  default  or  disobedience. 

(c)  Cross  references. — 

(1)  Authority  to  issue  orders,  processes,  and  judgments. — 

(2)  Penalties.— 

For  penalties  applicable  to  violation  of  section  6420(e)  (2).  6421(f) 
(2),  6424(d)  (2),(>427(e)  (2) ,  or  7602,  see  section  7210. 

o 


GENERAL    BOOKBINDING    CO. 


75    .     .            13 

( 

•'l  ">    1    1  •\/  T 

■u.'  1     1 

p 

QUALITY    CONTROL    MARK 

7077 


BOSTON  PUBLIC  LIBRARY 


3  9999  05983  559  3 


